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Abstract

[bookmark: _Int_BjfyGxZZ]In this report, I will be explaining the importance and significance of ransomware. It’s affected among many victims to as large as corporate giants and as small as the everyday worker. This report will also include the many forms and ways on how malware related attacks happen, and what may cause such openings in said firewall. This including ways to protect against ransomware attacks or at least prevent such actions from happening in the first place.
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Introduction
Almost everyone is aware of dangers in having your data being breached when any field relating to technology or would need a particular device. As most would say knowledge is power and that could either help or most importantly harm. Most malwares / viruses can simply be summed up to one conclusion or goal to say. In which is to cause harm to not just your devices, but whatever is stored on said device. Such as photos, documents, contacts, or any past data that has been transferred in or out through said network. In general, your data being used as leverage in this age of technology can be very valuable to many. Ransomware is a specific malware that leverages your data for a huge sum of money in return.

Introduction to Ransomware
From just an annoying pop-up, has been evolving over the years to be able to encrypt your important files or even your entire system. The world we currently live in doesn’t follow the standard form of security, like other places do such as banks, bars, or schools. What people value more than something like money or status, is probably someone else’s data so they can leverage.  
Ransomware has become a massive issue in the faces of many businesses small and large since it has been widely used by ”bad guys”. ”Why? This is “Game Over” malware, meaning that, at least in the criminal’s eyes, once a user gets infected, there is no recovery option other than paying the ransom. Also, victims actually pay the ransom directly to the criminal, cutting out any need for middlemen or having to sell piles of stolen credit card information on darknet forums.” [2] Main reason why my many hackers or ”bad guys” resorted to this type of tactic is due to the fact is easy, cost-effective, more of a reward than risk, profitable and ultimately works!

Ransomware - Blackmatter
Popularity / the reoccurrence of ransomware attacks has been increasing ever since the pandemic has started in 2020 and hasn’t stop increasing in attacks over the past few years. Targeting major companies, organizations, or government agencies, or perhaps you as an individual have experienced a ransomware attack on your own device. Ransomware can approach in different ways to not make it obvious that it’s a bait or trap to attain access to your device or network.

[image: ]
Blackmatter is an example of ransomware-as-a-service (RaaS) affiliate program launched in July 2021. ”"The project has incorporated in itself the best features of DarkSide, REvil, and LockBit," according to the BlackMatter ransomware group. They typically attack Windows and Linux servers and frequently collaborate with initial access brokers (IABs) to facilitate further exploitation. IABs are financially motivated threat actors who profit from the underground sale of remote access to corporate networks.” [3]

Tactics
The steps of how ransomware type programs attack their targets can be seem like a slow process with them having to find a backdoor that might be just slightly opening by a crack in order to enter without notice. So, these steps may seem kind of steep but at least for programs like blackmatter they could result in a major payout.
 
1. Initial Access
”The Initial Access tactic includes techniques used by attackers to gain an initial foothold within a network, such as exploiting vulnerabilities on public-facing web servers.” [3]
2. Execution
”Techniques that result in adversary-controlled code running on a local or remote system are categorized under this tactic. It cannot be detached from others; execution techniques are often paired with techniques from all other tactics. For example, an adversary might use a Remote Access Tool (tactic: Command and Control) to run a PowerShell (tactic: Execution) script that does Remote System Discovery (tactic: Discovery).” [3]
3. Persistence
”The Persistence tactic consists of techniques used by adversaries to maintain their foothold across system restarts, changed credentials, or patched vulnerabilities.” [3]
4. Privilege Escalation
”It is easy to detect malware processes by listing the running processes and filtering out legitimate ones that are part of the operating system or installed software. If the malware can encapsulate its malicious code within a legitimate process (if it can inject its malicious code in another process), it will hide on the infected system. Moreover, it can access the target process’s memory, system, and network resources. Thus, Process Injection is an “old but gold” technique that is used by attackers for defense evasion and privilege escalation.” [3]
5. Defense Evasion
”Defense evasion consists of techniques that adversaries use to avoid detection by security controls.” [3]
6. Credential Access
”After compromising a system with elevated privileges, adversaries try to dump as many credentials as possible. The Credential Dumping technique enables adversaries to obtain account login and password information from the operating system and software. These credentials could grant a greater level of access, such as a privileged domain account, or the same credentials could be used on other assets.” [3]
7. Discovery
”Adversaries use the techniques in the Discovery tactic to obtain information about the target environment, such as services, processes, network, files, software, system, accounts, domain, and registry.” [3]
8. Lateral Movement
”The Lateral Movement tactic includes techniques that are used by adversaries to access and control remote systems (lateral movement) on the target network. To accomplish Lateral Movement, adversaries may use legitimate tools with valid accounts as well as their remote access tools.” [3]
9. Command and Control
”The Command and Control (C&C or C2) tactic includes techniques that adversaries may use to communicate with compromised systems within a victim network. In order to avoid detection, adversaries try to mimic legitimate traffic. They also use various channels, ports, and protocols for communication.” [3]
10. Exfiltration
”Adversaries use techniques in the Exfiltration tactic to steal data from your network. They encrypt or compress the data to be exfiltrated and use different channels and protocols to avoid detection.” [3]
11. Impact
”Threat actors may encrypt data on target systems or on a large number of systems connected to a network to disrupt the system and network resource availability. They can make stored data unusable by encrypting files or data on local and remote drives, which is a common behaviour of ransomware.” [3]

Prevent / Counter
For ways to prevent such threats for being able to attain not just yours but your entire networks information is to simulate ways to currently encrypt your own system. One of the best ways identify or test how good or bad your current defense protocols is to use said ransomware techniques and see if they be able to breach your systems defences and see what opportunities arise in order for such encryption to be successful. So technically testing how your system would react for the attack or if it would be able to identify it all in order to place an action to combat it or notify the host of said virus / malware. There is another way to counter such attacks that many semi – large corporate companies may practice to either nullify or to abide time when threatened.  The three stages of the disaster recovery sites, ranges from Hot – Warm – Cold. 

Hot Site
“Hot sites are essentially mirrors of your datacenter infrastructure. The backup site is populated with servers, cooling, power, and office space (if applicable). The most important feature offered from a hot site is that the production environment(s) are running concurrently with your main datacenter. This syncing allows for minimal impact and downtime to business operations. In the event of a significant outage event to your main datacenter, the hot site can take the place of the impacted site immediately. However, this level of redundancy does not come cheap, and businesses will have to weigh the cost-benefit-analysis (CBA) of hot site utilization.” [4]
Cold Site
“A cold site is essentially office or datacenter space without any server-related equipment installed. The cold site provides power, cooling, and/or office space which waits in the event of a significant outage to the main work site or datacenter. The cold site will require extensive support from engineering and IT personnel to get all necessary servers and equipment migrated and functional. Cold sites are the cheapest cost-recovery option for businesses to utilize.” [4]
Warm Site
“A warm site is the middle ground of the two disaster recovery options. Warm sites offer office space/datacenter space and will have some pre-installed server hardware. The difference between a hot site and a warm site is that while the hot site provides a mirror of the production data-center and its environment(s), a warm site will contain only servers ready for the installation of production environments. Warm sites make sense for aspect of the business which is not critical, but requires a level of redundancy (ex. Administrative roles). A CBA conducted on whether to use a warm site versus a hot site should include the downtime associated with the software-loading/configuration requirements for engineering.” [4]



Example

In the end of the day, lots of info gets passed around the world which can come from an unidentifiable source, which can set up the user for many outcomes once they decide to click a single button. Many malware programs tend to set themselves up to generally rely on human error at the end of the day. Either an undefined trojan email with an unclear link to lure one of your coworkers who should be receiving specific instructions, or a random occurrence were the data that was stored due to past searches / history, that happen to give you the right pop-up or notification at a significant time at the time of your search.

Reflection
From my experience, I’ve heard about most of these situations / threats since I’ve heard of other people getting targeted before by malware attacks. I have been able to do practices about such types of malwares due to my summer internship at an Insurance Company. They taught me a lot about not just protecting my data and such but also how to prepare. Prepare mainly due to the fact technology is constantly evolving and sometimes the best way is to adapt is to save to an external environment. Due to the fact that time doesn’t stop when your information is crucial to your business.
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