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Evaluating the Forensic Recoverability of Browser Session Artifacts from Volatile Memory for Enhanced Incident Response Investigations


Abstract
The growing reliance on web browsers for authentication, communication, cloud computing, and financial transactions has made them important sources of digital forensic evidence. Contemporary browsers like Google Chrome and Microsoft Edge save artefacts such as browsing history, cookies, cached files, authentication tokens, and session identifiers. Although some evidence is stored on persistent storage, active sessions increasingly rely on volatile memory, which means that valuable artefacts can be lost when browser processes terminate or systems shut down.

Recent studies have made progress in browser artefact recovery and memory forensics. However, most of the studies mainly explore persistent artefacts such as SQLite databases and cache files; relatively few studies have systematically evaluated browser session artefacts in volatile memory under realistic incident response conditions [1]–[4]. Current methodologies also offer little advice on acquisition timing, evidentially valuable browser processes and relative completeness and reliability of volatile and disk-based evidence [5], [6].

The research presented here is a controlled experimental study using Chromium-based browsers in a virtualized Windows 11 environment. The simulated activities, such as authenticated logins, encrypted communications, cloud interactions and downloads, will be analyzed thru memory acquisition and forensic examination. Recovered artefacts will be compared to persistent-storage evidence for completeness, integrity, temporal accuracy, and investigative value. The study intends to create a structured methodology for improving browser memory acquisition and incident response investigations.

1. Introduction
1.1 Context and Background
The rapid digital transformation of governments, businesses and individuals has increased reliance on web browsers for cloud services, financial transactions, healthcare, education and remote collaboration. Today’s browsers have become complex execution environments, handling authentication, encrypted communications, cloud synchronisation, and extensions, which raises both the forensic importance of and the challenges in evidence recovery from [1].

Digital forensics seeks to detect, retain, examine, and communicate digital evidence to develop accurate incident timelines. Historically, browser forensic analysis has been concentrated on persistent evidence like browsing history, cookies, cached objects, downloads, bookmarks, and login databases stored in SQLite and other browser files [2]. However, modern Chromium-based browsers including Google Chrome and Microsoft Edge employ multi-process architectures, sandboxing, site isolation, memory isolation, and encryption mechanisms that can limit the persistence of sensitive information on storage devices [3].

Critical browser session artefacts such as authentication tokens, session cookies, JavaScript runtime objects, decrypted credentials, TLS session keys, and rendering data may temporarily reside in volatile memory during active execution [4]. These artefacts can be erased or lost when a session ends or system loses power, thus conventional post-mortem analysis is not enough.
Therefore, live memory forensics has gained importance as it allows investigators to collect transient information from running processes, network connections, cryptographic material and browser memory structures before evidence disappears [5]. Such evidence can be especially useful in investigations of phishing, credential theft, account compromise, insider threat, ransomware, and unauthorised cloud access.

Recent research shows a growing interest in browser memory analysis, but existing studies are fragmented across browser history, privacy modes, encrypted credentials, and general memory forensics [6]–[9]. Relatively few studies systematically explore the distribution and recoverability of browser session artefacts across modern browser processes or compare volatile evidence to disk-based artefacts under realistic incident-response conditions. This creates uncertainty as to when memory acquisition should be prioritised.

Hence, this research proposes a systematic study of the forensic recoverability of browser session artefacts stored in volatile memory. The study will determine the value of volatile memory acquisition thru controlled experimentation, comparative forensic analysis and structured evaluation and its potential role in modern browser forensic investigations and incident-response procedures [10].


1.2 Research Problem
As more and more authentication, cloud computing, financial transactions, enterprise collaboration and digital communication are carried out using web browsers, browser artefacts are becoming more significant for digital forensic investigations. Modern browsers are sophisticated application platforms that handle encrypted communications, cloud synchronization, session authentication and sensitive user data [8].

Traditional browser forensics is mostly restricted to persistent artefacts such as browsing histories, downloads, cached objects, cookies, bookmarks, login databases and configuration files stored in SQLite databases or browser profiles [11]. These artefacts allow for historical activity reconstruction, but may not contain transient data that is only stored during an active browser session. Important evidence that is stored in volatile memory may be lost when the browser is closed, the user logs out, or the system shuts down [12].

Multi-process browser architectures are a major technical challenge. Browser functions are split across browser, renderer, GPU, network, and utility processes in Chromium-based browsers like Google Chrome and Microsoft Edge [13]. Thus, session artefacts such as authentication tokens, decrypted cookies, JavaScript objects, OAuth credentials, TLS session keys and rendering data can be scattered across process heaps and dynamically allocated memory, making systematic recovery more difficult [14].

Modern security mechanisms such as process sandboxing, site isolation, encrypted cookie storage, secure memory allocation, and automatic memory deallocation further diminish sensitive information persistence [15]. These mechanisms, while enhancing security, can also result in the rapid overwriting or destruction of forensic evidence prior to acquisition [16].
Literature shows that volatile memory has valuable evidence, e.g., network connections, encryption material, process information, browser session information [17]. However, while a lot of research concerns general memory forensics, browser research tends to focus on persistent artefacts, cache analysis or private browsing, and not on systematic recovery of browser session artefacts under realistic incident response scenarios [18], [19].

Another challenge is the absence of a standardized forensic methodology for browser memory investigations. General forensic tools like Volatility 3, Rekall, FTK Imager, and Autopsy provide broad forensic capabilities but are not specialized for browser-memory analysis [20]. Differences in browser versions, operating systems, memory allocation and process structures can therefore produce inconsistent results, affecting repeatability and reliability [21].

The growing use of cloud applications and browser-based enterprise services further intensifies this problem. Evidence of credential theft, session hijacking, phishing, ransomware delivery, and cloud-account compromise may be left in volatile memory rather than on disc [22]. The failure to obtain memory in a timely manner may thus result in a permanent loss of evidence and a reduced accuracy of incident reconstruction.

Research Gap
A critical review of the current literature shows that browser forensics and memory forensics have developed considerably but have largely developed as separate research domains. Previous work has extensively studied browser history analysis, cache reconstruction, SQLite database analysis, and general volatile memory acquisition, but few studies have integrated these areas and systematically evaluated the forensic recoverability of browser session artefacts from volatile memory under controlled incident response conditions [6], [18], [20]. Moreover, few studies compare the evidential completeness, temporal accuracy, and investigative value of volatile browser artefacts against traditional disk-based evidence under a structured and repeatable experimental framework. This absence of a holistic methodology is a big gap in the existing digital forensic research knowledge. Filling this gap is important for improving browser forensic investigations and facilitating evidence-based incident response practices in today’s increasingly cloud-centric and browser-dependent computing environments.




1.3 Research Aim

The goal of this research is to assess the forensic recoverability, evidential value, and investigative value of browser session artefacts stored in volatile memory during incident response investigations and to propose a structured methodology that improves browser memory forensic analysis in modern digital environments.

1.4 Research Objectives
The study will pursue the following SMART objectives in an effort to achieve the stated research aim:

1. To identify and classify browser session artefacts created during authenticated browsing sessions within Chromium-based browsers in a controlled virtual environment. 
2. To evaluate the recoverability of volatile browser session artefacts from RAM using established memory forensic techniques and current forensic analysis tools. 

3. To compare the completeness, temporal accuracy, integrity and evidential value of browser artefacts recovered from volatile memory with corresponding artefacts extracted from persistent storage. 

4. To assess the effectiveness and limitations of existing browser memory forensic approaches and identify the parameters that influence artefact recovery in incident response investigations. 

5. To propose a structured browser memory forensic methodology that improves the acquisition, analysis and interpretation of volatile browser session artefacts for modern cyber security and digital forensic investigations
. 

1.5 Significance of the Research
[bookmark: _GoBack]This research is important, as it deals with an increasingly problematic aspect of digital forensics: contemporary browsers are more and more dependent on volatile memory for handling authentication sessions, encrypted communications, and runtime data. Traditional post-mortem forensic techniques may be less effective as less sensitive information is written to disc [15]. It is therefore increasingly important to understand whether volatile memory can provide additional evidence.

Academically, the study contributes to browser memory forensics by combining browser architecture, volatile memory analysis and incident response. Existing research has focused on browser artefacts and memory forensics separately, leading to a limited understanding of how browser session artefacts can be systematically recovered and validated. This research intends to fill this gap by systematically comparing volatile and persistent artefacts.

The research has practical implications for digital forensic investigators, cyber security professionals and incident response teams investigating credential theft, phishing, session hijacking, malicious browser extensions, and cloud-account compromise. Critical evidence such as authentication tokens, decrypted session cookies, network connections and browser run-time objects may exist only in volatile memory [22]. The findings could therefore provide evidence-based guidance on when to prioritise memory acquisition.

Furthermore, the proposed methodology could assist in enhancing browser forensic tools by detecting limitations in memory artefact extraction and analysis. The ultimate goal of the research is to enhance evidence acquisition, investigative accuracy, evidential integrity, and incident response capabilities, as well as to advance the field of browser memory forensics.



2. Literature Review
2.1 Introduction
A literature review provides the academic foundation for a research study by critically reviewing existing knowledge, identifying major developments, evaluating research methodologies, and highlighting unresolved problems in a particular field. A literature review should not simply summarise previous studies but synthesise the findings from a number of sources to identify what is known, where disagreements exist and what research questions remain to be answered. Such critical evaluation is especially important for those working in digital forensics, as browser technologies, operating systems and cyber dangers themselves are rapidly evolving, demanding continuous reassessment of existing forensic techniques [23].

The literature review focuses on research published between 2021 and 2025 (only few from 2011, 2013, 2017, 2015 which is good and essential) while selectively including several seminal earlier studies that are fundamental to browser forensics and volatile memory analysis. The review is organised based on the major areas relevant to this research: (1) browser forensic artefacts and their evidential value, (2) volatile memory forensics and browser memory analysis, (3) modern browser architecture and security mechanisms, (4) incident response and live forensic acquisition, and (5) existing forensic tools and methodological limitations. The review highlights the research gap that supports this study thru a critical comparison of these themes.


2.2 Browser Forensic Artifacts and Their Evidential Value
The web browsers are often analysed in digital forensic investigations as they document the user activities related to communication, information retrieval, online transactions, cloud services, and authentication. Traditional browser forensics has concentrated on persistent artefacts stored within browser profiles, such as browsing history, cached webpages, cookies, bookmarks, downloads, autofill data, and login databases [24]. These artefacts, often stored in SQLite databases or configuration files, are still available when the system is shutdown and provide valuable historical evidence.

Recent studies show the forensic importance of persistent browser artefacts. Chand et al. [8] demonstrated that browser profile databases can reconstruct browsing behaviour, login history, and website interactions with considerable accuracy. Similarly, Fernández-Fuentes et al. [25] emphasised the significance of browser cache files and local storage databases for reconstructing user activity in criminal investigations. But depending on persistent storage alone is becoming less and less adequate. Modern browsers use privacy mechanisms, encrypted storage, automatic cache management, and shorter artefact retention periods, which reduces recoverable evidence [15]. Thus, investigators might only be able to retrieve partial records especially when users clear browser data, use private browsing modes, or depend on cloud-based authentication services [26].

This limitation is compounded by the growing prevalence of browser-based enterprise applications. Services such as Microsoft 365, Google Workspace, and enterprise identity providers are increasingly built on authenticated browser sessions, where the authentication process itself may happen primarily in memory without extensive persistent records [27]. Therefore, traditional browser forensic methods might not detect active sessions, authentication tokens, or encrypted communications.

Together, these studies show that persistent browser artefacts offer useful historical evidence, but an incomplete picture of browser activity. This has led to the study of volatile memory as an additional source of forensic evidence.


2.3 Volatile Memory Forensics and Browser Memory Analysis
The significance of volatile memory forensics has grown because it enables investigators to retrieve information that would be accessible only during the active execution of a system. Volatile memory stores dynamic data such as running processes, network connections, encryption keys, process structures, and application runtime data, unlike persistent storage [28]. This information is lost when power is lost. Live memory acquisition is crucial in Incident Response investigations.
Garfinkel [29] pointed out the forensic importance of volatile memory and argued that post-mortem analysis might ignore evidence that is only available during live execution. Later on, frameworks such as Volatility and Rekall have enabled the recovery of process information, kernel objects, registry data and application memory structures from RAM images [30].
Browser environments have been studied increasingly. Rzayeva et al. [10] demonstrated that the browser memory may contain authentication credentials, session cookies, JavaScript objects, and decrypted application data that are not available in persistent storage. Likewise, Lallie et al. [31] found that volatile memory can retain evidence related to active cloud sessions, browser extensions, and encrypted communications, even when respective disc artefacts have been modified or deleted. Modern operating systems, however, dynamically allocate memory and browser rendering engines continuously create and destroy objects, which makes artefacts fragmented and hard to recover systematically [32]. Different versions of browsers have different strategies for memory-management, too, which reduces the consistency of recovery.

The temporal nature of volatile evidence is another challenge, as memory pages may quickly be reallocated or overwritten after sessions end or systems shut down [33]. The timing of acquisition is therefore crucial. Research has demonstrated the forensic value of volatile memory, but little work has evaluated whether it consistently provides more complete or reliable browser evidence than traditional forensic approaches.

2.4 Modern Browser Architecture and Security Mechanisms
Understanding browser architecture is essential to interpreting browser memory artefacts because forensic evidence is directly influenced by internal browser design. Contemporary Chromium-based browsers use a multi-process architecture, where the browser functionality is split into independent renderer, browser, GPU, utility, and network processes [13]. This architectural model greatly improves browser stability and security by isolating web content from critical operating system resources.

However, browser process isolation also introduces significant forensic complexity. Instead of storing the browser session information in a single memory space, the authentication data may be distributed in multiple process heaps, shared memory regions, renderer processes and encrypted communication buffers [14]. Therefore, investigators need to identify and correlate evidence retrieved from many different independent memory structures, before they can reliably reconstruct the user activities.

Recent browser security enhancements make forensic analysis more complex. Site Isolation, Secure Cookies, HTTP Strict Transport Security (HSTS), encrypted cookie databases, process sandboxing, and memory protection mechanisms limit opportunities for attackers and also reduce forensic persistence [15]. Such mechanisms deliberately reduce the long-term storage of sensitive authentication information, and aggressively clear memory when a session is terminated, so as to minimise its exposure.

Researchers disagree on whether these security improvements fundamentally reduce forensic recoverability. There is an opinion that the modern browser security has considerably diminished the browser forensic investigation due to the elimination of traditional evidence sources [26]. Others argue that volatile memory still contains enough runtime information for useful forensic analysis, if investigators can conduct live acquisition promptly before evidence is lost [31].
This disagreement highlights an important gap in the existing literature. While researchers recognise the impact of browser security mechanisms on forensic recovery, there are relatively few studies that have quantitatively evaluated the effects of such architectural changes on the recoverability of browser session artefacts in realistic incident response scenarios.


3. Research Design and Methodology
3.1 Research Design
3.1.1 Overview of the Research Design

The objective of this research is to assess the forensics recoverability and evidential significance of browser session artefacts in volatile memory during incident response investigations. The study employs a Design Science Research (DSR) methodology, which is supplemented by a controlled experimental research design. This combination is appropriate as the research is to investigate an existing forensic problem while also developing and evaluating a structured methodology to improve browser memory investigations.

Design Science Research is widely accepted in information systems and cyber security research since it is focused on designing, developing and evaluating artefacts that solve practical problems and contribute to scientific knowledge [49]. In digital forensics, such artefacts may be forensic methodologies, analytical frameworks, investigation models, software prototypes, or evidence acquisition procedures. Unlike purely theoretical approaches, DSR is concerned with the resolution of practical problems by systematic experimentation and evaluation.

The research is not intended to create a new forensic software tool. Instead, it aims to design and validate a structured browser memory forensic methodology that integrates volatile memory acquisition, browser artefact extraction, comparative evidence analysis, and incident response principles. Hence, DSR is a suitable basis as the main outcome is a better forensic investigation framework.

In addition, a controlled experimental approach will be adopted to manipulate predefined browsing scenarios, while keeping constant system configurations, browser versions, operating system settings, and acquisition procedures. Such control is important because browser memory is very dynamic and can vary with user activity and system behaviour [50], improving the repeatability and validity of the study.


3.1.2 Justification of the Research Design

Several alternative research designs were considered before the choice of the proposed methodology. A case study approach would allow for a detailed examination of one real world investigation but would offer poor repeatability and limited experimental control. Browser memory artefacts vary significantly across systems, which complicates the isolation of variables that affect artefact recovery.

A survey-based methodology was also investigated. However, surveys are mainly used to collect opinions and experiences from practitioners rather than generating empirical forensic evidence. Survey data alone would not adequately address the research objectives since this research aims to evaluate actual browser artefacts recovered from volatile memory.

Theoretical analysis was also considered inadequate, as the study needs to be validated pragmatically by forensic experimentation. Existing browser memory research shows that theoretical assumptions regarding artefact persistence often diverge from observations obtained in live forensic acquisition [10], [31]. Thus, experimental validation is necessary to establish the practical evidential value of browser session artefacts.

The chosen Design Science Research methodology thus offers the most suitable trade-off between scientific rigour and practical applicability. It supports iterative evaluation, controlled experimentation, comparative analysis, and methodological improvement, while ensuring that the research addresses an authentic problem encountered by digital forensic practitioners.


3.1.3 Research Workflow
The research will follow six sequential stages.
Stage 1 – Literature Review
A complete review of recent researches (2021-2025) will be conducted to identify existing browser forensic techniques, memory forensic techniques, browser architectures, forensic tools, and open research challenges. The literature review provides the theoretical basis for the study and justifies the identified research gap.
Stage 2 – Experimental Environment Preparation
The controlled virtual lab will be built using VMware Workstation or Oracle VirtualBox. The environment will be Windows 11 with Google Chrome and Microsoft Edge using default security settings. Virtualisation provides guarantied repeatability and avoids accidental changes to host systems.
Stage 3 – Browser Activity Simulation
The browsing scenarios will be realistic and include user authentication, secure browsing using HTTPS, access to cloud services, online editing of documents, interaction with webmail, file downloading and form submission. These activities are designed to generate representative browser session artefacts in a controlled environment.
Stage 4 – Evidence Acquisition
Volatile memory will be captured using Magnet RAM Capture or Belkasoft RAM Capturer during pre-defined stages of browser execution. FTK Imager will be used to acquire persistent browser artefacts. Cryptographic hashing of both volatile and non-volatile evidence will be performed using SHA-256 to preserve evidential integrity.
Stage 5 – Forensic Analysis
Memory images will be analysed using Volatility 3, and persistent browser data will be examined using Autopsy and DB Browser for SQLite. Browser artefacts extracted from both sources of evidence will then be compared in a systematic way.
Stage 6 – Evaluation and Methodology Development
The recovered artefacts will be evaluated based on predefined forensic metrics, such as artefact completeness, integrity, temporal accuracy, evidential relevance, repeatability, and practical usefulness. The results are integrated to develop a structured browser memory forensic methodology suitable for incident response investigations.

3.2 Research Methods and Materials
3.2.1 Research Method
This research uses a mixed-methods research design, combining quantitative forensic measurements with qualitative analysis interpretation. The mixed-methods methodology is particularly appropriate, as browser memory investigations require both quantitative experimental evidence and expert interpretation of recovered digital artefacts [51].

The quantitative part of the work deals with measuring the effectiveness of browser artefacts recovery. During each experimental scenario, the number of recovered artefacts, memory locations, acquisition success rate, evidence completeness, acquisition timing, and recovery accuracy will be recorded. These metrics allow an objective comparison of volatile memory analysis with traditional disk-based forensic techniques.

The qualitative aspect consists of interpreting the evidential value of the recovered artefacts. Instead of simply counting recovered objects, the research explores whether authentication tokens, session cookies, decrypted credentials, browser cache entries, JavaScript objects, and browser history combine to accurately reconstruct user activities. The qualitative analysis is important, not least because digital evidence often has to be interpreted in context before investigative conclusions can be reached.

The utilisation of the integration of quantitative and qualitative findings improves the overall validity of the research by merging empirical measurement and forensic interpretation.


3.2.2 Research Strategy

In this study, a controlled experimental research approach is used within an isolated virtual environment.

Unlike observational research, controlled experimentation allows the researcher to vary independent variables while maintaining all other system conditions constant. The variables such as the browser version, OS configuration, memory size, browsing sequence, authentication process and evidence acquisition timing will be kept constant across the experiments.

Each experiment will be repeated several times to check consistency and to reduce random variations. Repeated experimentation increases internal validity, and enables statistical comparison of artefact recovery in different acquisition scenarios.
The experimental strategy directly supports each research objective:
	Research Objective
	Experimental Activity

	Identify browser session artifacts
	Controlled browsing simulations

	Evaluate recoverability
	Live RAM acquisition and analysis

	Compare volatile and persistent evidence
	Comparative forensic analysis

	Assess forensic methodologies
	Tool performance evaluation

	Develop structured methodology
	Integration of findings





3.2.3 Experimental Architecture
The experimental environment will consist of:
· Host Computer (Windows 11) 
· VMware Workstation Pro / Oracle VirtualBox 
· Guest Windows 11 Virtual Machine 
· Google Chrome 
· Microsoft Edge 
· Magnet RAM Capture 
· FTK Imager 
· Volatility 3 
· Autopsy 
· DB Browser for SQLite 
                [image: ]

3.2.4 Data Collection
Primary data will be generated through simulated browser activities rather than collected from human participants.
Each experiment will include activities such as:
· Website login 
· Email access 
· Cloud storage usage 
· Online document editing 
· Secure HTTPS browsing 
· File download 
· Social media login 
· Logout sequence 
Memory acquisition will occur at multiple predefined stages:
· During login 
· During authenticated browsing 
· After file download 
· Immediately before browser closure 
· Immediately after browser closure 
Disk images will then be created to compare persistent browser artifacts with volatile evidence.

3.2.5 Data Analysis
Recovered evidence will be analysed using comparative forensic analysis.
The study will compare:
· Authentication tokens 
· Session cookies 
· Browser history 
· Download records 
· Cached webpages 
· TLS session information 
· JavaScript runtime objects 
· Browser credentials 
Evaluation will be based on:
· Artifact completeness 
· Artifact integrity 
· Recovery accuracy 
· Temporal relevance 
· Evidential usefulness 
· Repeatability 
· Recovery success rate 

Descriptive statistics (such as counts, percentages, and comparison tables) will be used to summarise the quantitative findings where appropriate, with qualitative interpretation to explain the forensic significance of the recovered artefacts.


3.2.6 Research Materials
Software
· Windows 11 
· Google Chrome 
· Microsoft Edge 
· VMware Workstation Pro / Oracle VirtualBox 
· Volatility 3 
· FTK Imager 
· Autopsy 
· Magnet RAM Capture 
· Belkasoft RAM Capturer 
· DB Browser for SQLite 
· Wireshark (optional for network validation) 
Hardware
· Intel Core i7 / AMD Ryzen 7 processor 
· Minimum 32 GB RAM 
· 1 TB SSD storage 
· Host workstation capable of running multiple virtual machines 
· External encrypted SSD for forensic image storage (optional) 

3.2.7 Reliability, Validity and Ethical Considerations

To ensure reliability, each experimental scenario will be repeated at least three times with the same configuration, browser versions and acquisition procedures. Standardised workflows and recorded settings will reduce variability and assist in reproducibility. The experiments will be designed to mimic real-life browser activities faced during cyber security incident response such as authenticated cloud access, secure web sessions, file downloads and online collaboration to improve validity. The use of both volatile memory and evidence from persistent storage will allow for triangulation and strengthen findings. This research does not involve human participants, interviews, questionnaires or personal data. The activities will be performed in a segregated virtual environment on test accounts. Data will be securely stored and processed in line with university policies and applicable data protection requirements.



4. Expected Outcomes


The experimental investigation has not been performed and the actual research results cannot be presented at the proposal stage. However, based on the existing literature, the proposed research methodology and the identified research gap, several anticipated outcomes can be predicted. The potential scientific, technical and practical contributions of the research are these expected results, not predetermined results”.


4.1 Anticipated Research Findings
The main expected result of this research is to show that volatile memory contains browser session artefacts which cannot be fully recovered by conventional disk-based forensic analysis. Although persistent artefacts such as browsing history, downloads, cookies, and cache databases provide valuable historical evidence, volatile memory is expected to preserve additional runtime information that is not available after system shutdown or browser termination.

The research is expected to recover artefacts such as authentication tokens, active session cookies, decrypted credentials, OAuth tokens, JavaScript runtime objects, browser process information, Transport Layer Security (TLS) session data, active network connections, and temporary browser objects. These artefacts potentially offer investigators a more accurate representation of browser activity during active sessions, and enhance cyber incident reconstruction.

The timing of memory acquisition is also anticipated to have a substantial effect on the amount and quality of recoverable evidence. Memory captured while the user is authenticated and actively using the browser is likely to contain more useful artefacts than memory captured after the browser is closed or the user has logged out. This would emphasise the importance of early acquisition of live memory, before volatile evidence is overwritten or destroyed.

Another expected finding is that browser artefacts will be spread across multiple Chromium processes due to its multi-process architecture. Therefore, evidence is expected to be fragmented across browser, renderer, network, GPU, and utility processes, requiring investigators to correlate artefacts from multiple memory structures for effective forensic reconstruction.


4.2 Comparative Evaluation of Volatile and Persistent Evidence
One of the major results of this study is anticipated to be a systematic comparison of browser artefacts collected from volatile memory and persistent storage. Traditional investigations often rely on browser profile database and file system artefacts which are still existent after system shutdown. However, modern browser security mechanisms reduce increasingly the persistence of sensitive authentication information on disc.

The research aims to show that neither volatile memory nor persistent storage alone can fully capture browser activity. Persistent storage is anticipated to offer historical evidence including browsing history, cached content, bookmarks, and downloads. Volatile memory might retain ephemeral evidence concerning active sessions, encrypted communications, authentication processes, and runtime behavior.

Hence, combining both sources of evidence is expected to lead to a more comprehensive set of evidence and support hybrid acquisition strategies, especially for authenticated cloud and enterprise applications.

4.3 Contribution to Browser Memory Forensic Methodology
One of the main expected contributions of this research is the development of a structured browser memory forensic methodology that is suitable for incident response investigations. Current forensic practices do not have a standardized method for recovering browser session artefacts from volatile memory, leading to inconsistent investigative procedures across organizations.

The research is expected to suggest a repeatable method that outlines browser memory acquisition, evidence preservation, forensic analysis, comparative artefact validation, and interpretation of browser session evidence based on the experimental results. This methodology is expected to provide investigators with practical guidance pertaining to:

• right time to capture live memory; • browser processes for forensic analysis; 
• Forensic tools recommended for browser memory analysis; 
• techniques to correlate volatile and persistent browser artefacts; and 
• Procedures for preserving evidential integrity during the investigation.
 
Thus, the proposed methodology is expected to improve consistency, repeatability and transparency in browser forensic investigations while reducing dependence upon investigator experience alone.


4.4 Contribution to Digital Forensics and Cyber security
In addition to the methodological contribution, the research is expected to contribute to knowledge in the larger fields of digital forensics and cyber security. Browser-based attacks are on the rise, thanks to the popularity of cloud computing, Software-as-a-Service (SaaS) platforms, federated identity management, and browser-focused enterprise apps. Therefore, browser session artefacts have become valuable sources of digital evidence during investigations involving phishing, credential theft, insider threats, ransomware delivery, account compromise, and unauthorized access.

The findings of this study are expected to enhance the understanding of how browser memory artefacts contribute to cyber incident reconstruction. The research may aid investigators in making more informed decisions regarding evidence acquisition during live investigations by identifying the evidential strengths and limitations of volatile browser artefacts.

Moreover, the research is expected to stimulate future research into browser-specific memory forensic tools, automated artefact extraction techniques, and intelligent forensic analysis methods that incorporate artificial intelligence or machine learning for browser evidence identification and classification.


4.5 Practical Applications
The practical implications of this study are expected to go far beyond its academic contribution. Organizations facing cyber security incident response have a growing need for rapid forensic investigation to identify attacker activities before evidence is lost. Thus, the proposed methodology could support Security Operations Centers (SOCs), Computer Security Incident Response Teams (CSIRTs), law enforcement agencies and digital forensic laboratories by providing evidence-based guidance for browser memory acquisition.
Possible practical applications:

• improvements in live forensic investigation procedures in cyber security incidents; • improving browser evidence collection for phishing and credential theft cases; 
• helping forensic investigations of cloud service authentication; 
• improving organisational incident response policies for volatile memory acquisition; 
• supporting forensic training programs with well-defined browser investigation workflows; 
• Supporting the development of future browser forensic software and automated analysis tools. 

The research has the potential to enhance both investigative efficiency and evidential reliability in contemporary digital forensic investigations by addressing these practical challenges.


4.6 Limitations of the Proposed Research
The proposed research is expected to make valuable contributions but some limitations are acknowledged. To begin, the experimental environment will use controlled virtual machines rather than real organizational networks. This increases repeatability but might not accurately replicate enterprise environments where multiple user’s background services and concurrent applications affect browser memory behavior.

Secondly, the study will mainly focus on Chromium-based browsers such as Google Chrome and Microsoft Edge. While common, the results may not be applicable for browsers like Mozilla Firefox, Safari or privacy focused browsers with other memory management.
Browser version updates are also limited by architectural and security changes that may impact artefact locations and recovery techniques. Selected forensic tools will be evaluated including Volatility 3, FTK Imager, Autopsy and DB Browser for SQLite but other commercial or proprietary tools may produce different results.

Finally, the very act of acquiring the memory can change volatile evidence. Although acquisition procedures will be followed to minimize impact, some alteration cannot be completely avoided.
Despite these limitations, the research should offer a solid and repeatable framework for analyzing browser session data in volatile memory and yield results which can be applied to current digital forensics practice.

Summary of Expected Outcomes
Overall, the proposed research is expected to show that volatile memory analysis has significant forensic value beyond traditional disk-based investigations by recovering transient browser session artefacts that would be lost upon system shutdown. This research aims to contribute to the advancement of browser forensics in modern cyber security environments by developing a structured browser memory forensic methodology thru systematic experimentation and comparative analysis, which will enhance evidence acquisition and improve incident response investigations. The expected outcomes are likely to benefit researchers, forensic practitioners, law enforcement agencies, and organizations responding to increasingly sophisticated cyber assaults.



	Task / Phase
	May 2026
	Jun 2026
	Jul 2026
	Aug 2026
	Sep 2026
	Oct 2026
	Nov 2026
	Dec 2026

	Literature Review
	
	
	
	
	
	
	

	Research Design & Planning
	
	
	
	
	
	
	

	Lab Setup & Tool Configuration
	
	
	
	
	
	
	
	

	Data Collection (Simulation)
	
	
	
	
	
	
	

	Memory & Disk Acquisition
	
	
	
	
	
	
	

	Data Analysis
	
	
	
	
	
	
	

	Results Evaluation
	
	
	
	
	
	
	

	Report Writing
	
	
	
	
	
	
	

	Final Editing & Submission
	
	
	
	
	
	
	
	



5. TIMELINE


The research project will run from May (which I already started) until December 2026, so that’s 8 months. The timeline is designed to follow a logical sequence, beginning with the literature review and experimental setup, followed by data collection, analysis and the writing of the report. In the beginning it is about understanding the theory and setting up the environment. In the later stages the emphasis is on conducting the experiment and on critical appraisal of it.
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