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Industry 4.0 [1] [2] [3] brings the development and integration of concepts such as cloud computing, the Internet of Things (IoT) and Bring Your Own Device (BYOD) [1] [4] [5] . This creates higher risk within industry Information Technology (IT). Saarikko et al [5] asserts that it is important to take responsibility for data ownership and ethics when undergoing digital advancement. Sulistyowati et al [6] concur with Yang et al [1] to take this assertion further; data privacy and cyber security are critical issues within the industry. There should be a more important recommendation, due to the rise in cybercrime activity [6], to take ownership of data or information security (InfoSec), cyber security and network security within the business.
Whitman and Mattord [7] purport that there are four important functions to information security within an organisation: Protecting the ability to function, protecting the data and information, enabling the IT systems to operate its applications safely, and safeguarding the IT assets. This aligns with the need for organisations to ensure that their data maintains the three pillars of the CIA triad, Confidentiality, Integrity and Availability [8], and to show the associated due diligence. IT departments are needing to adapt, dedicating specialist staff as IT security is now a large focus. There needs to be collaboration between three communities of interest; the managers and professionals from InfoSec, Information Technology and the non-technical business; to produce a tailored security strategy and framework. These policies and frameworks can be, and often are, influenced and guided by the frameworks developed by professional organisations to provide governance of IT policies.
Organisations such as the International Organization for Standardization (ISO) asserting ISO27000 series of standards [9] [10] [11], the National Institute of Standards and Technology (NIST) creating the Cybersecurity Framework (CSF) [12] [13], the Central Computing and Telecommunications Agency(CCTA) offering the IT Infrastructure Library (ITIL) [14] [15] [16] [17] and the Information Systems Audit and Control Association (ISACA) creating the Control Objectives for Information and Related Technologies (COBIT) framework [18] [19].
This report will analyse three frameworks for IT security with a view to comparing common objectives and recommendations to create a policy to meet the growing IT needs of a business, CoffeeBlue.


[bookmark: _Toc92232250]2.0	Security Frameworks

There are many frameworks aimed at specific areas of information security dependent on the organisations’ intentions and focuses [20]. Some such frameworks are; Centre for Internet Security controls [21], Cloud Security Alliance Cloud Controls Matrix [22], Internet of Things Security Foundation Security Compliance Framework [23], Payment Card Industry Data Security Standard [24] and Open Web Application Security Project [25].
General frameworks, however, through NIST’s CSF [12], ISACA’s COBIT [19], the European Union Agency for Cybersecurity (ENISA) [26] [27] and the National Cyber Security Centre (NCSC) Cyber Assessment Framework (CAF) [28] are good general frameworks to refer to when forming a cybersecurity policy within an organisation, adhering to ISO 27000 standards throughout [9] [10].
NIST claim that their framework provides structure to approaching cybersecurity by providing standards, guidelines and best practices that work effectively within the industry [29]. ISO state that the objective of ISO 27001 is to;
”provide requirements for establishing, implementing, maintaining and continuously improving an Information Security Management System (ISMS)”. [30]
In this chapter the analysis of three frameworks, produced by government organisations, will be compared and contrasted using a codified method.

[bookmark: _Toc92232251]2.1	ENISA National Capabilities Assessment Framework (NCAF)

ENISA is a European Union (EU) agency dedicated to achieving a high level of cybersecurity across Europe. It was established in 2004, backed by the EU Cybersecurity Act, and proclaims to contribute to the EU cyber policy, enhance trustworthiness of ICT products, services and processes through certification schemes. Cooperating with EU Member States and bodies, it “helps Europe prepare for the cyber challenges of tomorrow” [31]. 
Guidelines have been produced for EU member states to form their own National Cybersecurity Strategies (NCSS) [32] [33]. ENISA claim that:
“The framework aims to provide Member States with a self-assessment of their level of maturity by assessing their NCSS objectives, that will help them enhance and build cybersecurity capabilities both at strategic and at operational level” [31]
As a result, the target audience for this framework is government officials, policy makers and experts that design, implement, govern and evaluate a NCSS within the EU member states.  There are seventeen strategic objectives to facilitate this, grouped into four main clusters as seen in figure 1. 







ENISA NCAF Objectives
Figure 1 - ENISA National Capabilities Assessment Framework Objectives [31]

1. Develop a national cyber contingency plan
2. Establish baseline security measures
3. Secure digital identity and build trust in digital public services
Cluster #1
Cybersecurity Governance and Standards



Cluster #2
Capacity-Building and Awareness
4. Organise cyber security exercises
5. Establish an incident response capability
6. Raise user awareness
7. Strengthen training and educational programmes
8. Foster R&D (research and development)
9. Provide incentives for the private sector to invest in security measures
10. [bookmark: _Hlk90372451]Improve the cybersecurity of the supply chain





11. Protect critical information infrastructure, OES, and DSP
12. Address cyber crime
13. Establish incident reporting mechanisms
14. [bookmark: _Hlk90372781]Reinforce privacy and data protection

	

Cluster #3
Legal and Regulatory



Cluster #4
Cooperation
15. Establish a public-private partnership
16. Institutionalise cooperation between public agencies
17. Engage in international cooperation





FIGURE 1 – ENISA NCAF OBJECTIVES

The intention is that the NCAF fits within phase three and four of the lifecycle of the NCSS as shown in figure 2.
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Figure 2 - ENISA National Cyber Security Strategies Lifecycle [33]

The NCAF draws from the 15 strategic objectives under the NCSS guide and drills down deeper to provide a holistic way of assessing and measuring the maturity of the capabilities of individual cybersecurity models, policies and strategies as seen in table 2, listing goals for each objective as seen in Table 1, shown in the appendix, and assessing key performance indicators [31]. There are also two additional strategic objectives; Improve the cybersecurity of the supply chain, and Secure digital identity and build trust in digital public services.

Table 2 - ENISA NCAF Five-Level Maturity Scale [31]
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The NCSC was launched in October 2016. The organisation was set up to help protect UK critical services from cyber-attacks and improve the underlying security. To this end it is a single point of contact, advice and consultancy for all organisations from SME’s through larger organisations to government agencies, as well as collaborating with law enforcement and defence agencies. [34]
The NCSC framework is broken down into four objectives comprising of fifteen principles, with documentation for reference and guidance given for each principle, drawing on the ISO/IEC standards, ENISA, ITIL and NIST among others to strengthen this. These objectives and principles, along with the guidance reference, is displayed in table 3 shown in the appendix.
By following through the principles and the objectives, it is possible to cover all aspects of IT security within an organisation, facilitating complete cover. The framework facilitates referencing to any objective to produce a modular approach, using the parts necessary to secure individual business needs.



[bookmark: _Toc92232253]2.3	National Institute of Technologies (NIST) Cybersecurity Framework (CSF)

NIST was founded in 1901 as a United States government agency to establish “an authoritative domestic measurement and standards laboratory”. In 2013 the agency brought together individuals, private-sector and public-sector organisations to launch the project to produce a framework, strengthened by Executive Order 13636, for improving the critical infrastructure cybersecurity. In 2014 the framework was published, supported by the Cybersecurity Enhancement Act.
There are three parts to this as seen in Figure 3: the Framework core, implementation tiers, and the Framework profiles, providing an organising structure for a multi-approach strategy using their standards, guidelines and practices. [29]
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Figure 3 - NIST Cybersecurity Framework Primary Components

This assignment will focus on the Framework core as this provides a set of activities to achieve outcomes, backing this up with guidance, references and examples.
There are four elements to the core; functions, categories, subcategories and informative references as shown in Figure 4.
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Figure 4 - NIST Framework Core Structure [29]


At a high level, the five functions are strategic goals that span the whole of cybersecurity, covering a full lifecycle that can be logically followed through in the order it is shown. The categories element inside of that provide the equivalent objectives broken down further to the sub-categories which become equivalent to principles as seen in Table 3 shown in the appendix. The references are drawn from NIST’s own documentation, ISO/IEC, and COBIT 5 for governance.
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All three frameworks are verbose and take some time to navigate. The structure to NIST CSF is easily navigable in comparison to ENISA and NCSC. There is a clear and practical lifecycle journey with the CSF as opposed to the NCAF and the CAF, providing a much more practical set of actions to follow through at each stage of the lifecycle that can be followed in a logical order as one follows on from the next.
Whilst these stages are covered within ENISA’s and NCSC’s frameworks, it was found to be a little more convoluted to follow. ENISA is a more abstract high-level framework for policy making and governance. NCSC’s CAF fits at a lower level to ENISA’s NCAF, providing less abstract guidelines, however it is more abstract than NIST’s CSF.
NCSC and NIST both share a common way of referencing each principle with clear reference information and guidance giving practical direction. It is easy within both frameworks to be able to extract the necessary principles to use within a tailored policy.
Making a comparison between the three frameworks is difficult as they are structured very differently and have different target audiences. For this task however, a table is codified to bring the elements from each framework together following four categories within cybersecurity, derived from Whitman and Mattord’s sphere of security [35] as seen in Figure 5:

· People – Including law and governance
· Data - Information
· Software – Systems and applications
· Physical – IT hardware (including networks)

As seen in Table 4 shown in the appendix, it is possible to contextualise these frameworks better by categorising the principles or actions.
Of the forty-nine NCAF goals within the fifteen strategic objectives across the four clusters; thirty-four refer to people (69%), while three refer to data (6%), two refer to software (4%) and ten to physical (20%), concluding the focus towards governance within ENISA’s framework.
NCSC’s CAF conversely gives broad sweeping principles. These can span categories, in some cases all. These appear to be more guidance principles for overall policy making with no specifics towards the actions to be taken. The references attached to each principle provide more information and guidance for organisations to create their own actions.
To categorise the fourteen principles within the four objectives; five refer to people (33%), four refer to data (26%), seven refer to software (46%) and seven to physical (46%).
It is interesting to note that with both the above frameworks, especially CAF, physical equipment and software systems appear to be ambiguously correlated. Whenever there is discussion around one, the other is also mentioned. The danger in this perspective is the continued growth of cloud technology and it could be considered that there needs to be differentiation between the two.
NIST have efficiently categorised the CSF into its five functions, however for clarity of comparison, it has been categorised into people, data, system and physical. Of the one hundred and seven specific sub-categories, fifty-three refer to people (49%), twenty-one refer to data (19%), twenty-seven refer to software (25%) and thirty to physical (28%).
NIST are very specific with their sub-categories, following the lifecycle in chronological order and offering more practical steps than ENISA or NCSC. There is, as with ENISA, a heavy focus on the people and the governance showing the importance of rules and the human participation. An interesting observation shows NIST references COBIT 5 in most of these cases.
All three frameworks show the least points referenced to data. This observation leads to the conclusion that if the infrastructure is protected and the policies and governance is in place this should take care of the data, however it is still prudent to cover the protection of data as these frameworks do.

[image: ]
Figure 5 - Spheres of Security [35]

[bookmark: _Toc92232255]2.5	Update and Improvement

It is observed that in all the frameworks, there is discussion around updating policies regularly. This is clearly seen within two of NIST’s sub-categories:
“DE.DP-5: Detection processes are continuously improved”
“RC.IM-2: Recovery strategies are updated” [29]
This recognises the evolution of cybersecurity, in terms of physical devices and the way data is transmitted as well as the software and systems involved. The constant development of vulnerabilities and exploits that consistently surface through exploitation, including zero-day attacks means that organisations need to keep abreast of these events to mitigate threats to themselves. This highlights the importance of information sharing between organisations and the need to adapt and update with new information.

[bookmark: _Toc92232256]3.0	CoffeeBlue IT Security Policy

As the organisation grows its international presence, the need to protect the IT assets, data, websites and applications / software is a priority for CoffeeBlue in order to protect from malicious attacks as well as human error made by customers and staff, and its international social media presence. An infrastructure will be implemented to protect CoffeeBlue’s IT ecosystem, creating best practices, management models and auditable procedures to govern the process. The policies and procedures will facilitate this and include mandatory staff training to ensure a security culture and mindset within the organisation based on three principles: Knowing the environment, Maintaining the environment, and Securing the environment. [36] 
It is important to consider the implementation of this policy in an ordered systematic fashion. This will be done by following six steps based on the NIST framework [29]:
1. Identify the risks
2. Mitigate the risks
3. Protect the IT ecosystem
4. Establish a detection and warning system
5. Establish a defence system
6. Establish a recovery plan
Contingency measures will be included within steps three through six for additional robustness of the infrastructure.
Within these steps, four areas will be considered as the IT ecosystem:
a) People
b) Data
c) Systems / Software
d) Physical assets
By considering these through each one of the steps, it will provide a robust policy to protect CoffeeBlue’s IT infrastructure, environment and ecosystem.

[bookmark: _Toc92232257]3.1	Risk Analysis and Management

The first step to managing the risk is to identify and analyse it. This will start by instigating risk assessment forms to identify the threats. These would then become working documents, completed on a regular basis to keep abreast of the threats and vulnerabilities. The risk assessments are constructed around the four areas listed in Section 3.0 and broken down further in the following way:
a) People
i. Behavioural Risks
ii. Social Risks
b) Data
i. In Transit Risks
ii. At Rest / Storage Risks
c) Systems
i. Cloud Usage Risks
ii. Software Risks
iii. Web Application Risks
iv. Social Media Risks
d) Physical
i. Network Risks
ii. Server Risks
iii. Device Risks
iv. BYOD / User Device Risks
As part of the physical aspect an asset inventory would be conducted and used as a working document ongoing.

[bookmark: _Toc92232258]3.2	Policies and Procedures

The policies written will direct actions to cover steps two through four. To support these policies, procedures will be established and documented, drawn from governing bodies and tailored to CoffeeBlue. These policies and procedures will ensure mitigation, protection, detection, defence and recovery within the organisation’s infrastructure. The robustness will come from breaking the five remaining steps into the four sub-areas as seen in Sections 3.1 and 3.2. Areas of focus within these will be:

[bookmark: _Toc92232259]3.2.1	Online and Cloud Management

This is potentially the area most vulnerable to threats due to the human interaction from both staff and customers. The concern is around social engineering such as phishing. 
i) Social Media
The risk would be the exposure of information and the effect on brand reputation from social media because of posts made. Therefore, procedures will support policies put in place to manage the use of social media and ensure only approved posts are submitted.
ii)	Personal devices / BYOD
Personal devices that are used for company activity by staff are a huge risk. Through these devices there could be data leakage. Data stored on the device, whether known or not could be compromised easily. Social engineering is another consideration with regard given to where company systems and data are accessed. Risk of phishing through personal communications bleeding over to company systems, password exposure or loan or theft of personal equipment. There is also the risk of Man in the Middle attacks or keylogging on public wifi.
It is an easier thing to govern the behaviour and conduct of staff within the policies, however consideration will be given to the risks from the conduct of clients and customers too, covering the access to company systems externally through web applications. 
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As the most network usage is wireless, there will be consideration given to the risks of wifi vulnerability. Whilst this is easier to govern within the organisation premises, the consideration extends to external wifi usage through staff personal devices as already discussed. This will ensure procedures are in place for virtual private networks to be used on both home and public space wifi.

[bookmark: _Toc92232261]3.2.3	Brand and Intellectual Property Security

[bookmark: _Hlk91006342]Intellectual property (IP) and brand reputation are of high importance and must be protected from risk of damage or theft. Policies and procedures will cover the safety and protection of brand and IP through detecting, defending and mitigating these risks. This is to include the effect of social media to brand as discussed in Section 3.2.1.

[bookmark: _Toc92232262]3.3	Compliance and Governance

Continual auditing must be conducted to ensure compliance to policies, procedures and processes is consistently in place. This will feed into training and governance to ensure a right mindset, creating a safe culture within the organisation. 
For this, there will be an audit document included that will support and focus on the processes, policies and procedures to be adhered to. This will feed into the strategic plan which will include the following:
· Risk Assessment Documents
· Policy Documents to cover
· Internet, Web Application and Cloud
· Access Control and Authorisation, including Password Policy
· Data Protection
· Intellectual Property, to include Brand
· Bring Your Own Device
· Social Media Usage
· Usage, Protection and Configuration of Company Assets, to include Wireless Networks
· Staff
· Customers
· Clients
· Service Providers
· Security Procedures Documentation to support policies
· Training Materials for
· Staff
· Sub-contractors
· Clients
· Partners
· External Service Providers
· Due Diligence Documentation, including
· GDPR
· Data Protection
· Staff Awareness and Wellbeing
· Audit and Self-Assessment Documentation
· Declaration and Sign Off Documents such as
· Staff Agreements
· Third Party agreements including service level agreements for
· Sub-contractors
· Clients
· Partners
· External Service Providers
Within the above documents, there will be consideration given to the relevant legislations, as seen within GDPR, to ensure compliance with the law is included.
Together these documents will form a strategy that will create a technologically secure organisation through actions of employees, creating an IT secure mindset and culture, coupled with the implementation of protection such as firewalls, VPN, and secure cloud software, will lead to the protection against and the mitigation of threats to CoffeeBlue, its brand, IP and data held.

[bookmark: _Toc92232263]4.0	Conclusion

There is huge importance in cybersecurity to protect data held within the organisation, as this is an asset worth stealing. This includes data on staff, customers, partner companies, and stakeholders. To protect this data, it is important to secure all aspects of the IT ecosystem against cybersecurity threats. A comprehensive strategy should be in place to be able to do this, creating policies and procedures to adhere to, incorporating the laws in place for the handling and protection of data.
There are organisations that propose security frameworks with different focus, making it easy to find these policies and procedures covering all aspects of IT infrastructure needed. This includes governing bodies and internationally recognised standards to be followed. Whilst there are differences through these frameworks, they all have one common goal: To reduce vulnerability and the risk of exploitation. These frameworks are updated regularly as there is constant advancement in IT and cybersecurity and it is important to keep abreast of this advancement.
To design and implement an IT security strategy takes time and focus, and most importantly the right mindset. It should create an IT safety culture bringing ownership of IT security within an organisation to all its personnel, created and governed by the three communities of interest. With the implementation of physical security measures to protect networks and devices, the culture and governance will be effective in detecting, mitigating, and protecting against threats. It is prudent however to ensure suitable backup, redundancy, and recovery plans within a strategy to ensure continual availability and integrity of data.
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TABLE 1 - COMMON STRATEGIC OBJECTIVES COVERED BY MEMBER STATES IN THEIR NCS [31]
	Cluster
	ID
	NCSS STRATEGIC OBJECTIVES
	GOALS

	#1
	1
	Develop national cyber contingency plans
	· Present and explain the criteria that should be used to define a situation as a crisis
· Define key processes and actions for handling the crisis
· Clearly define the roles and responsibilities of different stakeholders during a cyber-crisis
· Present and explain the criteria for a crisis to be over and / or who has the authority to declare it

	#1
	2
	Establish baseline security measures
	· Harmonise the different practices followed by the organisations in both the public and the private sector
· Create a common language between the competent public authorities and the organisations and open secure communication channels
· Enable different stakeholders to check and benchmark their cybersecurity capabilities
· Share information about the cybersecurity good practices in every industry sector
· Help stakeholders to prioritise their investments on security

	#1
	3
	Organise cybersecurity exercises
	· Identify what needs to be tested
· Set up a national cyber exercise team with a clear mandate
· Integrate cyber exercises within the lifecycle of the national cybersecurity strategy or the national cyber contingency plan

	#2
	4
	Establish an incident response capability
	· Mandate - Relating to the powers, roles and responsibilities that need to be allocated to the team by the respective government
· Service portfolio – Covering the services that a team provides to its constituency or is using for its own internal functioning
· Operation capabilities – Concerning the technical and operational requirements a team must comply with
· Cooperation capabilities – Encompassing requirements regarding information sharing with other teams that are not covered by the previous three categories e.g. policymakers, military, regulators, critical information infrastructure operators, law enforcement authorities

	#2
	5
	Raise user awareness
	· Identify gaps in knowledge concerning cybersecurity or information security issues
· Close the gaps by raising awareness or developing / strengthening knowledge foundations

	#2
	6
	Strengthen training and educational programmes
	· Enhance the operational capabilities of the existing information security workforce
· Encourage students to join and then prepare them to enter the cybersecurity field
· Promote and encourage the relations between information security academic environments and the information security industry
· Align cybersecurity training with business needs

	#2
	7
	Foster R&D
	· Identify the real causes of the vulnerabilities instead of repairing their impact
· Bring together scientists from different disciplines to provide solutions to multidimensional and complex problems such as physical-cyber threats
· Bring together the needs of industry and the findings of research, thus facilitating the transition from theory to practice
· Find ways not only to increase the cybersecurity level of products and services supporting existing cyber infrastructures

	#2
	8
	Provide incentives for the private sector to invest in security measures
	· Identify possible incentives for private companies to invest in security measures
· Provide companies with incentives to encourage security investments

	#2
	9
	Protect critical information infrastructure, OES and DSP (CII)
	· Identify critical information infrastructure
· Identify and mitigate relevant risks to CII

	#2
	10
	Address cyber crime
	· Create laws in the area of cybercrime
· Increase the effectiveness of law enforcement agencies

	#3
	11
	Establish incident reporting mechasnisms
	· Gain knowledge on the overall threat environment
· Assess the impact of incidents
· Gain knowledge on existing and new vulnerabilities and types of attacks
· Update security measures accordingly
· Implement NIS Directive provisions on incident reporting

	#3
	12
	Reinforce privacy and data protection
	· Contribute to reinforcing fundamental rights on privacy and data protection

	#3
	13
	Establish a public-private partnership
	· Deterring (attackers)
· Protecting (using research into new security threats)
· Detecting (using shared information to address new threats)
· Responding (delivering the capability to cope with the initial impact of an incident
· Recovering (delivering the capability of repairing the final impact of an incident)

	#4
	14
	Institutionalise cooperation between public agencies
	· Increase the cooperation between public agencies with responsibilities and competencies related to cybersecurity
· Avoid an overlap of competencies and of resources between public agencies
· Improve and institutionalise cooperation between public agencies in different areas of cybersecurity

	#4
	15
	Engage in international cooperation
	· Benefit from creating a common knowledge base between EU Member States
· Create synergy effects between national cybersecurity authorities
· Enable and increase the fight against transnational crime
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TABLE 2 - NCSC CYBER ASSESSMENT FRAMEWORK [37]
	Objective
	Principle
	Guidance

	A. Managing Security Risk
	A1. Governance
	· NCSC Introduction to Security Governance [38]
· ISO/IEC 27001:2013 [39] [40]
· IEC 62443-2-1:2010 [41] [40]
· The board toolkit [42]
· Cyber security design principles – establish the context [43]
· CPNI Secure business guide [44]

	
	A2. Risk Management
	· NCSC Risk Management Guidance [45]
· NCSC Penetration Testing Guidance [46]
· NCSC Cloud Security Collection [47]
· NCSC Risk frameworks and methods [48]
· Cyber security design principles – establish the context [43]
· CPNI Secure business guide [44]

	
	A3. Asset Management
	· ISO/IEC 27001:2013 [39] [40]
· ISO 55001:2014 – Asset Management [49]
· ITIL [17]
· Cyber security Principles – establish the context [43]
· CPNI Secure business guide [44]

	
	A4. Supply Chain
	· NCSC Supply Chain Security [50]
· NCSC cloud security principle 8: supply chain [51]
· Cloud Security Alliance (CSA) Security, Trust & Assurance Registry (STAR) [52]
· Cyber security design principles – establish the context [43]
· CPNI Secure business guide [44]

	B. Defending Systems Against Cyber Attack
	B1. Service Protection, Policies and Process
	· CPNI Personnel and People Security [53]
· ISO/IEC 27002:2013 section 5 & 7 [54] [40]
· IEC 62443-2-1:2010 section 5.8 & IEC 62443-2-1:2010 section 4.3.2.6 [41] [40]
· SANS blog post
· SANS security policy templates [55]
· HP & University College London whitepaper “The Compliance Budget”
· Cyber security design principles – making compromise difficult [56]
· Cyber security design principles – making disruption difficult [57]
· You shape security [58]

	
	B2. Identity and access control
	· CPNI physical security guidance [59]
· Cyber security design principles – making compromise difficult [56]
· Cyber security design principles – making disruption difficult [57]
· NCSC Introduction to identity and access management [60]
· ISO.IEC 27002:2013 section 9 [54] [40]
· IEC 62443-2-1:2010 [41] [40]
· NIST Identity and Access Management publications [61]
· Multi factor authentication [62]

	
	B3. Data Security
	· NCSC 10 Steps Mobile devices [63] and removable media [64]
· NCSC End user device management guidance [65]
· ISO/IEC 27002:2013 section 8 [54] [40]
· IEC 62443-2-1:2010 section 4.3.4.4 [41] [40]
· ENISA Big Data Security (2016) [66]
· Safely importing data [67]

	
	B4. System Security
	· NCSC Reducing the impact of common cyber attacks [68]
· IEC 62443-2-1:2010 [41] [40]
· ISO/IEC 27002:2013 [54] [40]
· NCSC 10 Steps malware prevention [69]
· NCSC penetration testing guidance [46]
· NCSC obsolete platform guidance [70]
· NCSC Secure by default platforms [71]
· Cyber security design principles – making compromise difficult [56]
· Cyber security design principles – making disruption difficult [57]
· Cyber security design principles – reducing the impact of compromise [72]
· Safely importing data [67]
· Virtualisation Security Design Principles [73]
· Blog post – Virtualisation Security Design Principles [74]

	
	B5. Resilient Networks & Systems
	· ISO/IEC 27002:2013 section 17 [54] [40]
· PD ISO 27019:2013 section 14 [75]
· IEC 62443-2-1:2010 [41]
· IEC 62443-2-1:2010 section 4.3.2 [41] [40]
· HMG Emergency preparedness [76]
· HMG Emergency response and recovery [77]
· BCI introductory business continuity guidance [78]
· Cyber security design principles – making compromise difficult [56]
· Cyber security design principles – making disruption difficult [57]
· Cyber security design principles – reducing the impact of compromise [72]

	
	B6. Staff Awareness & Training
	· CPNI guidance on developing a secure culture [79]
· GCHQ certified training scheme [80]
· NCSC 10 Steps: User Education and Awareness [81]
· You shape security [58]

	C. Detecting Cyber Security Events
	C1. Security Monitoring
	· NCSC Introduction to logging for security purposes [82]
· NCSC 10 Steps: Monitoring [83]
· NCSC – SOC Buyers Guide [84]
· CREST – Protective Monitoring Guidance [85]
· NIST – Continuous Security Monitoring [86]
· NIST Guide to Intrusion Detection and Intrusion Prevention Systems [87]
· ISO/IEC 27002:2013 / 27019 [54] [40]
· IEC 62443-2-1:2010 [41] [40]
· Cyber security design principles – making compromise detection easier [88]

	
	C2. Proactive Security Event Discovery
	· Intelligent security tools [89]

	D. Minimising the Impact of Cyber Security Incidents
	D1. Response and Recovery Planning
	· NCSC 10 Steps: incident management [90]
· NCSC Incident Management Guidance [91]
· NIST Computer Security Incident Handling Guide [92]
· Part 4 of CREST Cyber Security Incident Response Guide [93]
· Part 4 ISO 27035 [94]
· CIR scheme [95]
· Cyber security design principles – reducing the impact of compromise [96]

	
	D2. Improvements
	· NCSC 10 Steps: Incident Management [90]
· Chapter 8 of ENISA Good Practice Incident Management Guide [97]
· Parts 2-3 of ISO 27035 [94]
· Section 3 of NIST Computer Security Incident Handling Guide [92]
· Part 6 of CREST Cyber Security Incident Response Guide [93]







[bookmark: _Toc92232267]Appendix 3 – NIST Cyber Security Framework

TABLE 3 - NIST CYBER SECURITY FRAMEWORK (CSF)
	Function
	Category
	Subcategory
	Informative References

	IDENTIFY
	Asset Management (ID.AM):
The data, personnel, devices,
systems, and facilities that enable the organization to achieve business purposes are identified and managed consistent with their relative importance to organizational objectives and the rganization’s risk strategy.
	ID.AM-1: Physical devices and systems
within the organization are inventoried
	· CIS CSC 1
· COBIT 5 BAI09.01, BAI09.02
· ISA 62443-2-1:2009 4.2.3.4
· ISA 62443-3-3:2013 SR 7.8
· ISO/IEC 27001:2013 A.8.1.1, A.8.1.2
· NIST SP 800-53 Rev. 4 CM-8, PM-5

	
	
	ID.AM-2: Software platforms and
applications within the organization are
inventoried
	· CIS CSC 2
· COBIT 5 BAI09.01, BAI09.02, BAI09.05
· ISA 62443-2-1:2009 4.2.3.4
· ISA 62443-3-3:2013 SR 7.8
· ISO/IEC 27001:2013 A.8.1.1, A.8.1.2, A.12.5.1
· NIST SP 800-53 Rev. 4 CM-8, PM-5

	
	
	ID.AM-3: Organizational communication
and data flows are mapped
	· CIS CSC 12
· COBIT 5 DSS05.02
· ISA 62443-2-1:2009 4.2.3.4
· ISO/IEC 27001:2013 A.13.2.1, A.13.2.2
· NIST SP 800-53 Rev. 4 AC-4, CA-3, CA-9, PL-8

	
	
	ID.AM-4: External information systems
are catalogued
	· CIS CSC 12
· COBIT 5 APO02.02, APO10.04, DSS01.02
· ISO/IEC 27001:2013 A.11.2.6
· 3. NIST SP 800-53 Rev. 4 AC-20, SA-9

	
	
	ID.AM-5: Resources (e.g., hardware,
devices, data, time, personnel, and software) are prioritized based on their classification, criticality, and business
value
	· CIS CSC 13, 14
· COBIT 5 APO03.03, APO03.04, APO12.01,
· BAI04.02, BAI09.02
· ISA 62443-2-1:2009 4.2.3.6
· ISO/IEC 27001:2013 A.8.2.1
· NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14, SC-6

	
	
	ID.AM-6: Cybersecurity roles and
responsibilities for the entire workforce and third-party stakeholders (e.g., suppliers, customers, partners) are established
	· CIS CSC 17, 19
· COBIT 5 APO01.02, APO07.06, APO13.01,
· DSS06.03
· ISA 62443-2-1:2009 4.3.2.3.3
· ISO/IEC 27001:2013 A.6.1.1
· NIST SP 800-53 Rev. 4 CP-2, PS-7, PM-11

	
	Business Environment (ID.BE):
The organization’s mission,
objectives, stakeholders, and
activities are understood and
prioritized; this information is
used to inform cybersecurity
roles, responsibilities, and risk
management decisions.
	ID.BE-1: The organization’s role in the supply chain is identified and communicated
	· COBIT 5 APO08.01, APO08.04, APO08.05, APO10.03, APO10.04, APO10.05
· ISO/IEC 27001:2013 A.15.1.1, A.15.1.2, A.15.1.3, A.15.2.1, A.15.2.2
· NIST SP 800-53 Rev. 4 CP-2, SA-12

	
	
	ID.BE-2: The organization’s place in
critical infrastructure and its industry sector
is identified and communicated
	· COBIT 5 APO02.06, APO03.01
· ISO/IEC 27001:2013 Clause 4.1
· NIST SP 800-53 Rev. 4 PM-8

	
	
	ID.BE-3: Priorities for organizational
mission, objectives, and activities are
established and communicated
	· COBIT 5 APO02.01, APO02.06, APO03.01
· ISA 62443-2-1:2009 4.2.2.1, 4.2.3.6
· NIST SP 800-53 Rev. 4 PM-11, SA-14

	
	
	ID.BE-4: Dependencies and critical functions for delivery of critical services are established
	· COBIT 5 APO10.01, BAI04.02, BAI09.02
· ISO/IEC 27001:2013 A.11.2.2, A.11.2.3, A.12.1.3
· NIST SP 800-53 Rev. 4 CP-8, PE-9, PE-11, PM-8,
· SA-14

	
	
	ID.BE-5: Resilience requirements to
support delivery of critical services are
established for all operating states (e.g.
under duress/attack, during recovery,
normal operations)
	· COBIT 5 BAI03.02, DSS04.02
· ISO/IEC 27001:2013 A.11.1.4, A.17.1.1, A.17.1.2, A.17.2.1
· NIST SP 800-53 Rev. 4 CP-2, CP-11, SA-13, SA14

	
	Governance (ID.GV): The
policies, procedures, and
processes to manage and monitor
the organization’s regulatory,
legal, risk, environmental, and
operational requirements are
understood and inform the management of cybersecurity
risk.
	ID.GV-1: Organizational cybersecurity
policy is established and communicated
	· CIS CSC 19
· COBIT 5 APO01.03, APO13.01, EDM01.01,
· EDM01.02
· ISA 62443-2-1:2009 4.3.2.6
· ISO/IEC 27001:2013 A.5.1.1
· NIST SP 800-53 Rev. 4 -1 controls from all
· security control families

	
	
	ID.GV-2: Cybersecurity roles and responsibilities are coordinated and aligned with internal roles and external partners
	· CIS CSC 19
· COBIT 5 APO01.02, APO10.03, APO13.02,
· DSS05.04
· ISA 62443-2-1:2009 4.3.2.3.3
· ISO/IEC 27001:2013 A.6.1.1, A.7.2.1, A.15.1.1
· NIST SP 800-53 Rev. 4 PS-7, PM-1, PM-2

	
	
	ID.GV-3: Legal and regulatory
requirements regarding cybersecurity,
including privacy and civil liberties obligations, are understood and managed
	· CIS CSC 19
· COBIT 5 BAI02.01, MEA03.01, MEA03.04
· ISA 62443-2-1:2009 4.4.3.7
· ISO/IEC 27001:2013 A.18.1.1, A.18.1.2, A.18.1.3, A.18.1.4, A.18.1.5
· NIST SP 800-53 Rev. 4 -1

	
	
	ID.GV-4: Governance and risk management processes address
cybersecurity risks
	· COBIT 5 EDM03.02, APO12.02, APO12.05,
· DSS04.02
· ISA 62443-2-1:2009 4.2.3.1, 4.2.3.3, 4.2.3.8, 4.2.3.9, 4.2.3.11, 4.3.2.4.3, 4.3.2.6.3
· ISO/IEC 27001:2013 Clause 6
· NIST SP 800-53 Rev . 4 SA-2, PM-3, PM-7, PM9, PM-10, PM-11

	
	Risk Assessment (ID.RA): The
organization understands the
cybersecurity risk to
organizational operations
(including mission, functions,
image, or reputation),
organizational assets,
	ID.RA-1: Asset vulnerabilities are
identified and documented
	· CIS CSC 4
· COBIT 5 APO12.01, APO12.02, APO12.03, APO12.04, DSS05.01, DSS05.02
· ISA 62443-2-1:2009 4.2.3, 4.2.3.7, 4.2.3.9, 4.2.3.12
· ISO/IEC 27001:2013 A.12.6.1, A.18.2.3
· NIST SP 800-53 Rev. 4 CA-2, CA-7, CA-8, RA3, RA-5, SA-5, SA-11, SI-2, SI-4, SI-5

	
	
	D.RA-2: Cyber threat intelligence is received from information sharing forums and sources
	· CIS CSC 4
· COBIT 5 BAI08.01
· ISA 62443-2-1:2009 4.2.3, 4.2.3.9, 4.2.3.12
· ISO/IEC 27001:2013 A.6.1.4
· NIST SP 800-53 Rev. 4 SI-5, PM-15, PM-16

	
	
	ID.RA-3: Threats, both internal and external, are identified and documented
	· CIS CSC 4
· COBIT 5 APO12.01, APO12.02, APO12.03, APO12.04
· ISA 62443-2-1:2009 4.2.3, 4.2.3.9, 4.2.3.12
· ISO/IEC 27001:2013 Clause 6.1.2
· NIST SP 800-53 Rev. 4 RA-3, SI-5, PM-12, PM16

	
	
	ID.RA-4: Potential business impacts and
likelihoods are identified
	· CIS CSC 4
· COBIT 5 DSS04.02
· ISA 62443-2-1:2009 4.2.3, 4.2.3.9, 4.2.3.12
· ISO/IEC 27001:2013 A.16.1.6, Clause 6.1.2
· NIST SP 800-53 Rev. 4 RA-2, RA-3, SA-14, PM9, PM-11

	
	
	ID.RA-5: Threats, vulnerabilities,
likelihoods, and impacts are used to
determine risk
	· CIS CSC 4
· COBIT 5 APO12.02
· ISO/IEC 27001:2013 A.12.6.1
· NIST SP 800-53 Rev. 4 RA-2, RA-3, PM-16

	
	
	ID.RA-6: Risk responses are identified and prioritized
	· CIS CSC 4
· COBIT 5 APO12.05, APO13.02
· ISO/IEC 27001:2013 Clause 6.1.3
· NIST SP 800-53 Rev. 4 PM-4, PM-9

	
	Risk Management Strategy
(ID.RM): The organization’s
priorities, constraints, risk
tolerances, and assumptions are
established and used to support
operational risk decisions.
	ID.RM-1: Risk management processes are established, managed, and agreed to by organizational stakeholders
	· CIS CSC 4
· COBIT 5 APO12.04, APO12.05, APO13.02, BAI02.03, BAI04.02
· ISA 62443-2-1:2009 4.3.4.2
· ISO/IEC 27001:2013 Clause 6.1.3, Clause 8.3, Clause 9.3
· NIST SP 800-53 Rev. 4 PM-9

	
	
	ID.RM-2: Organizational risk tolerance is determined and clearly expressed
	· COBIT 5 APO12.06
· ISA 62443-2-1:2009 4.3.2.6.5
· ISO/IEC 27001:2013 Clause 6.1.3, Clause 8.3
· NIST SP 800-53 Rev. 4 PM-9

	
	
	ID.RM-3: The organization’s
determination of risk tolerance is informed
by its role in critical infrastructure and
sector specific risk analysis
	· COBIT 5 APO12.02
· ISO/IEC 27001:2013 Clause 6.1.3, Clause 8.3
· NIST SP 800-53 Rev. 4 SA-14, PM-8, PM-9, PM11

	
	Supply Chain Risk
Management (ID.SC):
The organization’s priorities,
constraints, risk tolerances, and
assumptions are established and
used to support risk decisions
associated with managing supply
chain risk. The organization has
established and implemented the
processes to identify, assess and
manage supply chain risks.
	ID.SC-1: Cyber supply chain risk management processes are identified, established, assessed, managed, and agreed to by organizational stakeholders
	· CIS CSC 4
· COBIT 5 APO10.01, APO10.04, APO12.04, APO12.05, APO13.02, BAI01.03, BAI02.03, BAI04.02
· ISA 62443-2-1:2009 4.3.4.2
· ISO/IEC 27001:2013 A.15.1.1, A.15.1.2,
· A.15.1.3, A.15.2.1, A.15.2.2
· NIST SP 800-53 Rev. 4 SA-9, SA-12, PM-9

	
	
	ID.SC-2: Suppliers and third party partners
of information systems, components, and
services are identified, prioritized, and
assessed using a cyber supply chain risk
assessment process
	· COBIT 5 APO10.01, APO10.02, APO10.04, APO10.05, APO12.01, APO12.02, APO12.03, APO12.04, APO12.05, APO12.06, APO13.02,
· BAI02.03
· ISA 62443-2-1:2009 4.2.3.1, 4.2.3.2, 4.2.3.3, 4.2.3.4, 4.2.3.6, 4.2.3.8, 4.2.3.9, 4.2.3.10, 4.2.3.12, 4.2.3.13, 4.2.3.14
· ISO/IEC 27001:2013 A.15.2.1, A.15.2.2
· NIST SP 800-53 Rev

	
	
	ID.SC-3: Contracts with suppliers and
third-party partners are used to implement
appropriate measures designed to meet the
objectives of an organization’s
cybersecurity program and Cyber Supply
Chain Risk Management Plan.
	· COBIT 5 APO10.01, APO10.02, APO10.03, APO10.04, APO10.05
· ISA 62443-2-1:2009 4.3.2.6.4, 4.3.2.6.7
· ISO/IEC 27001:2013 A.15.1.1, A.15.1.2, A.15.1.3
· NIST SP 800-53 Rev. 4 SA-9, SA-11, SA-12, PM9

	
	
	ID.SC-4: Suppliers and third-party partners
are routinely assessed using audits, test
results, or other forms of evaluations to
confirm they are meeting their contractual
obligations.
	· COBIT 5 APO10.01, APO10.03, APO10.04, APO10.05, MEA01.01, MEA01.02, MEA01.03, MEA01.04, MEA01.05
· ISA 62443-2-1:2009 4.3.2.6.7
· ISA 62443-3-3:2013 SR 6.1
· ISO/IEC 27001:2013 A.15.2.1, A.15.2.2
· NIST SP 800-53 Rev. 4 AU-2, AU-6, AU-12, AU16, PS-7, SA-9, SA-12

	
	
	ID.SC-5: Response and recovery planning
and testing are conducted with suppliers
and third-party providers
	· CIS CSC 19, 20
· COBIT 5 DSS04.04
· ISA 62443-2-1:2009 4.3.2.5.7, 4.3.4.5.11
· ISA 62443-3-3:2013 SR 2.8, SR 3.3, SR.6.1, SR7.3, SR 7.4
· ISO/IEC 27001:2013 A.17.1.3
· NIST SP 800-53 Rev. 4 CP-2, CP-4, IR-3, IR-4, IR-6, IR-8, IR-9

	PROTECT
	Identity Management,
Authentication and Access
Control (PR.AC): Access to
physical and logical assets and
associated facilities is limited to
authorized users, processes, and
devices, and is managed
consistent with the assessed risk
of unauthorized access to
authorized activities and
transactions.
	PR.AC-1: Identities and credentials are
issued, managed, verified, revoked, and
audited for authorized devices, users and
processes
	· CIS CSC 1, 5, 15, 16
· COBIT 5 DSS05.04, DSS06.03
· ISA 62443-2-1:2009 4.3.3.5.1
· ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.3, SR1.4, SR 1.5, SR 1.7, SR 1.8, SR 1.9
· ISO/IEC 27001:2013 A.9.2.1, A.9.2.2, A.9.2.3, A.9.2.4, A.9.2.6, A.9.3.1, A.9.4.2, A.9.4.3
· NIST SP 800-53 Rev. 4 AC-1, AC-2, IA-1, IA-2, IA-3, IA-4, IA-5, IA-6, IA-7, IA-8, IA-9, IA-10, IA-11

	
	
	PR.AC-2: Physical access to assets is
managed and protected
	· COBIT 5 DSS01.04, DSS05.05
· ISA 62443-2-1:2009 4.3.3.3.2, 4.3.3.3.8
· ISO/IEC 27001:2013 A.11.1.1, A.11.1.2,
· A.11.1.3, A.11.1.4, A.11.1.5, A.11.1.6, A.11.2.1, A.11.2.3, A.11.2.5, A.11.2.6, A.11.2.7, A.11.2.8
· NIST SP 800-53 Rev. 4 PE-2, PE-3, PE-4, PE-5, PE-6, PE-8

	
	
	PR.AC-3: Remote access is managed
	· CIS CSC 12
· COBIT 5 APO13.01, DSS01.04, DSS05.03
· ISA 62443-2-1:2009 4.3.3.6.6
· ISA 62443-3-3:2013 SR 1.13, SR 2.6
· ISO/IEC 27001:2013 A.6.2.1, A.6.2.2, A.11.2.6, A.13.1.1, A.13.2.1
· NIST SP 800-53 Rev. 4 AC-1, AC-17, AC-19, AC-20, SC-15

	
	
	PR.AC-4: Access permissions and
authorizations are managed, incorporating
the principles of least privilege and
separation of duties
	· CIS CSC 3, 5, 12, 14, 15, 16, 18
· COBIT 5 DSS05.04
· ISA 62443-2-1:2009 4.3.3.7.3
· ISA 62443-3-3:2013 SR 2.1
· ISO/IEC 27001:2013 A.6.1.2, A.9.1.2, A.9.2.3, A.9.4.1, A.9.4.4, A.9.4.5
· NIST SP 800-53 Rev. 4 AC-1, AC-2, AC-3, AC5, AC-6, AC-14, AC-16, AC-24

	
	
	PR.AC-5: Network integrity is protected
(e.g., network segregation, network
segmentation)
	· CIS CSC 9, 14, 15, 18
· COBIT 5 DSS01.05, DSS05.02
· ISA 62443-2-1:2009 4.3.3.4
· ISA 62443-3-3:2013 SR 3.1, SR 3.8
· ISO/IEC 27001:2013 A.13.1.1, A.13.1.3,
· A.13.2.1, A.14.1.2, A.14.1.3
· NIST SP 800-53 Rev. 4 AC-4, AC-10, SC-7

	
	
	PR.AC-6: Identities are proofed and bound
to credentials and asserted in interactions
	· CIS CSC, 16
· COBIT 5 DSS05.04, DSS05.05, DSS05.07,
· DSS06.03
· ISA 62443-2-1:2009 4.3.3.2.2, 4.3.3.5.2, 4.3.3.7.2, 4.3.3.7.4
· ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.4, SR1.5, SR 1.9, SR 2.1
· ISO/IEC 27001:2013, A.7.1.1, A.9.2.1
· NIST SP 800-53 Rev. 4 AC-1, AC-2, AC-3, AC16, AC-19, AC-24, IA-1, IA-2, IA-4, IA-5, IA-8, PE-2, PS-3

	
	
	PR.AC-7: Users, devices, and other assets
are authenticated (e.g., single-factor, multifactor) commensurate with the risk of the
transaction (e.g., individuals’ security and
privacy risks and other organizational
risks)
	· CIS CSC 1, 12, 15, 16
· COBIT 5 DSS05.04, DSS05.10, DSS06.10
· ISA 62443-2-1:2009 4.3.3.6.1, 4.3.3.6.2, 4.3.3.6.3, 4.3.3.6.4, 4.3.3.6.5, 4.3.3.6.6, 4.3.3.6.7, 4.3.3.6.8, 4.3.3.6.9
· ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR1.5, SR1.7, SR 1.8, SR 1.9, SR 1.10
· ISO/IEC 27001:2013 A.9.2.1, A.9.2.4, A.9.3.1, A.9.4.2, A.9.4.3, A.18.1.4
· NIST SP 800-53 Rev. 4 AC-7, AC-8, AC-9, AC11, AC-12, AC-14, IA-1, IA-2, IA-3, IA-4, IA-5, IA-8, IA-9, IA-10, IA-11

	
	Awareness and Training
(PR.AT): The organization’s
personnel and partners are
provided cybersecurity awareness education and are trained to perform their cybersecurity related duties and responsibilities consistent with related policies, procedures, and agreements.
	PR.AT-1: All users are informed and
trained
	· CIS CSC 17, 18
· COBIT 5 APO07.03, BAI05.07
· ISA 62443-2-1:2009 4.3.2.4.2
· ISO/IEC 27001:2013 A.7.2.2, A.12.2.1
· NIST SP 800-53 Rev. 4 AT-2, PM-13

	
	
	PR.AT-2: Privileged users understand their
roles and responsibilities
	· CIS CSC 5, 17, 18
· COBIT 5 APO07.02, DSS05.04, DSS06.03
· ISA 62443-2-1:2009 4.3.2.4.2, 4.3.2.4.3
· ISO/IEC 27001:2013 A.6.1.1, A.7.2.2
· NIST SP 800-53 Rev. 4 AT-3, PM-13

	
	
	PR.AT-3: Third-party stakeholders (e.g.,
suppliers, customers, partners) understand
their roles and responsibilities
	· CIS CSC 17
· COBIT 5 APO07.03, APO07.06, APO10.04, APO10.05
· ISA 62443-2-1:2009 4.3.2.4.2
· ISO/IEC 27001:2013 A.6.1.1, A.7.2.1, A.7.2.2
· NIST SP 800-53 Rev. 4 PS-7, SA-9, SA-16

	
	
	PR.AT-4: Senior executives understand
their roles and responsibilities
	· CIS CSC 17, 19
· COBIT 5 EDM01.01, APO01.02, APO07.03
· ISA 62443-2-1:2009 4.3.2.4.2
· ISO/IEC 27001:2013 A.6.1.1, A.7.2.2
· NIST SP 800-53 Rev. 4 AT-3, PM-13

	
	
	PR.AT-5: Physical and cybersecurity
personnel understand their roles and
responsibilities
	· CIS CSC 17
· COBIT 5 APO07.03
· ISA 62443-2-1:2009 4.3.2.4.2
· ISO/IEC 27001:2013 A.6.1.1, A.7.2.2
· NIST SP 800-53 Rev. 4 AT-3, IR-2, PM-13

	
	Data Security (PR.DS):
Information and records (data) are managed consistent with the
organization’s risk strategy to
protect the confidentiality,
integrity, and availability
	PR.DS-1: Data-at-rest is protected
	· CIS CSC 13, 14
· COBIT 5 APO01.06, BAI02.01, BAI06.01,
· DSS04.07, DSS05.03, DSS06.06
· ISA 62443-3-3:2013 SR 3.4, SR 4.1
· ISO/IEC 27001:2013 A.8.2.3
· NIST SP 800-53 Rev. 4 MP-8, SC-12, SC-28

	
	
	PR.DS-2: Data-in-transit is protected
	· CIS CSC 13, 14
· COBIT 5 APO01.06, DSS05.02, DSS06.06
· ISA 62443-3-3:2013 SR 3.1, SR 3.8, SR4.1, SR4.2
· ISO/IEC 27001:2013 A.8.2.3, A.13.1.1, A.13.2.1, A.13.2.3, A.14.1.2, A.14.1.3
· NIST SP 800-53 Rev. 4 SC-8, SC-11, SC-12

	
	
	PR.DS-3: Assets are formally managed
throughout removal, transfers, and
disposition
	· CIS CSC 1
· COBIT 5 BAI09.03
· ISA 62443-2-1:2009 4.3.3.3.9, 4.3.4.4.1
· ISA 62443-3-3:2013 SR 4.2
· ISO/IEC 27001:2013 A.8.2.3, A.8.3.1, A.8.3.2, A.8.3.3, A.11.2.5, A.11.2.7
· NIST SP 800-53 Rev. 4 CM-8, MP-6, PE-16

	
	
	PR.DS-4: Adequate capacity to ensure
availability is maintained
	· CIS CSC 1, 2, 13
· COBIT 5 APO13.01, BAI04.04
· ISA 62443-3-3:2013 SR 7.1, SR 7.2
· ISO/IEC 27001:2013 A.12.1.3, A.17.2.1
· NIST SP 800-53 Rev. 4 AU-4, CP-2, SC-5

	
	
	PR.DS-5: Protections against data leaks
are implemented
	· CIS CSC 13
· COBIT 5 APO01.06, DSS05.04, DSS05.07, DSS06.02
· ISA 62443-3-3:2013 SR 5.2
· ISO/IEC 27001:2013 A.6.1.2, A.7.1.1, A.7.1.2, A.7.3.1, A.8.2.2, A.8.2.3, A.9.1.1, A.9.1.2, A.9.2.3, A.9.4.1, A.9.4.4, A.9.4.5, A.10.1.1, A.11.1.4, A.11.1.5, A.11.2.1, A.13.1.1, A.13.1.3, A.13.2.1, A.13.2.3, A.13.2.4, A.14.1.2, A.14.1.3
· NIST SP 800-53 Rev. 4 AC-4, AC-5, AC-6, PE19, PS-3, PS-6, SC-7, SC-8, SC-13, SC-31, SI-4

	
	
	PR.DS-6: Integrity checking mechanisms
are used to verify software, firmware, and
information integrity
	· CIS CSC 2, 3
· COBIT 5 APO01.06, BAI06.01, DSS06.02
· ISA 62443-3-3:2013 SR 3.1, SR 3.3, SR 3.4, SR3.8
· ISO/IEC 27001:2013 A.12.2.1, A.12.5.1,
· A.14.1.2, A.14.1.3, A.14.2.4
· NIST SP 800-53 Rev. 4 SC-16, SI-7

	
	
	PR.DS-7: The development and testing
environment(s) are separate from the
production environment
	· CIS CSC 18, 20
· COBIT 5 BAI03.08, BAI07.04
· ISO/IEC 27001:2013 A.12.1.4
· NIST SP 800-53 Rev. 4 CM-2

	
	
	PR.DS-8: Integrity checking mechanisms
are used to verify hardware integrity
	· COBIT 5 BAI03.05
· ISA 62443-2-1:2009 4.3.4.4.4
· ISO/IEC 27001:2013 A.11.2.4
· NIST SP 800-53 Rev. 4 SA-10, SI-7

	
	Information Protection
Processes and Procedures
(PR.IP): Security policies (that
address purpose, scope, roles,
responsibilities, management
commitment, and coordination
among organizational entities),
processes, and procedures are
maintained and used to manage
protection of information systems and assets.
	PR.IP-1: A baseline configuration of
Information technology/industrial control systems is created and maintained
incorporating security principles (e.g.
concept of least functionality)
	· CIS CSC 3, 9, 11
· COBIT 5 BAI10.01, BAI10.02, BAI10.03,
· BAI10.05
· ISA 62443-2-1:2009 4.3.4.3.2, 4.3.4.3.3
· ISA 62443-3-3:2013 SR 7.6
· ISO/IEC 27001:2013 A.12.1.2, A.12.5.1,
· A.12.6.2, A.14.2.2, A.14.2.3, A.14.2.4
· NIST SP 800-53 Rev. 4 CM-2, C

	
	
	PR.IP-2: A System Development Life
Cycle to manage systems is implemented
	· CIS CSC 18
· COBIT 5 APO13.01, BAI03.01, BAI03.02,
· BAI03.03
· ISA 62443-2-1:2009 4.3.4.3.3
· ISO/IEC 27001:2013 A.6.1.5, A.14.1.1, A.14.2.1, A.14.2.5
· NIST SP 800-53 Rev. 4 PL-8, SA-3, SA-4, SA-8, SA-10, SA-11, SA-12, SA-15, SA-17, SI-12, SI13, SI-14, SI-16, SI-17

	
	
	PR.IP-3: Configuration change control
processes are in place
	· CIS CSC 3, 11
· COBIT 5 BAI01.06, BAI06.01
· ISA 62443-2-1:2009 4.3.4.3.2, 4.3.4.3.3
· ISA 62443-3-3:2013 SR 7.6
· ISO/IEC 27001:2013 A.12.1.2, A.12.5.1,
· A.12.6.2, A.14.2.2, A.14.2.3, A.14.2.4
· NIST SP 800-53 Rev. 4 CM-3, CM-4, SA-10

	
	
	PR.IP-4: Backups of information are
conducted, maintained, and tested
	· CIS CSC 10
· COBIT 5 APO13.01, DSS01.01, DSS04.07
· ISA 62443-2-1:2009 4.3.4.3.9
· ISA 62443-3-3:2013 SR 7.3, SR 7.4
· ISO/IEC 27001:2013 A.12.3.1, A.17.1.2,
· A.17.1.3, A.18.1.3
· NIST SP 800-53 Rev. 4 CP-4, CP-6, CP-9

	
	
	R.IP-5: Policy and regulations regarding
the physical operating environment for
organizational assets are met
	· COBIT 5 DSS01.04, DSS05.05
· ISA 62443-2-1:2009 4.3.3.3.1 4.3.3.3.2, 4.3.3.3.3, 4.3.3.3.5, 4.3.3.3.6
· ISO/IEC 27001:2013 A.11.1.4, A.11.2.1,
· A.11.2.2, A.11.2.3
· NIST SP 800-53 Rev. 4 PE-10, PE-12, PE-13, PE14, PE-15, PE-18

	
	
	PR.IP-6: Data is destroyed according to
policy
	· COBIT 5 BAI09.03, DSS05.06
· ISA 62443-2-1:2009 4.3.4.4.4
· ISA 62443-3-3:2013 SR 4.2
· ISO/IEC 27001:2013 A.8.2.3, A.8.3.1, A.8.3.2, A.11.2.7
· NIST SP 800-53 Rev. 4 MP-6

	
	
	PR.IP-7: Protection processes are
improved
	· COBIT 5 APO11.06, APO12.06, DSS04.05
· ISA 62443-2-1:2009 4.4.3.1, 4.4.3.2, 4.4.3.3, 4.4.3.4, 4.4.3.5, 4.4.3.6, 4.4.3.7, 4.4.3.8
· ISO/IEC 27001:2013 A.16.1.6, Clause 9, Clause10
· NIST SP 800-53 Rev. 4 CA-2, CA-7, CP-2, IR-8, PL-2, PM-6

	
	
	PR.IP-8: Effectiveness of protection technologies is shared
	· COBIT 5 BAI08.04, DSS03.04
· ISO/IEC 27001:2013 A.16.1.6
· NIST SP 800-53 Rev. 4 AC-21, CA-7, SI-4

	
	
	PR.IP-9: Response plans (Incident Response and Business Continuity) and
recovery plans (Incident Recovery and Disaster Recovery) are in place and managed
	· CIS CSC 19
· COBIT 5 APO12.06, DSS04.03
· ISA 62443-2-1:2009 4.3.2.5.3, 4.3.4.5.1
· ISO/IEC 27001:2013 A.16.1.1, A.17.1.1,
· A.17.1.2, A.17.1.3
· NIST SP 800-53 Rev. 4 CP-2, CP-7, CP-12, CP13, IR-7, IR-8, IR-9, PE-17

	
	
	PR.IP-10: Response and recovery plans
are tested
	· CIS CSC 19, 20
· COBIT 5 DSS04.04
· ISA 62443-2-1:2009 4.3.2.5.7, 4.3.4.5.11
· ISA 62443-3-3:2013 SR 3.3
· ISO/IEC 27001:2013 A.17.1.3
· NIST SP 800-53 Rev. 4 CP-4, IR-3, PM-14

	
	
	PR.IP-11: Cybersecurity is included in human resources practices (e.g.,
deprovisioning, personnel screening)
	· CIS CSC 5, 16
· COBIT 5 APO07.01, APO07.02, APO07.03, APO07.04, APO07.05
· ISA 62443-2-1:2009 4.3.3.2.1, 4.3.3.2.2, 4.3.3.2.3
· ISO/IEC 27001:2013 A.7.1.1, A.7.1.2, A.7.2.1, A.7.2.2, A.7.2.3, A.7.3.1, A.8.1.4
· NIST SP 800-53 Rev. 4 PS-1, PS-2, PS-3, PS-4, PS-5, PS-6, PS-7, PS-8, SA-21

	
	
	PR.IP-12: A vulnerability management plan is developed and implemented
	· CIS CSC 4, 18, 20
· COBIT 5 BAI03.10, DSS05.01, DSS05.02
· ISO/IEC 27001:2013 A.12.6.1, A.14.2.3,
· A.16.1.3, A.18.2.2, A.18.2.3
· NIST SP 800-53 Rev. 4 RA-3, RA-5, SI-2

	
	Maintenance (PR.MA):
Maintenance and repairs of
industrial control and information system components are performed consistent with policies and procedures
	PR.MA-1: Maintenance and repair of
organizational assets are performed and
logged, with approved and controlled tools
	· COBIT 5 BAI03.10, BAI09.02, BAI09.03,
· DSS01.05
· ISA 62443-2-1:2009 4.3.3.3.7
· ISO/IEC 27001:2013 A.11.1.2, A.11.2.4,
· A.11.2.5, A.11.2.6
· NIST SP 800-53 Rev. 4 MA-2, MA-3, MA-5, MA-6

	
	
	PR.MA-2: Remote maintenance of
organizational assets is approved, logged, and performed in a manner that prevents unauthorized access
	· CIS CSC 3, 5
· COBIT 5 DSS05.04
· ISA 62443-2-1:2009 4.3.3.6.5, 4.3.3.6.6, 4.3.3.6.7, 4.3.3.6.8
· ISO/IEC 27001:2013 A.11.2.4, A.15.1.1, A.15.2.1
· NIST SP 800-53 Rev. 4 MA-4

	
	Protective Technology (PR.PT):
Technical security solutions are
managed to ensure the security
and resilience of systems and
assets, consistent with related
policies, procedures, and
agreements.
	PR.PT-1: Audit/log records are
determined, documented, implemented, and reviewed in accordance with policy
	· CIS CSC 1, 3, 5, 6, 14, 15, 16
· COBIT 5 APO11.04, BAI03.05, DSS05.04,
· DSS05.07, MEA02.01
· ISA 62443-2-1:2009 4.3.3.3.9, 4.3.3.5.8, 4.3.4.4.7, 4.4.2.1, 4.4.2.2, 4.4.2.4
· ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10, SR2.11, SR 2.12
· ISO/IEC 27001:2013 A.12.4.1, A.12.4.2,
· A.12.4.3, A.12.4.4, A.12.7.1
· NIST SP 800-53 Rev. 4 AU Family

	
	
	PR.PT-2: Removable media is protected
and its use restricted according to policy
	· CIS CSC 8, 13
· COBIT 5 APO13.01, DSS05.02, DSS05.06
· ISA 62443-3-3:2013 SR 2.3
· ISO/IEC 27001:2013 A.8.2.1, A.8.2.2,
· NIST SP 800-53 Rev. 4 MP-2, MP-3, MP-4, MP5, MP-7, MP-8A.8.2.3, A.8.3.1, A.8.3.3, A.11.2.9

	
	
	PR.PT-3: The principle of least functionality is incorporated by configuring
systems to provide only essential capabilities
	· CIS CSC 3, 11, 14
· COBIT 5 DSS05.02, DSS05.05, DSS06.06
· ISA 62443-2-1:2009 4.3.3.5.1, 4.3.3.5.2, 4.3.3.5.3, 4.3.3.5.4, 4.3.3.5.5, 4.3.3.5.6, 4.3.3.5.7, 4.3.3.5.8, 4.3.3.6.1, 4.3.3.6.2, 4.3.3.6.3, 4.3.3.6.4, 4.3.3.6.5, 4.3.3.6.6, 4.3.3.6.7, 4.3.3.6.8, 4.3.3.6.9, 4.3.3.7.1,
· 4.3.3.7.2, 4.3.3.7.3, 4.3.3.7.4
· ISA 62443-3-3:2013 SR 1.1, SR 1.2, SR 1.3, SR1.4, SR 1.5, SR 1.6, SR 1.7, SR 1.8, SR 1.9, SR1.10, SR 1.11, SR 1.12, SR 1.13, SR 2.1, SR 2.2, SR 2.3, SR 2.4, SR 2.5, SR 2.6, SR 2.7
· ISO/IEC 27001:2013 A.9.1.2
· NIST SP 800-53 Rev. 4 AC-3, CM-7

	
	
	PR.PT-4: Communications and control networks are protected
	· CIS CSC 8, 12, 15
· COBIT 5 DSS05.02, APO13.01
· ISA 62443-3-3:2013 SR 3.1, SR 3.5, SR 3.8, SR4.1, SR 4.3, SR 5.1, SR 5.2, SR 5.3, SR 7.1, SR 7.6
· ISO/IEC 27001:2013 A.13.1.1, A.13.2.1, A.14.1.3
· NIST SP 800-53 Rev. 4 AC-4, AC-17, AC-18,
· CP-8, SC-7, SC-19, SC-20, SC-21, SC-22, SC-23, SC-24, SC-25, SC-29, SC-32, SC-36, SC-37, SC38, SC-39, SC-40, SC-41, SC-43

	
	
	PR.PT-5: Mechanisms (e.g., failsafe, load
balancing, hot swap) are implemented to
achieve resilience requirements in normal
and adverse situations
	· COBIT 5 BAI04.01, BAI04.02, BAI04.03,
· BAI04.04, BAI04.05, DSS01.05
· ISA 62443-2-1:2009 4.3.2.5.2
· ISA 62443-3-3:2013 SR 7.1, SR 7.2
· ISO/IEC 27001:2013 A.17.1.2, A.17.2.1
· NIST SP 800-53 Rev. 4 CP-7, CP-8, CP-11, CP13, PL-8, SA-14, SC-6

	DETECT
	Anomalies and Events (DE.AE):
Anomalous activity is detected and the potential impact of events is understood.
	DE.AE-1: A baseline of network operations and expected data flows for users and systems is established and
managed
	· CIS CSC 1, 4, 6, 12, 13, 15, 16
· COBIT 5 DSS03.01
· ISA 62443-2-1:2009 4.4.3.3
· ISO/IEC 27001:2013 A.12.1.1, A.12.1.2,
· A.13.1.1, A.13.1.2
· NIST SP 800-53 Rev. 4 AC-4, CA-3, CM-2, SI-4

	
	
	DE.AE-2: Detected events are analyzed to
understand attack targets and methods
	· CIS CSC 3, 6, 13, 15
· COBIT 5 DSS05.07
· ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.7, 4.3.4.5.8
· ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10, SR2.11, SR 2.12, SR 3.9, SR 6.1, SR 6.2
· ISO/IEC 27001:2013 A.12.4.1, A.16.1.1, A.16.1.4
· NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, SI-4

	
	
	DE.AE-3: Event data are collected and
correlated from multiple sources and sensors
	· CIS CSC 1, 3, 4, 5, 6, 7, 8, 11, 12, 13, 14, 15, 16
· COBIT 5 BAI08.02
· ISA 62443-3-3:2013 SR 6.1
· ISO/IEC 27001:2013 A.12.4.1, A.16.1.7
· NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, IR-5, IR-8, SI-4

	
	
	DE.AE-4: Impact of events is determined
	· CIS CSC 4, 6
· COBIT 5 APO12.06, DSS03.01
· ISO/IEC 27001:2013 A.16.1.4
· NIST SP 800-53 Rev. 4 CP-2, IR-4, RA-3, SI-4

	
	
	DE.AE-5: Incident alert thresholds are
established
	· CIS CSC 6, 19
· COBIT 5 APO12.06, DSS03.01
· ISA 62443-2-1:2009 4.2.3.10
· ISO/IEC 27001:2013 A.16.1.4
· NIST SP 800-53 Rev. 4 IR-4, IR-5, IR-8

	
	Security Continuous
Monitoring (DE.CM): The
information system and assets are
monitored to identify
cybersecurity events and verify the effectiveness of protective
measures.
	DE.CM-1: The network is monitored to
detect potential cybersecurity events
	· CIS CSC 1, 7, 8, 12, 13, 15, 16
· COBIT 5 DSS01.03, DSS03.05, DSS05.07
· ISA 62443-3-3:2013 SR 6.2
· NIST SP 800-53 Rev. 4 AC-2, AU-12, CA-7, CM3, SC-5, SC-7, SI-4

	
	
	DE.CM-2: The physical environment is
monitored to detect potential cybersecurity
events
	· COBIT 5 DSS01.04, DSS01.05
· ISA 62443-2-1:2009 4.3.3.3.8
· ISO/IEC 27001:2013 A.11.1.1, A.11.1.2
· NIST SP 800-53 Rev. 4 CA-7, PE-3, PE-6, PE-20

	
	
	DE.CM-3: Personnel activity is monitored
to detect potential cybersecurity events
	· CIS CSC 5, 7, 14, 16
· COBIT 5 DSS05.07
· ISA 62443-3-3:2013 SR 6.2
· ISO/IEC 27001:2013 A.12.4.1, A.12.4.3
· NIST SP 800-53 Rev. 4 AC-2, AU-12, AU-13, CA-7, CM-10, CM-11

	
	
	DE.CM-4: Malicious code is detected
	· CIS CSC 4, 7, 8, 12
· COBIT 5 DSS05.01
· ISA 62443-2-1:2009 4.3.4.3.8
· ISA 62443-3-3:2013 SR 3.2
· ISO/IEC 27001:2013 A.12.2.1
· NIST SP 800-53 Rev. 4 SI-3, SI-8

	
	
	DE.CM-5: Unauthorized mobile code is
detected
	· CIS CSC 7, 8
· COBIT 5 DSS05.01
· ISA 62443-3-3:2013 SR 2.4
· ISO/IEC 27001:2013 A.12.5.1, A.12.6.2
· NIST SP 800-53 Rev. 4 SC-18, SI-4, SC-44

	
	
	DE.CM-6: External service provider
activity is monitored to detect potential
cybersecurity events
	· COBIT 5 APO07.06, APO10.05
· ISO/IEC 27001:2013 A.14.2.7, A.15.2.1
· NIST SP 800-53 Rev. 4 CA-7, PS-7, SA-4, SA-9, SI-4

	
	
	DE.CM-7: Monitoring for unauthorized personnel, connections, devices, and software is performed
	· CIS CSC 1, 2, 3, 5, 9, 12, 13, 15, 16
· COBIT 5 DSS05.02, DSS05.05
· ISO/IEC 27001:2013 A.12.4.1, A.14.2.7, A.15.2.1
· NIST SP 800-53 Rev. 4 AU-12, CA-7, CM-3, CM-8, PE-3, PE-6, PE-20, SI-4

	
	
	DE.CM-8: Vulnerability scans are
performed
	· CIS CSC 4, 20
· COBIT 5 BAI03.10, DSS05.01
· ISA 62443-2-1:2009 4.2.3.1, 4.2.3.7
· ISO/IEC 27001:2013 A.12.6.1
· NIST SP 800-53 Rev. 4 RA-5

	
	Detection Processes (DE.DP):
Detection processes and
procedures are maintained and
tested to ensure awareness of
anomalous events.
	DE.DP-1: Roles and responsibilities for
detection are well defined to ensure accountability
	· CIS CSC 19
· COBIT 5 APO01.02, DSS05.01, DSS06.03
· ISA 62443-2-1:2009 4.4.3.1
· ISO/IEC 27001:2013 A.6.1.1, A.7.2.2
· NIST SP 800-53 Rev. 4 CA-2, CA-7, PM-14

	
	
	DE.DP-2: Detection activities comply with
all applicable requirements
	· COBIT 5 DSS06.01, MEA03.03, MEA03.04
· ISA 62443-2-1:2009 4.4.3.2
· ISO/IEC 27001:2013 A.18.1.4, A.18.2.2, A.18.2.3
· NIST SP 800-53 Rev. 4 AC-25, CA-2, CA-7, SA18, SI-4, PM-14

	
	
	DE.DP-3: Detection processes are tested
	· COBIT 5 APO13.02, DSS05.02
· ISA 62443-2-1:2009 4.4.3.2
· ISA 62443-3-3:2013 SR 3.3
· ISO/IEC 27001:2013 A.14.2.8
· NIST SP 800-53 Rev. 4 CA-2, CA-7, PE-3, SI-3, SI-4, PM-14

	
	
	DE.DP-4: Event detection information is communicated
	· CIS CSC 19
· COBIT 5 APO08.04, APO12.06, DSS02.05
· ISA 62443-2-1:2009 4.3.4.5.9
· ISA 62443-3-3:2013 SR 6.1
· ISO/IEC 27001:2013 A.16.1.2, A.16.1.3
· NIST SP 800-53 Rev. 4 AU-6, CA-2, CA-7, RA5, SI-4
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	· COBIT 5 APO11.06, APO12.06, DSS04.05
· ISA 62443-2-1:2009 4.4.3.4
· ISO/IEC 27001:2013 A.16.1.6
· NIST SP 800-53 Rev. 4, CA-2, CA-7, PL-2, RA5, SI-4, PM-14

	RESPOND
	Response Planning (RS.RP):
Response processes and
procedures are executed and
maintained, to ensure response to detected cybersecurity incidents.
	RS.RP-1: Response plan is executed during or after an incident
	· CIS CSC 19
· COBIT 5 APO12.06, BAI01.10
· ISA 62443-2-1:2009 4.3.4.5.1
· ISO/IEC 27001:2013 A.16.1.5
· NIST SP 800-53 Rev. 4 CP-2, CP-10, IR-4, IR-8

	
	Communications (RS.CO):
Response activities are
coordinated with internal and
external stakeholders (e.g.
external support from law
enforcement agencies)
	RS.CO-1: Personnel know their roles and
order of operations when a response is
needed
	· CIS CSC 19
· COBIT 5 EDM03.02, APO01.02, APO12.03
· ISA 62443-2-1:2009 4.3.4.5.2, 4.3.4.5.3, 4.3.4.5.4
· ISO/IEC 27001:2013 A.6.1.1, A.7.2.2, A.16.1.1
· NIST SP 800-53 Rev. 4 CP-2, CP-3, IR-3, IR-8

	
	
	RS.CO-2: Incidents are reported consistent
with established criteria
	· CIS CSC 19
· COBIT 5 DSS01.03
· ISA 62443-2-1:2009 4.3.4.5.5
· ISO/IEC 27001:2013 A.6.1.3, A.16.1.2
· NIST SP 800-53 Rev. 4 AU-6, IR-6, IR-8

	
	
	RS.CO-3: Information is shared consistent
with response plans
	· CIS CSC 19
· COBIT 5 DSS03.04
· ISA 62443-2-1:2009 4.3.4.5.2
· ISO/IEC 27001:2013 A.16.1.2, Clause 7.4, Clause16.1.2
· NIST SP 800-53 Rev. 4 CA-2, CA-7, CP-2, IR-4, IR-8, PE-6, RA-5, SI-4

	
	
	RS.CO-4: Coordination with stakeholders
occurs consistent with response plans
	· CIS CSC 19
· COBIT 5 DSS03.04
· ISA 62443-2-1:2009 4.3.4.5.5
· ISO/IEC 27001:2013 Clause 7.4
· NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

	
	
	RS.CO-5: Voluntary information sharing
occurs with external stakeholders to
achieve broader cybersecurity situational
awareness
	· CIS CSC 19
· COBIT 5 BAI08.04
· ISO/IEC 27001:2013 A.6.1.4
· NIST SP 800-53 Rev. 4 SI-5, PM-15

	
	Analysis (RS.AN): Analysis is
conducted to ensure effective
response and support recovery
activities.
	RS.AN-1: Notifications from detection
systems are investigated
	· CIS CSC 4, 6, 8, 19
· COBIT 5 DSS02.04, DSS02.07
· ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.7, 4.3.4.5.8
· ISA 62443-3-3:2013 SR 6.1
· ISO/IEC 27001:2013 A.12.4.1, A.12.4.3, A.16.1.5
· NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, IR-5, PE-6, SI-4

	
	
	RS.AN-2: The impact of the incident is
understood
	· COBIT 5 DSS02.02
· ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.7, 4.3.4.5.8
· ISO/IEC 27001:2013 A.16.1.4, A.16.1.6
· NIST SP 800-53 Rev. 4 CP-2, IR-4

	
	
	RS.AN-3: Forensics are performed
	· COBIT 5 APO12.06, DSS03.02, DSS05.07
· ISA 62443-3-3:2013 SR 2.8, SR 2.9, SR 2.10, SR2.11, SR 2.12, SR 3.9, SR 6.1
· ISO/IEC 27001:2013 A.16.1.7
· NIST SP 800-53 Rev. 4 AU-7, IR-4

	
	
	RS.AN-4: Incidents are categorized
consistent with response plans
	· CIS CSC 19
· COBIT 5 DSS02.02
· ISA 62443-2-1:2009 4.3.4.5.6
· ISO/IEC 27001:2013 A.16.1.4
· NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-5, IR-8

	
	
	RS.AN-5: Processes are established to receive, analyze and respond to
vulnerabilities disclosed to the organization from internal and external sources (e.g. internal testing, security bulletins, or security researchers)
	· CIS CSC 4, 19
· COBIT 5 EDM03.02, DSS05.07
· NIST SP 800-53 Rev. 4 SI-5, PM-15

	
	Mitigation (RS.MI): Activities
are performed to prevent
expansion of an event, mitigate its effects, and resolve the incident
	RS.MI-1: Incidents are contained
	· CIS CSC 19
· COBIT 5 APO12.06
· ISA 62443-2-1:2009 4.3.4.5.6
· ISA 62443-3-3:2013 SR 5.1, SR 5.2, SR 5.4
· ISO/IEC 27001:2013 A.12.2.1, A.16.1.5
· NIST SP 800-53 Rev. 4 IR-4

	
	
	RS.MI-2: Incidents are mitigated
	· CIS CSC 4, 19
· COBIT 5 APO12.06
· ISA 62443-2-1:2009 4.3.4.5.6, 4.3.4.5.10
· ISO/IEC 27001:2013 A.12.2.1, A.16.1.5
· NIST SP 800-53 Rev. 4 IR-4

	
	
	RS.MI-3: Newly identified vulnerabilities
are mitigated or documented as accepted
risks
	· CIS CSC 4
· COBIT 5 APO12.06
· ISO/IEC 27001:2013 A.12.6.1
· NIST SP 800-53 Rev. 4 CA-7, RA-3, RA-5

	
	Improvements (RS.IM):
Organizational response activities are improved by incorporating lessons learned from current and previous detection/response activities.
	RS.IM-1: Response plans incorporate
lessons learned
	· COBIT 5 BAI01.13
· ISA 62443-2-1:2009 4.3.4.5.10, 4.4.3.4
· ISO/IEC 27001:2013 A.16.1.6, Clause 10
· NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

	
	
	RS.IM-2: Response strategies are updated
	· COBIT 5 BAI01.13, DSS04.08
· ISO/IEC 27001:2013 A.16.1.6, Clause 10
· NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

	RECOVERY
	Recovery Planning (RC.RP):
Recovery processes and
procedures are executed and
maintained to ensure restoration
of systems or assets affected by
cybersecurity incidents.
	RC.RP-1: Recovery plan is executed during or after a cybersecurity incident
	· CIS CSC 10
· COBIT 5 APO12.06, DSS02.05, DSS03.04
· ISO/IEC 27001:2013 A.16.1.5
· NIST SP 800-53 Rev. 4 CP-10, IR-4, IR-8

	
	Improvements (RC.IM):
Recovery planning and processes are improved by incorporating lessons learned into future activities.
	RC.IM-1: Recovery plans incorporate
lessons learned
	· COBIT 5 APO12.06, BAI05.07, DSS04.08
· ISA 62443-2-1:2009 4.4.3.4
· ISO/IEC 27001:2013 A.16.1.6, Clause 10
· NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8
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	· COBIT 5 APO12.06, BAI07.08
· ISO/IEC 27001:2013 A.16.1.6, Clause 10
· NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

	
	Communications (RC.CO):
Restoration activities are
coordinated with internal and
external parties (e.g. coordinating centers, Internet Service Providers, owners of attacking systems, victims, other CSIRTs, and vendors).
	RC.CO-1: Public relations are managed
	· COBIT 5 EDM03.02
· ISO/IEC 27001:2013 A.6.1.4, Clause 7.4

	
	
	RC.CO-2: Reputation is repaired after an
incident
	· COBIT 5 MEA03.02
· ISO/IEC 27001:2013 Clause 7.4

	
	
	RC.CO-3: Recovery activities are communicated to internal and external stakeholders as well as executive and
management teams
	· COBIT 5 APO12.06
· ISO/IEC 27001:2013 Clause 7.4
· NIST SP 800-53 Rev. 4 CP-2, IR-4
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TABLE 4 - CONTEXTUAL COMPARISON USING SPHERE OF SECURITY CATEGORIES
	Category
	ENISA CNAF
	NCSC CAF
	NIST CSF

	People
	#1-1 – All goals (4)
#1-2 – All goals (5)
#1-3- Set up a national cyber exercise team with a clear mandate
#2-4- Mandate - Relating to the powers, roles and responsibilities that need to be allocated to the team by the respective government
#2-4- Service portfolio – Covering the services that a team provides to its constituency or is using for its own internal functioning
#2-4- Operation capabilities – Concerning the technical and operational requirements a team must comply with
#2-5- All goals (2)
#2-6- All goals (4)
#2-8- All goals (2)
#2-10- All goals (2)
#3-11- All goals (5)
#4-14- All goals (3)
#4-15- All goals (3)
	A1 - The organisation has appropriate management policies and processes in place to govern its approach to the security of network and information systems.
A3
B2- The organisation understands, documents and manages access to networks and information systems and supporting the operation of essential functions. Users (or automated functions) that can access data or services are appropriately verified, authenticated and authorised.
B6- Staff have appropriate awareness, knowledge and skills to carry out their organisational roles effectively in relation to the security of network and information systems supporting the operation of essential functions.
D1
D2- When an incident occurs, steps must be taken to understand its root causes and ensure appropriate remediating action is taken.
	ID.AM-5
ID.AM-6
ID.BE-2
ID.BE-3
ID.BE-4
ID.BE-5
ID.GV-1
ID.GV-2
ID.GV-3
ID.GV-4
ID.RA-3
ID.RA-4
ID.RA-5
ID.RA-6
ID.RM-1
ID.RM-2
ID.RM-3
ID.SC-1
ID.SC-2
ID.SC-3
ID.SC-4
ID.SC-5
PR.AC-1
PR.AC-4
PR.AC-7
PR.AT- 1 to 5
PR.TP- 7
PR.TP- 9
PR.TP- 10
PR.TP- 11
PR.TP- 12
PR.PT- 1
DE.AE- 1
DE.AE- 2
DE.AE- 4
DE.AE- 5
DE.CM- 3
DE.CM- 6
DE.CM- 7
DE.DP- 1
DE.DP- 2
DE.DP- 5
RS.RP- 1
RS.CO- 1
RS.CO- 2
RS.CO- 4
RS.AN- 1
RS.AN- 2
RS.AN- 4
RS.AN- 5
RS.MI- 1
RS.MI- 2
RS.IM- 1
RS.IM- 2
RC.RP- 1
RC.IM- 1
RC.IM- 2
RC.CO- 1 TO 3

	Data
	#2-4- Cooperation capabilities – Encompassing requirements regarding information sharing with other teams that are not covered by the previous three categories e.g. policymakers, military, regulators, critical information infrastructure operators, law enforcement authorities
#2-7- Bring together the needs of industry and the findings of research, thus facilitating the transition from theory to practice
#3-12- Contribute to reinforcing fundamental rights on privacy and data protection
	A3
B1- The organisation defines, implements, communicates and enforces appropriate policies and processes that direct its overall approach to securing systems and data that support the operation of essential functions.
B3- Data stored or transmitted electronically is protected from actions such as unauthorised access, modification, or deletion that may causean adverse impact  on essential functions. Such protection extends to the means by which authorised users, devices and systems access critical data necessary for the operation of essential functions. It also covers information that would assist an attacker, such as design details of networks and information systems.
D1- There are well-defined and tested incident management processes in place, that aim to ensure continuity of essential functions in the event of system or service failure. Mitigation activities designed to contain or limit the impact of compromise are also in place.
	ID.AM-5
ID.RA-2
ID.RA-3
PR.AC-4
PR.DS- 1
PR.DS- 2
PR.DS- 4
PR’DS- 5
PR.DS- 6
PR.TP- 4
PR.TP- 6
PR.TP- 8
DE.AE- 1
DE.AE- 3
DE.CM- 7
DE.DP- 4
RS.CO- 3
RS.CO- 5
RS.MI- 1
RS.MI- 2
RC.RP- 1

	Software
	#1-3- Integrate cyber exercises within the lifecycle of the national cybersecurity strategy or the national cyber contingency plan
#2-7- Identify the real causes of the vulnerabilities instead of repairing their impact

	A3
A4
B4- Network and information systems and technology critical for the operation of essential functions are protected from cyber attack. An organisational understanding of risk to essential functions informs the use of robust and reliable protective security measures to effectively limit opportunities for attackers to compromise networks and systems.
B5- The organisation builds resilience against cyber attack into the design, implementation, operation and management of systems that support the operation of essential functions.
C1
C2
D1
	ID.AM-2
ID.AM-3
ID.AM-4
ID.AM-5
ID.BE-4
IDRA-3
ID.SC-2
ID.SC-5
PR.AC-6
PR.AC-7
PR.DS- 6
PR.DS- 7
PR.TP- 1
PR.TP- 2
PR.PT- 3
PR.PT- 4
PR.PT- 5
DE.CM- 4
DE.CM- 5
DE.CM- 7
DE.CM- 8
DE.DP- 3
RS.AN- 3
RS.MI- 1
RS.MI- 2
RS.MI- 3
RC.RP- 1

	Physical
	#1-3- Identify what needs to be tested
#2-7- Bring together scientists from different disciplines to provide solutions to multidimensional and complex problems such as physical-cyber threats
#2-7- Find ways not only to increase the cybersecurity level of products and services supporting existing cyber infrastructures
#2-9- All goals (2)
#3-13- All goals (5)

	A2- The organisation takes appropriate steps to identify, assess and understand security risks to the network and information systems supporting the operation of essential functions. This includes an overall organisational approach to risk management
A3- Everything required to deliver, maintain or support networks and information systems necessary for the operation of essential functions is determined and understood. This includes data, people and systems, as well as any supporting infrastructure (such as power or cooling)
A4- The organisation understands and manages security risks to networks and information systems supporting the operation  of essential functions that arise as a result of dependencies on external suppliers. This includes ensuring that appropriate measures are employed where third party services are used.
B4
B5
C1- The organisation monitors the security status of the networks and systems supporting the essential functions in order to detect potential security problems and to track the ongoing effectiveness of protective security measures.
C2- The organisation detects, within networks and information systems, malicious activity affecting, or with the potential to affect, the operation of essential functions even when the activity evades standard signature based security prevent/detect solutions (or when standard solutions are not deployable).
D1
	ID.AM-1
ID.AM-3
ID.AM-4
ID.AM-5
ID.RA-1
ID.RA-3
ID.SC-2
ID.SC-5
PR.AC-2
PR.AC-3
PR.AC-5
PR.AC-7
PR.DS- 3
PR.DS- 8
PR.TP- 1
PR.TP- 3
PR.TP- 5
PR.MA- 1
PR.MA- 2
PR.PT- 2
PR.PT- 4
PR.PT- 5
DE.CM- 1
DE.CM- 2
DE.CM- 7
RS.AN- 3
RS.MI- 1
RS.MI- 2
RS.MI- 3
RC.RP-1
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actiies are defined
‘and documented
with clear resource
allocation and
governance and a
setof deadi

The action plan is
assessedona
reguiar basis: tis
priortised.
optimised and
sustainable. The
performance of
cybersecurty
capacity-buiding
activities is
reguiarly
measured.
Success factors,
challenges and
gapsin the
implementation of
activites are
identfied

The cybersecurity
capacity-buikding
strategy is dynamic
and adapive.
Constant attention to
environmental
developments
(technological
advancements,
global confict, new
threats...) fosters a
rapid-decision
capabilty and an
abilty o act quickly
for improvement
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Figure 4.6.2.1 Spheres of security
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