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Introduction
Data security and compliance are paramount for several compelling reasons:
I. Data Security:
· Protection of Sensitive Information: It ensures that personal information, financial data, and proprietary information are safeguarded against unauthorized access and cyber threats.
· Prevention of Data Breaches: Robust security measures help prevent data breaches, which can lead to significant financial losses, reputational damage, and legal consequences.
· Maintenance of Trust: Organizations that prioritize data security build trust with their customers and stakeholders, demonstrating their commitment to protecting valuable information.
· Business Continuity: Effective data security measures ensure that critical systems and operations are not disrupted by cyberattacks, thus maintaining business continuity.
· Mitigation of Risks: By identifying and addressing potential vulnerabilities, data security helps mitigate risks and reduce the likelihood of cyber incidents.


II. Compliance:
· Legal Requirements: Many industries are subject to regulations that mandate specific security measures. Compliance ensures that organizations meet these legal requirements, avoiding fines and legal repercussions.
· Reputation Management: Compliance with data protection laws and standards demonstrates an organization’s commitment to ethical practices and can enhance its reputation.
· Customer Confidence: Adhering to compliance standards reassures customers that their data is being handled securely and responsibly, boosting their confidence in the organization.
· Avoidance of Penalties: Non-compliance can result in significant penalties, including fines and sanctions. Compliance helps organizations avoid these financial and legal consequences.
· Global Standards: Compliance with international standards, such as the General Data Protection Regulation (GDPR) in the EU, ensures that organizations can operate seamlessly across borders.
II. How is Data Security important in my industry? (Healthcare)
Data security in healthcare is of paramount importance for several reasons:
· Protection of Sensitive Information: Healthcare organizations store vast amounts of sensitive patient data, including medical histories, diagnoses, treatment plans, and personal information. Ensuring the security of this data is crucial to prevent unauthorized access and potential misuse.
· Prevention of Identity Theft and Fraud: Medical records are a prime target for identity thieves. Stolen healthcare information can be used to commit identity theft, insurance fraud, and other malicious activities.
· [image: General structure diagram of the firewall. | Download Scientific Diagram]Compliance with Regulations: Healthcare organizations must comply with various data protection regulations, such as the Health Insurance Portability and Accountability Act (HIPAA) in the United States and the General Data Protection Regulation (GDPR) in the European Union. Compliance ensures that organizations meet legal requirements and avoid penalties.
· Maintaining Patient Trust: Trust is fundamental to the doctor-patient relationship. Patients expect their personal information to be kept confidential. Ensuring data security helps maintain this trust and encourages patients to share sensitive information necessary for their care.
· Business Continuity: Effective data security measures help protect healthcare organizations from cyberattacks and data breaches that could disrupt operations and compromise patient care.
· Protection Against Cyber Threats: The healthcare industry is a frequent target for cyberattacks due to the high value of medical data. Implementing robust security measures helps protect against ransomware, malware, and other cyber threats.
Firewalls
What is a Firewall?
A firewall is a security mechanism designed to block unauthorized access to or from a computer network. Firewalls are commonly used to ensure that internet users without proper authorization cannot connect to private networks, or intranets, linked to the internet. Positioned between a network or computer and another network, such as the internet, a firewall manages incoming and outgoing network traffic. Without a firewall, virtually any data could leave your computer or network, and any individual or program could gain access. This vulnerability allows hackers to easily infiltrate your network, make changes, access documents, and view or delete data.

Firewalls act as a shield for your computer or network, preventing unwanted traffic from entering or exiting. They also inspect and verify all data packets in network traffic before allowing them to proceed to a more secure environment, making them essential for network security.
[image: What does a firewall do? A firewall monitors network traffic, inspects data packets, regulates traffic, enforces rules, and protects against external threats.]Depending on their placement, firewalls can protect against internal threats within a network segment or serve as a barrier against external threats at the network perimeter. Serving as your organization’s first line of defense, firewalls monitor and filter all network traffic, including outgoing traffic, application-layer traffic, online transactions, communications, and connectivity. They block incoming threats based on pre-programmed rules, which may also specify which users can access certain network areas. 1]



[bookmark: _Toc194650911]Firewall Rules
Firewall rules are specifications set by network administrators that instruct a firewall on how to process incoming and outgoing network traffic. They play an essential role in network security by dictating how firewalls should handle traffic based on parameters such as source or destination IP addresses, ports, and protocols. Network administrators will have special access to a certain programme, such as Checkpoint, where they can have rule sets for each different firewall that the company uses. For example, in my work, we have Core (internal) firewalls, internet firewalls, HSCN (Health Social Care Network) firewalls and VPN (Virtual Private Network) firewalls. Each of these will have a different set of rules which allow source IP’s to reach destination IP’s using specific ports. All of these rule requests have to be examined and signed off by the Cyber Security team. 
Types of firewall rules include:
· Access rules
· Network address translation (NAT) rules
· Stateful packet filtering
· [image: How firewall rules work: packet arrival, inspection, configuration, decision, evaluation, match & action, default policy, stateful inspection]Application level gateways
Firewall rules are a critical network security component. These rules act as a filter between a company’s internal private network and external sources, allowing administrators to control traffic flow. By defining a set of conditions for traffic evaluation, firewall rules play an instrumental role in defending against cyber threats, unauthorized access, and safeguarding sensitive data.
The significance of firewall rules extends beyond mere access control. They also enforce a company's security policies at the network level. Consistently updated and managed firewall rules ensure that firewalls only facilitate legitimate, secure traffic. Understanding firewall rules and their importance preserves the integrity of an organization’s data infrastructure.
[image: Firewall rules order: 1. Anti-spoofing, 2. User access, 3. Management access, 4. Service-specific deny rules, 5. Catch-all deny rule]
The ordering of firewall rules is important because firewalls process rules sequentially, typically from the top down. This ordered structure is imperative because once a rule matches a packet, the firewall does not evaluate subsequent rules. More specific rules must precede more general ones to ensure proper traffic filtering and avoid unintended blocking or allowing of traffic. Incorrect ordering can lead to security vulnerabilities, reduced network performance, or blocked legitimate traffic.
· Anti-Spoofing Rules
· User Access Rules
· Management Access Rules
· Service-Specific Deny Rules
· Catch-All Deny Rule [2]


Access Controls
· Access control is an essential element of security that allows organisations to keep their data and infrastructure secure. In the same way that keys and preapproved guest lists protect physical spaces, access control policies protect digital spaces. In simple terms, they let the right people in and keep the wrong people out. This minimises the risk of cyber-attacks and security breaches. Access control policies rely heavily on techniques like authentication and authorization, which allow organizations to explicitly verify both that users are who they say they are. Access controls can prevent malware, viruses and all forms of cyber-attacks. 
· Access control keeps confidential information—such as customer data and intellectual property—from being stolen by bad actors or other unauthorized users. It is essential to any organisation that holds patient/public/customer data. If this data was to be hacked into, it could cause severe problems for the company and public.
Different types of access control
· There are four main types of access control—each of which administrates access to sensitive information in a unique way.

· Discretionary access control (DAC)
In DAC models, every object in a protected system has an owner, and owners grant access to users at their discretion. This is very flexible, but as a result of that, it may be less secure.
· Mandatory access control (MAC)
In MAC models, users are granted access in the form of a clearance. A central authority regulates access rights and organizes them into tiers. This is extremely secure and tends to be used in government/military systems. Due to its security levels, its flexibility is a lot lower than other methods of access control.
· Role-based access control (RBAC)
In RBAC models, access rights are granted based on business functions, rather than identity or seniority. The goal is to provide users only with the data they need to perform their jobs. It’s easy to manage and very scalable. 
· Attribute-based access control (ABAC)
In ABAC models, access is granted flexibly based on a combination of attributes and environmental conditions, such as time and location. These attributes are set by the system administrators and can be flexible and tailored to their specific needs. [3]
[image: What is Access Control? - Citrix]

VPN
VPN, which stands for "Virtual Private Network," allows you to create a secure connection when using public networks. By encrypting your internet traffic and hiding your online identity, VPNs make it harder for third parties to monitor your online activities or steal your data. This encryption happens in real time.
[image: What Is a VPN | Types, How to Use]So, how does a VPN work? A VPN conceals your IP address by redirecting it through a specially configured remote server managed by the VPN provider. As soon as you successfully connect to a VPN, all of your internet traffic is encrypted. This means that when you browse the internet with a VPN, the VPN server becomes the origin of your data. Consequently, your Internet Service Provider (ISP) and other third parties cannot see the websites you visit or the data you send and receive online. It assigns you a new IP address, masking your actual IP. So, even if someone intercepts your data, it would be unusable.
What are the benefits of a VPN connection?
A VPN connection disguises your online data traffic, shielding it from unauthorized access. Unencrypted data can be seen by anyone with network access who wants to view it. With a VPN, hackers and cybercriminals cannot decipher this data.
Secure encryption: To read the data, an encryption key is necessary. Without one, it would take millions of years for a computer to crack the code in the event of a brute force attack. Encryption protects data from being read or compromised if it is lost or stolen. Anyone who obtains encrypted data can’t read or do anything with it unless they have the encryption key to unlock or decrypt it back to its readable form. [4]
With a VPN, your online activities remain hidden, even on public networks.
Disguising your whereabouts: VPN servers act as your proxies on the internet. Since the location data comes from a server in another country, your actual location cannot be determined. Additionally, most VPN services do not keep logs of your activities. Some providers may record your behavior, but they do not pass this information to third parties. This means any potential record of your user behavior remains hidden. This helps when connecting to a public Wi-Fi service, such as the cloud. These services aren’t secure, so using a VPN whilst connected to them is essential for keeping data secure and private.  
Access to regional content: Regional web content isn't always accessible from everywhere. This is applicable in my line of work. Without being connected to the NHS Wales VPN Service, I cannot access programs, documents or certain online services. This is to stop staff unintentionally accessing these services without having the data encrypted by a VPN service. Services and websites often restrict content to certain parts of the world. Standard connections use local servers in the country to determine your location. This means you cannot access home content while traveling, and vice versa. With VPN location spoofing, you can switch to a server in another country and effectively "change" your location.
[image: Virtual Private Network (VPN) Best Practices - SDxCentral]Secure data transfer: If you work remotely, you may need to access important files on your company's network. For security reasons, this information requires a secure connection. To gain access to the network, a VPN connection is often necessary. VPN services connect to private servers and use encryption methods to minimize the risk of data leakage.
Setting up a VPN service – Why?
Since COVID-19, remote work has surged, which has in turn increased the need for VPN usage. Companies have had to take several steps to establish a VPN service for their remote-working staff. Using a VPN for remote work enhances security by encrypting your internet connection, protecting your privacy, and ensuring secure access to company resources. It also maintains data integrity, helps bypass geographical restrictions, and provides protection against cyber threats, making remote work safer and more efficient. A lot of organisations may have found this to be a tricky task to implement. 
Implementing a VPN service for a company involves several key steps to ensure secure and efficient remote access to the network. Here's a comprehensive guide to get you started:
1. Assess Your Needs
2. Choose the Right VPN Provider
3. Prepare Your Network
4. Install VPN Software
5. Test the VPN Connection
6. Implement Access Controls
7. Educate Employees
By following these steps, you can implement a robust VPN service that enhances your company's security and supports remote work effectively.
The challenges of implementing modern day security technologies
VPN Service Challenges
[bookmark: _Toc194650912]#1. Man-in-the-Middle Attacks
A Man-in-the-Middle (MitM) attack happens when an attacker is able to secretly intercept and potentially alter communications between two parties. To protect against MITM attacks, VPNs use strong encryption protocols and secure key exchanges. However, it's crucial to ensure that the VPN service you use is reputable and employs robust security measures. Additionally, always be cautious when connecting to public Wi-Fi networks and use additional security tools like firewalls and antivirus software.
[bookmark: _Toc194650913]#2. Data Leaks
VPN software, servers, and client software each have configurations, settings, and VPN connections which, if mismanaged, can reveal sensitive data. Organizations operating VPNs may need to perform risk assessments to determine potential levels of exposure. Staff need to be trained how to stop data leaks via VPN. This may be difficult as a lot of staff members may not be used to remote working and not have a great understanding of data security and the need for it. A reliable VPN service is vital, but comes with high prices and maintenance costs. 
[bookmark: _Toc194650914]#3. Malware and Malicious VPNs
Credentials stolen by malware can be used to compromise VPN systems, leading to risks mentioned above such as MitM attacks or data leaks caused by intentional misconfigurations of VPN systems. For users of VPN services, the consequences of malware incursion fall anywhere on the spectrum from data compromise to full-blown remote code execution capabilities.
[bookmark: _Toc194650915]#4. Weak VPN Protocols
Encryption is the first line of defense against potential threats. A strong encryption protocol makes for secure communications across the VPN, while a weak protocol leaves the connection vulnerable to hacks, interception, or other forms of intrusion.
#5. Logging Practices
If the provider sells a user’s sensitive information captured and stored via logging policies, or is forced to by law, it can lead to serious privacy violations. The results could land anywhere from irritating targeted advertising, to identity theft, all the way to legal action. [5]
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[bookmark: _Toc194650917]Organizational Structure/Chart 
Below is an example of a Cyber Security organisation chart that I think is compulsory for a successful cyber team. This is what I would suggest for a Cyber Security team. Each job should have a clear role and responsibility. 
Chief Information Security Officer (CISO) – Oversees the entire security unit, and be responsible for overall performance, any changes and a general workstream of the team. This person will be responsible for any decisions made by the team. They will need to work with the executive director of the company to plan funding, decisions and business needs. 
Security Governance and Compliance Manager – Ensures adherence to laws, ethics, and industry standards. They will be responsible for ensuring the company abides with modern day security laws and regulations, and documenting all of this in frameworks and business plans. 
Risk Management Specialist – Identifies and mitigates cybersecurity risks proactively. They will need a high level of understanding and knowledge with regards to modern day cyber threats and how to prevent them. 
Incident Response Team – Handles security breaches, data recovery, and threat intelligence. These members of staff will be responsible for the day to day tasks and tickets that come into the team. 
Security Operations Center (SOC) Analysts – Monitor real-time threats and provide defensive solutions. These people will have to have a high level of knowledge with monitoring tools and systems, and know what to look out for to identify a potential threat. 
Cloud Security Experts – Manage cloud-related risks, access controls, and secure storage solutions. As we move through the years, cloud based hosting will become more popular than on-premises hosting. So it is vital to have a team of highly skilled cloud security experts. 
 


[bookmark: _Toc194650918]Policies and Procedures
To provide structure and consistency in security operations, companies should draft and implement:
[bookmark: _Toc194650919][image: A screen shot of a computer screen

AI-generated content may be incorrect.]Access Control Policies – Define who can access sensitive systems and data. The security team will have to work closely with the networking team to ensure that sufficient access rules and firewall rules are in place throughout the organisation. This is to ensure that only authorised staff and machines are able to access company information/URL’s. The main aspects of access control are authentication, authorization, access, management and audit. [1]
[bookmark: _Toc194650920]Incident Response Plan – Outline procedures for detecting, responding, and recovering from security breaches. The cyber team will need to have a solid plan in place for when a major incident occurs. This needs to be cement during every service impacting change. Preventitive measures will need to be in place as well as a rollback plan. 
[bookmark: _Toc194650921]Acceptable Use Policies – Govern how employees should interact with digital assets. These will need to be a written set of rules that staff members will need to abide by to prevent any information being leaked which could lead to a cyber attack. [2]
[bookmark: _Toc194650922]Data Protection and Encryption Guidelines – Ensure encryption policies for sensitive information. A major factor here will be that the company will need to have a strong VPN service in place. This ensures all data is encrypted and kept safe from any external IP addresses. Encrypting data whilst it is being stored (eg on a laptop, mobile, USB or back-up media, databases and file servers) provides effective protection against unauthorised or unlawful processing. It is especially effective to protect data against unauthorised access if the device storing the encrypted data is lost or stolen. [3]
[bookmark: _Toc194650923]Secure Software Development Life Cycle (SDLC) – Ensure secure coding practices and vulnerability testing. Having a solid test environment is essential to any organisation. This way, any potential changes or preventative measures can be tested before being put into a live environment, to ensure they work as expected/required. 
[bookmark: _Toc194650924]Compliance (Laws and Ethics)
After researching, I found out that it is vitally important for all companies to comply with the following laws. I must ensure that our organization works alongside these laws to avoid any consequences. 
[bookmark: _Toc194650925]DPA (Data Protection Act 2018)
The Data Protection Act 2018 (DPA 2018) is the UK government’s primary law on personal data processing in the UK, which is enforced along with the UK-GDPR. It serves as a data protection framework that regulates all aspects of how businesses, organizations, and government bodies control and process personal data. The main purpose of the Data Protection Act 2018 is to allow individuals to feel empowered that they have control over their data. Not only this, but it ensures that organisations across the UK are held accountable for processing the personal data of the public lawfully and that they are supported in doing this as our digital era develops. [4]

[bookmark: _Toc194650926]UK-GDPR (UK General Data Protection Regulation)
The UK-GDPR (General Data Protection Regulation) is the United Kingdom’s data security regulation, tailored by and complementing the Data Protection Act 2018. Also modeled after the EU-GDPR, it governs and regulates how UK organizations and businesses collect, store, use, and process personal data. The 7 main principles of GDPR are:
· Lawfulness, fairness and transparency – this means that the processing of data must have a legal basis. 
· Purpose limitation – the data collected must be specified and for legitimate purposes and not be further processed unless it is compatible with those purposes. 
· Data minimization – this ensures that controllers can only collect and request adequate and relevant information. 
· Accuracy – this ensures that any data collected is accurate and relevant to the reason that data is being investigated in the first place. 
· Storage limitation – controllers must only hold collected information for no longer than necessary. 
· Integrity and confidentiality (security) - Personal data must be processed by controllers only in a manner that ensures the appropriate level of security and confidentiality for the personal data. 
· Accountability – this specifically sets out that controllers are responsible for, and must be able to demonstrate compliance with, the other principles of data protection. [5]
[bookmark: _Toc194650927]NIS2 (Network and Information Systems Directive)
The NIS2 Directive, an updated and more robust version of the original NIS Directive, aims to enhance cybersecurity across the European Union, including critical sectors for national infrastructure. These regulations expand the scope of the original directive, bringing more sectors and types of organizations under its purview. NIS 2 is important because it sets very strict cybersecurity requirements for most companies in the European Union. Experts estimate that more than 100,000 companies will become NIS 2 compliant by law. [6]

[bookmark: _Toc194650928]DORA (Digital Operational Resilience Act) 
The Digital Operational Resilience Act (DORA) is a regulatory framework introduced by the European Union to ensure that financial institutions and related entities can withstand, respond to, and recover from all types of ICT-related disruptions and threats. DORA is part of a broader strategy to enhance the financial system's overall cyber resilience against digital risks, including cybersecurity threats. [7]
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[bookmark: _Toc194650929]Security standards 
I have decided after heavily researching, that the organization must adopt the below frameworks. 

[bookmark: _Toc194650930]ISO 27001 
This is the leading international standard focused on information security. It was published by the International Organization for Standardization (ISO), in partnership with the International Electrotechnical Commission (IEC). 
[bookmark: _Toc194650931]Key Aspects of ISO 27001:
1. Risk Management: Identifying and addressing security risks in a structured way.
2. Policies and Controls: Defining policies and implementing controls to protect information assets.
3. Compliance: Ensuring the organization meets regulatory and contractual security requirements.
4. Continual Improvement: Regular audits and reviews to adapt to emerging threats and challenges.
[image: NIST Releases Version 1.1 of its Popular Cybersecurity Framework | NIST]By following ISO 27001, the organization can better protect it’s sensitive data, gain customer trust, and demonstrate a commitment to security best practices. It's widely adopted across industries such as finance, healthcare, IT, and more.

[bookmark: _Toc194650932]NIST Cybersecurity Framework (CSF)
The NIST Cybersecurity Framework (CSF) is a set of voluntary guidelines designed to help organizations assess and improve their ability to prevent, detect, and respond to cybersecurity risks. Developed by the U.S. National Institute of Standards and Technology (NIST), the framework was initially published in 2014 for critical infrastructure sectors but has since been widely adopted across various industries, including government and private enterprises globally. The framework integrates existing standards, guidelines, and best practices to provide a structured approach to cybersecurity risk management. [9]

[bookmark: _Toc194650933]Core Components of the Framework:
1. Five Functions:
· Identify: Understand and manage cybersecurity risks to systems, assets, data, and capabilities.
· Protect: Implement safeguards to ensure the delivery of critical services.
· Detect: Develop tools and processes to identify cybersecurity events in a timely manner.
· Respond: Take appropriate action after detecting a cybersecurity incident.
· Recover: Maintain plans to restore normal operations and services post-incident.
2. Implementation Tiers:
· Ranges from Tier 1 (Partial) to Tier 4 (Adaptive), representing the organization's sophistication in managing cybersecurity risks.
3. Framework Profile:
· Tailor the framework to the organization’s specific business goals, regulatory requirements, and security needs.


[bookmark: _Toc194650934]Contingencies Planning 
[image: An Ultimate Guide to Disaster Recovery Plan l Examples & Template]Key elements of contingency planning:
[bookmark: _Toc194650935]Disaster Recovery Plan: 
Define protocols for restoring IT operations after disruptions. A disaster recovery plan (DRP) can be defined as a comprehensive strategy that outlines a clear course of action in an emergency. It includes the steps and procedures necessary to get your business back up and running in the quickest time possible. [10]
[bookmark: _Toc194650936]Backup Strategies: 
Maintain regular backups of critical data in secure, offsite locations. Companies must establish robust data backup policies, ensuring that critical data is regularly copied to secure, offsite locations or cloud storage. They also must employs redundancy measures, such as maintaining multiple copies of backups to avoid single points of failure. And finally, they must clearly defines backup intervals (e.g., daily, weekly) based on data sensitivity and importance.
[bookmark: _Toc194650937]Business Continuity Planning: 
Ensure critical business operations continue during major disruptions. The business must focus on maintaining essential functions and services during a disruption. They also must identify key business processes, creating manual workarounds, and ensuring alternative resources (like personnel or infrastructure) are readily available. It is also vital to aligns plans with organizational priorities, ensuring customer support, service delivery, and financial operations can continue unhindered.
[bookmark: _Toc194650938]Testing: 
Perform drills to assess readiness and improve response plans. Security testing is a process that evaluates the security of a system and determines its potential vulnerabilities and threats to its security. Security testing is an essential phase in the SDLC and is used to find the security issues in the system to prevent attacks in the real world. 
Security testing is not just about testing the application by breaking into it, but security testing is also about identifying weaknesses in applications that attackers may exploit. Security testing can be done manually or with the help of software tools known as automated security testing tools. [11]
[bookmark: _Toc194650939]Governance and Strategic Planning for Security 
[bookmark: _Toc194650940][image: Thorough investigation of strategic alignment model]Strategic Alignment 
Integrate information security seamlessly with the organization's overarching goals. This ensures the organization incorporates security considerations into its decision-making processes, fostering a culture where business objectives and information security are mutually supportive. [12]
[bookmark: _Toc194650941]Risk Management 
[image: Risk Management Lifecycle: 5 Steps to a Safer, More ...]Proactively identify, analyze, and address potential threats and vulnerabilities to mitigate risks effectively and protect the organization from harm. 
[bookmark: _Toc194650942]Resource Management 
Develop adaptable security architectures that meet current requirements while allowing flexibility for future changes. Allocate sufficient resources and budgets to ensure robust and sustainable security practices.


[bookmark: _Toc194650943]Performance Measurement 
[image: What Is Performance Management? The Complete Guide - AIHR]Create appropriate metrics to assess the effectiveness of policies and objectives. This enhances accountability, facilitates informed decision-making, and drives continuous improvement across the organization. Evaluate what currently is and isn’t working before you make any changes to your current performance management process or tools. You must understand what is currently working, what’s not, and why. HR should survey both employees and managers and collect opinions on the current process and suggestions on what could be done better. 
You can then convey these internal findings, coupled with studies and evidence-based research, to business leaders and decision-makers who can sponsor and drive change in the business. Show them the impact of an improved performance management process on business results. [13]


[bookmark: _Toc194650944]Risk Management
A risk assessment matrix is a widely used tool designed to simplify the process of analyzing and managing risks. It typically appears as a grid or table, where the probability of a risk occurring (likelihood) is mapped against its potential impact (severity). This structured format allows users to visualize risk levels at a glance.
[image: Risk Assessment Matrices - Tools to Visualise Risk]Risks are categorized as low, medium, or high depending on their position within the matrix, enabling organizations to prioritize mitigation strategies and allocate resources efficiently for managing those risks. [14]

I think the organization should look at risk management in the following ways:
1. Identify security risks and risks in the workplace and the severity of them. There must always be an identification of any possible risks when making a change to a live environment. Preventative measures must be put in place just in case one of these risks does occur. 
2. Evaluate the risk level and likelihood of the risk or hazard. You need to understand what will happen if something goes wrong. If likely, this should be done out of hours when it will have the least impact to services. A thorough rollback plan is essential. 
3. Create a plan for eliminating or controlling the risk or hazard. Preventative measures will help with this. 
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