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[bookmark: _Toc71298361]1 - Introduction
Cloud computing bestows versatility to the web providing key attributes such as on demand access, compute power, and storage allowing for dynamic scaling of applications depending on the requirements at minimised cost [1]. The following document will talk through the benefits and drawbacks of cloud computing. Examine virtualisation and containerisation in terms of docker and evaluate some dockerised development. 

[bookmark: _Toc71298362]2 - Cloud Computing
All technology comes with it benefits and drawbacks, the following section will display the advantages and disadvantages to deploying to the cloud references the specific elements which can make the feasibility of cloud computing appealing or off-putting. 
[bookmark: _Toc71298363]2.1 Reliability & Scalability
The scalability of cloud computing refers to horizontal and vertical scaling which are fundamental and efficient ways of managing cloud resources. Horizontal scaling is the process of adding or removing of instances in which the load can be distributed across all the running containerised instances. Horizontal scaling comes with the advantage of being able to scale over a long range however does have the disadvantage of often being slow and grainy. Vertical scaling is the increasing or decreasing of allocated resources within for an instance allowing more flexibility and capability to handle varying workloads which is an advantageous process however does come with the drawbacks of being limited in the range in which it can scale. Together they are a major scalability advantage as it allows for resources to be dynamically auto scaled spreading the load the server is under. An example of this is during peak times such as Christmas e-commerce companies will likely experience a much higher traffic that normal, therefore the use of horizontal scaling to split the workloads between instances and vertical scaling maximise the capability of the instance allowing more users to use the site, avoiding traffic jams [2] [3] [4] [5].
A great example of this is Netflix. Netflix use amazon web services to host their application in which the media provider has 203.66 users, as of 25 Feb 2021. Logically there are traffic spikes at different times of the day where autoscaling is used to scale the entire application both horizontally and vertically in order to get the best performance out of their hardware. This is achieved when certain thresholds are met in which the instances are either increased or decreased automatically depending on the threshold that was achieved [6].
One of the most notable benefits for cloud computing is the ease of migrating to new hardware at the click of a button. By using cloud providers, it is incredibly easy to scale up or down depending on the needs of the application. Migrating can come with the drawback of downtime while the migration is taken place [6].  
A main disadvantage to the reliability of Cloud computing is the sole reliability on an external provider to ensure the service is maintained, secure and available. This is a disadvantage as it means there is the possibility of outages which cannot be controlled by the client as the reliability for the hosting hardware is on the cloud provider [7].
However, there is a major advantage that cloud computing brings to the reliability of applications and that is the regional access. Cloud providers have data centers set up globally to make cloud computing more accessible to everyone. This provides increased performance as users from different parts of the world can access the data centre closer to them lessening the ping and the time the network takes to send a response [8].
[bookmark: _Toc71298364]2.2 Cost
One of the initially huge benefits for the cost of cloud computing is there is no upfront costs or investments needed in order to use it. As opposed to buying the capable hardware which requires a massive capital investment and includes micro costs such as maintenance and security which is all taken care of by the cloud provider [9]. 
As mentioned previously auto scaling is used to deal with peak traffic loads, however it is also used in a cost effective way in order to minimise the cost of scaling which is a major advantage to any business as it is important not to be paying over the odds and therefore with autoscaling it allows for the instances to be upped and lowered therefore generating profit and peak times and reducing costs at quiet times [5]. 
A glaring disadvantage to cloud computing is the hidden costs associated with them. These are the costs that are outside the original plan such as migration and software addons. In comparison to owning the hardware required to host the same application the cost of migration would be covered under an IT in which look after the hardware however in the case of cloud computing providers there is a cost to migrate to different hardware further to this software not being included that may be essential may not be provided therefore providing more costs to the overall price per month [10].
Cloud providers offer flexible pay as you go models in which clients pay for what they used as opposed to being locked into a contract for a specific time for which they will only use the service for half the time [11]. 


[bookmark: _Toc71298365]2.3 Privacy & Security
There are many privacy related issues which need to be attended too. Different areas of the world have different government regulatory guidelines such as GDPR. An example of this is data may have to stay in the particular region where it was collected. An advantage of this is cloud providers like Amazon Web Services and Microsoft Azure both ensure that data is kept within the regions it was collected [8] [12] [13].
Cloud providers invest a lot of money into the security of their services however this does not leave them without vulnerability. One of the disadvantages to the security of cloud computing is that cloud services are protected by password and emails or usernames which can be datamined, which can lead to security implication if hackers get into a client’s cloud service [12] [13]. 
[bookmark: _Toc71298366]2.4 Public, Private Hybrid Cloud
[bookmark: _Toc71298367]2.4.1 Public Cloud
The public cloud is where the cloud resources are owned and operated by a provider and the service is then delivered over the internet. With the public cloud all the hardware and software is can be rented on a pay as you go basis and is the most common type of cloud computing  [14] [15] [16].
[bookmark: _Toc71298368]2.4.2 Private Cloud
The private cloud is where the resources are situated on-site or with a third-party provider however the hardware is exclusive to the client. Private clouds add more flexibility however come with large upfront costs and other costs such as maintenance. The private cloud does allow for more flexibility and scalability to meet the specific needs [14] [15] [16].
[bookmark: _Toc71298369]2.4.3 Hybrid Cloud
A hybrid cloud solution is a combination of both public and private. The hybrid solution allows data and applications to move between both the public and private environment. Hybrid allows for best of both worlds by keeping the main infrastructure private however making use of the advantages of public such as the cost effectiveness, providing an overall balance [14] [15] [16].

[bookmark: _Toc71298370]2.5 Infrastructures
There are three main cloud computing infrastructures, these are:
· Infrastructure as a Service (IaaS)
· Platform as a Service (PaaS)
· Software as a Service (SaaS)
Each of the above infrastructures provides a different level of complexity, control, flexibility, management, and cost [17]. 
[bookmark: _Toc71298371]2.5.1 Infrastructure as a Service (IaaS)
The infrastructure as a service model is where, a third-party posts infrastructure components that are traditionally found in data centers such as servers, storage, and networking hardware. Cloud providers that offer the infrastructure as a service model typically provide a range of services to accompany those components such as billing, monitoring, security, backup, and disaster recovery [18] [19]. IaaS involves the most dependence on the cloud provider generally suiting for experimental and temporary workloads. An example of an infrastructure as a service model is Amazon. An advantage outside of the cost and reliability of the IaaS model is that it provides the most control in comparison to the others however a disadvantage of when the client has the control is the application is more susceptible to risk [20] [21].
Advantages:
· Flexible payment model: Pay as you go, no contracts.
· Scalability: Ease to upgrade to different hardware
· Highly reliable: split across multiple servers to maintain uptime.
· Maintenance taken care of.
Disadvantages:
· Sole reliability is on the cloud provider.
· Cloud is dependent on internet access.
An example of IaaS is Amazon Web services. AWS provides users with computing infrastructure from that the users has to build the application how they want which is highly customisable. 

[bookmark: _Toc71298372]2.5.2 Platform as a Service (PaaS)
Platform as a service builds on the IaaS model proving the infrastructure included other services such as operating system and development tools. PaaS differs by also delivering the software resources such as infrastructure applications like Kubernetes or other development tools. The PaaS model provides a framework which can be built upon by the client also supplying pre coded components built into the components which save clients time and money, these include workflows, security features and so on. By providing software it is a great advantage for new start-up companies as the cost for software is eliminated by including it in the price as a lowered cost making it an attractive incentive [20] [22] [23].
Advantages:
· Flexible payment model: Pay as you go.
· Reduced software costs: No upfront software licence payments
· Improved time to market: Automated tools and technologies to help development.
Disadvantages:
· Scalability: Not as flexible as IaaS, inclusion of software and OS can make it more rigid to scale.
· Again, reliable on the cloud provider. 
· Internet dependent for access.
An example of PaaS is Heroku an application hosting website. Heroku provides users with the ability to host containerised websites without having any access to the infrastructure or behind the scenes hardware or operating system control. Heroku provides a GUI in which users can upload their applications to be hosted under the Heroku domain.

[bookmark: _Toc71298373]2.5.3 Software as a Service (SaaS)
Software as a service is quite different to the alternative in that software solutions are hosted as an individual service that are purchased on a pay monthly basis. All the underlying structure of the application is managed by the service provider and not the user. SaaS is generally used for business software as opposed to client software and avoids the need to install the software and rather use it over the web [24] [25].
Advantages:
· No need to install, on demand software.
· No need for expensive hardware, can be run in browser.
· Reliable, accessed from anywhere.
Disadvantages:
· Performance can depend on internet.
· Requires a connection to internet to be used.
An example of SaaS is Google Stadia which is a cloud-based gaming service provided by Google. The user of this platform buys the licence to the game which is then run on google stadia’s end alleviating the need for high performing hardware that users generally cannot afford. 


[bookmark: _Toc71298374]3 - Virtualisation and Containerisation
[bookmark: _Toc71298375]3.1 Virtualisation
Virtualisation is software that separates hardware infrastructure into multiple individual resources to be repurposed for other tasks and is an integral part of cloud computing. The software creates smaller virtual servers which run on the host server. The virtual servers, also called virtual machines, are allocated the specific hardware resources from the parent for their exclusive use along with its own operating system and drive allocation. In order to allocate the resources a hypervisor is used to enable multiple operating systems to run at the same time, providing the allocations of storage, memory, CPU, etc [26] [27] [28].
[bookmark: _Toc71298376]3.2 Containerisation
Containerisation is built on the fundamentals of virtualisation using containers to run an encapsulated application within its own environment. Rather than having software allocate separate resources and operating systems which is managed by hefty software, containerisation runs on the host operating system and hardware therefore making it lightweight and provides and increased performance to the applications [26] [27] [28]. 
[bookmark: _Toc71298377]3.3 Docker
The main driving force between the adoption of docker, containerisation software, by big corporate cloud companies such as AWS and Microsoft azure is the benefits it provides of standard virtualisation. To begin with, docker has increased performance over virtual machines as they do not include a lot of the virtual machine junk and rather abstract the host operating system kernel and leech of that providing faster performance at a less of a cost. Further to this docker containers are easier to deploy to the cloud due to being so lightweight and easy to move around which saves time to deploy and is a major driving force. Docker can provide 4-6 times the number of server instances that virtual machines can offer on the same hardware which again is another major driving force in the adoption of docker [26] [28] [29].

[bookmark: _Toc71298378]4 - Evaluate Development
Development of a containerised application using TypeScript, NodeJS, Express, Axios and Docker was completed. The following section will briefly evaluate the process of using these technologies and the advantages they bring to application development.
[bookmark: _Toc71298379]4.1 NodeJS
Node JS provides the server in which the application that was created was run on. The node server file, Server.ts, handles all the connectivity which the server will use. An example of this is the database routes in which will be pinged to get data. The server files also container the middleware being used such as ‘CORS’ or ‘MORGAN’ which are backend middleware.
Node package manager helps with the installation of JavaScript packages into the front and backend of an application. NPM works side by side with NodeJS to install frameworks and middleware such as the middleware mentioned previous. NPM is very useful to a project and allows for developers to install frameworks with one line of code as shown in figure 1.
[image: ]
Figure 1, shows NPM code to install typescript.
This saves developers a lot of time not only by installing the dependencies but mitigates any user error that could arise if users were to install it manually saving hours of debugging.
[bookmark: _Toc71298380]4.2 Express
Express is a NodeJS backend framework. This framework allows for the application to make use of http requests at a specific location. An example of this is shown below in figure 2. 
[image: ]
Figure 2, shows the Server.ts file using express.
Figure 2 shows express being initialised in the Server.ts file and how the service sets up posts a request to the endpoint ‘/dogs which can then be accessed by axios.
[bookmark: _Toc71298381]4.3 Axios
Axios is middle wear that accesses the endpoints created by express. The endpoint created knows what to expect and axios does the in-between heavy lifting. The request can be completed in a simple line of code as shown in figure 3.
[image: ]
Figure 3, shows axios request.
The axios request in figure 3 is a post request the products endpoint, which sends the product data to the endpoint to be added to the database. 
[bookmark: _Toc71298382]4.4 TypeScript
JavaScript is loosely typed, meaning that variables do not have to be specified before compilation. TypeScript, however, is a superset of JavaScript and provides hard typed variables in which the compiler is required to know the type beforehand. This is very beneficially to development as TypeScript’s hard typed syntax mitigates a lot of runtime typing errors associated with JavaScript. TypesScript also can provide more robust and clean code when compiled making it more performant.
[bookmark: _Toc71298383]4.5 Docker
[image: ] Docker was used to containerise the whole application. Allowing for the application and the database to be run locally without the need of any VM. Docker lived up to the research previously conducted on it providing easy usage and was also much quicker to use than virtual machines.   


[bookmark: _Toc71298384]Conclusion
In conclusion cloud computing is an enormous subject with many rabbit holes to dive into. The premise of this report was to identify research cloud computing and the main advantages and disadvantages surrounding it, which was complete successfully. Further research was conducted on the types of infrastructures and how they differ to each other. Virtualisation and containerisation in relation to docker was also delved into in which the main driving forces for docker were identified. An evaluation of development took place, describing the technologies used and why they are useful. Finally, an e-commerce docker example was created using the MERN stack. The link to this can be found below.

https://www.youtube.com/watch?v=lp18_cN4lFI
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service.use(express.json()) // for parsing application/json
service.use(express.urlencoded({ extended: true }))

service.post("/dogs”, function (req, res) {
let result:
id: 101,
name: req.body.name,
breed: req.body.breed,
age: req.body.age
¥
res. send(result)
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Docker

The final piece of the puzzle was the use of docker in the exercises. Docker was used for
hosting and running the web server locally whilst also containing the postgres database. The
use of docker in these exercises made it very easy to configure and use a database for the
application whilst also running the server on the same container, just in a different image.

This made it easy to manage the system and made it very quick to boot up the application as
it was all stored in the docker container. Having the docker container run the database
along with the server made it simple to make the required get requests and post requests
that were used to display and 2dd data within the application, without the need to
configure a link to an external source.
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