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As crime has evolved into other areas, it has also seeped into the cyber world. This has given rise to cybercrimes, this has developed the need for cyber-crime prevention and mitigation professions, such as cyber security and digital forensics. Both have shown their importance within the cyberworld, in this report, however, there will be a focus on Digital Forensics. For DF, there must be studied knowledge of the current settings of the field and the skills and knowledge needed to advance in it. There must be a clear understanding of the different processes and frameworks that can go into a digital forensics investigation and what tools are more favoured than others to achieve the overall aim. 

As technology advances majority control over our lives, many crimes nowadays make use of different devices that connect to the internet, which in turn leaves behind a digital footprint that allows for digital forensic experts to uncover, in one study it found that mobile phones are often used in criminal settings to communicate. It was stated that according to the EU, “85% of criminal investigations involved the use of electronic evidence.” [1] As it stands, the field of DF is rapidly growing, with more need for experts who are trained in the tools that are needed to uncover evidence from these devices. 

[bookmark: _Toc157092847]Task 1- Research within the field of digital forensics 
[bookmark: _Toc157092848]The current state of the field 

The rise of technology has been evident in many forms, such as Internet of Things (lot) solutions, Cloud-Based Services (CBSs), Cyber-Physical Systems (CPSs), and mobile devices.[2] As such, this has allowed for many advantages within our society, but it also raises the issue of security. At this point, we are using the internet for many sensitive activities, such as payments, communications, and the devolving of other personal data. 

Forensic science is very diverse, and each part of it has its methods and tools to be used to further an investigation, when it comes to technology-based evidence then it can be categorised as digital forensics. This involves the procedure of analysing digital evidence while maintaining chain of custody, use of verified tools, continuous examination of the integrity of the data, repeatability, thorough reporting, and an expert witness statement.  Within the field today, a lot of investigations conducted aim to follow the national institute of standards and technology (NIST) [3], where the aim is to preserve the integrity of the data as much as possible so that it can be used in court. This is achieved through maintaining a thorough chain of custody that reports the following: identification and seizure, Documentation, Packaging and labelling, Transportation, storage, analysis, reporting, and retention of evidence item in a controlled environment.

[image: Digital Forensic Flow Standard by NIST SP 800-86]
([3] Digital forensic flow standard by NIST)

In the analysis aspect of an investigation, the data type can come in many forms, such as network forensics (internet traffic), computer forensics, mobile device forensics, and even malware forensics. There may even be some that involve new technologies, however, the tools that can be used within this scenario are limited. 

In the field of information security, there is a constant battle in ensuring a balance of Confidentiality, Integrity, availability, and authenticity (CIAA), companies that are recognised to be in violation of security laws will find themselves under investigation due to not being able adhere to these set of processes.[4] It is also important to maintain authenticity, possession, and control over the data that flows through the company infrastructure.  
[bookmark: _Toc157092849]Laws 

In the currents settings of the law, it is stated by the UK government that those who are conducting and providing digital forensic investigation services, must do so while complying with “the Codes of practice and Conduct for forensic science providers and practitioners in the criminal justice system” [5], the procedures that were evident in this document highlighted the chain of custody process that would be followed while abiding by the NIST framework. There was also a section that stated the importance of maintaining numerous backups of the evidence item as to not have to use the original item unless it is absolutely needed for the investigation. It discusses the process of “identification, capture, preservation, investigation, evaluation, and reporting” [5] of the evidence data.

[bookmark: _Toc157092850]Intersection of digital forensics and cyber security

There has always been a clear connection between digital forensics and cyber security, as technology advances criminals have also adapted to making use of these advances. This has given rise to the following crime subcategories; “computer crime, internet crime, and cybercrime” [6], these have now become popular terminology within the criminology lexicon.[6] As more crimes arise that makes use of technology, more laws and procedures are needed to deal with them, these tend to affect both the cybersecurity and digital forensics fields. Some examples of technology-based crimes can include Phishing and social engineering attacks, Malware attacks, identity theft, cyber extorsion and ransomware, online fraud, dark web activities, hacking and unauthorised access, Distributed denial of service attacks (DDoS), etc. 
Some ways that both fields correlate is as shown below.
	Digital forensics 
	Cybersecurity

	Incident response: 

For a DF scenario, the aim of an IR will be to collect, analyse, and preserve any digital evidence that is collected, the main goal being that the integrity of the data is kept so that the original evidence has little to no tampering. This is so that if it is needed for use within a legal setting, it can be done so without any reason of doubt.
	Incident response: 

With cyber security, the aim gears more towards the prevention of any incidents and mitigation steps that are taken towards ensuring the enhancement of security within the cyber field. The focus of the IR will be on what prevention steps need to be taken, the degree of risk it poses to the overall infrastructure, and what to do if an incident does happen. 

	Investigation and attribution:

When it comes to the investigation process, in a DF case the focus would be on the examination of any collected digital evidence, this means any files that pertain to the case, any system logs, and in some cases the network traffic could provide some valuable insight also. 
	Investigation and attribution:

For cyber security, the aim is to find motives behind these attacks, find the vulnerability and responsible personnel, and propose a thorough mitigation plan that works to prevent further attacks and/or detain the dangerous component so it doesn’t affect the network.

	Threat intelligence 

In DF settings, past cases will be reviewed to analyse patterns where certain tactics, techniques, and procedures are used by malicious actors, this can be used to aid in future investigations. 
	Threat intelligence 

Much like in DF, any past incidents will be analysed to find patterns in attacks that can help in resolving potential vulnerabilities in the future. 



[bookmark: _Toc157092851]Emerging trends 

As different areas of technology branch out into different fields, it allows for new inventions and trends to emerge, this means that laws and procedures need to progress further to aim for complete security within these new subcategories. In the field of digital forensics, these different domains can be categorised as such; “network forensics, server forensics, computer forensics, internet forensics, social media forensics, memory forensics, online gaming, data/disk forensics, and VR forensics, etc.” [7] It is evident that with the rise of malware complexity, it has meant that the progression of cyber security hasn’t not been able to adapt quick enough to the point where it renders these attacks obsolete. [7]

One aspect that needs more consideration is the implementation of IoT devices within our homes, whereas before our connection to the cyber world came entirely through a screen, it is now connected to many other facilities that we use within our living environments, this can change a normal home to what is called a smart home. Although this has greatly improved our quality of life, it has also meant that attacks that are done within the internet can impact our own personal safety, with many cases of hackers being able to get through alarm systems to gain entry to the home. In a paper by “Ala Alluhaidan” it highlighted five alarming components that need to be considered so that there is an acceptable level of security and privacy when building smart homes, these were stated as “potential remote security breaches, risks for smart home devices, privacy violations, infrastructure vulnerabilities, and digital forensic challenges.” [8] As digital forensic experts, when a case involves crimes within a smart home, it is important that they use specialised techniques to collect and analyse the evidence accordingly, this can start by first determining the types of devices that are connected to the network, securing them, and analyse any data that is able to be gathered from them.

Another area that is gaining popularity is cloud computing, many businesses have opted to using cloud services due to its nature of being cost-affective, agile, and maintaining a competitive stance against other technologies within the field. Forensic experts see cloud computing as an area of concern due to its complexity. Unlike a normal network, this type of service has a high degree of virtualization which deals with data differently. Although with proper study it can be seen as a benefit in the digital forensics field as it offers certain models which are designed to deal with a forensic structure, this is where cloud forensics comes in, models such as IaaS will offer support for the use of forensic mechanisms that are needed to analyse data.[9] 
Social media has been on the rise since its creation, it is now one of the most popular forms of communication used in today’s modern world. This has resulted in criminals exploiting this fact by launching attacks against users of these services. It is a well understood fact that the database used for these services does not have the highest security, this has left them vulnerable for both attacks on the outside of the network, such as DDoS/DoS, and attacks on the inside, which can include retrieval of cookie data.[9] In a digital forensics settings, when cases involve any sort of social media, it is often the case that there will be a social media forensics specialist that will assist within the investigation. In a lot of cases, these platforms can even help experts in collecting evidence that support profiling of potential offenders, suspects, and witnesses. [9] Since it has a wide range of data to collect from, it can also mean that investigators are able to obtain “demographic location, photographs, contact lists, geo-locations, and text messages” datatypes. [9]

[bookmark: _Toc157092852]Key challenges 

As with any field, there are some challenges that digital forensic experts must overcome. One of those being the range of anti-forensic techniques that perpetrators use, this can include encryption, file obfuscation, or destruction of data, most criminals nowadays are aware of how easy it is to gather plain data on devices, so they will use numerous types of anti-forensic methods [10]. Even if data can be collected there is still a risk of it being altered or deleted without any intent due to its volatile nature. There is also the complexity of network forensics, as DF experts, you will have to acquire the right techniques and skills to deal with vast amounts of data, which includes network traffic, logs, and packet captures. 

From a legal standpoint, there are three main points to consider within a DF investigation, these are privacy laws, obtaining proper authorisation, and ensuring the admissibility of any evidence that is gathered and analysed. Within an investigation, it is also important that the investigators are aware of any global and cross-jurisdictional challenges, if any data that is obtained Is located in a different country, then proper measures must be taken to ensure that all policies and procedures are followed as specified by the source country. 

[bookmark: _Toc157092853]National and international job market


At both an international and national level, the profession and importance of digital forensics has grown exponentially, with the rise of cybercrime many sectors have recognised the value of using services like these. Within the national setting, the areas that have been seeking DF experts have included law enforcement, government organizations, private businesses, consulting firms, and many more. 

At an international level, there have been organisations such as INTERPOL and Europol that have employed DF experts to help address the rise of cybercrime. With big companies being targeted, it has also meant that multinational corporations have also had to employ these services. A big majority of cybersecurity companies have seen the need for these services and have started to hire DF experts to enhance their capabilities in threat detection, incident response, and forensic analysis. It is advised that those entering the field should stay informed of the ever-changing attack landscape and continue in further developing skills to combat them.

[bookmark: _Toc157092854]Task 2 – Digital forensics tools

[bookmark: _Toc157092855]Current state of digital forensic tools 

When conducting a digital forensics investigation, it is important to consider what tools to use that will best advantage the investigation in accordance with what type of evidence is collected. A paper on the subjected highlighted how these tools can belong to subcategories, such as “computer forensics network forensics, live forensics, operating system forensics, database forensics, and mail forensics.” [11] 

For forensic analysis frameworks, there are three specific ones that are often used within the field, these are Autopsy, The Sleuth Kit, and Digital forensics framework. These provide a forensic platform and offer a selection of tools and services to help investigators analyse the collected data. If the budget allows, the team could also pay for the license of use for either Encase or FTK, which offers a wider variety of services that is delivered in a more user-friendly manner. 

In a lot of investigations, there can be crucial evidence found on the RAM component within a system, since it is dealing with volatile data there are certain tools that include the specific requirements needed to obtain it. A paper that aimed to test a model for the collection of volatile data in IoS devices using the coffee file system that is used in Contiki OS stated how easy it is for data in memory to change during the acquisition process. Unfortunately, the result of that study showed that the participants overestimated the volatility of the data.  [12] When dealing with RAM an investigator could also use tools like volatility and Rekall which are designed specifically for memory data.
With network-type evidence, the tools used would go under Network specified forensic tools, these can include Wireshark, which works to capture and analyse network traffic to identify patterns and any abnormalities, or Network Miner which also works to analyse traffic and can also extract information about hosts, sessions, and any files. 

[bookmark: _Toc157092856]Evaluate Open-source tools with commercial forensic tools. 

[bookmark: _Toc157092857]Open-source tools  

Autopsy is regarded as a useful tool when it comes to computer forensics and operating system forensics, it does however have limited capabilities if it were used for live forensics, this is because its main system structure is designed for post-mortem analysis of disk images. Although it is possible for the tool to be used for the evaluation of databases, it would need to be used in certain parameters within a broader computer forensics context. 
With sleuth-kit, computer forensics is achievable by providing command-line tools dedicated to analysing file systems and disk images. It is also able to provide operating system forensic services since it has capabilities that focus on file system analysis and metadata extraction. One big advantage of this tool is that unlike autopsy, this tool can be used for live forensics, it will allow investigators to perform analysis of a system state in real-time. There was a study that was conducted by four senior students that aimed to compare TSK with En-case (a commercial tool), in its results it showed that both tools were able to identify the same information in different forms, its timeframe stated were similar to one another, but one main concern that arose was that for students that are only familiar with windows, they would need the autopsy browser.[13]
The digital forensics framework tool stands out as the competitor between the three, it can provide services that facilitate all types of data collection and analysis categories, this includes computer forensics network forensics, live forensics, operating system forensics, database forensics, and mail forensics as mentioned above.
Both Volatility and Recall are open-source memory forensics tools, these are designed for the specific aim of collecting data that is volatile in nature such as RAM. Volatility works by allowing investigators to analyse the collected RAM data for any signs of malicious activity which can include network connections, running processes, and any opened files. With Rekall, the services are more geared towards the extraction of forensic artifacts from memory dumps, one big advantage of this tool is that it can support multiple operating systems. 


[bookmark: _Toc157092858]Commercial tools- forensic analysis frameworks tools 

Ftk is a commercial tool that users need to purchase a license to use it, it offers data extraction services for computer devices. It offers a more friendly graphical interface. Some open-source tools rely on users being able to work with CCL whereas FTK does not. It has a wide range of tools that work to image, analyse and report on data. Supports file systems, email formats, and forensic artifacts. Receives active updates done by Access Data. A paper on a study of forensic tools highlighted how it is a commonly used tool within the field due to it high functionality. [14]

Encase is a commercial tool which was developed by guidance software which then became part of OpenText, it includes a heavy-set of features that make it a popular choice for digital forensic experts. It includes tools that allow for imaging and data acquisition, analysis and examination, keyword searching and indexing, registry and artifact analysis, timeline analysis, and reporting capabilities. One paper corroborated the popularity of this tool by stating how “100% of federal agencies within the USA use this tool.” [15]

Cellebrite is a tool that was primarily designed for conducting investigations on mobile devices, it can work with smartphones and tablets. It allows investigators to extract and analyse the collected data. In most cases the tool can offer services that allow for the bypass of security mechanisms, such as passwords and encryption. It offers both a physical and logical extraction option. When using it, it can conduct advance searching and filtering so that investigators are able to find the needed information quicker. It can generate detailed forensic reports that can be used within the investigation. A paper that aimed to investigate the comparison between Cellebrite and the sleuth kit and whether open-source tools could perform to the same quality as commercial ones found that there was a gap within in terms of “speed and accuracy” that allowed commercial tools to reign superior. [16]
















[bookmark: _Toc157092859]Task 3 – hard disk analysis 
[bookmark: _Toc157092860]Introduction

For this part of the report, the task was to simulate a digital forensics investigation in which the group would receive a hard drive that they would then add data onto and aim to hide the data using appropriate techniques. The hard drive would then be switched with another team and the simulation would begin where the investigation would take place to uncover all the hidden data within the newly obtained hard drive and document it in a professional manner.

[bookmark: _Toc157092861]Forensic workspace
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(Forensic workspace)






[bookmark: _Toc157092862]Collected data – timestamps – size of data. 
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(Collected data, including Batch files)
[bookmark: _Toc157092863]Frameworks 

[image: A screenshot of a computer screen
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(Frameworks that were used and followed to ensure complete data integrity is maintained throughout the investigation and incidents were handled appropriately)

[bookmark: _Toc157092864]Scenario for the first hard drive – Co-operate crime.

An online dating company named Red Hot Passion has received veiled threats from an unknown source that confidential information such as payment details, names, addresses, job positions, photographs, as well as other communications via text messages, emails, and videos stored in database documentation, could be leaked. This information is highly sensitive because the website provides a platform for married members to engage in infidelity. If this information was leaked, it would be an invasion of the user's privacy, who trusted that the website would keep their information confidential. 

It is suspected that several former employees of the administration staff could have potentially had access to this sensitive information and may have left the company in recent times. These employees could be disgruntled and may have had reasons to want to take revenge against the company due to previous payment disputes.

We request that during the investigation, data integrity be ensured to identify the culprits for breaching the company's data policies and potentially committing cyberterrorism against the company. The integrity of the data is essential as it may need to be used in a trial in the future.

Additionally, we have a data-insured backup drive that stores the data.













[bookmark: _Toc157092865]Documentation- Part 1 – Hiding data within the hard drive. 

1. The hard drive was formatted, and the data that was contained on it before the group received it was placed within a folder in the computer. Without the device being formatted there would be no possibility of creating a partition within the drive. A total of 6 partitions were created.
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(Partitions are created)
2. The data was collected and dragged onto partition I.
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(Sample data. SQL)

[image: A screenshot of a computer
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(excel – customer details – XLS)
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[image: A white background with black text
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(Nitheesh Corporation.txt)  
3. The partition (I) was password protected, the password was hashed with md5 and was stated to be: “nitheesh123hseehtin”. To be able to make the partition (I) visible the investigators would need to use VeraCrypt. 
[image: A screenshot of a computer
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4. Using VeraCrypt, the hard drive was encrypted.
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5. The group hid Barclay’s statement within the meeting video.
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6. Data is being encrypted. 
[image: A screenshot of a computer
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7. BitLocker Drive encryption was added with the password: “youarewastingyourtime” onto partitions (g.) and (h.) 
8. Batch files are obtained.

[image: image]

9. The files are then converted using a code from batch to exe. 
[image: image]
[image: image]
[image: image]



10. Testing was conducted on a Windows 10 virtual machine to ensure that batch files worked as intended. This was needed so that it wouldn’t affect the physical PC within the university network. This was a successful test, all files were behaving as intended, and they were then transferred onto the hard drive. 

11. All collected data was successfully hidden.

[bookmark: _Toc157092866]Part 2 – Team C 

Scenario
The c team resorted to cyberattacks in the form of phishing emails. An email was sent indicating a potential job offer in the United States, with a reimbursement cover attached. This code is executed when the victim clicks on the attachment. This will launch the MSF console, configured to listen to all active sessions.
Tools and techniques used by Team C 
Kali Linux OS tools – Using a virtual box. 
· Metasploit  
Techniques used. 
1. Phishing  
2. Reverse shell payload 
3. Exploitation and unauthorized access  
4. Credential stealing  



[bookmark: _Toc157092867]Documentation – part 2 – exchanging hard drives.

1. The hard drives were exchanged later than planned, the exchange was successful in the end. The documentation of the scenario was delivered to the dedicated team in the form of a presentation. We also tried to request the scenario from the other team, but it was not successful. 

2. There was difficulty in acquiring an image of the hard drive using the computers in the Cisco lab, this was thought to be due to the large size of the device, it being 1 terabyte. To remedy this, the team decided to attempt it in the gaming lab, which proved to be successful. An image is required during investigations since the original evidence item should have little to no tampering for it to be admissible in court. This had to be achieved in a virtual machine environment in case there was any malware that could affect the physical computer. To be able to do this the settings had to be configured to enable USB settings. 

3. FTK imager was opened in other to acquire an image. We added the evidence item and set the destination in which it would reside. For this procedure it was decided that a physical drive would be obtained, this is so it could include any hidden data that may not have been visible with a logical drive. In a professional setting, the use of a write block would be used to ensure that there would be no tampering with the original piece of evidence. We were not able to acquire the image even with all the measures taken.

[image: A screenshot of a computer
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 (A physical drive was selected since it would include data that was hidden also, to better gather any evidence that was deleted or hidden.) 
[image: A screenshot of a computer

Description automatically generated]
(A raw image was selected, and an image destination was stated, Raw DD was chosen since it would create an exact copy of the data bit by bit) 
4. When the scenario was successfully obtained from the other team there was a discovery made as to why an image couldn’t be acquired from the hard drive, this is because instead of putting in raw data on the device, the team had put it in two virtual machines images within the hard drive, causing corruption. Two virtual machine disks were evident on the hard drive, a Windows machine, and a Kali machine.

[bookmark: _Toc157092868]Documentation-part 2.2

1. Since all data was corrupted in the last attempt, new evidence was obtained from the hard drive. The images are well processed, and the data can be recovered by autopsy and FTK.

2. Data was found, however, a lot of it was corrupted. One section specifically used an encryption method that required Python and pip, within the lab it was not possible to acquire this type of tool. It was discovered that we would have to import the files onto Kali Linux to allow for the decryption.
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(Evidence extracted)  
3. Screenshot of data that was extracted from the evidence item.
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4. The team was able to decrypt the data that was present within the image using Kali by using the tool binwalk. 
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5. This is cipher text that we were able to obtain. This data is what we would need to decrypt. 
[image: A close-up of a computer screen

Description automatically generated]
6. Code snippet for textcipher.py used to get pgp key.png. Python was used to run the code needed to decrypt. 
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7. This is the PGP key that was decrypted from ciphertext.png.
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	Data  
 
	Size of data  
	Timeframe  

	A 
	2,984 
	18/12/2023 

	IMG_001 
	2,947 
	18/12/2023 

	IMG_002 
	4,146 
	18/12/2023 

	Jobroles.rar 
	43 kb 
	18/12/2023 

	Jobroles.rar_Zone.Identifier 
	1 KB 
	18/12/2023 

	Photo.jpg _Zone.Identifier 
	1 KB  
	18/12/2023 
 

	Read 
	49 KB 
	18/12/2023 
 

	Task  
	151 KB 
	18/12/2023 
 

	Text 
	2KB  
	18/12/2023 
 

	Testcrypt 
	4KB 
	18/12/2023 
 

	Textcrypt.py_Zone.identifier 
	2KB 
	18/12/2023 
 

	Write 
	143 KB  
	18/12/2023 
 



[bookmark: _Toc157092869]Hashing- Comparing hash values to ensure data integrity.

[image: A screenshot of a computer
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The integrity of the evidence data was maintained, this is shown in the fact that there were no changes within the hash values. This step was carried out through each phase of the investigation, a big priority for the team was to ensure that the evidence remained admissible in court settings. Should any changes have been visible in the report, then it could lead to doubt of tampering within a court setting.

 Process of exchanging the hard drive 

As the data contained on the HDD was comprised of two distinct versions of virtual machine images, the volume of data was too overloaded to permit the collection of an image. Moreover, the scenario was delivered late, resulting in delays in acquiring an image of the HDD due to the necessity of acquiring an image of an image. In a perfect world, it would have been preferable to have had an image of the original data, rather than disk image data stored on the HDD.

Report of data analysis  
Several concerns were identified during the initial phase of this investigation. Initially, it was discovered that the targeted machine was operating on a Windows operating system, and this was confirmed by examining the IP address. The attacks that were conducted were specifically designated as man-in-the-middle attacks. It was discovered that the attack machine was using the Kali Linux operating system. There were some emails that were discovered to be phishing emails, posing as job openings for the United States, and they contained Payload malware. There would be remote sessions that would establish a connection between the attacker and the victim's machine, enabling the attacker to observe the victim's input of credit card details, which the perpetrator could then utilize. Upon opening the hard drive, it was observed that there were two distinct volumes of data, one of which is believed to be the victim's data and the other to be the attacker's data. This implies that a thorough investigation of both sets of data is necessary in order to produce a comprehensive report.
[bookmark: _Toc157092870]Video 
https://youtu.be/Dfrjao54ZTY?si=lWKb5VX7wTap74_j
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[bookmark: _Toc157092872]Risk assessment
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[bookmark: _Toc157092873]Task 4 – mobile phone investigation
[bookmark: _Toc157092874]Introduction

For this task, the team was to simulate a forensic investigation using phone data as the evidence, and proper documentation of the process was to be conducted.
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(Device information and tools used)
[bookmark: _Toc157092875]Scenario

The person in question is suspected to have been devolving private information about the company's work to its competitors. The reason for skepticism is that the individual has been taking unofficial leave from the country without formally notifying their employers, as stipulated in the contract.
[bookmark: _Toc157092876]Initial examination and assessment of mobile phone 1 (Huawei POT-LX1 P Smart)

During the initial examination and assessment of the Ulefone Note 14 device, which was conducted on the 27th of November 2023. It was observed that the initial state of the phone was turned off and lacked a SIM card. Upon turning it on to continue the investigation, it was discovered that it was password-protected and operating on Android OS. Several methods were searched to bypass this problem, one of which was considered the use of a GIT file that would use brute force to get into the device. This was not possible since both the phones would need to be in. The device was worn and smudged, but no physical scratches were cited. The device was secured with a 6-digit passcode, and after identifying the clues, we were able to determine that the password was 122024. When attempting to extract the mobile image using the Cellebrite tool, the device entered a boot loop. The sole method to halt the boot loop was to perform a factory reset of the mobile device. The data loss was caused by a factory reset. We attempted to retrieve the data using recovery software, however, it was discovered that mobile devices were not being detected by the disk management. Hence, it was not detected by any of the recovery software to retrieve any data.
 
[bookmark: _Toc157092877]Documentation of investigation of Mobile phone 1 (Huawei POT-LX1 P Smart): 

[image: A screenshot of a computer

Description automatically generated]
(before the phone was factory reset, the process of obtaining data was failing) 

[image: A screenshot of a computer

Description automatically generated]
(Detection on Huawei software and device manager) 
[image: A screenshot of a computer

Description automatically generated]
(Device not detected on disk management) 
[image: A screenshot of a computer

Description automatically generated]
(Device not detected in either Ease US or Wonder share) 
[image: A close-up of a document

Description automatically generated]
Because the device needed to be restarted, not a lot of data was able to be recovered. Upon utilizing Cellebrite, it was discovered that there was a certain amount of bloatware present; however, it was not relevant to the case at hand.
[bookmark: _Toc157092878]Initial Examination and Assessment of Mobile Phone 2 (Ulefone Note 14)

[image: A screenshot of a computer

Description automatically generated]

During the initial examination and assessment of the mobile device (Ulefone Note 14), it was observed that it was operating on Android OS, was secured with a 4-digit passcode (1224), and lacked any visible physical damage. The forensic tools employed included Cellebrite and Autopsy for data extraction.
 
[bookmark: _Toc157092879]Data was found about the case. 

According to the report provided by Cellebrite, a multitude of photographs were obtained from the mobile device, indicating that the individual who was carrying the device had undertaken a limited number of domestic and international travels.
[image: image]
(Cellebrite report on photos with time stamp and locations) 

[image: A screenshot of a data

Description automatically generated]
[image: A white sheet with black text

Description automatically generated]
[bookmark: _Toc157092880]Chain of custody – phone 2 – New phone supplied due to defective evidence item. 

1. Phone obtained. 11/12/2023 
Collection: A new phone was issued by the lecturer.  
Transportation: The phone was previously kept in storage and has now been transported to the team by hand. 
Storage: phone was kept in room 205 within the university. It was secure in a defender signal blocker and kept locked in a cupboard. 
Access: Connor had access to the device  
Handovers and transfers: Transfer from David from group 3 to Connor from group 1. 
Power state of the device: on 
Tools used: Cellebrite 
Information: An extraction process was started and accomplished.  
Documentation of scene:  
[image: A screenshot of a computer

Description automatically generated] 
(logical images loaded to begin the investigation) 
[image: A screenshot of a computer

Description automatically generated] 
(All the available options were chosen – except for hash) 
 
[image: ] 
(Extraction summary) 
[image: A computer screen shot of a computer

Description automatically generated] 
(Connor investigated the main file system for the logical back-up, ended up navigating to SD card folder, went to the media folder where WhatsApp folder structure files were found, they were encrypted due to WhatsApp encryption.)  
[image: A screenshot of a computer

Description automatically generated] 
[image: A screenshot of a computer

Description automatically generated] 
 
[image: A screenshot of a computer

Description automatically generated] 
(2 images in a folder was found) 
[image: A computer screen shot of a hand holding a card

Description automatically generated] 
[image: A computer screen shot of a hand holding a credit card

Description automatically generated] 
(Visa card- one of the images found) 
[image: A screenshot of a computer

Description automatically generated] 
[image: A screenshot of a computer

Description automatically generated] 
[image: A screenshot of a computer

Description automatically generated] 
(Metadata that was found) 
[image: A screenshot of a computer

Description automatically generated] 
(Screen shot of the phone, shows weather and Wi-Fi which can be used to trace, this specific on is used within the train service) All IMG files on the side are documented pictures of the travel process, shows the use of vehicles, such as trains and airports.  
[image: A screenshot of a computer

Description automatically generated] 
(Metadata for the mobile screen shot) 
 
2. Phone obtained. 14/12/2023 
Transportation: The phone was previously kept in storage and has now been transported to the team by hand. 
Storage: phone was kept in room 205 within the university. It was secure in a defender signal blocker and kept locked in a cupboard. 
Access: Connor and Rohan had access to the device  
Power state of the device: on 
Tools used: Cellebrite 
Information: Data was able to be uncovered using Cellebrite. This showed prove of travel to India, Dubai, Poland and Uk London. 
Documentation of scene: 
[image: A blue and white screen

Description automatically generated] 
(contacts extracted) 
[image: A screenshot of a computer

Description automatically generated] 
(Evidence was loaded.) 
[image: A screenshot of a computer

Description automatically generated] 
(App decoding settings started) 
[image: A screenshot of a computer

Description automatically generated]; 
(Extraction summary- device info) 
[image: A screenshot of a computer

Description automatically generated] 
[image: A screenshot of a computer

Description automatically generated] 
(Prove of travel images found) 
[image: A screenshot of a computer

Description automatically generated] 
(Call logs found with specified phone numbers) 
3. Phone obtained. 15/12/2023 
Transportation: The phone stayed within the dedicated space within cisco lab with all the needed precautions. Only taken out to be worked on by the team. 
Storage: the phone was kept in room 205 within the university. It was secure in a defender signal blocker and kept locked in a cupboard. 
Access: Rohan, Connor, Ellis, and Lara had access to the phone 
Handovers and transfers: transferred by hand from storage to team. 
The power state of the device: on 
Tools used: Cellebrite. 
Information: Audio was able to be retrieved from the mobile device. 
Documentation of scene: 
[image: A screenshot of a computer

Description automatically generated] 
 [image: A screenshot of a computer

Description automatically generated]

[bookmark: _Toc157092881]Audio analysis 
[image: A list of information with text]
[bookmark: _Toc157092882]Risk assessment 
[image: A white and black text on a white background

Description automatically generated]
[bookmark: _Toc157092883]Chain of custody
[image: A document with text and images

Description automatically generated]
[image: A close-up of a document

Description automatically generated]
[image: A document with a white background

Description automatically generated with medium confidence]

[bookmark: _Toc157092884]Team evaluation

[11/01 15:32] Ellis Bennett (2003893)
HDD individual tasks:
Lara costa: Leads the documentation and chain of custody for the HDD, ensuring legal protocols are followed.
John H: Manages the risk assessment for the HDD, detailing hardware risks and data integrity checks.
Ellis Bennet: Takes charge of the technical aspect of HDD imaging and analysis using FTK Imager and Autopsy Software.
Dawid Trachim: Oversees the decryption process, handling encrypted files and leading the effort to access hidden data.
Connor Wilson: Conducts a detailed examination of file structures and data corruption issues, communicating with other teams for additional context.
Rohan Chavan: Focuses on the analysis of extracted data, decoding hidden messages and encrypted files.
[11/01 15:33] Ellis Bennett (2003893)
Mobile individual tasks:
Dawid Trachim: Takes responsibility for the initial receipt and documentation of the mobile device.
Lara Costa: Performs the risk assessment on the mobile phone, checking hardware functionality and compliance.
John Hughes: Analyzes application data, focusing on any anomalies or evidence of data exfiltration.
Ellis Bennett: Specializes in the extraction process using tools like Cellebrite and analyzing the extracted data.
Connor Wilson: Reviews call logs, messages, and contacts, looking for suspicious patterns or contacts.
Rohan Chavan: Maps geolocation data from images, and reviewed audio logs and other metadata to build a timeline of the suspect's movements.

Everyone did their tasks to the highest quality possible; it was felt that the work was prolonged due to technical issues, but everyone was patient and remained professional. 
	Group Members  
	Rating (0-10)

	Rohan Chavan 
	10

	Thomas Ellis Bennett – Team leader  
	10

	Connor Wilson 
	10

	John Hughes 
	10

	Lara Costa 
	9

	Dawid Trochim – vice team leader 
	10
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sample-data.sql
SET IDENTITY_INSERT Customer ON
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Country], [Phone])VALUES(1, ‘Maria’, 'Anders’, 'Berlin’, 'Germany’,'030-0074321")
Country], [Phone] )VALUES(2, *Ana’, 'Trujillo’, 'México D.F.", 'Mexico',"(5) 555-4729")
Country], [Phone] )VALUES(3, *Antonio®, ‘Moreno', 'México D.F.", 'Mexico',"(5) 555-3932")
Country], [Phone])VALUES(4, *Thomas ", "Hardy", *London", "UK", " (171) 555-7788")

Country], [Phone] )VALUES(5, *Christina’, 'Berglund", 'Luled’, 'Sweden’,'0921-12 34 65')
Country], [Phone])VALUES(6, "Hanna ", "Moos ", *Mannheim", *Germany ", ' 0621-08460" )

Country], [Phone] )VALUES(7, 'Frédérique’, Citeaux",Strasbourg’,'France’,'88.60.15.31")
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Country], [Phone])VALUES (10, 'Elizabeth’, ‘Lincoln", ' Tsawassen', 'Canada’,’ (604) 555-4729')
Country], [Phone] )VALUES(11, 'Victoria', 'Ashworth", 'London", 'UK", " (171) 555-1212")
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Country], [Phone])VALUES(22, 'Diego’, 'Roel", "Madrid’, *Spain’,’(91) 555 94 44')
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Country], [Phone] )VALUES (24, 'Maria®, Larsson’, 'Bracke’, 'Sweden','0695-34 67 21')
Country], [Phone] )VALUES(25, Peter’, 'Franken', 'Miinchen", *Germany ", '089-0877310")
Country], [Phone])VALUES(26, " Carine’, 'Schmitt", 'Nantes’,'France’,'40.32.21.21")
Country], [Phone])VALUES(27, 'Paolo’, "Accorti’, 'Torino®, 'Ttaly", '@11-4988260" )
Country], [Phone])VALUES(28, 'Lino", "Rodriguez", ‘Lisboa’, 'Portugal’,’ (1) 354-2534")




image8.png
%

Julian Male
Anna  Spencer Female
Paige  Chapman Female

Mike  Clark  Male
Steven  Crawford Male
Alford  Payne  Male
Steven Cameron Male
Roland Jones  Male
Aiden Barrett Male
Blake  Murphy Male
Edwin  Alexander Male
Alexander Ryan  Male
Sydney Myers  Female
Adrianna Perry  Female
Clark  Douglas Male
Freddie Warren Male
Ada Clark  Female
Ellia Brown  Female
George  Cameron Male

George  Perkins  Male
<

First Name

D 3 F G H ! J K
Email  Phone  Education Occupatio ExperienceSalary  Marital Status
24 j.perry@rz904-1346- Doctoral  Actor 11 74541 Single
18 a.spencer(991-9321- Primary  Singer 6 185046 Single
19 p.chapmai 210-1185- Doctoral _ Interprete 0 140255 Married
18 m.clark@r 882-1972- Upper seciJournalist 1 36225 Single
26 s.crawford 064-0058- Master  Medic 12 164627 Married
30 a.payne@ 141-4025- Doctoral Mathemat 13 185664 Married
24 s.cameron 726-5409- Primary  Carpenter 2 166508 Married
30 rjones@re444-1110- Lower sectSocial Wor 13 100688 Single
26 a.barrett@804-8609- Doctoral  Engineer 10 118130 Married
25 b.murphy(304-2961- Primary  Interprete 2 38178 Single
22 e.alexande054-0614- Primary  Composer 10 185024 Single
18 a.ryan@ra 562-5095- Lower sec Mechanic 6 109107 Married
26 s.myers@1088-6209- Primary  Manager 5 184887 Single
19 a.perry@r 699-1793- Bachelor Carpenter 4 108099 Single
21 c.douglas@374-6085- Bachelor  Geologist 2 138814 Single
23 fwarren@ 757-7789- Upper seciInterior De 1 91611 Married
27 a.clark@re 224-5309- Doctoral  Auditor 8 93996 Married
23 e.brown@404-7542- Bachelor Journalist 10 101923 Married
26 g.cameron 747-6685- Bachelor  Botanist 10 36998 Single
24 g.perkins€133-3505- Doctoral  Physicist 4 140457 Married




image9.png
sample-model.sql
1 if exists (select 1

2 from sys.sysreferences r join sys.sysobjects o on (0.id = r.constid and o.type = 'F')
3 where r.fkeyid = object_id('"Order”") and o.name = 'FK_ORDER_REFERENCE_CUSTOMER')

4 alter table "order”

B drop constraint FK_ORDER_REFERENCE_CUSTOMER

6 go

7

8  if exists (select 1

9 from sys.sysreferences r join sys.sysobjects o on (0.id = r.constid and o.type = 'F')
10 where r.fkeyid = object_id('OrderTtem') and o.name = 'FK_ORDERITE_REFERENCE_ORDER')
11 alter table orderItem

12 drop constraint FK_ORDERITE_REFERENCE_ORDER

13 go

14

15 if exists (select 1

16 from sys.sysreferences r join sys.sysobjects o on (0.id = r.constid and o.type = 'F')
17 where r.fkeyid = object_id('OrderTtem') and o.name = 'FK_ORDERITE_REFERENCE_PRODUCT')
18  alter table orderItem

19 drop constraint FK_ORDERITE_REFERENCE_PRODUCT

20 go

21
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Nitheesh Corporation.txt
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card Issuer
Card Number
4634794354869731
Full Name
Damon Haley
aw

327

Pin

5749

Expiration Date
12/2027

Card Number
348266720430642
Full Name
Bayley Messner
aw

309
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% VeraCrypt Volume Creation Wizard

Collecting Random Data

[iplay pool content

IMPORTANT: Move your mouse s randomly as possible within this window. The
longer you move it, the better. This significantly increases the cryptographic
strength of the encryption keys. Then cick Next to continue.
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Aicrosoft Windows [Version 10.9.19045.3693]
Microsoft Corporation. ALl rights reserved.

C:\Users\s1900457>cd desktop/Evidence
C:\Users\s1900457\Desktop\Evidence>dir
Volume in drive C is Windows

Volume Serial Number is CEF-0044

Directory of C:\Users\s1900457\Desktop\Evidenc

17/11/2023 16:42  <OIR>
17/11/2023 16:42  <DIR>
17/11/2023 15:58 442,866 Barclays_Statement.jpg
17/11/2023 16:42 349,673 Barclays_Statement.zip
17/11/2023 16129 3,486,378 Meeting.mpd

3 File(s 4,278,917 bytes

2 Dir(s) 664,058,537,984 bytes free

C: \Users\s1900457

Meeting.mps

sarclays_Statement.jpg
file(s) copied.

\Desktop\Evidence>copy /b mesting.mpé+Barclays_statement.

pg meeting?.
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Tltle Convernng batch scripts to file.exe with iexpress
;Mode 75,3 & color A

;Rem Original S(r‘lpt https://github. con/npocmaka/batch. scripts/edit/master/hybrids/iexpress/bat2exelEXP. bat

SEF %" equ T (
;echo Usage : Drag and Drop your batch file over this script:™%-nx@”
;Timeout /T 5 /nobreak>nul & Exit

jset "target.exe-¥_cd_%tnl.exe”
ile-%nf1"

1
;Set "sed=%temp¥\2exe.sed"
secho ease wait a while ... Creating "¥-nl.exe” ...
sCopy [y "HFO" "Hsedk” >nul

,(e(ho(AppLaun(hed cnd /c "%bat_name%")
%)

,(emo(xxFILEm )|
P

siexpress /n /q /m %sed%
3del /q /F "%sed%"
jexit /b @

[Version]
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1
PackagePurpose-TnstallApp
ShowInstallProgr r-anilhndow£
HideExtractAnimatior

UseLongFileName-
InsideCompressed-0
CAB_Fix

edSize-0
CAB ResvCodeSigning-0
Instalan)mpt%InstallPrvm %
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import baseed

import getpass

import hashlib

import os

import sys

from cryptography.fernet import Fernet, InvalidToken

from cryptography.hazmat.primitives import hashes

from cryptography.hazmat.primitives.kdf.pbkdf2 import PBKDF2HMAC

class TextCrypt():
prefix = 'gARAMAB'

E]  def _inic_(self, password: str):
self.password = password

H der encrype(self, plaintest: str) > str:
fernet_key = se1f.get_fernet_key(self.password)
ciphertext = ferner_key.encrypt (plaintext.encode )) .decade ()

L retumn ciphertext.split (<’ (self.prefix)’) [1]

def decrypt(self, ciphertest: str) -> str:
ey

ciphertext = £ [self.prefix) (ciphertext]’

fernet_key = self.get_fernet_key(self.password)

plaintext = fernet_key.decrypt (ciphertext.encode () .decade ()
E return plaintexc

except TnvalidToken:

r retum None

def gec_fernec_key(self, passwords str) -> Fernet:
salt = self.get_hash (password)
kdf = PBRDF2RMRC(
algorithn=hashes . SHA256() ,
length=32,
salt=salt,
L iteration:
)
key = basesd.urlsafe_bédencode (kif .derive (password.encode ()))
£ = Fernet (key)
L return £

00000,

estaticmethod
def gec_hash(password: str) -> bytes:
h = hashlib.shasl2()
h.update (password. encode ())
L return h.digest ()

Fldet main(:
from file = input('Ger text from 2 file [y/N]2 )
Bl if from file = 'y’ or from file = 'v':
=] ey
filename = input("\nFilenane: ')
=] with open(filename, 'z') as file:

text = file.zead()
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GQdLBQI 1e5euAhsDBQKFpZQSBQsICACCAITCBUKCQgLAZQHAEMBANAHAheAAD]
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Users\51900457\Desktop>python textcrypti.py
Get text from a file [y/N]? y

Filename: ciphertext.txt

Password (min. length is 8):
Encrypt or decrypt the text [£/d]? d

Plaintext saved as plaintext.txt

C:\Users\s1906457\Desktop>
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7 Drive/Image Verify Results - o x

8
Neme drive image 001
Sector count 1953525168

) MDS Hash
Computed hash d629ebcdbTbf6c0r443529130049905
Report Hash d629ebcdbTbf6c0r443529130049905
Verfy result Metch

) SHA1 Hash
Computed hash 4fBabcacbTafeddTa5Teal ccT2
Report Hash 4fBabcacbTafeddTa5Teal ccT2
Verfy result Metch

) Bad Blocks List

Bad block(s) inimage. No bad bi ind in image

Bad block(s) inimage
Abad or corrupt block found in verfying the image.
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UWTSD Police Department

EVIDENCE CHAIN OF CUSTODY TRACKING FORM

Case Number: 01

Offense: Cyber-attacks (phishing email, reverse shell payload)
Submitfing Officer: (Name/ID#) Digital Forensics group A / 01

Victim: N/A
Suspect: N/A
Date/Time Seized: 6/11/2023.

Location of Seizure: University IQ building

Description of Evidence
Tlem | Quaniity Descripfion of lfem (Mode, Serial #, Condifion, Marks, Scrafches)
#
ol_Joi 1 TB~ External Hard Drive
Chain of Custody
Tlem | Dofe/fime Released by Receivedby | Commenis/Localion
# (Signature & ID%) {Signature & D#]
0 |6/11/2023 | Digital Forensic | Digital forensic | Exchange of
Investigation investigation hard drives
Team B team A~ Ells,
Rohan, John,
Dawid, Connor
Ol [13/11/2023 | Digital Forer Digital forensic | First official
Investigation investigation session of the
Team A- Connor | team A~ Elis, investigation- FTK
Rohan, John, image was
Dawid, Connor | collected —
evidence item
was
O |14/11/2023 | Digital Forensic | Digital forensic | Most data found
Investigation investigation was cormupted.
Team A- Connor | team A~ Elis, One encrypted
Rohan, John, file needed fo be
Dawid, Connor | decrypted using
@ Python and pip
code.
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Ol [16/11/2023 | Digital Forensic | Digital forensic | pieces of data
Investigation investigation were uncovered
Team A- Connor | team A~ Elis,
Rohan, John,
Dawid, Connor
O [17/11/2023 | Digital forensic | Digital forensic | decrypfion of
investigation investigation datawas
team A- Connor | team A~ Ellis, attempted
Rohan, John,
Dawid, Connor
o [20/11/2023 Iforensic | Digital forensic | decryption of
investigation investigation datawas
team A- Connor | team A~ Ellis, attempted -
Rohan, John, continued
Dawid, Connor
Ol [22/11/2023 | Digital forensic | Digital forensic | Found data was
investigation investigation recorded
team A- Connor | team A~ Ellis,
Rohan, John,
Dawid, Connor
01 | 23/11/2023 | Digital forensic | Digital forensic | Invesfigation
investigation investigation continued
team A- Connor | team A~ Ellis,
Rohan, John,
Dawid, Connor
O | 27/11/2023 | Digital forensic | Digital forensic | A fable was
investigation investigation drawn of found
team A- Connor | team A~ Ellis, data
Rohan, John,
Dawid, Connor
Ol [28/11/2023 | Digital forensic | Digital forensic | Work was
investigation investigation finalized

team A- Connor

team A —Ellis,
Rohan, John,
Dawid, Connor.
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HDD Preparation

‘Chain of Custody

From the point of receival of HDD to handover to team B, a chain of
custody was maintained to prove proper handling, transfer, and storage
was met

Hardware Risks

Condition of HDD was assessed upon receiving the device, to ensure itwas,
functional, compatible, and fit for purpose

Data Privacy and

o ensure that any data used complies with privacy laws and regulations,

Compliance we ensured that no personally identifiable information was present on the.
disk. We also ensured that financial data was fictional and not in breach of
lawis

Data Integrity o assess risk related to data loss or corruption, we tested its accessibiity
and ensuired the data was retrievable. All data on the drive was also
backed up

Ethical Integ Ethical standards were ahways adhered to, ensuring data and devices were

appropriate and acceptable

Incident Response
Plan

Incident response plan consisting of backing up data, ensuring device
functionality

HDD Analysis

Data Intes

Use write-blocking tools to prevent data corruption. Use hash values to
confirm data integrity.

Hardware Damage

Use safe storage in the Faraday case. Adopt correct handiing
procedures

Software Risks

‘Access data in an isolated environment using VM

Confidentiality Breach

‘Avoid accessing unnecessary data

Legal Compliance

Legal requirements are complied with by receiving permission to access
data

‘Chain of Custody

From the point of receival from Team C, a chain of custody was
maintained to prove proper handiing, transfer, and storage, as well as
non-repudiation.

Technical Competence

Ensure all team members understand ther roles and responsibilfies

Technical Challenges

‘Analyse the file system and formet, Be prepared for encrypted data

Incident Response

Store disk image backups to prevent data loss. Analyse file types to
identify relevant data, avoiding sensitive and unnecessary information
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Mobile phone 2 - Ulefone Note 14
Build a Forensics Workstation

- Virtual machines (kali Linux)

- Physical pc Windows 10

- Mobile phone 1 (Huawei POT-LX1 P Smart)
- Mobile phone 2 (Ulefone Note 14)

- Cellebrite
- Hisuite
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Phone Examination Preview Report Properties

Selected Manufacturer: Detected Model
Selected Model Note 14

Detected Manufacturer. Ulefone

Detected Mode! Note 14

Revision: 12 SP1A210812.016 1679135682

IMEL 355617730545771

MSISDN: 918778244505

Advertising ID. 0a241440-5908-42bd-a7ch-7e37ea3aad5

Extraction start date/time:

14/12/2023 18:09:37 (GMT)

Extraction end date/time:

14/122023 18:15:39 (GMT)

Phone Date/Time:

14/12/2023 18:11:14 (GMT)

Connection Type: USB Cable
UFED Version. Product Version: 7.62.0.173 , Intemal Build: 7.62.0.173 UFED
UFED SIN 2001539118

License for educational purposes

Note: This device is using client in order to communicate with UFED

For complete analysis and advanced reporting, open in UFED Physical/Logical Analyzer.
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Image Data | Data Size of | Location of the file Date of find
found description | data
IMG- Imageof | 88KB | Detected Model_Note 14 11/12/2023
20230809 | credit card zip/sdcard/Android/Media/com.
WA0000.jpg Whatsapp/Whatsapp?Media?

WhatsApp images/ IMG-20230809-

WA0000.jpg
IMG- Imageof | 70kb | Detected Model_Note 14 11/12/2023
20230809 | credit card zip/sdcard/Android/Media/com.
WA000L.jpg Whatsapp/Whatsapp?Media?

WhatsApp images/ IMG-20230809-
WA000Ljpg
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‘Audio Data. Data description | Date of find
found
20223070921061 | it mentions that | 15/12/2023
0 person has taken
aflight to
Chennai (India)
20230717181657 | personintrain | 15/12/2023
location
unknown
20230814202312 | fight to Abu | 15/12/2023
Dabi
announcement
20230814215741 | emirates fight to | 15/12/2023
London
2023081510753 | takena coach, | 15/12/2023
location
unknown
2023018155945 | taken gwr, 15/12/2023
location
unknown
2023030102025 | infight 15/12/2023
announcement,
location
unknown
2023081103715 | on London tube, | 15/12/2023
bond street
2023081103753 | on London tube, | 15/12/2023
next Paddington
station
2023081105232 | train to Swansea | 15/12/2023
2023081105253 | train to Swansea | 15/12/2023
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Phone Examination Report Index

Contacts (13) Selected
SMS - Text Messages (150) Selected
Calendar/Notes/Tasks (119) Selected
Call Logs (24) Selected
MM - Multimedia Messages (1) Selected
Email Messages Not Supported
Instant Messages Not Supported
Browser Bookmarks Not Supported
Browser History Not Supported
Web Searches Not Supported
User Dictionary Not Supported
Location Selected
Images (184) Selected
Ringtones Selected
Audio (23) Selected
Video (6) Selected
Documents Selected
Archive Selected
Selected

R R R
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User Privacy and Data Protection

Handle personal data with care. Analyse only necessary data

Hardware Damage

Use safe storage in the Faraday case. Adopt the correct
handling process

Data Corruption

Use the correct process with Cellebrite tools. Use relizble.
tools to verify the integrity of extracted data. Safeguard
extracted data

Legal and Ethical Considerations

Ensure investigation methods maintain correct processes that
are acceptable in court, Use data only relevant to the case

Technical Challenges

‘Analyse the file system and format. 8e prepared for
encryption

Documentation and Reporting

Maintain detailed documentation of the investigation process,
findings, and methodologies used

Incident Response

Store image backups of extracted data. Analyse file types to
avoid unnecessary data
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UWTSD Police
Digital Forensics Department
EVIDENCE CHAIN OF CUSTODY TRACKING FORM

Case Number(2 Offense: Selling Intellectual Property of Company to
Competitors and uninformed natfional and International Trips
Submitting Officer: (Name/ID#) Team A

Victim: Confidential Suspect: Undisclosed

Date/Time Seized: Devicel: 27/11/2023 & Device2: 11/12/2023.
Location of Sezure: 2051Q Swansea

Description of Evidence.
Tiem | Quaniity Description of ffem (Model, Serial . Condifon, Marks Scrafches]
)
1 1 Huawei POT-LXI P Smarl, usual wear and tear, no major scratches, or
damages
2 Ulcfone Note 14, usual wear and tear, no major scratches, or damages
Chain of Custody
Tlem | Dafe/ime | Released | Received by ‘Comments/Location
0 Wy | teme)
T [27/11/2023 | Niteesh John Phone was collected.
205, UWTSD, IQ Swansea
T | 01/12/2023 | John Connnor phone was kept in Connor’s
‘accommodation.
205, UWTSD. IQ Swansea
7| 0471272023 | Connor EQ Today we attempled o guess the
password.
‘The phone was transported to the
university and was brought to room
205
205, UWTSD. IQ Swansea
T | 0471272023 | Els Nitheesh | Phone was given to Niteesh to check
the passcode.
205, UWTSD, IQ Swansea
7| 04/12/2023 | Nitheesh | Ronhan The phone was connected to the-
Cellebrite kit and reset. When the
phone was reset, it remained in a
bootioop and was unable to be
unlocked
However the software said the phone
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TS not supported. The device was aiso
subjected to an attempted eRecovery
to o success, the device remained in
bootioop.
205, UWTSD, IQ Swansea

0471212023

Rohan E

The device was reset due (o the
‘malfunction and no data was able to
be recovered. There was also no sim
card available 5o there would haven't
not been much data to recover. All
data that was able to be recovered
‘was all bloatware.
205, UNTSD, IQ Swansea

0871212023

Eills Niteesh

The phone was handed back as we
‘were not able to recover the relevant
data due to limitation of the device.
205, UNTSD, IQ Swansea

Page 1 012 pages (see back)

EVIDENCE CHAIN-OF-CUSTODY TRACKING FORM
(Continued)

Chain of Custody

Date/Time.

Released by
(Name)

Receivedby | Comments/Location
(Nome)

111272023

Team B

John and Connor | An extraction
process was.
started and
accomplished.
205, UWTSD, I
Swansea

15/12/2023

John and Connor

Data was
uncovered using
Cellebrite. This
showed prove of
travel to India,
Dubai, Poland and
UK London.
205, UWTSD, I
Swansea

2071212023

Rohan, Connor, Ells,

Rohan, Connor, | Images, Videos
Eliis, John, Lara | and Audios were
and Dawid retrieved and
analyzed.
205, UWTSD, I
Swansea

2171212023

Rohan, Connor, Ells,

TeamB Mobile was
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Tara and Dawid handed (o team B
for their
investigation.
205, UWTSD, I
Swansea

Final Disposal Authority

“Authorization for Disposal
i) #: Huawei POT-LX1 P Smart on i Gosument peraining o (sapectialia
o) no onger neaded s evidence on!/ore outhored fo Gspasal by (check appropiate dsposalmathad)

Olketom o Owner tiheesn) Ol aucton/Deskoy/divert
Nama &.10# of Authrzng Offcer: NVESTIGATION Tsom A Sgnatues: feam A Dore-g8/122073

“Authorization for Disposal
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Assignment 1

Tools that will be used
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