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[bookmark: _Toc8141049]Introduction
This report contains research into cybersecurity vulnerabilities for video games along with documentation of development of a video game application.
1. [bookmark: _Toc8141050]Application Development Concepts
1.1 [bookmark: _Toc8141051]Security vulnerabilities in games development
Cybersecurity is defined as “the practice of protecting systems, networks and programs from digital attacks” [1]. Video games are a hugely popular form of entertainment enjoyed by approximately 2.2 billion people around the world with 1.0 billion players spending money on the games they play. The video games market has also become increasingly accessible to people, in 2017 mobile games were expected to generate 42% of the global video market revenue [2].
[bookmark: _Toc8141052]Mobile vulnerabilities
In order to protect the security of its users, games companies must prioritise following good cybersecurity practice. In 2018, “Fortnite” publisher Epic Games chose to release a mobile version of the game for the android platform outside of the Google Play store. This required users to disable security measures on their phones that prevented installs from unknown sources. Disabling this security allowed the possibility of users installing malware impersonating the official app [3]. 
[bookmark: _Toc8141053]Data Breaches
Data breaches by hackers can cause massive damage to the reputation of a games company. Any drop in live services can lead to social media backlash and lost profits. In 2011 Sony’s Playstation Network suffered a 23 day outage following an external intrusion which compromised the personal details of 77 million user accounts [4].
Denial of Service 
Another threat to companies is the interruption of live services caused by distributed denial of service (DDoS) attacks. In Q4 of 2014, 35.33% of all DDoS attacks were directed at online gaming companies such as Microsoft’s Xbox Live network and Sony’s Playstation Network [5]. Denial of service attacks can damage the public opinion of companies and developer studios especially on product launch dates or over holiday periods.

1.2 [bookmark: _Toc8141054]Software design patterns
1.2.1 [bookmark: _Toc8141055]Introduction
Software design patterns are general, repeatable solutions to commonly occurring problems in the design of software. Design patterns can be seen as templates that describe solutions to general problems rather than actual coded solutions. They can be adapted to fit certain problems [6]. In the book Design Patterns: Elements of Reusable Object-Oriented Software, design patterns are defined as “descriptions of communicating objects and classes that are customized to solve a general design problem in a particular context” [7, p. 3].
1.2.2 [bookmark: _Toc8141056]The State pattern
The state design pattern is classed as a behavioural design pattern. In the book Design Patterns by the “Gang of Four”, the intent of the State pattern is to “Allow an object to alter its behaviour when it’s internal state changes. The object will appear to change its class” [7, p. 305]. 	Comment by Kemi Ademoye: No need to keep repeating the book title, especially as you have mentioned it once. You can just use the reference number. 
The state pattern is closely related to the idea of a Finite-State Machine. State machines are normally implemented with a number of conditional statements (if / switch) that dictate behaviour depending on object state. The disadvantage to this is that code becomes difficult to maintain when a large number of behaviours are added [8].
The state pattern can be used when:
· The behaviour of an object depends on its internal state and its behaviour must be able to change at runtime depending on that state.
· “Operations have large multipart conditional statements that depend on the objects state” [7, p. 306].
The benefit of the state pattern is that it minimizes conditional complexity by removing the need for large numbers of connected if and switch statements [9]. The state pattern reduces code complexity by constraining the code structure to some fixed states, a current state and some transitions [10, p. 100]. 
However these constraints mean that simple finite-state machines are not flexible enough for more complex game AI [10, p. 100]. Another disadvantage of using the state pattern is the increase in the amount of code required to implement a finite state machine. For a simpler state machine with few behaviours, the use of conditional statements may work equally well.
2. [bookmark: _Toc8141057]Application Requirements
2.1 [bookmark: _Toc8141058]The game
2.1.1 [bookmark: _Toc8141059]Description
The developed game is called “Ghosthunter”. It is a simple first-person shooter that requires a player to shoot different coloured ghosts that approach them. The player must eliminate all the ghosts in a level in order to progress on to the next. As the player progresses through the levels, the number of ghosts required to advance, and the number spawned are increased. The ghosts have different amounts of health and deal different amounts of damage depending on their type.
2.1.2 [bookmark: _Toc8141060]How to play
The player controls a first-person character that can move around using the WASD keys and the space bar to jump. The player is armed with a rocket launcher to defend themselves from enemies. It can be aimed using the mouse and fired using the left mouse button.
2.1.3 [bookmark: _Toc8141061]Player Challenges
The player has a set number of ghosts to kill per level, displayed on their HUD. Killing ghosts will earn the player points depending on the type they kill. The ghosts in the level will converge on the player’s position and try to deal damage to the player. If the player’s health reaches zero, the game ends. The player can defend themselves using a rocket launcher that removes health from the ghosts. 
2.1.4 [bookmark: _Toc8141062]Player Goals
On killing all the ghosts in a level, the player progresses to the next level. The player needs to try to reach the end of the three game levels without losing all their health. Upon completing the final level, they are greeted with an end game screen displaying their final score.
2.2 [bookmark: _Toc8141063]Requirements and features
The main requirements of this application are for the players to be presented with a challenge that is fun to complete and is unhindered by any poor design decisions or programming practice. 
The game needs to:
· Make use of physics to provide interesting game mechanics
· Provide feedback to the player through animations
· Inform the player about their progress and status using UI elements.
· Give the player an overall motivation using level progression
· Provide a challenge to the player using AI enemy agents that compete against the player
· Use dynamic generation to provide variety to the game experience.
3. [bookmark: _Toc8141064]Application Design
The design approach of the game has been to provide the player with useful information about their progression and to also provide a simple yet enjoyable user experience. This has been achieved using simple controls and mechanics that provide a clear path to the player that will help them achieve the game objectives.
4. [bookmark: _Toc8141065]Implementation
4.1 [bookmark: _Toc8141066]Script classes implemented
The main script classes implemented by the game are listed below:
· Enemy
· Enemy.cs – Controls the behaviour of enemy entities. Stores their health, animation state and updates their destination location, the player.
· EnemyGenerator.cs – Controls the spawning of different enemy types at different spawn points throughout the map. This is done using two serialized arrays that can hold different enemy prefabs (GameObject[] enemy) or spawn positions (Transform[] spawnPoints). These two arrays are used in the Instantiate function in SpawnEnemy(). 

The script also controls when a new ghost should be spawned by storing a limit to the number of ghosts allowed on a level.
· Menus
· RestartGame.cs – Stores the text objects for the end game message and uses the score stored in the GameManager to display the final score of the player. The text object for the end game message changes depending on what the health of the player is on reaching the GameOver scene.
· StartGame.cs – Allows the player to press the enter key to load the first game level.
· TogglePause.cs – Checks if the player has pressed the Escape key and pauses the game by setting the timescale of the game to zero and displaying a basic pauseMenu. The game is resumed by pressing Escape a second time.
· Player
· Weapon.cs
· Missile.cs – holds its damage amount and deals this amount to an enemy if it collides with one. After colliding with an enemy the missile is destroyed.
· MissileLauncher.cs – Instantiates a copy of the missile gameObject at the end of the launcher barrel. Force is then applied to the missile in the direction of the player camera when the weapon is fired. The missile copy is destroyed after two seconds.
· Player.cs – holds the playerHealth and sets the player health to 100. The player health in the player class updates the player health stored in the game manager for updating the HUD. If the player health is less than or equal to zero, the GameOver scene is loaded.
· UI
· UIManager.cs – The UI manager stores the HUD text objects that need to be updated as the game is player. At the start of a level the HUD displays the current level in large text as an introduction which is deleted after 3 seconds. All HUD elements are updated using the values stored in the GameManager.
· GameManager.cs – Stores game data that needs to persist between levels and initializes / resets these values.
4.2 [bookmark: _Toc8141067]Completed Application
Below are some screenshots of the completed game:
· Start Menu – contains gameplay objectives and the game controls
[image: ]
[bookmark: _Toc8141076]Figure 1. GhostHunter StartMenu

· Level Start – Introduces the level, also visible are the player HUD elements
[image: ]
[bookmark: _Toc8141077]Figure 2. Heads Up Display with level intro

· Pause Menu – displayed on pressing the Escape key
[image: ]
[bookmark: _Toc8141078]Figure 3. Pause Menu

· Enemy and Player Health Indicators – displays the current health of the enemy. Also visible are updated player HUD values.
[image: ]
[bookmark: _Toc8141079]Figure 4. Enemy and Player Health status

· GameOver screen end game screen displayed after clearing all three levels or losing all health points.
[image: ]
[bookmark: _Toc8141080]Figure 5. Game Over screen
5. [bookmark: _Toc8141068]Evaluation
5.1 [bookmark: _Toc8141069]Verification & Validation
The game will be evaluated to see if the game meets the user requirements set in section 2.2.
· Control of physics
· The missiles fired from the missile launcher are propelled by applying force in a direction. These missiles deal damage to enemies when a collision is detected.
· This made the game more interesting as the projectiles have a flight time to account for when aiming.
· Animation
· When an enemy is close enough to attack, they produce an attack animation. When the health of an enemy reaches zero, a death animation is played. 
· The animations make it clear to the player when an enemy has been hit or killed by their projectile.
· UI elements
· The current score, the remaining enemies, the current game level, the player health and the health of the enemies are displayed clearly in the HUD. 
· The player is aware of all updated gameplay information as they play. 
· Progression
· The game provides three levels that the player can progress through. Their score is tracked throughout and displayed at the end of the game / if they lose. 
· The player is given an aim to achieve to provide motivation for playing.
· AI elements
· The enemies in the game make use of a NavMesh to approach the player at speed to attack them. 
· The player needs to outmanoeuvre the AI to survive and needs to try to hit moving targets. 
· Dynamic generation
· The enemies are allocated random spawn locations and types to provide variety. 
· The player does not know the type of enemy that could spawn or where they could appear from.
5.2 [bookmark: _Toc8141070]Design, Usability & Content
5.2.1 [bookmark: _Toc8141071]Design
The design of the gameplay interface is simple and provides the user with all the information they need to complete the game. The menu screens are all very simple to understand and do not overwhelm the player with information. In the gameplay HUD (Fig. 4) the player health counter is given the largest amount of space and is highlighted in red as it is the most important information the player is given. The number of enemies remaining is also important during gameplay and has been placed in the top-centre of the screen.
5.2.2 [bookmark: _Toc8141072]Usability
The game has a good level of usability. The controls are simple to use, and the game objectives are easy to understand. The player can easily understand how to complete the game using the introductory information in the start menu as well as the information provided in the HUD.
5.2.3 [bookmark: _Toc8141073]Content
All information the player needs to complete the game is provided in the start menu as well as in the HUD by displaying the remaining enemies and current level and score. However, the objectives could be added to the pause menu for the player to check score rewards or controls.
5.3 [bookmark: _Toc8141074]Reflection & Recommendations
On reflection the application software was well designed, though basic. The addition of more interesting game mechanics could have improved the user experience such as adding collectible items to help the player or the addition time limits/ changing difficulty for different rounds. The user interface elements were well implemented. The code practice used could have included some implementation of design patterns to improve code structure.
For future improvements, the addition of saved game states / player scores would improve the experience greatly. The implementation of various design patterns would also help the continued development of a game application when classes need to be expanded or modified more easily and quickly. 
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the extent to which the assessment criteria are demonstrated by you, which in turn determines your mark. The marks available for each category of skill are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills 

	
	

	[bookmark: feedbackRIL]Very good evidence of engagement with literature skills. (Grade mark: 80.00%)
	[bookmark: totalRIL]5
	[bookmark: markRIL]4

	
	
	

	2. Knowledge and Understanding Skills

	
	

	[bookmark: feedbackKUS]A satisfactory discussion on security issues in the games industry. A more in-depth discussion is required as you mostly give a few examples of attacks on popular gaming brands.  A very good summary of software design patterns and your chosen design pattern, but state how your chosen design pattern is useful in developing games. (Grade mark: 64.00%)
	[bookmark: totalKUS]25
	[bookmark: markKUS]16

	
	
	

	3. Cognitive and Intellectual Skills

	
	

	[bookmark: feedbackANA]A good evaluation of the game has been provided. Evidence of testing is fair but could be improved to further demonstrate different test cases. (Grade mark: 62.50%)
	[bookmark: totalANA]20
	[bookmark: markANA]12.5

	
	
	

	4. Practical Application Skills

	
	

	[bookmark: feedbackPAD]A very good attempt featuring a simple game that has been given some thought and it provides some interesting gameplay challenges.  The main areas for improvement include knowing when and how to expose fields and also when you should make your methods public. There is definitely an improvement from your last assignment, but you still have some unnecessary public methods and fields. It would have been nice to see some use of software design patterns in your code, but you have also mentioned this in your evaluation. Also, remember to reference any script libraries and tutorials that have assisted you in your work. (Grade mark: 75.56%)
	[bookmark: totalPAD]45
	[bookmark: markPAD]34

	
	
	

	5. Transferable Skills for Life and Professional Practice 

	
	

	[bookmark: feedbackSPP]The report is well-written and presented. (Grade mark: 90.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]4.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]71%

	
	Up to 1 week late (40% Max)
	[bookmark: fourWeeksLate]
	

	
	Over 1 week late (0%)
	[bookmark: firstAttempt]
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