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Programme: BSc Cloud Computing
Module: Cloud Computing Architecture
Lecturer: Dr. Muhamamd Azeem Abbas

Student: Carol Cernea (2113437)

Assessment- 2 Design and Deploy a web Application.
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This is a User Guide of Carol UWTSD Web Application Deployed on the MS Azure. In this guide, you
will find all the necessary information on how to create an VM on MS Azure and deploy a Python
web app. This guide will also include screenshots from Azure Dashboard for better understanding
and the screenshot with app running.

Setting up the VM machine on Microsoft Azure

First of all you will need to create an account on https://portal.azure.com, for this Guide we
used a student free subscription.

Step 1 — Create VM Machine

In the search box, you will need to type “Virtual Machines” and click on the first image as
shown in the image bellow.


https://portal.azure.com/
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osoft Azure L0 yic X
WALES TRINITY .

Home > Quickstart Center >

All Services (38) Marketplace (20) Documentation (28) Azure Active Directory (73) Resources (0)
N Build, deploy,

Quickstart Center

Resource Groups (0)

Services Seeall
Pick one of the: & vitual machines # Virtual WANs
“ Virtual networks £} Virtual network gateways
Publish APls & =
environments T Virtual Appointments Builder G Virtual Network Managers
API Managen' g .\ .l ciusters 43 Virtual networks (classic)
Abstract, protect,
make all your clo - Marketplace Seeal
premises APIs dis
consumable by in £ Vircom modusGate Email Security Gateway 3 ViaWorks - Enterprise Discovery
extemal develope
B4 Virto Commerce Cloud B3 VirtaMove Migrate
24 VSM for Microsoft Teams B3 Lansera Virtual Events
B4 VirtaMove Maestro B3 VRdirect - No-code Virtual Reality platform for enterprises
Documentation Seeall
B Continue searching in Azure Active Directory
Searching all subscriptions. A7 Give feedback

https://portal.azure.com/?quickstart=true#blade/HubsExtension/BrowseResourceBlade/resource Type/Microsoft. Compute%2 FVirtualMachines

Click the "Create" button and select "Azure Virtual Machine" from the box given.

e e )

Home >

Virtual machines = X

University of Wales Trinity Saint David

+ Create ~ & Switchtoclassic (0 Reservations ~ 5% Manage view ~ () Refresh | [« v %5 Open query Assign tz [> star S i

ilter for any fiel Subscription equals all Type equals all Resource group equals all X Location equalsall X g Add filter

No grouping -

Name T Type T4 Subscription Ty Resource group 1| Location T Status T Operating system T,  Size Ty Public IP

No virtual machines to display

Create a virtual machine that runs Linux or Windows. Select an image from the marketplace or use your own
customized image.

Learn more about Windows virtual machines o'

A Give feedback

Learn more about Linux virtual machines "

F Search resources, services, and docs (G+/)

Home >
Virtual machines = - X
University of Wales Trinity Saint David
+ Create 2 Switch to classic @ Reservations ~ 33 Manage view D Refresh to % Open query Assign ta
| Filter for any field Subscription equals all Type equals all Resource group equals all X Location equals all 3 g Add filter
No grouping v List view v
- n Azure virtual machine : 4 "
Name T Type ™. Subscription T. Resource Operatin stem T, Size T. Public IP
ype Ty P v Create a virtual machine hosted by Azure P 9% v v
‘ | ) ) '
n Azure virtual machine with preset -
configuration
Create a virtual machine with presets based on
‘ your workloads
n Azure Arc virtual machine
& (Create a new Azure Arc virtual machine in one of
. your non-Azure environments
No virtual
Create a virtual machine that runs Linux or Wi n Azure VMware Solution virtual machine arown
4 Create a VMware virtual machine hosted by Azure

A7 Give feedback
Learn more about Windows virtual machines o'

Learn more about Linux virtual machines o
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Step 2 — Setup the Azure VM
In the "Basics" tab, fill in the required information for your VM:

= o OF WALES TRINITY -

Home > Virtual machines

Create a virtual machine x

Basics Disks MNetworking  Management  Monitoring  Advanced  Tags  Review + create

Create a virual machine that runs Linus or Windows. Select an image from Azure marketplace or Lse your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization, Learn more ¢

@ This subscription may nat be eligible to deploy VMs of certain sizes in certain regions.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
YOUr resources.

Subscription * ( Azure subscription 1 ~
Resource group * (New) R e group ~
Create new

Instance details

Virtual machine name * (.
Region * (US) East US 2 ~

Subscription: select your subscription

Resource group: create or select a resource group.
Virtual machine name: give a name for your VM.
Region: select your region. In my case is UK

Image: select the operating system image for your VM (Ubuntu Server x64 used in this
demonstration)

Size: select the size for your VM (we used the cheapest size)
Authentication type: select "SSH public key"
Username: enter a username for the VM (we used "CarolUser")

SSH public key: enter the public SSH key (we used "CarolSSHKeyD")

= Microsoft Azure P Search resources, services, and docs (G+/)
Create a virtual machine X
subscrigtion * () ~ n
Resoutce group v
[Corotamtsaw
[ teurope) UK south
| oo infrastructure redundancy required v
VM architecture
 drscount
tion pal

[ Review + e | et Dk~ [ —
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Step 2 — Disks
In the "Disks" tab, select the disk type for your VM (we used "Standard SSD").
Click the "Next" button.

e B

Home > Virtual machines

Create a virtual machine

X
Basics  Disks Metworking  Management Monitoring  Advanced Tags  Raview + cremte -
‘Azure Vihts have cne aperating system dick and a temparary disk for short-term storage. You can attach additional data disks.
The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn mos
VM disk encryption
Azure dik storage sncryption automticaly encrypts your data stored on Azure managed disks (O and data disks) at rest by
default when persisting il to the cloud.
Encryption athost @
@ Ercypion at host i ot registered o the selected subscripion.
Leam more about enabling ths eature cf
05 disk
osdisktype ™ © Standard SSD (locally-redundant storage) -
The selected WM size supparts premium disks. We recammend Premium 550 for
high IOPS workloads. Virtual machines with Premium SSD disks qualify for the 95.9%
connectvity SLA.
Delete with vM @ =
Key management Flatform-managed key
Enabe Ultra Disk compatibilty ©
Uktra disk is supported i Availabity Zone(s) 123 for the sslected VM size
Standard._ D513,
Data disks for Carol-uwtsdVM
Yo can add and configure additionsl data disks for your virtual machine or attach existing disks. This VM also comes with 2
temporary disk
W Name Size(GB)  Disktype Hostcaching  Delete with VM O

< Previous Next: Networking >

ve feedba

Step 3 — Networking
In the "Networking" tab, leave the default subnet.

Click the "Next" button.
| oo EEmwmerm

Home > Virtuzl machines

Create a virtual machine

X

Basice  Disks  Networking Management Monitoring  Advanced  Tags  Review + create
Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You en control parts,
inbound and utbaund connectivity with securty group rules, or place behind an exsting load balancing sokution.
Leamn more o
Network interface
Wihen creating a virtual machine, a network interface will be created for you,
virtual network * @ (new) Caral-uwisdvM_group-vnet v

Create new
Subnet* @ {new) default (10.0.0.0/24) ~]
public 1P (new) Carol-uwtsdvh-ip ~]

Create new
NIE network security group 0 QO none

® easic

(O advanced
Public inbound ports * O None

) Allow selected ports
Select inbound ports * ssH22) v
. This vl allow a1l 1P audresses to access yaur virtual machine. Ths s cnly
testing. Use the Ady e Netwarking tab 1o
create s to it inbound traffic o known 1P adcresses.
-

[ ]

B iue feedback



Home > V nes

Create a virtual machine

Enable system assigned managed [m]
identity &
Azure AD
Login with Azure AD @ [m]

) Search resaurces, services, and docs (G+/)

@ FBAC role msignment of Vistusl Machine Adrmiristatoe Login o Vitual Machine
User Liginis recuired when using Azure AD login Learn more of

i AD g row wses SSH cartificate-based suthantication, You wil need 1o use an SSH cient that supparts OpanSSH
ficates. You can use Azure CLI or Cloud Shell from the Azure Portal. Learn more
Auto-shutdown
Enable auto-shutdown =
Shutdown time () 7:00:00 P
Time zone (O {UTC) Coordinated Universal Tme ~
Notifcation before shutdown () =
Email» 2347 ORudentumtsdacuk
Backup
Ensbie backup O
Guest OS updates
Patch orchestration options (3 mags detault -

@ Some patch orchestration options are not available for this image. Learn more =

et e

Step 4 — Monitoring, Advanced and Tag we can skip.

A Give teedback

Home > Virtusl machines

Create a virtual machine

Basics Disks Networking  Management  Monltoring  Advanced  Tags  Review + create
Configure monitaring options for your VM.
Alerts
Enable recommended alert rules. @ O
Diagnostics
Boot diagnostics © (8) Enable with managed storage account irecommended)
(D) Enable with custom storage account
() isable
Enable O guest diagnastics. © O

(R |

Step 5 — Review

In the "Review" tab, review the cost estimates for your VM.

A Give feadback

Select the cheapest version and notice that you will be charged per hour when the VM is on.
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Click the "Next" button.

Create a virtual machine X
© vasciation passed
Basics Disks Networking  Management Monitoring  Advanced  Tags  Review + create

€ Cost given below is an estimate and not the finsl price. Plesse use Priing calculator for all your pricing needs.

Subscription credits apply
0.0123 USD/hr
Pricing for other VM sizes

Prafesred phone number 01267676767

previows || e+ | Downkoad s templat for utcmation e feschack

Step 6 — Validation and Create
In the "Validation" tab, review the validation results.

Click the "Create" button.

Wait for Azure to create your VM. It will automatically will generate a private key so that you
can connect to the VM via SSH.

Congratulations! You have successfully created a Virtual Machine on Microsoft Azure. You

can now connect to your VM using an SSH client.

jome > Virtual machines

Create a virtual machine %

@ vaidtion paset

MNetworking -

Delete public

deleted

Management
Basic (free)
off
off
Disabled
off

Image Default

[P Dounlas s templats for automation 2 e escback
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Microsoft Azure P Search resources, services, and docs (G+/)

Home > Virtual machines >

Create a virtual machine

Generate new key pair

@ A S5H ey pir contins both a public key and
privae by, Amure

Return to reate a virtual maching

Deployment

If deployment is complete you will receive an notification saying that the deployment
succeeded

e B

Notifications X
2, CreateVm-canonical.0001-com-ubuntu-server-focal-2-20230131130220 | Overview # -
et More events in the activity log -+ Dismiss all
B o © o O ety Dok C ek
" @ Deployment succeeded x
& Overview N
. Deployment 'Cr
. @ Your deployment is complete i
- Deployment name: CreateVm-canonical0001-com-ubuntu-server-f..  Start time: 1/31/2023, 1:14:14 PM
£ oupats a Subscrption: Azure subscription 1 Conelation ID: 2atace63-743b-429a-9077-b1b3475395de [H) ===
1 Tempiste Resource group: Carol-uwtsdVM_aroup o minute ago.

- Deployment details
~ Mext steps

Setup auto-shutdown  Recommended

Woitor VM hasith, p network

Run a script inside the wirtual machine  Recommended

I [ e
Give feedback
Tell us about your experience with deployment

VM Dashboard
In the VM dashboard we have useful information about our VM which we already created.
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Home

KA Carol-uwtsdVM 2

Virtual machine

g « & Connect ~
B overview =
@ Activity log
. Access control (1AM) ~ Exsentials
® ng Resource group (move)
£? Diagnose and solve problems. Status

Locatian

Settings

Subscription fmove
& Networking

kN

Caroluntsdvi group
Running
UK South

‘Azure subscription 1

Subscription 1D BINGaZE-T12-4136-81Ta-ca3 T4
Connect

s Tags (edith Click here 1o 2dd tags

® Disks

o sie Properties  Monitering  Capabilities () Recommendations

© Microsaft Defender for Cloud
K3 Virtual machine

® dvisor recommendations .
Computer name

& Extensions + apphications. Health state
@ Continuous delivery Operating system
% availabilty + scaling Publishe
Offer
B Configuration
Plan
Identity
M generation
Il properties WM architecture
B lods Agent status
Agent version
Host group

VM connect to SSH.

Carol-wwtsdvi
Linux

cancnical
0001-com-ubuntu-server-focal

20 04-#ts-gen2

Restart [ stop 5 Capture ] Detete () Refresh

A, CarolswlVM vitual maciine agent status ot ready. Troubleshoot the e >

Tutorials

[} openinmobile [B cusps A Feedback

ISON View
Operating system  : Liux
size  Standard D25 ¥3 [2 vcpus, B Gi8 memony)
Public 1P address : 201622
al + Carol-ywisdVM group-vet/default
DNS name + Mot con

& MNetworking
Public 1P address

Public IP addre:

Private IP address

Virtual network/subnet

DNS name

VM_group-vnetidefault

Configure

Standard D25 v3
2

aGie

To connect to VM through SSH, you will need to Press Connect button and SSH. This will
allow you to create a SSH connection.

e Eommeewom

Home

K2 Carol-uwtsdVM = =

Virtual machine

P search & connect C oresan [Jostop B capture [ oetete () Refresh
B overview ssH & agent status is not reacy. Troubleshoot the issue =
@ aaiitylog RDP
. Access control (AM) Bastion
& Tags Resource group (move) : Carol-uwlsdVM group
£ Disgnose and solve problems Status + Running
Location + UK South
settings
Subscription (meve) ¢ A
R remoding Subscription 1D : b31d1a2b-1712-4136-817a-caa374c2nc3f
Connect
7 Tags (esit) ick here f0 2dd 1395
® Disks
B size Properties Monitoring  Capabilities (7)  Recommendations  Tutorials
© Microsoft Defender for Cloud
K Vietusl machine
@ Advisor recommendaiions Computer name Carol-uwtsdvM
® Extensions + applications Health state .
@ Continuous delivery Cperating system Linux
% avalabisty + saling Publisher canonical
offer 0001-com-ubuntu-server-focal
& configuration
Plan 20_0d-lts-gen2
identity
W ge v
Properties. M architecture %64
B Losks Agent status Not Ready
Agent version Unknown
Operations
Host group None

3 Bastion -

[ openinmetie [ cuses

& reedback

SOM View
Operating system Linux
size Standard D2 v3 (2 vepus, 8 GIE memory)

& Networking
Public IP address

Public IP address (1Pv6)
Frivate 1P address

Private 1P address (IPv6)
Virtual network/subnet

DMS name.

20.162.225.47

10,004

Carol-umtsdVM_group-wmet/default

Configure

Standard D2s v3
2
868
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Now as you can see in the picture below. You will have details about Private key path and an

example how to run in PowerShell this command.

Ssh -| <private key path> CarolUser@20.162.225.47. Bear in mind that you have to

download in your computer the Private Key!

Home > Carol-uwtsdVM

& Carol-uwtsdVM | Connect X

21 s
UNIVERSITY OF WALES TRIMITY

" A To improve security, enablejus-n-time acces on this VM. >

B Overview -

RDP  SSH  Bastion
Access control (1AM ; ith cli
MR Access control (1AM) Connect via SSH with client

@ Bgs
A Suggested method for connecting

£? Diagnose and solve problems.
Azure has checked the status for the mast common prerequisites when connecting using this method.
@ Checking network security group for inbound access from your client's IP address. Leam more
Networking @ The VM's network interface has 2 Public IP address. Leam more o
— © The v s running.

1. Gpen the client of your choice, for example WSL o

rerminal on Mac or Shell on Linux.

2
.4
® Disks
[}
L]
L]
2

size
2. Ensure you have read-onl s to the private key. Chmod is only supported on Linux subsystems (e.g. WSLon
Microsaft Defender for Cloud Windows o Terninal on
Advisor recommendations chmod 400 <keyname:> pem B
& Extensions + applications 3. Provide & path 10 your SSH private key file. Rsplacsreset your SSH private key.

@ Continuous delery Private key path

ssh/<keyname> pem

2

Availability + scaling
4. Run the example command below to connect to your VM.

fiuation
& Configuratio $5h- <prvate key path> CarolUser©20.162225.47 B
dentity
1l Properties can't cannect?
A Locks S Test
2 Trou
Operations & To

K Bactinm ¥  Provide fesdback =


mailto:CarolUser@20.162.225.47
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PowerShell

As you can see in the two image below, the connection between client machine and VM is

successfully. Every command in PowerShell is using CarolUser@Carol-UWTSDVM. That is

the username of client and the VM name.

Few commands has been given for showing the IP address and VM directories.

% 0 & O & zﬂmh:‘n'::um

& Carol-uwtsdVM | Connect

]

& Activity log RDP  SSH  Bast
Connect via SSH with client

&

@suggested method for connecting

Can't connect?

Provide feedback

EX Select CarolUser@Carol-uwtsdVM: /etc (=] X
vaagent . conf

lhdparm. conf trc
attr.conf

zsh_command_not_found
contest.conf
1: lo: <LOOPBACK,UP,LOWER_UP> mtu €

qlen 1000
link/loopback ©0:00:00:00:20:80 brd ©0:00:00:00:00:00

6 qdisc noqueue state UNKNOWN group default

alid_1ft forever preferred_lft forever
1/ cope host
ft forever preferred_lft forever

: ethe: -BROAD{AST,MUL‘ICAST,LE,LL,.-JERiuP» mtu 1500 qdisc mq state UP group defaul

link/ether 6
altname enPSi

Search resources, services, and docs (G+/)

RDP  SSH  Bastion

Connect via SSH with client

@suggested method for connecting

Can't connect?

Provide feedback

E¥ CarolUser@Carol-uwtsdVM: /etc - o X

inputrc
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Deploy Python
Furthermore, for deploying an Python flask app on MS Azure. For deploying any app we

need to make sure that the VM is on.

Using the Bash command successfully we installed and deploy the app. Please see image

below for the code using.

al 2113437@student.u
Iy [9 & O A UNIVERSITY OF WALES TRINITY

l £ Search resources, services, and docs (G+/)

® Carolapp = - X

Web Apr
Search 7 Browse [ Stop () Restart [i] Delete () Refresh . Download publish profile ) Reset publish profile [l Share to mobile
@ Overview

& Activity log B2 Domains

8 Access cantrol (JAM)

Bash v 0?2 & ROk — O X

(.venv) carol [ ~/msdocs-python-flask-webapp-quickstart 1§ flash run
bash: flash: command not found

{.venv) carol [ ~/

* Env ment :

* Running on htt

2

@l; Search resources, services, and docs (G+/) G ® g @ » 2B76sudentws S

me

@ Séfolapp - X

PP
Searck | Cf Browse [ Stop (D Restart i Delete () Refresh ' Download publish profile ) Reset publish profile [ Share to mobile

@ Overview

@ Activity log B2 Domains
A Access control (IAM) Default 1o Zure t
Bash vio?2@LMNOD e

[ ~ 1% git

ing in

bash: cd: python-sample-vscode-flask—tutorial: No such file or directory
carol [ ~ 1§ cd

carol [ ~ 1§ 1s

clouddrive msdocs-python-flask-webapp-quickstart

carol [ ~ 1§ git ht m/.
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3

@l P Search resources, services, and docs (G+/) 5 [’ & O A ﬂ;ﬂﬁ@(:wgg‘;u

Home

® l(\:alrolapp P bS

O Search =1 .

(D Restart TI] Delete (D Refresh L Downlo:

iblish profile ) Reset publish profile [l Share to mobile
@& Overview

E Activity log

A9 Access control (1AM)

—quic

thon-flask-webapp-quickstart 1§ py -m venv

UWTSD App

In the images below you can see that the app is running successfully. As you can see the

URL in my case is my app’s name.

2> C @ s://carolapp.azurewebsites.net = Y = 0O Q
e 57 bow AZ900 Micr. BB Micosoft Certified-. BB Solved: Howtoget. @ Self-Sewvice Portal @) MSN €3 Home | Microsoft 3.. o NSNS, B2 Azure Fundamental »

Welcome to Azure

Could you please tell me your name?

Say Hello

Carol
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&

c

@ https://carolapp.azurewebsites.net/hello

S I7 Exam AZ-900:Micr.. BB Microsoft Certified:...

B8 Solved: How to get...

@ Self-Service Portal

@ MSN & Home | Microsoft3... i Sy

Hello Carol

It is nice to meet you!

54

%

= 0@

B2 Azure Fundamental..



