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[bookmark: _Toc164768614]Introduction 

I have been given a task to look at some of the security features to protect an organization. My task is to explain some of the security features and show where can they be used and how can they protect the users.

[bookmark: _Toc164768615]Task 1

[bookmark: _Toc164768616]Firewalls, access controls, VPNS 

The first and the most common security that comes with any system is a firewall. The firewall is usually included in many devices like smartphone, PCs, Laptops and etc. The role of a firewall is to provide a network security on many devices whose job is to look at incoming and outgoing network traffic. Its job is also to decide whether to allow the traffic to come in or to block it from entering the system. The firewall also comes with routers and other network devices. The firewall will help devices which are connected to the routers network. 
Hence, it will control the flow of the data between the local network and the internet.  The other role of the firewall is to protect the system from hackers and any other malicious software entering into the network as it will block hackers and other softwares from coming in the network. [1] “As stated by cybersecurity & infrastructure security agency they say, Firewalls provide protection against outside cyber attackers by shielding your computer or network from malicious or unnecessary network traffic. Firewalls can also prevent malicious software from accessing a computer or network via the internet.” So, this shows that the firewalls are protection layers where they will protect your network form getting attacked or other people access your data form your devices. [2] “As stated by Cisco they say, A firewall is a network security device that monitors incoming and outgoing network traffic and decides whether to allow or block specific traffic based on a defined set of security rules. Firewalls have been a first line of defence in network security for over 25 years”. So, this shows firewalls are the first line of security as it protects user’s data from getting accessed by hackers. [3] This is the diagram I used form Umi-diagrams. In this diagram, it shows firewall protected user’s data and devices which are connected with the network.
       [image: ]
Figure 1 Firewalls

The next important thing in data security is the access controls. It is an important security measure which will give access to only those individuals who can view the system or have access to use it. These people can either be the Administrator that has a role to control the system and doing many other tasks or those other people who will have access to the system and also the owners of the organization. The other role in access control is that not everyone has access in access control as some employees won’t have access to the other levels where they can change things in the system.
[4] “As stated by Manage engine Data Security Plus the say, Access control in data security is crucial to ensure that data does not end up in the wrong hands or leave the organization. Many organizations store personal data related to their clients or customers, documents containing classified information, and much more.” So, this shows access control has a security role, as only people who run the organization will have access control to the data and it won’t be shared with the employees as it could be a big risk for the security of the data of organization.            
[image: AC Cables and Wiring Diagram]Figure 2 Door Access control

[5] Above is the diagram of a door access control where it shows the level of security. So, the first level of security will be that a person will need to have a card to enter the room and if he/she would like to leave, can use the card to exit the building. The person can also request to exit the building by the security guard at the door. This access control is important in data security because some people in a company will not have access in certain rooms. These rooms can be like server room were only some authorized people are allowed to enter. This locking system is also important as all the cards in the building won’t be able to have all levels of access some of the rooms in a building. 
[bookmark: _Hlk159853018]The next thing which is important in security is VPNS, which stands for Virtual private network. This service is a secure tunnel between a user’s computer and the VPN server. The VPN service helps users to stay private online by encrypting the connection between their devices and the internet. [6] “As stated by Azure they say, on an unsecured network, anyone can see your personal information. A VPN connection defends against this by encrypting your data and hiding your identity which is especially needed for mobile browsing on public Wi-Fi.” So, this shows that the VPN protects users’ data online. It also protects the user’s identity. The other benefit of VPN is that it will protect users from hackers as it will give them an encrypted IP address.
[7] “As stated by Fortinet they say, the benefits of using a VPN are vast. One of the most important is the fact that businesses can effectively secure their network. Without your knowledge, application or website can keep track of your activity online. They can then analyse the data they collect and use it to try to target you with ads. Without a VPN, you may experience an influx of pop-up ads that can interrupt your browsing experience and be a general nuisance.” So, the other benefited of a VPN is that it protects users from pop-up ads which could be infested with many viruses and malwares. If the users accidentally click on it can have a lot of trouble by the virus and malware. So, the VPN will protect the user’s network and their data in the system. 
[image: Virtual private networks (VPN). <br>Computer and Network Examples *]Figure 3 VPN Diagram



[8] This is a diagram that shows how a VPN connection works. So, now I will be explaining how this would work in the diagram. The laptop in the diagram will connect to a VPN. The VPN service will give a user an encrypted connection between their device and to the internet. The VPN service is mostly provided in a remote location. As you can see in the diagram the building is a remote service which is providing the VPN connection. When users will connect to the VPN service the user’s data will be stored in the server which is provided by the VPN service.   
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The next type of security which is important in data security is physical security. This type of security can be like protecting the building sites and equipment in the building. Access control could be used as physical security. This would be like locked doors so unauthorized people can’t enter the room without ID. So, only those people with the id cards will be able to enter some rooms in the build but they won’t have any access to the server rooms or any other rooms which are private for only authorized people. The other type of security is surveillance system. This will be security cameras and monitoring system which keeps track of activities outside and inside the building. The surveillance system will also be in the server rooms and other areas which are private with important information in the system.
[9] “As stated by Michael Cobb he says, Physical security is the protection of personnel, hardware, software, network and data form physical actions and events that could cause serious loss of damage to an enterprise, agency or institution. This includes protection from fire, flood, natural disasters, burglary, theft, vandalism and terrorism. While most of these are covered by insurance, physical security’s prioritization of damage prevention avoids the time, money and resources lost because of these events.” So, Physical security is like a protection layer to prevent crimes from happening. As physical security can protect people in the building and help from any natural disasters which could lead to any hardware or data loss. 
The other type of physical security which is important is environmental controls. This could be like doing PAT test on equipment’s to check if they are safe to use and they don’t have any problems with the equipment. [10] “As stated by Human Focus they say Portable appliance testing (referred to as Pat or Pat Testing) is an inspection of electrical appliances to see if they’re safe to use. A Pat test aims to prevent electrical incidents such as fires, burns and electric shocks. These incidents in the workplace can cause physical injuries and property damage.” Therefore, this shows that a Pat test is important as it protects electrical systems and also provides safety for the users. 
The other type of environmental control which would be needed in physical security is cooling system in the server rooms. As this room will need to have a cooler temperature so that system don’t get over heated and caught fire. Air conditioners must be used to keep the area with appropriate temperature.  This will maintain the system cool. So, the servers don’t get over heated which could cause serious problems. [11] “As stated by ACS they say, Equipment in server rooms produce a lot of heat. Maintaining a cool environment will ensure your servers and equipment stays protected from overheating. Damage to your equipment from overheating can be detrimental to your business.” So, this shows that protecting the server system is important because if it gets over heated this could cause serious problems to business and it could lead them to a disaster.
The other thing which comes under physical security is Physical intrusion detections systems. This system includes CCTV cameras, doors alarm, fire alarm and motion detectors. These are few of the security system which can be used in physical security to help business and companies.  For example, CCTV cameras can prevent crime as they can let security guards know if any unauthorised person is entering in the building. CCTV cameras are also good as they will let security guards know if anyone as breaks into any building. [12] “As stated by Loge service they say, in addition, CCTV cameras are instrumental in preventing burglaries, home invasion, and robberies. They also deter internal theft and prevent employee stealing. The visual evidence provided by CCTV footage is valuable in solving crimes and increasing the chances of catching the perpetrators.” So, this shows that having CCTVs are important in Physical security as they prevent theft and also help maintain good security in the company that will protect everything. 
The next system that is important is security is door alarms. As this will detect any objects that are not allowed in the building. These are also good as they will detect any weapons as the door alarms will have metal detect to check for any foreign objects or any objects that are not allowed in the building. The next thing that is important are the fire alarms as they will help people in the building and also help security guards to plan what to do in emergency situation.  All the workers must know about the fire safety procedure, also the security guard will need to guide workers to the exit point so they can go to assembly point.
The other important aspect in physical security is properly disposing equipment. This equipment could be like company’s old hardware which stores. So, the way they can dispose the equipment properly is by shredding the hardware as this will dispose the equipment probably and it won’t have any data in the system. This procedure is also best for the metal recycling [13] “As stated by Evernex they say, as we’ve established, it’s important to destroy data to ensure it cannot be recovered for malicious purposes, and It’s also important to ensure that the hardware is subsequently recycled or directly reused to avoid the creation of additional e-waste.” So, this shows that hardware should be disposed properly as this will help the environment and it will also help the company feel safe as no data would be on the hardware. This would also be useful because no company data will be leaked or be misused in any malicious purposes. 
Finally, the other important aspect in physical security is inventory management. This would be like taking care of the hardware by protecting the user’s data or any other sensitive data which might be stored in the system. The other inventory management procedure which is important is hardware security management. This can be done by checking all visitors passing through the metal detector walkthrough system whoever will be entering or leaving the building. So, this will ensure that no hardware is stolen by any visitor, customer or employee. It is important that no data should be leaked or stolen by any third party otherwise it can cause serious damage to the company and its reputation. Any leaked data could be or misused by any rival companies or by criminals which could cause the company serious harms. [14] “As stated by Balbix they say, in IT, asset inventory management refers to the tools and processes needed to keep an up-to-date record of all hardware and software within the enterprise. Typically, this includes every software license and device on and off the network, whether mobile or fixed, managed or unmanaged, as well as IoT, ICS, etc.” So, this shows that the company will need to keep up to data with the latest hardware and software to run their business smoothly and effectively. Keeping system up to date will help the company build a strong security to protect their workers and their data stored in the hardware system.
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Figure 4 Organizational Structure


This is the organizational structure diagram which I designed. So, now I will explain how this will be functioning. Its first role is risk management as they assess and moderate cybersecurity risks by looking for vulnerabilities and assessing potential threats. The other role they will have is safeguarding against security breaches. This will be like software that can protect the systems like firewalls and antivirus software. The other CISO will have its policy and compliance management for this role they will establish information security policies and guidelines to follow laws and regulations such as GDPR and other security rules to protect the user’s data. Now I will explain the role of the security analysts. Their role is that they will identify risks and fix problems which can be like monitoring systems and networks to check if the systems are working properly with the network. [15] “As stated by Laiba Siddiqui she says, security analysts are experts who identify and fix problems within security systems by analysing risks, vulnerabilities, threats and incidents. They perform a ton of security analyses to recommend solutions for preventing cyberattacks” So this shows Security analysts protect user’s data from cyberattacks and other vulnerabilities that users might face. The security analyses will also be protecting user’s systems and their data which will be stored in the systems. The other job role which a security analyses will be doing is to collaborating with other teams to address security problems which could happen to computer systems. 
This is very important and useful because the team can work together and solve any issues. The next job role is Compliance Officers. Their job is to train employees in compliance policies and procedures. This will protect workers from accidents or any injures that they could face at work. [16] “As stated by Moritz Homann he says, Compliance Officers are responsible for ensuring that all corporate processes and procedures comply with the law. And not only the law – a Compliance Officer is also responsible for ensuring that company operations comply with internal standards too.” So, the role they will have is the Risk Management which will be like identifying risks for example, providing privacy to protect staff and users.
 The next job in the diagram is incident response. Their role is to investigate the nurture and monitor the incidents. So, they will identify incidents and look at what they could do better to protected users’ data and the systems. The other job they will do is to collaborate with other groups such as security analysts, compliance officers and the CISO for incident decision. So, this will help them to plan better and it will also help keeping the company safe. They will also have a good communication with other teams. [17] “As stated by Cynet they say, an incident response team is responsible for responding to cyber security incidents, such as data branches, cyber-attacks, and system failure.” So, this shows that the incident response team will respond to cyber security incidents like data breaches so that they can protect the company data and users.           

[bookmark: _Toc164768620]Policies and Procedures 
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These are the policies and procedures diagram that I designed. Now, I will explain the role of these jobs in this diagram. The first role in the diagram is top management. Their role is to set tactical planning for data security and provide a high level of data security policies to protect the company’s data and protect workers as well. These policies will help workers to work professionally and follow data protection rules which are set by the organization. This will also help the company to protect their data so it is not be leaked out to other organizations. 
 The next role in the diagram is IT department there responsible is to accomplish technical controls and do assessments outlined in security policies and strategy. To ensure that the systems and networks comply with the security standards and guidelines, the jobs which the IT Department will do is to set level of access for workers as they won’t have the same authorities as the Administrator. 
The other job they will have is to protect the systems from hackers or any malicious viruses entering the systems or networks. [18] “As stated by Electric they say, IT departments are responsible for managing the organization’s critical apps and communications systems, including email, instant messaging, and video conferencing. IT departments ensure that these systems are available and reliable, and that they are secured against hacking and other cyber threats. As part of the onboarding process, IT departments also set employees up with login credentials and appropriate levels of access to the relevant apps.” So, this shows that the IT department will protect employee’s system from hackers and cyber threats which could affect the company. They also set up workers login credentials so that they have strong logins and passwords hence others can’t access their systems.   
The next role in the diagram is human resources. Their job role in the company is to do employees’ training and awareness programs on data security policies and procedures. The human resources will train their employees to protect users’ data by storing it securely where it won’t be leaked to other organizations. [19] “As stated by Michelle Greenlee she says, HR is often involved in enforcing company policies around data mishandling or abuse. Good cybersecurity starts with employees. Human resources are often a resource for employees to improve job-related skills, which can include specialized training for internal systems.” Hence, this shows that HR handle users data very securely so it gets protected and not mishandled or abused be other people.  
The last role in the diagram is Data security team. Their role is drafting, updating and implement data security policies and procedures. The workers in this team will be data security analysts, administrators and etc. The job role they will perform is to control cyber security threats. Hence, protecting network systems from hackers and viruses. The other job they will do is to monitor suspicious activities so they can protect workers and the company’s data.
[bookmark: _Toc164768621]Compliance (Laws and Ethics)
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Figure 6 Compliance Laws and Ethics

This is the diagram of Compliance laws and ethics that I suggested for this company. Now I will explain the role of jobs in the diagram. The first role is the top Management. Their job is to set a tone of ethical behaviour and assure compliance with laws which are relevant to data security. The top management will guide workers to ensure that all employees follow the company’s policies. Hence, they will be able to handle personal data properly. 
They will also set a number of rules which the employees have to follow. Like GDPR where they would have to protect users’ personal data by securely using it and not sharing it with other people. They will also have good cyber security measures so they can protect user’s data from threats and other suspicion activates.        
The next role in the diagram is legal and compliance team. Their job Is to ensure that the organizational data security is practiced and followed properly. Hence, they are following GDPR, HIPAA and other relevant laws. The Legal and compliance team will protect data privacy of the users by not sharing it with other organization. They will also follow privacy laws where they are not allowed to share user’s data with other people or other organizations.
 The last role in the diagram is employee’s base. Their role in data security is to follow the laws and ethical guidelines which are set by the company. They will also have to follow rules how to handle sensitive data and also report any violations to other management.  
[bookmark: _Toc164768622]Governance and Strategic Planning for security 

The next role in data security organization is governance and strategic planning for security. The most responsible person who is in charge of this role is board of directors. Their role is taking responsibilities for managing and approving the company’s data security policies, strategies and budgets. They will also guide the organisation in cybersecurity strategy, policies and practices. So, they will be able to keep the company data security and it will be less vulnerable to cyber security attacks. The next role in this job is chief information security officer. Their job role is to report directly to the board for any data security risks which company might have faced. The other role of the chief information security officer is to ensure smooth data practices so they will be able to protect the company’s data. They will also ensure to train employees in good cybersecurity measures where they will show employees how to handle user’s data and follow the policies and procedure which have been put in place by the Board of Director.     
The last role for this job is employees’ training and awareness. This role is where they will educate and train employee in data security measures. They will guide them with the rules they would need to use to handle user’s data securely. They will also train them security awareness like policies and produces where they train employees with security rules and how to handle data properly. As it should not be shared with other people because this would be against the GDPR rules.

[bookmark: _Toc164768623]Risk Management

The next role in data security organization is risk management. The first role for this job is risk management committee. This team will be IT, legal, compliance and operations department. This department’s role is to oversee the risks that the company could face and find a way to protect the company’s data from being leaked. [20] “As stated by RAPID7 they say, information security risk, or ISRM, is the process of managing risks associated with the use of information technology. It involves identifying, assessing and treating risks to the confidentiality, integrity, and availability of an organization’s assets.” Therefore, this shows that Risk Management department will also monitor trending risks and ensure a way to fix this to make the company more secure. 
The next role in risk management is the Chief Risk officer. Their job role is to report directly to the executive leadership where they are responsible for developing and applying the organization risk management strategy. With a specific focus on data security risks like malware, data breaches, phishing and other virus that can affect the company’s systems. [21] “As stated by Stephen Conmy she says, Increasingly, CRO are involved in evaluating and mitigating the risks posed by hackers and data breaches. As a critical part of the CRO’s job, the information protection strategy and risk assurance efforts have evolved, as have the abilities for identifying vulnerabilities and threats to a company’s data.” So, this shows the Chief Risk officer will identify vulnerabilities and data breaches and try to protect the company’s data and systems that might be affected with viruses or hackers trying to access the company’s data.   
[bookmark: _Toc164768624]Contingencies Planning

The next role in data security organization is contingencies planning. The main role of Chief Contingency Officer is to train employees in good security measures. Where they will train employees in keeping strong passwords and logins in their systems and following better data security rules to keep the company’s data safe. 
The other job role that the Chief contingency officer is planning the systems safety from any nature disasters. The chief contingency officer will plan to protect the systems by using air conditioners in the server room to keep the system cool. This will protect the systems from overheating in hot weather and maintain the systems safety.  
The other important role in contingencies planning is the communication team. Their role will be communicating with stakeholders during data security incidents that the company might have faced. So, the communication team will maintain a good trust with stakeholders by documenting, accountability and honesty to resolve any issues which the company might have faced.  

[bookmark: _Toc164768625]Protection Mechanisms 

The next main role in data security organization is protection mechanisms. The first role in the IT department is to manage technical security solutions such as firewalls, intrusion detection system, encryption and endpoint protection. So, these are some of the tasks that the IT department will be doing to protect the organizations network and their data. [22] “As stated by Ico they say, encryption is a mathematical function that encodes data in such a way that only authorised users can access it. It is a way of safeguarding against unauthorised or unlawful processing of personal data, and is one way in which you can demonstrate compliance with the security principle.” Therefore, this shows that encryption is a way to protect user’s data from getting access by any unauthorised person and getting misused.
The next main role in protection mechanisms is the network security team. Their job is to focus securing the company’s network systems which are routers, switches, and wireless access points etc. This will help prevent any unauthorized access and data breaches that could cause the company great loss. 
The network security team will also install antivirus software in the computers systems so that the computers don’t get infected with viruses and phishing attackers. These can trick workers by fake emails which could be filled with malicious viruses which could affect the computer systems. The other way the network security team will protect the company’s network is by firewalls. As firewalls will protected the network systems from hackers getting access to the network system.
[bookmark: _Toc164768626]Conclusion    

In conclusion, these are some of the roles in data security organization which will protect the company’s data. These rules and regulations set by the government must be followed to protect users’ data and also needed to follow GDPR rules to protect users’ data.
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