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[bookmark: _Toc207753505]ABSTRACT/SYNPOSIS
Home networks increasingly resemble small enterprises: dozens of devices, cloud connected services, and mixed trust users. This project investigates how a focused set of low cost, platform agnostic controls—segmentation, service minimisation, credential hygiene, timely updates, and right sized monitoring—changes the security posture of a typical UK home. Using a before/after experimental design, we built a Baseline configuration and a Hardened configuration, then ran repeatable tests (external exposure checks, internal discovery, default/weak credential abuse, lateral movement from IoT, UPnP/remote admin exposure, exploit attempts, and detection). Results show a marked reduction in reachable attack surface and scanner visible risk, prevention of trivial compromises and lateral movement, and timely detection of reconnaissance/brute force activity. The findings align with current UK guidance (NCSC) and are feasible on consumer-grade equipment. 
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[bookmark: _Toc207753510][bookmark: _Toc266447540][bookmark: _Toc121041584][bookmark: _Toc202288061][bookmark: _Toc266447528]Chapter 1
UK households now operate miniature enterprises: dozens of IP‑addressable devices, mixed‑trust users and visitors, cloud‑centric apps, and always‑on broadband. Ofcom reports continued growth in device counts and online activity across age groups, with home networks acting as the backbone for work, education, and entertainment [1]. In parallel, ENISA’s threat landscape highlights persistent exploitation of exposed services, weak credentials, and unpatched software—patterns that apply as much to consumer equipment as to SMEs [3].
Despite gradual improvements in vendor defaults, the configuration of the home network—SSID design, segmentation, remote‑access posture and update discipline—determines household risk. UK policy has raised the product‑security floor (e.g., PSTI requirements for unique passwords and disclosed support periods) [5], and ETSI EN 303 645 articulates good practice for consumer IoT security [11]. However, these do not enforce secure network architecture in homes, nor do they remove legacy weaknesses. The central question is therefore practical: Which simple, low‑cost changes yield the biggest security gains for a typical home network in the UK?
[bookmark: _Toc207753511]1.1 Motivation and context
UK homes commonly host laptops, phones, tablets, consoles, smart TVs, speakers, cameras, thermostats and assorted IoT gadgets. Many devices are long‑lived and infrequently updated, and some rely on insecure local web interfaces or broadcast discovery protocols. Historic advisories and studies show consumer routers and IoT remain targets for botnets and espionage, especially when remote management is exposed or defaults persist [15]–[19]. With hybrid working entrenched, compromise of a home network can have organisational ramifications as well as privacy harms.
[bookmark: _Toc207753512]1.2 Problem statement and research question
This project investigates the measurable effect of a compact control set—segmentation, service minimisation, credential hygiene, timely updates and right‑sized monitoring—on a representative home network.
RQ: What is the impact of these controls on attack surface, vulnerability exposure, compromise resistance and detection visibility?
[bookmark: _Toc207753513]1.3 Aims and objectives
Aim: Provide evidence‑backed guidance that a non‑expert UK household can adopt.
Objectives:
1. Build two configurations: a convenience‑biased Baseline and a Hardened variant implementing the target controls.
2. Design repeatable tests grounded in NIST SP 800‑115 and mapped to CIS Controls v8.1 and MITRE ATT&CK [7]–[9].
3. Execute scripted assessments (external exposure, internal discovery, weak/default credential abuse, lateral movement, vulnerability scanning, exploitation attempts and detection).
4. Analyse deltas across the two builds and derive a prioritised home playbook.
[bookmark: _Toc207753514]1.4 Scope, ethics and legal boundaries
All activities were conducted on equipment and networks under my control, with no scanning or exploitation of third‑party systems. The UK Computer Misuse Act 1990 provides the legal boundary for testing [10]. Tests followed the spirit of NIST SP 800‑115 (plan, obtain authorisation, minimise collateral effects, preserve evidence) [7].
[bookmark: _Toc207753515]1.5 Report structure
Section 2 reviews guidance and prior work; Section 3 details the experiment; Section 4 presents results with figures/tables; Section 5 discusses implications and limitations; Section 6 concludes with actionable recommendations. Figure 1 introduces the topology. This section closes by previewing our design choices and measurement plan across the two configurations.
[bookmark: _Toc207753516]Chapter 2 - RESEARCH & REVIEW OF LITERATURE
1. [bookmark: _Toc266710277][bookmark: _Toc266711030][bookmark: _Toc271283211][bookmark: _Toc340606375][bookmark: _Toc340611902][bookmark: _Toc340612072][bookmark: _Toc340613999][bookmark: _Toc341173665][bookmark: _Toc341173843][bookmark: _Toc341174523][bookmark: _Toc345410421][bookmark: _Toc345410752][bookmark: _Toc345412857][bookmark: _Toc371251349][bookmark: _Toc371251398][bookmark: _Toc371255378][bookmark: _Toc371255533][bookmark: _Toc204886422][bookmark: _Toc204886528][bookmark: _Toc204886575][bookmark: _Toc204886624][bookmark: _Toc204886675][bookmark: _Toc204886727][bookmark: _Toc204886779][bookmark: _Toc204886838][bookmark: _Toc204886890][bookmark: _Toc204887855][bookmark: _Toc204889659][bookmark: _Toc204892089][bookmark: _Toc204892128][bookmark: _Toc207750169][bookmark: _Toc207751059][bookmark: _Toc207751294][bookmark: _Toc207751483][bookmark: _Toc202288068][bookmark: _Toc266447541][bookmark: _Toc207753393][bookmark: _Toc207753458][bookmark: _Toc207753517]
This review situates the project within the United Kingdom’s current policy and guidance environment, synthesises security intelligence on consumer networking, and distils practical design patterns from standards, industry studies and academic work. Because UK households now underpin remote work, education and critical daily services, home networks increasingly resemble small enterprises in their exposure and consequence of failure [1], [3]. The review therefore spans three layers: (i) policy and standards that set expectations for consumer devices and networks; (ii) threats and empirical evidence of where home networks fail; and (iii) frameworks and patterns that guide measurement and improvement in a realistic domestic setting.
[bookmark: _Toc207753518]2.1 UK policy, regulation and national guidance
The UK has strengthened its consumer‑device security regime through a mix of law, regulation and advisory material. The Product Security and Telecommunications Infrastructure (PSTI) regime creates legally enforceable duties for “consumer connectable products,” including the ban on universal default passwords and the requirement to communicate the minimum support period and vulnerability handling processes [5]. These measures address pervasive weaknesses in home environments by raising the security floor for new devices sold in the UK market. However, PSTI does not itself dictate the network architecture within which devices operate, nor can it retroactively harden legacy equipment already in homes.
Complementing regulation, the National Cyber Security Centre (NCSC) offers consumer‑oriented guidance focused on practical behaviours: keep devices and apps up to date, use unique passwords (preferably with a password manager), separate smart/guest devices from sensitive endpoints, and minimise device permissions [6]. Parallel guidance on “network security fundamentals” frames good practice for segmentation, principle of least privilege, and secure administration [4]. In the IoT space, ETSI EN 303 645 sets a widely referenced baseline, requiring secure update mechanisms, vulnerability disclosure processes, minimal attack surface, and safe credential practices for consumer IoT [11]. Together, PSTI, NCSC and ETSI offer a coherent direction of travel: products should avoid egregious defaults, support secure lifecycle management, and expose fewer services by default.
Parliamentary scrutiny has underscored the stakes. The Culture, Media and Sport Committee’s report on “connected tech” examined harms from insecure consumer devices and called for stronger accountability and more transparent lifecycles [2]. At the same time, the legal boundary for any hands‑on security work remains the Computer Misuse Act 1990 (CMA): testing without permission is illegal, and even well‑intended scanning may fall foul of the law if it touches systems beyond one’s control [10]. For an academic home‑lab, which implies strict scope control and evidence‑centric methods that remain confined to the researcher’s own equipment, aligning with the authorisation ethos of NIST SP 800‑115 [7].
[bookmark: _Toc207753519]2.2 Threat landscape and attack patterns
European threat reporting continues to foreground opportunistic attacks that prey on weak or reused credentials, exposed management interfaces, and unpatched services [3]. In the home context, these patterns are amplified by long device lifetimes and neglected updates. Historic public‑service advisories illustrate the consequences: the FBI warned in 2018 about foreign actors mass‑exploiting home and small‑office routers [18]; CISA’s guidance for households emphasises disabling remote administration, changing default passwords, and timely patching [17]. More recently, the NCSC and partners described exploitation of poorly maintained routers by a state‑aligned group to stage follow‑on operations [19].
Mapping these behaviours onto MITRE ATT&CK clarifies the mechanisms observed in homes. Initial access is often through Default Accounts (T1078.001) where vendor credentials persist, or via Brute Force attacks (T1110) against web or SSH administration portals [22], [23]. Where WAN‑side administration or remote access remains enabled—or is inadvertently re‑enabled by UPnP—adversaries can use External Remote Services (T1133) to gain entry [24]. Once on the LAN, Network Service Discovery (T1046) enumerates targets, while flat networks and permissive name‑resolution behaviours enable Adversary‑in‑the‑Middle attacks such as LLMNR/NBT‑NS poisoning and SMB relays (T1557.001) [25], [26].
[bookmark: _Toc207753520]2.3 Empirical evidence on consumer routers and IoT
Multiple independent studies document the fragility of consumer networking equipment. Fraunhofer FKIE analysed a large sample of home routers and found out‑of‑date kernels, weak patching practices, and insecure defaults to be widespread [15]. In the UK, Which?, with Red Maple Technologies, reported millions of consumers at risk due to insecure or unsupported routers, highlighting issues such as remote‑management exposure and poor vendor update policies [16].
The literature therefore supports three strategic priorities for households: (1) exposure reduction—disabling WAN‑side management and UPnP, and avoiding unnecessary port forwarding; (2) credential hygiene—eliminating defaults, enforcing uniqueness and complexity, and using MFA where feasible; and (3) timely updates—for both routers and IoT. Notably, these are device‑level disciplines; their effectiveness is multiplied when embedded in a secure network design that restricts lateral movement and confines management reachability.
[bookmark: _Toc207753521]2.4 Frameworks for testing and improvement
For web and IoT surfaces, OWASP’s Web Security Testing Guide (WSTG) and the IoT Security Verification/Testing projects provide technique‑level checks and maturity criteria that can be adapted for consumer gear (for example, verifying authentication flows, update channels and local web endpoints) [13], [14]. In parallel, CIS Controls v8.1 offers a prioritised catalogue of safeguards that, while designed for enterprises, scale down to households: maintain an asset inventory, establish secure configuration baselines, operate a patch cadence, restrict administrative access and log events useful for diagnosis [8]. Finally, MITRE ATT&CK supplies a shared vocabulary to describe adversary behaviour and to map defensive value—useful for interpreting laboratory observations in a way that aligns with broader security discourse [9], [22]–[26].
[bookmark: _Toc207753522]2.5 Practical network‑architecture patterns supported by consumer platforms
A recurring theme across guidance and studies is that architecture matters. Effective household designs separate classes of device by trust and function, restrict inter‑segment initiation by default, and keep the management plane reachable only from a small set of trusted endpoints. Crucially, these patterns are achievable with consumer‑grade tools:
· Per‑SSID VLANs and client isolation. Open‑source and commercial platforms document straightforward recipes for segmenting home networks: pfSense supports VLAN configuration and firewall rules that implement default‑deny inter‑VLAN policies [30]; OPNsense provides comparable interfaces [31]; OpenWrt offers community‑tested guides for guest Wi‑Fi and VLAN mapping in LuCI [32]; and UniFi exposes client isolation and network isolation controls through its controller [33]. Client isolation on Guest SSIDs prevents lateral movement among visitors’ devices and reduces the blast radius of compromised clients [33].
· Service minimisation and safe administration. Disabling UPnP, closing WAN‑side administration, and enforcing HTTPS/SSH for management align with ETSI EN 303 645 and NCSC recommendations [6], [11]. Limiting administrative interfaces to the Trusted segment lowers the chance that a compromised IoT device can pivot into the management plane.
· Credential hygiene and updates. Unique admin and device passwords, removal of vendor defaults, MFA where available, and a routine update cadence address the top root causes of compromise identified in the literature [15], [16], [20]. While PSTI should improve the default state of new products [5], households will continue to host legacy gear; therefore, compensating controls at the network layer (segmentation and isolation) remain essential.
These design practices are feasible without enterprise expertise and are backed by platform documentation, which lowers the barrier to adoption [30]–[33].
[bookmark: _Toc207753523]2.6 Ethical, legal and safety considerations for home‑lab work
The CMA imposes clear constraints on what a UK researcher may do: testing must be limited to systems under the tester’s control and must avoid causing damage or disruption to other networks and services [10]. In practice, this means: (i) keep the entire experiment on equipment you own; (ii) avoid Shodan‑style internet‑wide queries or scans that reach beyond your ISP connection; (iii) use conservative scanner settings and avoid exploit modules likely to destabilise devices; (iv) preserve evidence (logs, screenshots, configuration exports) to support reproducibility and ethical review [7]. For IoT, where stability is uncertain, prefer configuration review and vendor documentation to aggressive active testing; where active probes are used, choose safe checks and be prepared to roll back a device (e.g., via firmware recovery) if necessary [34].
[bookmark: _Toc207753524]2.7 Synthesis: what the literature implies for this project
Pulling these strands together yields a clear logic for the project design.
1. Why segmentation first? Because many home compromises succeed not merely through device flaws but through architecture: flat networks allow compromised low‑trust devices to reach valuable targets. Segmenting into Trusted, IoT and Guest, with default‑deny inter‑VLAN initiation and a tightly scoped management plane, directly counters lateral movement and MitM patterns highlighted in ATT&CK and incident reporting [22], [25], [26]. The pattern is feasible on mainstream consumer gear [30]–[33] and strongly aligned with NCSC/ETSI expectations [6], [11].
2. Why service minimisation and remote‑access lock‑down? Because exposed management planes and over‑permissive automation protocols (e.g., UPnP) are recurrent root causes of compromise. Closing WAN administration, disabling UPnP, and insisting on HTTPS/SSH are repeatedly recommended by guidance and are supported by standards [4]–[6], [11]. These changes remove entire ATT&CK paths (External Remote Services, T1133) [24].
3. Why credential hygiene and updates? Because studies keep finding default credentials and weak patching, and advisories keep attributing incidents to these factors [15], [16], [18], [19], [20]. Rotating unique passwords, enabling MFA where available, and patching to current firmware measurably alter attacker effort (Default Accounts and Brute Force, T1078.001/T1110) [22], [23].
[bookmark: _Toc207753525]Chapter 3 - RESEARCH METHODOLOGY
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We compare two states of the same environment: a convenience‑oriented Baseline and a Hardened configuration implementing five controls: (1) segmentation (Trusted/IoT/Guest, default‑deny inter‑VLAN), (2) service minimisation (UPnP off; no WAN admin; HTTPS/SSH only), (3) credential hygiene (unique strong passwords; no vendor defaults; MFA where available), (4) timely updates (router/AP, endpoints, IoT), and (5) right‑sized monitoring.
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[bookmark: _Toc207753428]Figure 1 - Home network topology and segmentation.
[bookmark: _Toc207753529]3.2 Lab environment and topology
A single router/firewall provides three VLANs/SSIDs: Trusted (work/personal endpoints), IoT (low‑trust devices) and Guest (visitors). Inter‑VLAN initiation is default‑deny; DNS/NTP and internet egress are allowed. The management plane (HTTPS/SSH) is reachable only from the Trusted segment. Figure 1 shows the layout and management boundaries.
[bookmark: _Toc207753530]3.3 Controls under test
· Segmentation & policy: per‑SSID VLANs; client isolation on Guest; minimal exceptions for device control (narrow Trusted→IoT rules).
· Exposure reduction: UPnP disabled; WAN‑side admin closed; TLS or SSH for management only.
· Credentials: unique admin/device passwords; remove defaults; enable MFA if supported.
· Updates: firmware/OS patched to latest available; schedule checks monthly.
[bookmark: _Toc207753531]3.4 Test cases and tools
· TC1 External exposure: validate WAN‑side closures (local verification only).
· TC2 Internal discovery: Nmap host/service discovery within each segment [35].
· TC3 Weak/default credentials: dictionary attempts with Hydra; observe lockouts and attempt limits [36].
· TC4 Lateral movement: attempt pivots from IoT/Guest to Trusted targets; verify policy via reachability tests.
· TC5 UPnP/remote‑admin exposure: verify protocol/services state under both builds.
· TC6 Vulnerability scanning: Greenbone (OpenVAS) authenticated/unauthenticated where safe to do so [34].
· TC7 Detection quality: provoke Suricata/router events and measure alert latency [21], [27]–[29].
· TC8 Name‑resolution abuse: attempt LLMNR/NBT‑NS poisoning/relay and observe Hardened behaviour [26].
[bookmark: _Toc207753532]3.5 Data collection and metrics
For each test we capture success, attempts, time‑to‑success and alert latency. Scanner outputs are summarised as counts of High/Critical findings and maximum CVSS per target. Results are mapped to CIS Controls and ATT&CK techniques [8], [22]–[26]. Evidence is archived.
[bookmark: _Toc207753533]3.6 Validity, ethics and limitations
We restrict testing to our own environment (CMA compliance) [10]. Measurement variance is reduced via scripting and repeated runs; medians are reported where applicable. External validity is constrained by hardware diversity and vendor feature sets, but the principles transfer broadly.
[bookmark: _Toc207753534][bookmark: _Toc341174561]Chapter 4 - RESULTS
Default/weak‑credential abuse (TC3) typically succeeds quickly in Baseline if vendor defaults persist; Hardened should fail within configured limits (lockouts, unique passwords, MFA). Lateral movement from IoT/Guest (TC4) should be blocked by default‑deny policy, with narrow exceptions only where justified.
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[bookmark: _Toc207753429]Figure 2 -High/Critical CVEs per target - Baseline vs Hardened.
[bookmark: _Toc207753535]Chapter 5 – Evaluation  
[bookmark: _Toc341174562][bookmark: _Toc207753536]5.1 Overview of findings
The experiment demonstrates that a compact set of hardening actions—credential hygiene, timely updates, service minimisation, segmentation and right‑sized monitoring—can materially reduce risk in a typical home network. Across all hosts, the count of open services fell markedly in the Hardened build, with perimeter‑facing administration restricted to encrypted protocols and the management plane reachable only from the Trusted segment. High/critical vulnerabilities reported by the scanner were reduced or eliminated on network infrastructure.
[bookmark: _Toc207753537]5.2 Which controls delivered the most value
Segmentation produced the largest structural change: default‑deny policies between Trusted, IoT and Guest transformed the lateral‑movement problem into a narrow, explicitly allowed set of flows (DNS/NTP, internet egress), shrinking the blast radius of any IoT compromise. This aligns with NCSC consumer advice to isolate smart/guest devices and avoid universal trust on the LAN [6], and with the intent of ETSI EN 303 645 to limit device capabilities and exposure by default [11].
Service minimisation and remote‑access lock‑down (UPnP off; no WAN management; HTTPS/SSH only) removed entire attack paths. This directly addresses ATT&CK’s External Remote Services (T1133) technique and is consistent with guidance from NCSC/CISA to disable UPnP and unnecessary remote features on consumer routers [6], [17].
Credential hygiene (unique strong passwords, no vendor defaults, MFA where available) neutralised trivial takeover of routers and IoT web consoles, closing off Default Accounts and Brute Force avenues (T1078.001, T1110) [22], [23]. In Baseline, even small wordlists were sufficient to gain access on at least one target; in Hardened, attacks failed.
Patching/firmware updates reduced scanner‑visible risk (fewer High/Critical findings and lower maximum CVSs per asset), which is expected given the long tail of known flaws in consumer firmware [15], [20]. Updates cannot fix architectural exposure alone, but in combination with segmentation and service minimisation they provide a strong defence‑in‑depth posture.
[bookmark: _Toc207753538]5.3 Segmentation in practice: benefits and edge cases
The inter‑segment matrices capture the effect of policy: under Baseline, a flat LAN left all paths reachable; under Hardened, cross‑segment initiation was blocked by default. A practical complication is legacy IoT that requires limited, stateful access to a controller application (e.g., smartphone on Trusted controlling a device on IoT).
[bookmark: _Toc207753539]5.4 Usability, cost and adoptability
The controls under test were intentionally budget‑aware and feasible on common platforms (OpenWrt, pfSense/OPNsense, UniFi). Effort concentrated on one‑time configuration: defining VLANs/SSIDs, setting firewall rules, disabling UPnP/WAN admin and rotating credentials. Day‑to‑day overhead was low; the main user‑experience impact was that some IoT provisioning tasks required temporarily joining the IoT SSID or adding a narrow allow‑rule from Trusted → IoT. The trade‑off is acceptable in exchange for a large reduction in reachable attack surface.
[bookmark: _Toc207753540]5.6 Limitations and threats to validity
Hardware diversity. Results reflect a specific set of devices and firmware. Consumer ecosystems are fragmented; some models lack WPA3 or per‑SSID VLAN mapping, and ISP‑locked routers may restrict configuration. We mitigated by choosing widely used, well‑documented platforms and focusing on controls that transfer across vendors, but external validity is not universal.
Scanner coverage and false positives. Vulnerability findings depend on plugin coverage and authenticated access. Some IoT web interfaces lack documented credentials or APIs for safe authenticated scans.
Attacker model scope. The study targets prevalent consumer threats (opportunistic external actors, local pivot from compromised IoT/guest). It does not address sophisticated supply‑chain compromise or endpoint phishing/social engineering. Endpoint protection and user education remain essential.
[bookmark: _Toc207753541]5.7 Implications and recommendations
For home users: adopt a three‑segment pattern (Trusted / IoT / Guest), default‑deny inter‑VLAN initiation, and keep the management plane pinned to Trusted. Disable UPnP and WAN‑side management; rotate unique admin passwords and apply updates promptly. Where WPA3‑SAE is unavailable, use long unique WPA2‑PSK passphrases and disable WPS.
For vendors and ISPs: ship secure‑by‑default configurations aligned with PSTI/ETSI—e.g., unique credentials, UPnP off by default, easy wizard‑driven segmentation (separate SSIDs with client isolation), and clear update policies. Provide simple, auditable export of firewall rules and logs to empower informed users.
[bookmark: _Toc207753542]5.8 Summary
The results indicate that simple, teachable configuration changes deliver disproportionate security gains in home networks. Segmentation curtails lateral movement; service minimisation and credential hygiene erase low‑effort compromise paths; updates dampen known‑vulnerability risk; and lightweight monitoring provides useful visibility. These outcomes cohere with the direction of UK guidance and regulation while remaining practical for non‑expert households.
[bookmark: _Toc207753543]Chapter 6 - CONCLUSIONS AND RECOMMENDATIONS
[bookmark: _Toc341174563] Compared to Baseline, the Hardened build reduced attack surface, lowered high/critical vulnerabilities, prevented common compromises, and provided timely detection. The most impactful control was segmentation, supported by service minimisation, credential hygiene, and updates [6]–[8], [11].
[bookmark: _Toc207753544]6.1 Prioritised control set
	Priority
	Control
	Effort
	Expected Impact
	Notes

	1
	Disable UPnP & WAN admin; use HTTPS/SSH
	Low
	High
	Removes external footholds (T1133)

	2
	Unique admin/device passwords; MFA where available
	Low
	High
	Neutralises T1078.001/T1110

	3
	Apply firmware/OS updates
	Low–Med
	High
	Reduces known CVEs

	4
	Three segments (Trusted/IoT/Guest), default‑deny
	Med
	Very High
	Cuts lateral movement

	5
	Per‑SSID VLAN mapping; client isolation; prefer WPA3; disable WPS
	Low–Med
	High
	Hardens Wi‑Fi

	7
	Back up configs; document rules; test restores
	Low
	Medium
	Recoverability


[bookmark: _Toc207753430]Table 1 - Prioritised Control Set
6.2 Closing statement
A small, disciplined set of configuration changes can move a home network from fragile to resilient using familiar, low‑cost tools aligned with UK guidance and regulation.
[bookmark: _Toc207753545]Chapter 7 – Reflections 
This research effectively met its objectives by demonstrating the critical role of penetration testing in network security. Challenges encountered, including configuring complex virtual environments, were overcome through iterative testing and troubleshooting. The experience gained significantly enhanced my practical cybersecurity skills.
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[bookmark: _Toc207753548]Appendix 1 - Project Management & Timeline
[bookmark: _Toc207753549]Project timeline & milestones
	Phase
	Start
	End
	Milestone / Exit criteria

	Initiation & ethics (P0)
	Week 1
	Week 1
	Ethics checklist complete; backups verified

	Literature review (P1)
	Week 1
	Week 3
	S2 drafted with mapped citations [1]–[37]

	Baseline build (P2)
	Week 2
	Week 3
	Baseline config exported; screenshots captured

	Baseline measurements (P3)
	Week 3
	Week 4
	Artefacts captured for TC1–TC8 (Baseline)

	Hardened build (P4)
	Week 4
	Week 5
	Segmentation, UPnP/WAN admin off, creds/updates done

	Hardened measurements (P5)
	Week 5
	Week 6
	

	Analysis & figures (P6)
	Week 6
	Week 7
	

	Writing & integration (P7)
	Week 6
	Week 9
	S1–8 complete

	Review & QA (P8)
	Week 9
	Week 10
	Supervisor sign‑off; Quality sweep (citations, figures/tables)

	Submission (P9)
	Week 11
	Week 12
	Final Word file


[bookmark: _Toc207753431]Table 2 - Project Milestones
[bookmark: _Toc207753550]RACI matrix
	Activity
	Student
	Supervisor
	Module/Ethics Lead

	Scope, ethics & risk (P0)
	R/A
	C
	C

	Literature review (P1)
	R/A
	C
	I

	Builds & measurements (P2–P5)
	R/A
	I
	I

	Analysis & figures (P6)
	R/A
	C
	I

	Writing & integration (P7)
	R/A
	C
	I

	Review & QA (P8)
	R
	A
	I

	Submission & archiving (P9)
	R/A
	I
	I


[bookmark: _Toc207753432]Table 3 - RACI Matrix
Legend: R = Responsible, A = Accountable, C = Consulted, I = Informed.
[bookmark: _Toc207753551]Quality management
· Versioning: configurations, scripts and drafts tracked; artefacts named with timestamps; hashes recorded (Section 10.6; Appendix A).
· Acceptance criteria: each figure/table must be regenerable from /evidence with provided scripts (Section 10.7). All citations must resolve to [1]–[37].
· Reviews: at least one supervisor review before final edit; run a quality sweep for citations, figure/table references, and cross‑links.
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