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[bookmark: _Toc33691262]Introduction
This report will describe how the author has taken several text files generated by an IOT device and imported them into a normalised database. The report will discuss the methods used to import the data, the structure of the database and the logic of selecting the structure. It will include an overview of the website designed and further analysis of the web security created within the PHP code. There will be additional scrutiny on displaying the information from the imported data to the user. 
[bookmark: _Toc33691263]Database Design
The setup of the database includes two tables, rainfall and users, one table for the data and one for system users. The structure of the rainfall table consists of 4 fields, id, mydata, thedate and sensor. ID being the primary key set to auto increment which gives a unique identifier to each record added this provides a mechanism of easily separating records which can contain similar values, data type is set to INT (integer) indicating a whole number and the length is 3 allowing initially 999 records, this number is scalable or alternatively records within the database could be exported then deleted periodically ensuring the database does not become too large which can impact performance. The field mydata has a datatype of INT and contains the rainfall data in mm (millimetres) the length is set at 4 which would allow a value of up to 9999mm. The highest recorded rainfall in 24 hours is currently set at 1823.72mm(millimetres) [1]. The date field contains the date of recorded rainfall and is set to datatype timestamp, lastly the sensor field is set  to INT and the length set to 3 allowing up to 999 sensors, the author felt this sufficient for the scope of this project, the length could be extended to allow for future expansion. This is highlighted in figure 1 below.
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Figure 1: Rainfall table
The users table contains 3 fields id, username and password. The primary key is id and set to auto increment with a length of 3 initially allowing up to 999 users, this can be scaled to allow more users as the web site progresses. The username field is set to datatype VARCHAR (Variable size string character) with the length set to 40, this provides enough memory to store the username for this project, this can vary depending on the character set used [2]. The final field password is a VARCHAR field with a length of 20, for the purpose of this assignment simple passwords have been used for ease of testing, the passwords used in no way mirror that of a live system. Figure 2 shows the users table
[image: ]
Figure 2: Users table
[bookmark: _Toc33691264]Log In Procedure
[bookmark: _GoBack]Access to the database is provided to the user with a log in form, a combination of PHP (Hypertext Pre-processor) and HTML (Hypertext markup language) code. The process of checking user credentials is carried out by checking the values entered in the form, these are received in PHP by setting the method in the HTML form to post. The form action is set to the server super global self, this was used to ensure the form processing stays on the same page not executing another page to validate the log in [3]. An input type of hidden is set to true and then checked to see if a value has been entered, this provides an efficient way of checking a value from the user. This is highlighted in figure 3 below.
[image: ]
Figure 3: Log in
Once the user enters the details they are checked to see if a value has been entered. The htmlspecialchars function is used here to help sanitize input from the user, the input of “<script>” tags for example would be converted to html characters [4]. Figure 4 shows the code used.
[image: ] 
Figure 4: Check details
Further form validation is carried out using if statements to check if a value is entered the post variable carrying the data from the form, if the username and password is authenticated, the number of rows is checked, if passed the user is logged in, if failed the message variable is used to display a message to the user. This is done to provide some security and also to inform the user, emphasized by the text-primary CSS (Cascading style sheet) class being used to let the user know this requires attention. Logging out of the system is achieved by setting the value for username to empty using the session function, the session is then destroyed and the user redirected to the log in page. Figure 5 displays the code used for validation and 5.1 displays the log out.
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Figure 5: Form Validation
[image: ]
Figure 5.1: Log out
Once the user has been logged in successfully, they are taken to a landing page where they are prompted to import the latest data. This is done to implement a step by step approach to the website to make the experience user friendly. The import data button is the trigger to import the rainfall text files to the database, a for loop is used to count the number at the end of the filename with a variable set for the number ending the file, this is done to make the code more efficient and removing the need for duplication. Each file is imported then wiped to ensure the data has integrity the text files are empty after this process, removing the possibility of the same file being added to the system. If the user attempts to add the same file, the else part of error checking loads the error page to alert the user. Figure 6 highlights the import data and error check process.
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Figure 6: Import data
[bookmark: _Toc33691265]Searches
The first search form provided for the user gives the option to search via rainfall, sensor or date, with the output being displayed in a html table. The primary text class was again used to highlight importance to the user, this was done to give friendly and clear information. The code highlighted in figure 6 shows the use of prepared statements, this is implemented to improve security against an SQL(Structured Query Language) attack, convert special characters into text and also the statements  can be reused for efficiency [4]. The code used here needs modifying to allow for the timestamp datatype. Figure 7 shows the code for the first search querying the system with prepared statements, figure 7.1 highlights alternative code until the modification is carried out on the timestamp datatype.  
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Figure 7: First search
[image: ]
Figure 7.1: First search without prepared statement
The second search form is set for the user to look at the data in a more detailed way, using minimum, maximum, total and average rainfall. The user can specify using the sensor number, the post method is used in the form with the values matched in the if statement of the php file calls in the form using the name set in the value. Prepared statements are reused to prepare the query and the output is displayed in a html table. Figure 8 shows the html form used to search and figure 9 the corresponding code from the php page called via the form action.
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Figure 8: Form action
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Figure 9: Advanced search
[bookmark: _Toc33691266]Graphs
Graphs have been used to provide a visual element for users. This has been achieved using a graph library a dashboard page contains 3 graphs one for each sensor. The “img src” element in HTML is used to include the php page containing the graph. The value passed to the php page is added to the end of the image source, this is done to reuse the same page allowing the value to change with the variable. Figure 10 highlights the code used to include the graph.
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Figure 10: Image source
To use the value sensor the GET function in php is implemented, the properties of the graph are set using the library, a vertical column graph is selected because its user friendly. The date is also added to the graph to make the data more meaningful to the user, ascending order is used to make the graph read logically left to right on the x axis. The query is then prepared reusing the statements for efficiency. Figure 11 shows the php used to out the graph for the dashboard page.
[image: ]
Figure 11: Graph php
A search form for the graph is implemented to give the user choice of which sensor they would like to see. The search is done using a text box with the user specifying the sensor number. The text-primary CSS class is again used to highlight importance to the user, emphasizing the image search and graph text. Once the user enters the sensor number the value is passed to the php page using the GET function.  The HTML for the search graph form is shown in figure 12.
[image: ]
Figure 12: Search graph
The php page called in the form action allows the author to reuse code from the prepared statements already within the system. A simple horizontal column graph is selected to provide clarity to the user. Figure 13 highlights the php page called to output the graph. 
[image: ]
Figure 13: Search graph php
[bookmark: _Toc33691267]Further Improvements
The design of the system using a dark background image for all pages with white text is user friendly. The primary colour providing a lighter contrast to the background to provide an alert to the user is sufficient [6]. However, there are improvements that would enhance the system
· Allow user to search via date
· Embed graph into web site
· Add administrator account to the database
· Get prepared statement to work with timestamp datatype
· More variations of the graph search used to return values
· Improvement to the formatting of text output
· Providing a method of securing passwords




[bookmark: _Toc33691268]Conclusion
The brief has included importing data into a database, ensuring the integrity of that data and using mark up language combined with server-side programming to present that data to the user in a clear manner. The method of how a system is accessed and authenticated has allowed the author to research further into web technology. Security and the risks posed to a database enabled system via cross scripting and SQL injection have been brought to the forefront whilst implementing the design, this has been an interesting and important point. This thought has led to thinking about which method is better for password protection, using the database or the scripting language. There are some limitations to the system in terms of output to the user and security. Future work would include enhancing the scope of search and strengthening security.

References
	[1] 
	B. E. Sawe, “Rainfall Records Of The World,” World Atlas, 3 October 2017. [Online]. Available: https://www.worldatlas.com/articles/rainfall-records-of-the-world.html. [Accessed 22 February 2020].

	[2] 
	“char and varchar (Transact-SQL),” Microsoft, 19 Novemeber 2019. [Online]. Available: https://docs.microsoft.com/en-us/sql/t-sql/data-types/char-and-varchar-transact-sql?view=sql-server-ver15. [Accessed 22 February 2020].

	[3] 
	W. Schools, “PHP Form Validation,” W3Schools.com, [Online]. Available: https://www.w3schools.com/php/php_form_validation.asp. [Accessed 22 February 2020].

	[4] 
	“htmlspecialchars,” The PHP Group , [Online]. Available: https://www.php.net/manual/en/function.htmlspecialchars.php. [Accessed 26 February 2020].

	[5] 
	“Prepared Statements,” THE PHP GROUP, [Online]. Available: https://www.php.net/manual/en/mysqli.quickstart.prepared-statements.php. [Accessed 24 February 2020].

	[6] 
	T. Media, “Modern HTML and CSS From the beginning,” Udemy, [Online]. Available: https://www.udemy.com/course/modern-html-css-from-the-beginning/learn/lecture/13285426?start=465#overview. [Accessed 26 Jan 2020].



 
image1.png




image2.png




image3.png
Browse M Structure [} SQL & Import = Privileges * Opera
# Name Type  Collation Atributes Null Default Comments Extra Action

01 idP int6) No  None AUTO_INCREMENT ¢ Change @ Drop ¥ More

[ 2 mydata int4) No None & Change @ Drop ¥ More

[ 3 thedate timestamp No  None & Change @ Drop ¥ More

[ 4 sensor int(3) No None & Change @ Drop ¥ More
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Browse 1 Structure L[] SQL 4 Search ¥ Insert =} Export [id Import =2 Privileges * Operatio

# Name Collation Attributes Null Default Comments Extra Action
01 idg® No  None AUTO_INCREMENT ¢ Change @ Drop v
[ 2 username varchar(40) latin1_swedish_ci No None & Change @ Drop v
[J 3 password varchar(20) latin1_swedish_ci No None & Change @ Drop v
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<form action:

<div class
<h1>Log in</h1>

<p>Log in to Rainfall Data</p>

Reiv class="form-group"f]
<label for="username">Username</1abel>
<input type="text" id="name" placeholde
<input type in" valu

"Enter username” name="username”>

Hidden Value to check log in
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//message variables
$msg = '3

$lognein = @$_POST[ lognein];
if ($logmein != ™) {
I/get form data
Sname = htmlspecialchars($_POST[ ‘username’]);
$password = htmlspecialchars($_POST["password']);
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if ($name !
/passed
echo "passed”;

" && $password !

$un = htmlspecialchars($_POST["username”]); ///sanitize special charecters entered to prey
$pu = htmlspecialchars($_POST["password™]);

Squery = "SELECT * FROM users WHERE username like '$un’
| AND password like $pu

Sresult = mysqli_query(Slink, $query);
$num = mysqli_nun_rows($result); //how many rows found?

if ($num
{

1) //1og person in
$_SESSTON[ "uname”] = $un; //set session

echo "<a href=
}

else {

//failed

"enterSearch_newVer.php\"></a> <br><brs”;

$msg = "<h2><span class=text-primary>Please fill in all fields to log in</span></h2>";

b

<2 if (@$_SESSION[“uname"] !
{

header("location: inportData.php");

b

3>
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= logoutphp X
® logoutphp
<2 session_start();

$_SESSTON["uname”] = ""; //set to empty
session_destroy(); //remove session

header("location:login_newVerd.php");

@N o n s W e
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0
include "conninfo.php”; //connect to database
header("location:headerInport..php");
/1 echo "hello”
for ($1 = 1; $1 < 4; $i++) //for loop to extract rainfall text files
{
$myfile - "rainfall$i.txt"; //add variable to rainfall to count 1-3
$filelink - fopen(smyfile, "r") or die("Unable to open filel");

if (filesize(Smyfile) > @) {

$data - fread($filelink, filesize($nyfile)); //read entire file
fclose($Filelink); //close the file

$incoming
$incoming

array();
explode(chr(13), $data);

$length - sizeof($incoming); //how big is the array?
Stempdata = array();

for ($x = ©; $x < $length; $x++) {
$incoming[$x] = trim($incoming[$x]); //clean off the linebreak
$tempdata - explode(” ", $incoming[$x]); //split current line of data that has been read into 3
$timeofreading - $tempdata[1] . . $tempdata[2]; //stick datestamp back together in one variable (Stimeofreading)
$rainfall - trin($tempdata[e]); //rainfall reading

$query = "INSERT INTO rainfalldata(mydata,thedate,sensor)
VALUES($rainfall, ‘$timeofreading’,$1)";

$result = mysqli_query($link, $query);

$Filelink - fopen($myfile, "w") or die("Unable to open file!"); //wipes the file
fclose($Filelink);
}else[f

header("location:error_page_import.php");

/ffcho "Nothing in the file";
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if ($ft == 'rainfall’) {

$query = "SELECT * FROM rainfalldata WHERE mydata like ? ORDER BY thedate DESC";
} else if ($ft == 'sensor') {

$query = "SELECT * FROM rainfalldata WHERE sensor 1like ?";
} else {

$query = "SELECT * FROM rainfalldata WHERE thedate like ?";

;stmt = mysqli_stmt_init($link); //link to database

mysqli_stmt_prepare($stmt, $query); //prepare query

mysqli_stmt_bind_param($stmt, "i", $search); //bind paremeters to the variable $sensor
mysqli_stmt_execute($stmt); //execute the query

$result = mysqli_stmt_get_result($stmt); //get result

$numrows = mysqli_num_rows($result); //how many rows

if ($numrows e) {

header("location:error_page.php");
echo "Sorry nothing found";
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<2php
include "conninfo.php”;
//include “header_showdatabase.php”;

$search = $_POST["mysearch™]; //Pulls in the form data from enterSearch newVer.php using <input type="text” name="myse
$Ft = $_POST["Fieldtype”];

Ilecho $Ft;
if ($Ft == “rainfall’) {

Squery - "SELECT * FROM rainfalldata WHERE mydata like "$search’ ORDER BY thedate”;
} else if ($ft = "sensor’) {

Squery = "SELECT * FROM rainfalldata WHERE sensor like '$search’";
} else {

Squery = "SELECT * FROM rainfalldata WHERE thedate like '$search¥

¥
/lecho $query;
$result = mysqli_query($link, $query); //Queries the database

$numrous = mysqli_num_rows($result); //how many rows

if ($numrous == @) {
header ("location:error_page.php”);
echo "Sorry nothing found”;

¥

2
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</header>

"showcase">
id="container">

<form action="showdatabasel.php" method="post">

<div class="form-wrap">

<h1l class="text-primary">Search</h1>
<p>Search the Rainfall Database</p>

<div class="form-group-radio">
Search Sensor 1-3: <input type="text" name="mysearchl"><br> <br>
Max Rainfall in mm: <input type="radio" name="fieldtype" value="rainfallmax"
checked="checked"><br>
Min Rainfall in mm: <input type="radio" name="fieldtype" value="rainfallmin"><br>
Avg Rainfall in mm: <input type="radio" name="fieldtype" value="rainfallavg"><br>
Total Rainfall in mm: <input type="radio" name="fieldtype" value="rainfalltotal"><br>

</div>

Elinput class="btn-input" type="submit"|
< /form>
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$search = $_POST["mysearch1"];
$ft = $_POST["fieldtype"];

[if ($ft == 'rainfallmax') {

$query = "SELECT MAX(mydata) as alias FROM rainfalldata WHERE sensor like ?";
} else if ($ft == 'rainfallmin') {

$query = "SELECT MIN(mydata) as alias FROM rainfalldata WHERE sensor like ?";
} else if ($ft == 'rainfallavg') {

$query = "SELECT AVG(mydata) as alias FROM rainfalldata WHERE sensor like ?";
} else if ($ft == 'rainfalltotal') {

$query = "SELECT SUM(mydata) as alias FROM rainfalldata WHERE sensor like ?";

}
$stmt = mysqli_stmt_init($link); //link to database

mysqli_stmt_prepare($stmt, $query); //prepare query

mysqli_stmt_bind_param($stmt, $search); //bind paremeters to the variable $sensor

mysqli_stmt_execute($stmt); //execute the query
$result = mysqli_stmt_get_result($stmt); //get result
$numrows = mysqli_num_rows($result); //how many rows
if ($numrows == @) {
header("location:error_page.php");

echo "Sorry nothing found";

}
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<div id="showcase">
<div class="advanced-search">

<?php while ($r = mysqli_fetch_array($result)) {

echo "<hl><div style=text-align:center><span class=text-primary>Results</span></div></h1>";
echo "<hl><div style=text-align:center>The result is " . $r["alias"] . " millimetres</div></h1>";

}

>

</div>

</div>
<footer id="main-footer">

<p>RDUK &copy; 2020 All Rights Reserved.</p>
</footer>
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ontainer-image”>

<h3><span clas:
Rimg class="item" src='
<h3><span clas:
<ing class="iten" src="makegraph_v1.php?senso
<h3><span clas:

‘makegraph_v1. php?sensor=:

</div>
</div>
</div>

iten” src="makegraph_v1.php?sensor=1">
text-primary”>Sensor 1</span></h3>

text-primary”>Sensor 2</span></h3>

text-primary”>Sensor 3</span></h3>
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<@
$sensor = $_GET["sensor”];
include_once(" phphyGraphs.@.php’); // Link to library file phpMyGraph 5.0

$cfg["title'] - 'Rainfall Data’; //configure, title, width and height
$cfg["width'] = 500; //number of pixels horizontally
$cfg["height'] = s60; //number of pixels vertically

$cfg[ "background-color'] = "#f7cesa’; //change background colour
$cfg[ " colunn-color-random’] = 1; //changes colour on refersh
$cfgl"box-border-color'] = '#444444°; //border colour

include "conninfo.php”;
S$query = "SELECT * FROM rainfalldata WHERE sensor - ? ORDER by thedate ASC
$stat - mysqli_stmt_init($1ink); //link to database

//Sort ascending]

mysqli_stmt_prepare($stmt, $query); //prepare query

mysqli_stmt_bind_param($stmt, "i", $sensor); //bind paremeters to the variable $sensor
mysqli_stmt_execute($stmt); //execute the query
$result = mysqli_stmt_get_result($stmt); //get result

$data - array(); //store in an array
$thedate = [“thedate”]; //create variable for date

while ($r = mysqli_fetch_array(Sresult)) {
$data[$r["thedate”]] = $r["mydata"]; //put data into array

¥

header("Content-type: image/pny
$graph = new phphyGraph();
$graph->parseverticalColumnGraph($data, $cfg); //create graph adding Sthedate to output $thedate
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[Rrheaderf]

<div id="showcase’
<div id="container">
akegraph_v2.php" metho

<h1 class="text-prinary”>Inage Search</h1>
<p>Search the Rainfall Database for Images</p>
<p>Enter sensor number 1-3 to display the<span class="text-primary”> graph.</span></p>
<div class="form-group-radio”>

Search Sensor 1-3: <input type="text” name="sensor”><br> <br>
</div>

<input class="btn-input” type="submit">

</form>
</div>
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<2php.

$sensor = $_GET["sensor”];
include_once(" phphyGraphs.@.php’); // Link to library file phpMyGraph 5.0

$cfg["title'] - 'Rainfall Data’; //configure, title, width and height
$cfg["width'] = 1260; //number of pixels horizontally
$cfg["height'] - 860; //number of pixels vertically

$cfg[ "background-color'] = "#f7cesa’; //change background colour
$cfg[ " colunn-color-random’] = 1; //changes colour on refersh
$cfgl"box-border-color'] = '#444444°; //border colour

include
Saquery

onninfo.ph
'SELECT * FROM rainfalldata WHERE sensor = 2 ORDER by thedate ASC"; //filter the results using where clause

$stut = mysqli_stmt_init($1ink); //link to database
mysqli_stmt_prepare($stmt, $query); //prepare query

mysqli_stmt_bind_param($stmt, "i", $sensor); //bind paremeters to the variable $sensor
mysqli_stmt_execute($stmt); //execute the query

$result = mysqli_stmt_get_result($stmt); //get result

$data - array(); //store in an array

S$thedate - ["thedate"]; //create variable for date
1/%x = @;
"

while ($r = mysqli_fetch_array($result)) {
$data[$r["thedate”]] = $r["mydata"]; //put data into array

¥

header("Content-type: image/pny
/1 header("location:header.php™) ;

$graph = new phphyGraph();

$graph->parsetorizontalsimpleColunnGraph($data, $cfg); //create graph adding $thedate to output $thedate





