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Figure 1 shows that the server IP statically defined, and no DNS is set up on server 1 the PublicNet. Figure 2 shows that it is static IP and no DNS server on the PrivateNet.
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[bookmark: _Toc65685096]Figure 1: Evidence of no DNS server set up and static IP - PublicNet
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[bookmark: _Toc65685097]Figure 2: PrivateNet static IP and no DNS

Figure 3 and 4 shows the name of the computer and then changing the name computer to DC1-NWT. 
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[bookmark: _Toc65685098]Figure 3:Screenshot of original PC name
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[bookmark: _Toc65685099]Figure 4:Screenshot of name changing















After restarting the PC. The computer name would have changed. Figure 5 shows the computer name change.
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[bookmark: _Toc65685100]Figure 5: screenshot shows computer name changed
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Figure 6 shows the installation of role or feature based installation. Figures 7 and 8 shows the progress of installation for role or features. 
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[bookmark: _Toc65685101]Figure 6: Screenshot of installation of role and features installation
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[bookmark: _Toc65685102]Figure 7: AD DS - ACTIVE DOMAIN SERVICES
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[bookmark: _Toc65685103]Figure 8: Installation progress





Figure 9 shows a notification and the next step to do. The next step was to promote this server to a domain controller. 
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[bookmark: _Toc65685104]Figure 9: Server Manager - dashboard. Domain controller
Figure 10 shows adding a forest and using a specific root domain name. Which is NWTRADERS.MSFT
[image: ]
[bookmark: _Toc65685105]Figure 10: Screenshot configuration of the controller


Figure 11 shows that windows server 2016 is picked, DNS server is ticked, and global catalog is ticked.  Also had to set a password. 
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[bookmark: _Toc65685106]Figure 11: Screenshot of domain controller options


Figure 12 and 13 show the installation of AD DS
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[bookmark: _Toc65685107]Figure 12: Screenshot of setting the paths - AD DS database
[image: ][bookmark: _Toc65685108]Figure 13: screenshot of AD DS installation


















Windows restarting and logging into administrator. Figure 14 shows the VM restarting.
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[bookmark: _Toc65685109]Figure 14: Windows restarting


Figure 15 shows domain controller active directory of Server 1 which was called DC1-NWT. The screenshot also provides evidence of the DNS name.  Figure 16 shows the computer name and the DNS name.
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[bookmark: _Toc65685110]Figure 15: Domain controllers windows
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[bookmark: _Toc65685111]Figure 16: Computer name and DNS


Figure 17 shows creating a failsafe of the primary administrator account.  Figure 18 also provides evidence of adding the failsafe account to  domain admin group
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[bookmark: _Toc65685112]Figure 17: Failsafe administrator account
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[bookmark: _Toc65685113]Figure 18: screenshot of domain admin group
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Figure 19 shows of creating a user.
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[bookmark: _Toc65685114]Figure 19: Creating a user
Figure 20 shows the users that are created. It shows that the domain for the users are NWTRADERS.MSFT
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[bookmark: _Toc65685115]Figure 20: Screenshot of domain user properties


[bookmark: _Toc65573975][bookmark: _Toc65682050]Server 1- User access settings
Figure 21 shows the logon hours for Tom TH. Hollad. Blue is logon permitted and then the white is logon denied, which the user can’t access if its during them times. 
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[bookmark: _Toc65685116]Figure 21: Screenshot of logon hours.


Figure 22 shows the settings of this account. The user cannot change password and the password never expires 
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[bookmark: _Toc65685117]Figure 22: screenshot of account options





 


[image: ]Figure 23 below shows evidence of creating a computer, and connecting the DNS server to server 1  and client 1. 
[bookmark: _Toc65685118]Figure 23: screenshot of preferred DNS server

Figure 24 shows the new unit that was created, and a new computer called WS1-NWT
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[bookmark: _Toc65685119]Figure 24: Unit and new computer


Figure 25 shows that the account is not working and to be configured to be able to access the DNS network.
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[bookmark: _Toc65685120]Figure 25: Access denied
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DNS
DNS stands for “Domain Name System”. DNS allow users to access the information they need through domain names. For example, bbc.co.uk. 
“The purpose of DNS it is supposed to be human-friendly internet hostnames such as bbc.co.uk to internet addresses (IPS) such as, 212.58.226.75.” [1] 
This allow users to understand what they are trying to look for and to keep it more simplistic rather than typing all the numbers out in the URL bar to get to the resource. Every device is connected to the internet has a UNIQUE internet address (IP). This allow other machines to find other devices for the devices to communicate.  
The purpose of DNS is for devices and the internet resources to communicate for it to load webpages. The DNS directory is like a place full of information. It is important to the internet. DNS basically allow users to load the webpages which they want to access. This is used because of internet addresses it links to your home address which allows a signal to access that webpage. 
Active directory holds data about the resource on the network and the DNS sorts out the IP addresses and the hostnames. Active directory depends on a configured and working DNS infrastructure.  It used for private network.
DNS has different types of services such as recursive DNS resolver and authoritative DNS server. You can also have public DNS and private DNS. There is a lot more to DNS which require a webpage to load. These are the four DNS servers that allow the webpage to load:
DNS recursor: responds to direct requests or send a request to the root nameserver. It is a middleman between the client a DNS name server.
Root name server: this allow users to be able to read the names from IP addresses. This like a phonebook or an index page with full of different information that directs you to a specific page/number.
TLD name server: TLD stands for the top-level domain server. This stages searches through the information to find the specific location and searches for the specific IP address and then changes the end of the IP address to a host name such as.co.uk 
Authoritative name server: This state is an authoritative only name server. It only responds back to domain names that is configured by administrator. 
Role or feature based installation
When installing role or featured based installation this allow active directory domain services to be installed. It also installs file and storage services. Active directory domain services stores data about user accounts and allow authorized users on the same network to be able to access the data. It allows Active Directory Forest, and organization units in those domains which is important so you can set up and custom the network. AD DS which is active directory domain services stands for 
“Microsoft active directory domain services is a role that allow users to build accessible and central windows network” [2]


Importance of different levels of user access
It is important to have different levels of access/roles within the ‘built in’ network user account groups. For example, if there was a guest account and no configurations were made, they would have access to data. RBAC stands for Role-based access control.
“RBAC limits the user network access based on the user’s role within the organisation and has become a main method for advanced access control” [3]
 It is also important to have different levels/roles on the network due to network managers. They need special privileges to be able to configure the network and to monitor the network. Also, groups are important to have in a network it makes it easier for the user to organize the users on the network. For example, administrator would need to be added to domain admin group rather than user group. This allow the administrator to get the roles that they need.
AGDLP and AGUDLP
AGDLP stands for account, global, domain local, permission. Microsoft recommendations on AGDLP for assigning permissions are great. AGDLP is a strategy role for applying permissions. It reduces account management and permissions. It allows users to easily give the users access and group authorizations. It can also be used in a single forest, and single domain environment. AGUDLP is a multi-domain/forest version of AGDLP.  AGDLP and AGUDLP allow system administrator to use strategy and implementation when adding users to the network. It makes it easier for users to get the permission they need.
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