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Rebuilding your XCover phone



Considerations for rebuilding your Xcover Pro

Please follow this guide to assist you in re-setting and rebuilding your phone.

Some things to consider...

« It can take between 10-40 minutes

» Rebuilding needs a good 4G connection, or
connection to a Wi-Fi
» Guidance on joining Gov Wifi can be found on
BOB
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Setting up your mobile phone

©25%8

Welcomel

English (United Kingdom) ¥

Emergency call

Accessibility

B8 33%8 8. 33%a
English (Ireland)

English (New Zealand)
A few legal items to

English (Philippines) review
English (South Africa) Your data will be used according to our
Privacy Policy.
English (United Kingdom) v
End User Licence Agreement

English (United States) Details
Sending of Diagnostic Data

Espafiol (Espana) (optional)
Details
Espafiol (Estados Unidos)

Euskara I have read and agree to all of the

above.
Filipino
Next !
-—‘
< <

Press the blue
button (Start)

Select preferred language Tick the top box only
Press Next Press More then

Next

Use mobile data?

Your phone isn't connected to a Wi-Fi network.
Tap Settings, then set up Wi-Fi, or continue
using mobile data.

Sl

Press continue if you
have 4G, if not press
settings and join a WiFi
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Setting up your mobile phone

Google

APP

Q Hub

=
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Set up your phone

Your admin can monitor and manage settings,
corporate access, apps, permissions,
theft-protection features, and data associated
with this phone, including network activity and
your phone's location information, call history,
and contact search history.

Samsung Knox uses your personal data. See
the Samsung Knox Privacy Policy for details.

To learn more, contact your IT admin.

South Wales Police will manage and monitor this
device using the following app:

[Accept & continue]

Press

Accept &
continue

Voy) 4G
TE2

Jll 31%=

This device isn't private

Your IT admin may be able to see

your data and activity on this device.

To learn more, contact your IT admin.

C————
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Your email without the .pnn

Desktop Password

Press Next

Enter your details

Username: Your email WITHOUT
the .pnn

Password: Current Desktop
Password

Press Next

Terms and Conditions

| can confirm that | have read the force
policy regarding use of this device and
am aware of my responsibilities under
that policy and the relevant legislation. |
understand the implications of failure to
comply with the Data Protection and
Computer Misuse Act.

| also acknowledge receipt of this

equipment and that | am authorised to use
the system and functions upon the handset

‘ ACCEPT

Press Accept
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passwords

0928 o @ - Heala
1432000 ¢ 10 20%8
< Screen lock type
Create your device °
password
Your device is required to have a
password that satisfies the following Pattern
conditions
* Must be at least 5 characters y~ .
PIN
TIP

rity, Current lock type

You will leave this app. You will be
automatically redirected to the Hub after
Password

you set your password
m 4
N L]

Biometrics

Fingerprints

U] o <

Press Create passcode Press PIN or Password

Note: You will need this PIN or Password every time you
switch on your mobile phone. If you forget it, you will
have to completely re-set your phone and you will lose
all stored data.

Setting up your security

0928 e b - Wmeaa

Set PIN

Remember this PIN. If you forget it, you'll need
to reset your phone and all data will be erased.

PIN must contain at least 4 digits.

Confirm PIN without tapping OK

Cancel

Enter details, continue,
then confirm

14330 & - e,

< Notifications

On L @)

® Icons only

Details
Hide content

Notifications to show
Alert and silent notifications

I (@] <
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Press Done

Note: This passcode is
for your Apps — email,
BOB, etc. It could be
the same as your phone
PIN.

16:08 ' 0@ - o 18%E

Create a Passcode

This passcode will allow access to all your Workspace
ONE apps.

Your passcode should
* have at least 5 number(s)

>asscode

Confirm Passcode

NEXT

1 o <

Enter and confirm
your passcode
Press Next
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This phone will be configured by:

South Wales Police

Press Next

Settin

g up your mobile phone

Check the Samsung Knox
Privacy Policy to see how we
manage your data.

| agree to Remote
Configuration of Your Device.

Continue

Click Continue

KLMS Agent

Samsung Knox Privacy Policy

Samsung Knox Privacy Policy

Samsung Knox Privacy Policy
Last updated: 6 November 2020

At Samsung Electronics Co., Ltd., we know how
important privacy is to our customers. Samsung
is the data controller for Knox. We created this
Samsung Knox Privacy Policy to make sure you
understand how we collect and use your personal
information.

Our Privacy Policy at https://account.samsung.com
/membership/terms/privacypolicy also applies

to your use of Knox. Our Privacy Policy contains
more information about how we use your data. It
also includes information about your rights and
how to contact us. Please read our Privacy Policy
in addition to this Samsung Knox Privacy Policy.
However, this Samsung Knox Privacy Policy shall
always prevail over the Privacy Policy in relation to
how we use your information for Knox,

WHAT INFORMATION DO WE COLLECT?
To provide you with Samsung Knox, Samsung

will use your personal data in accordance with
the Samsung Knox Privacy Policy.

il <

Press Next
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2 Mobility

From your home screen, swipe up and click on the Mobility App (It could take a few minutes for the Mobility App to appear)

1229 2t O

LA

CONFIGURATION

SWP Mobility VPN
vpn.south-wales.police.uk

f  Mobility Certificate

e Mobility Certificate

STATUS Common name

Commaon nar
Disconnected on name

KIM.HARRIS3@SOUTH-WALES
.POLICE.UK

SELECT CERTIFICATE

CANCEL

Connection request Choose certificate

CANCEL
The Mobility app has requested a certificate.

Choosing a certificate will let the app use this
identity with servers now and in the future.

CN=swp56737 [Knox]
= CN=swp56737

Cance' Deny S

11 0 < _ _

Drag the circle Click OK Click on the words Click on your force Click OK
across to switch on SELECT CERTIFICATE number and press select

Mobility wants to set up a VPN
connection that allows it to monitor
network traffic. Only accept if you
trust the source.

O appears at the top of your screen
when VPN is active.
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Mobility

Remember: Mobility needs to be on for your apps to work. If apps are not working always check this is on

16:40 % : O - RERN % 16:40 Gd Fa i i . 82%m

& gmationpermission Q =  Mobility

Q (fe ° Once connected,
mobility will turn

448 U@ O -

G Updgte Location Mobility CONFIGURATION
eating Mobilty green and a key will
vpn.gwent.police.uk
While the VPN is connected, the H
Mobility client collects location data LOCATION ACCESS FOR THIS APP STATUS a p pea r | n t h e tO p | Eft
that your network administrator Connected
uses to correlate your location with )
diagnostic data, connection status, () Allow all the time h a n d CO rn e r
and carrier signal strength. The
Mobility client also collects location
data to implement policies based on Allow °n|y while using the
o network name. Allow us to access @

Allow Mobility to access this device's
location?

app R
locat Il the t this dat
San e collackad even when the VPN Note: If it takes a
interface is closed or not in use.
while to connect,

) Deny slide it off and back

Ask every time

Only this time On again’ or try
See all Mobility permissions . o=
Deny ’ turning off your WiFi
See a‘ll apps with this
1l @] <
1 (@] <
Press While using Press Next Select Allow only

the app while using the app
Press the back
arrow
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Agreeing to SWP terms and Conditions

From your home screen, swipe up and click on the Policy App

1341 8 D 5 *

Search

Safequarding  Netify X Policy App

Press Policy App

South Wales Police officers and staff have
access to a number of force IT systems,
applications and devices in order to conduct
their roles. Use of these devices is for official
police purposes only, with exceptions for
emergencies and limited internet browsing
during rest periods (directions to further
information are included at the end of this
message).

To ensure the correct use of these systems,
apps and devices all activity on a mobile
device provided to staff for work purposes will
be monitored therefore staff should have no
expectation of privacy in relation to their use
of the mobile device.

An itemised list of the forms of monitoring
can be found on PSD’s BOB page.

Enter Your Force ID

Read all information
provided in the

policy

South Wales Police officers and staff have
access to a number of force IT systems,
applications and devices in order to conduct
their roles. Use of these devices is for official
police purposes only, with exceptions for
emergencies and limited internet browsing
during rest periods (directions to further
information are included at the end of this
message).

To ensure the correct use of these systems,
apps and devices all activity on a mobile
device provided to staff for work purposes will
be monitored therefore staff should have no
expectation of privacy in relation to their use
of the mobile device.

An itemised list of the forms of monitoring
can be found on PSD's BOB page.

Enter Your Force ID

swp56737 Swp56737]

Enter your force
number in both

boxes
Press Save
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Vmware Boxer Emails

From your home screen, swipe up and click on the boxer app

1235 2 © co 45 1 24%E

Privacy

4

Your privacy matters.

VMware Workspace ONE collects information that is
required to provide secure access to your work data
and applications. Below you will find an overview

of data collected by Workspace ONE and Boxer to
provide optimal performance, security and support.
For information about how your company handles
inf ion collected by Work ONE, please
contact your company.

Contact your company'’s IT administrator if you
want to find out how to un-enroll your device and
discontinue access to this app.

Data Collected by Boxer
Tap here for an overview of the data that this app

may collect about device hardware, diagnostics and
user information to function properly, and to secure
company data stored on this device. Your company
has access to this data and some data collected

| UNDERSTAND

1357 d = @ -

€ Data Sharing

©c @9

Want an even better app experience?

Help us improve and develop new app features and
functionality that will make you even more productive.

We would like to collect information about your usage
of our app to better understand how users interact with
our apps and how we can improve the app experience.
We analyze this usage data in the aggregate and not in
any way that identifies you. You can change this setting
atany time.

For information about how VMware handles your usage
data if you elect to share this data with VMware, visit
http://www.ymware.com/help/privacy.htm|

| AGREE

NOT NOW

1] (@] <

Click on I understand

Click on Not Now

Are you sure?

You can always change this later in
Settings>Privacy>Data sharing with

VMware.
CANCEL DON'T SEND

Click on Don’t Send

-

Don’t forget to change the password in the app when you change your desktop password

>

Welcome to a better inbox,
Kim.Harris3@south-wales.police.uk.

{Eﬂ(e{ your password ]

NEXT

11 O <

Enter your desktop
password

This should pre-populate
with your email address.

If it does not pre-populate
with your email address,
close all of the apps using
the Il button in the
bottom left hand corner.
Wait 5 minutes then click
on Boxer and try again

Press Next and allow all

pop ups.

(LR
=) TN
JR. [ f.° GWASANAETHAU DIGIDOL
\0 '\  DIGITAL SERVICES

4



Knox Asset Intelligence

From your home screen, swipe up and click on Knox Asset Intelligence App

1126 M b ez @) 5% 8 0 29%4

& Google Play Q

Knox Asset
Intelligence

Samsung Electronics Co.,
Ltd.

PEGI3 @

\

C 1

©

Allow Knox Asset Intelligence to access ‘.
this device's location?

Allow Knox Asset Intelligence to make

s o [ While using the app ] and manage phone calls?
Open the KnOX Only this time
Asset Intelligence Aoutthisapp 2
Knox Asset Intelligence provides asset Deny Deny
Ap p visibility for Samsung devices
Click Install and Click While using
then Open once the app Press Allow to all pop ups.

downloaded
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Knox Asset Intelligence

From your home screen, swipe up and click on Knox Asset Intelligence App

For a better experience, turn
on device location, which uses
Google’s location service. v

o, THANKS

Press Ok to turn on
Location

11:31 @ @G -

Knox Asset Intelligence

Disclaimer

Knox Asset Intelligence is a data-
driven asset intelligence service to
manage your mobile device based
on an actual usage data pattern
service which is offered by
SAMSUNG and managed by your IT
administrator. In case of Knox Asset
Intelligence operating on your
mobile device, the device data will
be collected according to your IT
administrator's policy.

The collection of device data is one
of the purposes of your IT
administrator, who is responsible for
all related matters. SAMSUNG is not
responsible for any and all

rallantinne nf davieca data inclodine

Getting ready...

I @] <

Your phone will begin

1M42@00 -

Please note: the Knox Asset Intelligence

configuration
could take up to
10 minutes

=

Version: 1.0.21.1

® Enrolled

Legal information

Tenant information

Open source licences

I @) <

configuring. Once complete

your phone will show as

enrolled
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Bookmarks
You will automatically be signed into Google Play Store.
sli.do
_ e & = s The Play Store will show you all of the apps that are
available to download.
Microsoft Office365 >

To download an app:

~ ®
v & 0 » Open Google Play Store

GOOg|€ Play g e’ Sameas o » Select the app you want to download
Authenticator Teams Office: Word, E P

» Click Install
4% B 43% B A4 b A
SWP Applications -
l . ‘ - ‘
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Police Officers Only - iPatrol Log in

« Swipe up from your homepage and press the iPatrol icon
» Press Agree to the declaration
« Note: If the declaration page does not load or freezes, close all of the apps using the
Il icon in the bottom left hand corner, then click on iPatrol again

* Log in with your email address without the PNN and desktop password.
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Police Officers Only - Axon

'{,
{
1

o | From your home screen. Swipe up and click on each of the Axon Apps

Axon Capture Axon View

B —

' “ All evidential photos must be taken Enables you to view your body worn

" through this app. footage on your phone via Bluetooth.

Axon Capture Agency: demsc.uk Axon View : Agency: demsc.uk

Username and Password are the same as _ Username and Password are the same
your evidence.com log-on as your evidence.com log-on

Remember to always use this app to take evidential photos, and to apply a category to your evidence a & ‘ (\
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Setting up Biometrics

You may wish to use the fingerprint scanner to unlock your phone. If so, then follow the below optional

steps:

Click on
« Biometrics and Security
* Press Fingerprint
- « Enter your password and follow the on
screen instructions
* Press done
* Press turn on

From your
home screen,
swipe up and
click on settings

Please note: Use of facial recognition has been restricted

Scan your fingerprint
Place your finger on the sensor, then lift it off

when the percentage goes up. The sensor is on
the Side key on the right side of the phone.

-~
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Ongoing Support

R DSD Training Hub

Departments | Guidance | |wantto | Priorities | Team Space

p— Here you will find How to Guides and Videos, plus DSD Trainer Contact Details

Commissioner

Coparte e « Open BOB
Exes s e » Click Departments

Fleet

» Click Digital Services Division
— «  Click on Training Hub (Right hand side)

Joint Firearms Unit
Joint Legal Services

e GM-dsdtrainers@south-wales.police.uk
Learning Development Services

Professional Standards Department
Tarian ROCU

Specialist Crime
Operational Support Services (Specialist Operations)

Quicklinks
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