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Objectives

In continuation to our earlier lectures, this tutorial helps in providing you an
overview of tools used to scan network vulnerabilities.

ETHICAL STATEMENT

The tools and techniques you are exposed to’ in this lab is to work only on a
virtual machine environment and the purpose is entirely to demonstrate various
types of cyber-attacks. Experimentation with these tools, techniques, and
resources is at the discretion of the instructor and institution. If you as a student
consider using attack tools for educational purposes on an outside
environment, you should contact me prior to any experimentation.

Note: Unauthorized access to data, computer, and network systems is a crime
in many jurisdictions and often is accompanied by severe consequences,
regardless of the perpetrator’s motivations. It is the learner’s responsibility, as
the user of this material, to be cognizant of and compliant with computer use
laws.

Use various tools to do a vulnerability scanning and analyse the
vulnerabilities within the network

Task 1: Use Nessus tool in Windows to scan for network vulnerabilities

Task 2: Use Nessus tool in Kali Linux to scan for network vulnerabilities
Task 3: Use Nikto in Kali Linux to scan Web vulnerabilities

ICONS Used in this document:

n Find out the outcome/ Answers/ Solution
[

» Do research and complete the task. Need referencing/ in-text citations.
= | Shall be included as a part of your coursework.

E% Record your Reflection

Why to use these tools? These tools are used to scan the networks ﬂ
and identify hosts, ports, and services. It is one of the components :.
of intelligence gathering that can be used by attackers to gather C
information and create a profile of their targets
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You need Windows Server 2016, Server 2012, Windows 10, Windows 8 and Kali
Linux to complete this activity.

Task 1

Download Nessus.

1. Install Nessus. Select appropriate options while installing. When it says your
connection is not private, select proceed to local host.

2. Set user credentials and log in to Nessus.

3. Register and activate using the activation code received in your email.
Checkpoint: After activation, it will download and instal plugins.

4. Login

5. Create a new Policy with Advanced Scan option.

6. Configure name of the policy and add a description (add your student id) under
basic settings.

7. Select Host Discovery under discovery option. Turn off — Ping the remote host

L* lins

8. Customize the port scanning by verifying open TCP Ports. (Hint: under '=_|'

Local port enumerators in Port scanning). Leave other options with

default settings.

9. Under advanced settings,make maximum number of concurrent TCP sessions
per host and per scan unlimited.

Why would we set them to unlimited? 4
10. Set credentials to the policy and save. = |
11.Create new scan. Select the policy you have created.
12.Give a name for the scan with description and enter the target IP Address. (It

may be any machine as per your choice. However, to get listed more known

vulnerabilites under lab environment, it is recommended to scan lower Windows

OS (XP/ 7/8).
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13.Launch the scan.
14. After completing the scan, analyse the results.
15. Click the vulnerabilities aand view all the vulnerabilites associated to the target.
16.Download and Export the report.
17.Use the report and classify action plan/ mitigation steps to overcome the
vulnerabilites.
a. To do that, categorize all the listed vulnerabilites based on its severity.
b. Select one of the vulnerability and propose a mitigation/ action plan.
18.Document your report and Mitigation plan with proper/adequate citations.

Task 2

Download Nessus.

1. Open Kali Linux.

2. You can start Nessus Scanner by typing /bin/systemctl start nessusd.service
3. Then go to hitps://kali:8834/ to configure your scanner



https://kali:8834/
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4. Create username and password

5. Update the plugins

6. Perform a vulnerability scan to the attack machine (Any machine in your VM
other than the one you did earlier)
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7. Click on the vulnerabilities and look at all the vulnerabilities listed for the

target machine. View the detailed report about all the listed o
vulnerabilities and create a list based on High, Medium categories. .&

8. Based on your categorization, select the Top listed vulnerability, and
propose your mitigation steps/ strategies. Refer to websites/
databases which we have covered during our lectures to list out the
necessary mitigation steps, citations etc.

9. Generate the Report

10.Use the report and classify action plan/ mitigation steps to overcome the
vulnerabilites.
a. To do that, categorize all the listed vulnerabilites based on its severity.
b. Select one of the vulnerabilities and propose a mitigation/ action plan.
11.Document your report and Mitigation plan with proper/adequate citations.
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Task 3

Use Nikto Web Scanner to test Web Servers for vulnerable/ malicious files,
outdated server software’s etc

Install and assess from: Kali Linux

The web scanners will do a comprehensive test against web servers to look for
harmful files, CGls, Versions etc

1. Open Kali Linux.
Download and install Nikto in Kali Linux.
Which command did you issue to download Nikto? Why?

What is the purpose of this tool? Qn

command not found

sudo apt-get install nikto -y
[sudo] password for ethical:
eading package lists... Done
uilding dependency tree... Done
eading state information... Done
he following packages were automatically installed and are no longer required:
libevent-core-2.1-7 libevent-pthreads-2.1-7 libopts25 python3-ntp sntp

nikto
- Nikto v2.1.6

-config+ Use this config file

-Display+ Turn on/off display outputs

-dbcheck check database and other key files for syntax errors
-Format+ e file (-o) format

-Help Extended help information

-host+ target host/URL

-id+ Host authentication to use, format is id:pass or id:pass
-list-plugins List all available plugins

-output+ Write output to this file

-nossl Disables using S5L

-noded Disables 484 check

-Plugins+ List of plugins to run (default: ALL)

-port+ Port to use (default 88)

-root+ Prepend root value to all requests, format is /directory
-5s5l Force ss1 mode on port

-Tuning+ Scan tuning

-timeout+ Timeout for requests (default 18 seconds)

-update Update data s and plugins from CIRT.net

-Version Print plugin and database versions

-vhost+ Virtual host (for Host header)
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2. Observe the options of nikto

nikto -H

Whether to ask about submitting updates
yes A out ea efault)
no
auto Don't a
Scan these CG : "no , "all", or values like "

-Display+ Turn or

sho ed
Show cookie

Show all 2ea/

Show URLS w equire authentication
Debug output

Dis 11 HTTP error

-l s W = o B [ O W S ™)

ose output
and other key files for syntax errors

Premature URL ending
Prepend long random string
Fake parameter

[y [ SR WAy N Iy

o

cer
of the URL

3. Use tuning option to persue a deep scan on the target. In my case, the target
IS itsecgames.com. You may try a different vulnerable website for Educational
purpose (like www.certifiedhacker.com). Donot try in production
environment or unauthorzied websites

~

e

nikto -h http://www.itsecgames.com -Tuning x

com -Tuning x

X-Frame-Options header i ot present.
header is not defined. This header can hint to the user agent to protect again ome forms of XS

Vit ++ t +++ + 10

+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a
ifferent | MIME t)

check all p
h file
ommon header ‘link nd, content : " D .4 rel="shortlir

ncommon header * nerator’ found, with contents: Drupal 7 (h

In this above screenshot, | have OSVDB — 3233 (Apache default file found).

5. Do a detailed research (with reference to our lectures) on the identified
vulnerability and propose mitigation actions. Document it.

6. Let us now check the CGI Directories. What vulnerability did you observe?


http://www.certifiedhacker.com/
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7 X-Frame-Options header is not present.
header is not defined. This header can hint to the user agent to protect against some forms of XS

r is not set. This could allow the user agent to render the content of the site in a d
mtime:

; rel="shortlin

7. Use other commands to scrutinize the target network. List out the
commands you used, and the vulnerabilities identified. B

8. Write a report to provide your thoughts and observation on your
target’s security posture and exposure. Submit in Moodle

Record your Reflection:

Understanding on all the activities

Understanding about various tools used

New/ Similar tools you identified and used

Compare and Contrast the tutorial tools with your identified tools

Rate yourself: How confident are you to do footprinting and reconnaissance
activity ethically?

6. Any other Troubleshooting Steps, you need to share?
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