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INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about listing the elements of key information security management practices. Discuss and implement information security constraints on general hiring processes. Explain the role of information security in employee terminations. Describe the security practices used to regulate employee behaviour and prevent misuse of information. Describe the key components of, and suitable strategies for the implementation of, a security performance measurement program. Discuss the various types of benchmarking and their use in security planning. 
Apply your understanding and knowledge from what you learnt in the lecture about the topic by answering the following: 
Please read the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions. – 30 mins 
Once you have done that, discuss your answers with other members on your table – 10 mins 
Be prepared to discuss and even present your findings to the rest of the class, upon the lecturer’s choice – 20 mins

Review Questions

1. When an organization undertakes an InfoSec-driven review of job descriptions, which job descriptions must be reviewed? Which IT jobs not directly associated with information security should be reviewed?
2. What are the critical actions that management must consider taking when dismissing an employee? Do these issues change based on whether the departure is friendly or hostile?
3. How do the security considerations for temporary or contract workers differ from those for regular employees?
4. List and describe the standard personnel practices that are part of the InfoSec function. What happens to these practices when they are integrated with InfoSec concepts?
5. Why shouldn’t you show a job candidate secure areas during interviews?
6. List and describe the types of workers who are not regular employees of an organization. What special security considerations apply to such workers, and why are they significant?
7. What is separation of duties? How can this method be used to improve an organization’s InfoSec practices?
8. What is least privilege? Why is implementing least privilege important?
9. What is a performance measure in the context of InfoSec management?
10. What types of measures are used for InfoSec management measurement programs?
11. What factors are critical to the success of an InfoSec performance program?
12. What is a performance target, and how is it used in establishing a measurement program?
13. List and describe the fields found in a properly and fully defined performance measure.
14. Why is a simple list of measurement data usually insufficient when reporting InfoSec measurements?
15. What is benchmarking?
16. What is the standard of due care? How does it relate to due diligence?
17. What is a recommended security practice? What is a good source for finding such recommended practices?
18. When selecting recommended practices, what criteria should you use?
19. When choosing recommended practices, what limitations should you keep in mind?
20. What is baselining? How does it differ from benchmarking?

Exercises
These answers will vary
1. Visit the web sites of major technology organisation (Microsoft, Oracle, Cisco, etc.) plus two more that you choose on your own.  Search the web for best security practices. What do you find?

Quick Quiz 1


1. True or False: Organizations that provide complete job descriptions when advertising open positions should include the elements of the job description that describe access privileges.

2. Which type of security (background) check might be required by someone applying for jobs in law enforcement or high-security positions?
A. identity checks
B. credit history
C. polygraph test
D. reference check

3. Which personnel security practice is used to ensure that no one employee is performing actions that cannot be knowledgeably reviewed by another employee?
A. mandatory vacation policy
B. two-person control
C. separation of duties
D. task rotation

4. All but which of the following is one of the four factors critical to success of an InfoSec program, as listed by SP 800-55 Rev. 1?
A. Actions-oriented measurement analysis
B. Strong upper-level management support
C. Practical InfoSec policies and procedures
D. Quantifiable performance measurements

5. Which phase of the performance measurement development process identifies relevant stakeholders and their interests in InfoSec measurement?
A. Phase 1
B. Phase 2
C. Phase 4
D. Phase 7



Quick Quiz 2

1. Measurements that examine the performance of an individual control or group of controls within the InfoSec program are known as which of the following?
A. micro-focus measurements
B. baseline measurements
C. macro-focus measurements
D. benchmark measurements

2. True or False: Performance targets are often a hindrance to effective security.

3. True or False: An organization that works within an industry regulated by laws and standards is required to meet regulatory or industry guidelines in security practices.

4. Which NIST document covers basic engineering principles regarding security baselines? 
a. SP 800-27 
b. SP 800-55 
c. SP 800-55A 
d. SP 800-11 
 
5. What term below is used to describe security efforts that are considered among the best in an industry? 
A. Standard of due care 
B. Standard of due diligence 
C. Recommended business practices 
D. Best security practices 
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