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[bookmark: _Toc155956370]Research on Digital Forensics
[bookmark: _Toc155956371]Current state of the field
Digital forensics can be categorized into various types based on the specific objectives of the investigation. These categories include file system forensics, storage device forensics, memory forensics, cloud forensics, and Internet of Things (IoT) forensics.

[bookmark: _Toc155956372]File System Forensics
File system forensics is an important branch of digital forensics that primarily focuses on recovering, analyzing, and presenting data from the file systems of computers or storage devices.

The identification of hidden and encrypted data, file recovery, and file metadata play crucial roles in file system forensics.

[bookmark: _Toc155956373]Storage Device Forensics
Storage device forensics is a critical component of the digital forensics field, aiming to gather evidence from various storage devices.

[bookmark: _Toc155956374]Memory Forensics
With the advancement of information technology, cybercrime has seen a corresponding increase. Additionally, certain criminals take measures to avoid leaving evidence on external storage devices like hard drives to evade investigations. This led to the emergence of memory forensics.

Memory forensics provides access to information that traditional data storage forensics cannot retrieve, such as running processes and network connections, which are crucial for case investigations.

Memory forensics comprises two main components: memory acquisition and memory analysis. Memory acquisition is currently a focal point of research in memory forensics due to the various challenges it faces. According to A. Case and G. G. Richard III [1], traditional operating systems offer methods for acquiring memory information, such as "/dev/mem" for Linux and Mac OS X and "\.\Device\PhysicalMemory" for Windows. As outlined by A. Chetry and U. Sharma [2], the prevailing framework for memory forensics is currently Volatility. There are multiple tools available for memory forensics, including Memoryze, MoonSols, Windows Memory Toolkit, OS Forensics, and others.

[bookmark: _Toc155956375]IoT Forensics
IoT (Internet of Things) forensics refers to the process of extracting and analyzing data from various devices connected to the internet. These devices can include smart home appliances, wearable technology, smart cars, and more.

With the rapid development of IoT technology, IoT forensics has become a popular research area. According to M. Stoyanova et al. [3] ,IoT is a dynamic network environment composed of numerous interconnected computing devices. Within this network, various devices seamlessly interact, facilitating the exchange of data.

IoT forensics differs significantly from traditional digital forensics, primarily due to the inherent characteristics of IoT. According to S. Alabdulsalam et al.[4], the diversity of IoT components and its wide-ranging application areas lead to a variety of potential sources of evidence during the forensic process. IoT collects, stores, and transmits various types of data, often interconnected with IT infrastructure like the internet, databases, and cloud computing. Therefore, IoT forensics requires a comprehensive approach to data collection, encompassing not only IoT devices themselves but also aspects like internal networks (e.g., firewalls or routers) and cloud services, among others.

[bookmark: _Toc155956376]Cloud Forensics
Cloud forensics refers to the process of forensic analysis of digital data within a cloud environment. According to J.-H. Park et al.[5], the National Institute of Standards and Technology (NIST) in the United States defines cloud computing forensics as follows: "The application of scientific principles, technical practices, and verified methods to identify, collect, preserve, examine, interpret, and report digital evidence in reconstructing events associated with cloud computing." This definition underscores the scientific and systematic nature of cloud forensics.

Cloud services are typically delivered over the internet. According to J.-H. Park et al.[5], cloud forensics is considered a branch of network forensics. According to P. Purnaye et al.[6], various technologies used to implement cloud services have an impact on cloud forensics. These technologies encompass different levels of cloud service control (such as SaaS, PaaS, and IaaS models), cloud deployment models (public or private), and virtualization techniques. In the SaaS model, cloud service providers (CSPs) exercise strict control, whereas the IaaS model allows for more flexibility. Private clouds are usually managed by specific organizations with restricted access, while public clouds are hosted by CSPs and open to external users. Regarding virtualization technology, it includes both bare-metal implementations and hardware-assisted approaches. According to P. Purnaye et al.[6], SaaS and PaaS models utilizing Type-I or bare-metal virtualization in private clouds are considered ideal environments for conducting cloud forensics.


[bookmark: _Toc155956377]Intersection of digital forensics and cybersecurity
Digital forensics is closely related to cybersecurity and can be utilized as a tool within the realm of cybersecurity.

Through digital forensics, threat intelligence can be gathered, contributing to the better maintenance of network security. Threat intelligence involves the collection, analysis, and processing of information concerning cybersecurity threats, which is crucial for safeguarding computer networks. With threat intelligence, cybersecurity teams can predict and mitigate potential future threats. According to Y. Keim and A. Mohapatra [7], this paper emphasizes the significance of integrating malware forensics techniques into the Cyber Threat Intelligence (CTI) framework to enhance network security measures.

Intrusion monitoring systems can employ digital forensics techniques to track and analyze network intrusions. Intrusion Detection Systems (IDS) are security technologies used to monitor networks or systems for detecting malicious activities. As mentioned by E. T. Toivo et al. [8], the paper highlights the role of packet forensics within IDS, especially in the context of network security.

After a cyber attack has occurred, digital forensics becomes a crucial tool for identifying and mitigating the impact of the attack. It assists in determining the source and methods of the attack, thereby strengthening future defense measures. According to A. Al-Dhaqm et al. [9], this paper introduces an Integrated Incident Response Model (IIRM), encompassing pre-incident, during-incident, and post-incident response phases. Each phase plays a vital role in the forensic investigation of database incidents.



[bookmark: _Toc155956378]Emerging Trend
With the advancement of technology, digital forensics has given rise to various subfields, emerging as a significant trend.

[bookmark: _Toc155956379]Drone Forensics
Drones, as part of the Internet of Things (IoT) technology, are now widely utilized in multiple domains. Understanding which components of a drone can be used for forensic analysis and what data should be examined is crucial.

According to A. Al-Dhaqm a et al. [10], the key components available for forensic analysis in drones include the Ground Station Controller(GSC), Flight Control Board(FCB), Electronic Speed Controller(ESC), and Transmission Control Unit(TCU). According to F. E. Salamh et al. [11], the ground station controller is responsible for storing sensor data, flight logs, and media files. According to F. M. Alotaibi et al. [12], the FCB manages the drone's flight and communicates with the ground control station. As stated by Z. Zhou et al. [13], the ESC regulates the drone's speed and power. As described by A. Al-Dhaqm et al. [10], the transmission control unit (TCU) acts as a bridge for communication between the FCB and GSC.

In addition to these hardware components, drones also offer a wealth of digital information, such as data stored in memory, content from various log files, and Electromagnetic (EM) wave data. According to A. Al-Dhaqm et al. [10], these electromagnetic signals, when processed, can provide secondary corroborative data.


[bookmark: _Toc155956380]Vehicle Forensics
Traditionally, automotive forensics primarily focused on collecting physical evidence within vehicles, such as fingerprints, hair, and bloodstains. However, with the continuous advancement of technology, cars have become carriers of highly integrated electronic devices, which are now an integral part of the automotive landscape.

For instance, some electronic devices are designed to assist in driving, such as automated driving systems and global positioning systems (GPS). Additionally, there are devices that prioritize entertainment, like digital media playback systems. These electronic devices store a wealth of driving data and personal information, ranging from driving routes to playlists, making them potentially crucial sources of information.

Because of the rich and diverse data contained within these electronic devices, vehicle forensics has evolved into a significant branch of digital forensics. In this field, experts not only pay attention to traditional physical evidence but also emphasize the extraction of data from the vehicle's internal electronic systems to obtain crucial digital evidence about vehicle usage and driving behavior.

According to N.-A. Le-Khac et al. [14], the components involved in vehicle forensics include the Engine Control Module (ECM), Transmission Control Unit (TCU), Anti-Lock Braking System (ABS), Body Control Module (BCM), and the Airbag Control Module. As per X. Feng et al. [15], these components control and manage various aspects of the vehicle.

The ECM records vital data related to the vehicle's operation, such as speed records and airbag information, aiding in investigations into the vehicle's performance. According to N.-A. Le-Khac et al. [14], TCU manages the transmission and drivetrain systems, with its data providing insights into transmission performance and potential issues. ABS prevents wheel lock during emergency braking and its data can offer information about vehicle speed and braking status, which is particularly important in accident investigations. BCM controls lighting, door locks, and other body-related functions, and its data can reveal the status of various vehicle functions and potential problems.

[bookmark: _Toc155956381]Key Challenges 
In digital forensics, numerous legal issues urgently need addressing, such as privacy rights and jurisdictional concerns. According to C. Karagiannis et al.[16], there are currently various definitions of jurisdiction In the realm of cloud forensics.

There is a lack of a unified framework in digital forensics. The diversity of forensic objects has led to different frameworks. However, establishing a widely recognized and unified framework would be beneficial for the ongoing development of digital forensics. According to M. Stoyanova et al.[17], there are many frameworks in IoT forensics, each with its own strengths and weaknesses.

Qualified forensic tools are essential in digital forensics. According to H. H. Lwin et al.[18], there are numerous tools available for Android forensics, each with its own advantages and disadvantages.

[bookmark: _Toc155956382]Job Market 
With the rapid growth and prosperity of the digital forensics industry, its market valuation has been steadily increasing, accompanied by significant expansion in various subfields. This trend has led to a flourishing job market.

According to a research report by EMR [19], the global digital forensics market was valued at nearly $11.3 billion in 2023, with projections to reach approximately $42.5 billion by 2032.

As per PayScale [20], the average salary for digital forensics professionals in 2024 is around $82,500, with a salary range spanning from $57,000 to $117,000.


[bookmark: _Toc155956383]Research on Digital Forensics
[bookmark: _Toc155956384]Commercial Forensic Tools
[bookmark: _Toc155956385]Forensic Toolkit
Forensic Toolkit (FTK) is a comprehensive digital forensics software initially developed by AccessData and currently managed by Exterro. It excels in hard drive scanning, is capable of finding various types of information such as potentially deleted emails, and can use text strings discovered on the hard drive as a password dictionary to assist in encryption cracking. FTK is known for its stability, speed, and user-friendliness, making it a preferred choice for digital forensics professionals.

One of FTK's main advantages is its robust database-driven architecture, which enables it to handle large datasets efficiently and reliably. According to Exterro[21], this architecture also provides comprehensive preprocessing and indexing, significantly improving the speed and efficiency of filtering and searching for relevant evidence. Additionally, FTK offers visualization techniques that allow users to analyze data through timelines, cluster charts, pie charts, geographic locations, and more.

FTK also includes a standalone disk imaging software called FTK Imager, which is crucial for creating precise copies of data from hard drives, CDs, and USB devices for analysis. This tool supports various image file formats and includes functionality to verify the integrity of data images. FTK Imager plays a critical role in ensuring that the original data source remains intact and preserves the integrity of forensic analysis during investigations.

In terms of specific functionalities, FTK offers a range of capabilities. According to Exterro[21][22] and their brochure[23][24], these functionalities include email analysis, file decryption, data carving, data visualization, and an automated malware detection technology called Cerberus. Additionally, as per Exterro[25], FTK's Optical Character Recognition (OCR) engine utilizes AI to rapidly convert images into readable text and supports multiple languages.

[bookmark: _Toc155956386]Cellebrite
Cellebrite is an advanced digital forensic tool widely used for unlocking and extracting data from mobile devices. Its core features include Cellebrite Physical Analyzer and Cellebrite Virtual Analyzer. According to Cellebrite's documentation[26], Cellebrite Physical Analyzer is used to analyze data obtained from various extraction tools. Possible data sources include Cellebrite UFED, Cellebrite Premium, and other extraction tools. Cellebrite Physical Analyzer can analyze over 11,000 different applications. In addition, it offers tools for in-depth data analysis, such as retrieving deleted data, conducting advanced decoding research, and creating visual event timelines. Cellebrite Physical Analyzer utilizes advanced decoding to highlight SQLite Wizard, Python scripts, and hexadecimal data. Furthermore, data from other devices and applications is transformed into a readable format for display. Cellebrite Smart Translator is integrated into Cellebrite Physical Analyzer. According to the Cellebrite website[27], Smart Translator is Cellebrite's built-in translator capable of translating 40 different languages.

[bookmark: _Toc155956387]Open Source Forensics Tools
[bookmark: _Toc155956388]Sleuth Kit
The Sleuth Kit (TSK) is a widely recognized digital forensics toolkit consisting primarily of a library and a set of command-line tools used for analyzing disk images.

According to the SleuthKit website[28], TSK offers a range of command-line tools for digital forensic analysis. TSK provides a set of fully automated tools that cover various layers, from the file system level to the data unit level, enabling comprehensive analysis and processing of disk images and file systems. This provides investigators with comprehensive and flexible options, allowing them to select the desired level of investigation, whether it's at the file system layer, file name layer, metadata layer, or data unit layer, suitable for various forensic scenarios.

TSK also offers a robust timeline analysis feature, which is crucial for digital forensic investigations. According to the SleuthKit website[29], TSK's timeline analysis deals with various time-related attributes of files and directories, which can vary depending on the file system type. TSK's timeline analysis involves two steps: data collection and timeline merging and sorting. Initially, TSK collects time data from various sources such as the file system, registry, and logs, primarily using the 'fls' tool with specific flags to gather file information and adjust potential time deviations, ensuring comprehensive data collection. Once collected, the data is merged into a single file and sorted based on time using the 'mactime' script, creating a unified timeline of all recorded activities. TSK's timeline provides a snapshot of system activity, including file creation, modification, and access times, which is crucial for understanding the sequence of events. Additionally, TSK can generate timelines from multiple data sources, making the resulting timeline more comprehensive.

According to the SleuthKit website[30], Sleuth Kit (TSK) provides two hash-related tools in its digital forensics and file system analysis suite: the Hash Calc Module and the TSK Hash Lookup Module. The Hash Calc Module is designed to compute MD5 or SHA-1 hashes of file contents. Hash values are essential for uniquely identifying files. By generating hash values, this module helps ensure data integrity, as even slight changes in file content result in entirely different hash values. The Hash Calc Module assists in determining if a file has not been altered since the last hash calculation, which is especially important in a legal context, as maintaining the integrity of evidence is crucial. The TSK Hash Lookup Module focuses on comparing a file's MD5 hash value to one or more hash databases. These databases are indexed using Sleuth Kit's 'hfind' tool and contain hash values of previously identified or categorized files. The TSK Hash Lookup Module is used to quickly identify "known" files in a dataset. By identifying known files, investigators can focus their attention on unknown or suspicious files, streamlining the investigation process.

Sleuth Kit is an open-source forensic tool with fundamental forensic software capabilities and cross-platform compatibility, suitable for individual investigators or beginners. However, for forensic teams, Sleuth Kit lacks the necessary support.

[bookmark: _Toc155956389]Comparison between Commercial and Open-Source Digital Forensics Tools
Open-source digital forensics tools are free and offer basic functionalities like data collection and analysis, making them suitable for individual investigators or beginners.

Commercial digital forensics tools have advantages in areas like file display, evidence visualization, and evidence clustering. Additionally, for large companies, commercial digital forensics tools provide convenient features for team collaboration, such as remote evidence access and evidence sharing. Therefore, commercial digital forensics tools are well-suited for digital forensics teams.


[bookmark: _Toc155956390]Hard Disk Forensics Investigation
[bookmark: _Toc155956391]Hard Disk Group Report
[bookmark: _Toc155956392]Scenario Corporate Crime
An online dating company called Red Hot Passion has received veiled threats that confidential information such as (Payment information, Names, Addresses, Job positions, and Photographs) stored in database documentation and other communications via text messages emails, and videos could be leaked by unknown sources. 

This information is more so sensitive due to the nature of the website which provides a platform for married members to engage in infidelity. This is an invasion of the user’s privacy who trusted that website would confidentially retain their information. A lot of the users of the website work in high positions of importance such as at Fortune 500 companies and in high-end managerial positions and could be under pressure of firing if this information was leaked as well as affecting the security of their marriages. 

It is believed that several employees/employees of administration staff could have potentially had access to this sensitive information and have left the company recently. These employees could have potentially been disgruntled and could have had reasons to want to take revenge against the company due to previous payment disputes.

[bookmark: _Toc155956393]Hard Disk
SIZE OF HDD: 250GB 

DISKPART> detail disk 

JMicron Generic SCSI Disk Device


[image: ]
[bookmark: _Toc155956647]Figure 1. Hard Disk Details
The HDD came with about 4 different partitions, lettered E, F, G, and H. Part. F and G have BitLocker password encryption without a password given. 

We tried to disable the BitLocker using a PowerShell command “disable-BitLocker”, but it didn’t work. Except we use the system that was used to add the BitLocker on the HDD. 

The screenshots below are proof of the PowerShell command.


[image: ]
[bookmark: _Toc155956648]Figure 2. Attempt to unlock the BitLocker drives

[image: ]
[bookmark: _Toc155956649]Figure 3. Attempt to unlock the BitLocker drives

After several attempts to unlock the BitLocker drives, we reached out to Team A concerning the difficulties we encountered trying to unlock the BitLocker, we were informed that the BitLocker drives don’t contain any files and that we should ignore it.


[bookmark: _Toc155956394]Collection of Image
We took an Image of all visible partitions on the HDD using FTKImager, we tried to analyze the image using the Autopsy tool, and we could recover previously stored and deleted files from the HDD. Below are screenshots of those files recovered.
[image: ]
[bookmark: _Toc155956650]Figure 4. Screenshot showing all four partitions

[image: ]
[bookmark: _Toc155956651]Figure 5. Screenshot showing each drive and storage capacity

[image: ]
[bookmark: _Toc155956652]Figure 6. Screenshot showing root folders present in the HDD

[image: ]
[bookmark: _Toc155956653]Figure 7. Screenshot showing root folders present in the HDD



[bookmark: _Toc155956395]Evidence of recovered files and folders found on the image taken of the HDD.
[image: ]
[bookmark: _Toc155956654]Figure 8. Evidence of Credit card details recovered from the HDD.

[image: ]
[bookmark: _Toc155956655]Figure 9. Evidence of email accounts recovered.



[image: ]
[bookmark: _Toc155956656]Figure 10. Evidence of IP addresses.

[image: ]
[bookmark: _Toc155956657]Figure 11. Evidence of different URLs.



[image: ]
[bookmark: _Toc155956658]Figure 12. Evidence of Phone numbers recovered

[image: ]
[bookmark: _Toc155956659]Figure 13. Evidence of user contents, including images, audio, videos, document files, etc.



[bookmark: _Toc155956396]Unlock Hiden Partition
After recovering all these files, we started analyzing the files one after another, and we noticed that the evidence didn’t corollate with the given scenario, so we had to reach out to the team to confirm if the files we recovered were the actual evidence they copied into the HDD, they confirm it wasn’t their files.
Team A informed us that there was a hidden drive partition on the HDD, and their actual evidence files are likely saved on that hidden drive partition.
After several attempts in trying to find the hidden partitions failed, we did some research and found a tool called VeraCrypt, this tool was used to encrypt the drive 

[image: ]
[bookmark: _Toc155956660]Figure 14. Drives partitions that were visible before we used the VeraCrypt

[image: ]
[bookmark: _Toc155956661]Figure 15. Dismount all drives




We used the VeraCrypt to dismount all drives in the HDD after which we mounted a new drive with a different drive letter, it requested for a password, which we collected from Team A.
The next shot below shows the new mounted drive, lettered “J”

[image: ]
[bookmark: _Toc155956662]Figure 16. Five drives partitions




[bookmark: _Toc155956397]Collection of new Image
We took a new image of the un-hidden drive partition (drive J)
[image: ]
[bookmark: _Toc155956663]Figure 17. Collection of new Image

Size of Data: The total size of an image taken of Local disk J is 925MB

[image: ]
[bookmark: _Toc155956664]Figure 18. Total size of an image taken of Local disk J



Evidence of unallocated spaces

[image: ]
[bookmark: _Toc155956665]Figure 19. Evidence of unallocated spaces

[image: ]
[bookmark: _Toc155956666]Figure 20. Evidence Location of files with Metadata from the new image


The following are files found in the new image of drive J.

	Evidence Title
	Format
	Extension

	1. 20231113151155_5869
	Excel sheet document
	XLS

	2. Barclays_Statement
	Image
	jpeg

	3. customer data
	Mysql Database
	Sql

	4. mail-conversation
	Image screenshot
	Jpeg

	5. Nitheesh_Corporation
	Notepad text file
	txt

	6. meeting2
	Video
	Mp4


Files found in the new image of drive J


[bookmark: _Toc155956398]ANALYSIS REPORT BASED ON EVIDENCE ANALYSED
From the given scenario above, the customer database of a dating company (Red Hot Passion), with patronizers who are top executives at a 500 Fortune company was hacked and their user details were leaked, exposing names of different customers including top employees with managerial roles at (Nitheesh Corporation).

[image: ]
[bookmark: _Toc155956667]Figure 21. The customer database of a dating company


A sender known as Josh sends a mail to Nitheesh's email (nithesh@gmail.com), but we can't tell who Josh is because there's no record of him in the database that was leaked, or why is he sending a mail to Nitheesh, asking him to verify his bank details. Nitheesh cooperation is possibly owned by Nitheesh. The sender of this email could be a hacker who is claiming the identity of someone very close to Nitheesh. He sends a verification form, for Nitheesh to verify his account details. But why?

[image: ]
[bookmark: _Toc155956668]Figure 22. Email



Database containing confidential details and bank card details of employees' of Nitheesh's cooperation, possibly leaked by former staff of Nithesh corporation, who left the company due to issues. As administrative staff, these employees had access to almost every record and data of the cooperation, it is also possible that they leaked the bank card details of the employees. The reason is they want to take revenge against the company due to previous payment disputes.
[image: ]
[bookmark: _Toc155956669]Figure 23. Database containing confidential detail

[image: ]
[bookmark: _Toc155956670]Figure 24. Bank card details

An account statement having the name John Doe Lee, there's no record of John Doe among the list of either customer data of Red-Hot Passion or the database of Nitheesh Corporation. He may be the hacker, who was paid by the suspects who leaked confidential data of Nitheesh's cooperation. From his bank statement, there was a deposit of £540 into John Doe's account on 12 Jan. On 19 Jan. he paid £39 for transport to London.
[image: ]
[bookmark: _Toc155956671]Figure 25. Bank Record




[bookmark: _Toc155956399]Reflection
After this digital forensics investigation, I've taken some time to reflect on the experience.

Firstly, this activity has underscored the complexity of digital forensics investigations. Before obtaining evidence, we had to navigate the intricacies of displaying all the partitions on the hard drive, choosing suitable disk encryption tools, and obtaining the encryption key for the hard drive partition. This has made me appreciate the challenges of digital forensics, and I've come to realize that real-world digital forensics cases can present even more daunting hurdles.

Furthermore, this activity has familiarized me with the digital forensics process and the tools involved. The process of gathering evidence, analyzing it, and documenting the results left a lasting impression on me. Throughout the process of displaying hard drive partitions, selecting disk encryption tools, and decrypting hard drive partitions, I learned and utilized various digital forensics tools.

Secondly, I've gained a newfound appreciation for the importance of teamwork through this activity. Every step in digital forensics was carried out after team discussions, highlighting the significance of collaboration in investigative work.

Additionally, I've come to understand the crucial role of analytical skills in digital forensics. Analytical skills are essential when interpreting data and establishing connections relevant to the case.

Finally, in this digital forensics activity, we encountered several challenges. The most significant challenge was our inability to ascertain the specific identity of the suspect. We deduced that the suspect might have been a former employee of Nitheesh based on conflicts of interest. We managed to obtain crucial emails and bank letters. We also gained access to a user database containing information such as users' locations and phone numbers. However, we were unable to definitively determine the suspect's identity.

[bookmark: _Toc155956400]Presentation
Meeting in _General_-20240111_173046-Meeting Recording.mp4



[bookmark: _Toc155956401]Mobile Forensics Investigation
[bookmark: _Toc155956402]Executive Summary
[bookmark: _Toc155956403]Background
Our client is a car manufacturing company working on a new model of AI self-driving cars.
They have competitors in several Countries, and they want to maintain the privacy of this project. However, they suspect that one of their technical officers might be selling the research data to their competitors.

[bookmark: _Toc155956404]Scope
The company wants us to investigate the veracity of the allegations by analyzing the suspect mobile phone. To achieve this, we will use Cellebrite tool kits to analyze the phone. We will perform both logical and physical analysis of the phone.

[bookmark: _Toc155956405]Key Findings
From the analysis, we discovered over 64 images taken with the suspect's mobile phone camera, 23 audio recordings, and 7 video files. A summary of the evidence discovered is included in this report.

[bookmark: _Toc155956406]Case Information
Case Details
Case ID: MP-0140124
Date of Request:18/12/2023
Requesting Authority: Team B
Case Investigator: Team B
Device Information: ulefone 
Manufacturer: China
Model: Note 14 (16)
Serial Number: S/N:3102SH1010027469
IMEI/MEID: IMEI-1:355617730545789

[bookmark: _Toc155956407]Methodology
Explain the methods and techniques used during the mobile forensics analysis, including tools, procedures, and any challenges encountered.
The mobile phone was handed to us by the company, and every authorization process was sorted by the company. We ensured to maintain a chain of custody after receiving it.


[image: ]
[bookmark: _Toc155956672]Figure 26. Chain of Custody


[bookmark: _Toc155956408]Data Acquisition
Device Identification
The phone was handed to us by the company where the suspect works, due to an ongoing investigation involving a breach of data. Every verification was done by the company before the phone was handed to us.

Data Extraction
We extracted a logical filesystem using the Cellebrite forensics toolkit. Due to the model of the phone, we could not perform a physical extraction. 



[image: ]
[bookmark: _Toc155956673]Figure 27. Extraction Report

[bookmark: _Toc155956409]Data Preservation
Detail the steps taken to preserve the integrity of the evidence throughout the analysis.
To maintain data integrity, we set up a forensics lab in the Cisco lab, using virtual machines with operating systems installed on them. All digital extraction and analysis took place in this environment. Every piece of evidence collected and analyzed was stored on OneDrive.


[bookmark: _Toc155956410]Data Analysis
Overview
We used the Cellebrite Physical analyzer and Belkasoft forensics tool in analyzing the data.
The analyzed data contain images of different locations and places the suspect visited; we trailed his journey based on the position of images extracted from his device. We found audio recordings with details of events happening within the suspect. Some of the audio was not audible enough, but we were able to transcribe the audio to the best of our ability.
Below are screenshots of the evidence, with timestamps, location, and details about each piece of evidence discovered.
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[bookmark: _Toc155956674]Figure 28. Summary of Mobile Evidence Analysis
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[bookmark: _Toc155956675]Figure 29. Summary of Mobile Evidence Analysis
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[bookmark: _Toc155956676]Figure 30. Summary of Mobile Evidence Analysis



[image: ]
[bookmark: _Toc155956677]Figure 31. Summary of Mobile Evidence Analysis
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[bookmark: _Toc155956678]Figure 32. Summary of Mobile Evidence Analysis
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[bookmark: _Toc155956679]Figure 33. Summary of Mobile Evidence Analysis
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[bookmark: _Toc155956680]Figure 34. Summary of Mobile Evidence Analysis
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[bookmark: _Toc155956681]Figure 35. Summary of Mobile Evidence Analysis
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[bookmark: _Toc155956682]Figure 36. Summary of Mobile Evidence Analysis
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[bookmark: _Toc155956683]Figure 37. Summary of Mobile Evidence Analysis
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[bookmark: _Toc155956684]Figure 38. Summary of Mobile Evidence Analysis
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[bookmark: _Toc155956685]Figure 39. Summary of Mobile Evidence Analysis



[bookmark: _Toc155956411]Recovered Data
[image: ]
[bookmark: _Toc155956686]Figure 40. Recovered Data


[bookmark: _Toc155956412]Deleted Data
We didn't recover any deleted data.




[bookmark: _Toc155956413]Forensic Artifacts
[bookmark: _Toc155956414]Artifacts Overview
Below is the file system structure of the mobile device and the data structure contained in the phone.
[image: ]
[bookmark: _Toc155956687]Figure 41. Artifacts Overview
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[bookmark: _Toc155956688]Figure 42. Artifacts Overview
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[bookmark: _Toc155956689]Figure 43. Artifacts Overview
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[bookmark: _Toc155956690]Figure 44. Artifacts Overview
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[bookmark: _Toc155956691]Figure 45. Artifacts Overview
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[bookmark: _Toc155956692]Figure 46. Artifacts Overview




[bookmark: _Toc155956415]Notable Findings
From our analysis, we discovered that the suspects:
· Visited 4 different Countries, the United Kingdom, United Arab Emirates, India, and Poland.
· Spent more time in India than the other 3 Countries.
· Met with someone in India.
· Visited an IT company in Poland.
· Was careful not to leave any trace of the leaked research data on his mobile device.

[bookmark: _Toc155956416]SUMMARY OF ANALYSIS
The evidence provided contains a detailed analysis of the suspect's activities and locations throughout his journey. 
The suspect embarked on two different trips.
· He began his first trip from Swansea to London, where he boarded a flight from Heathrow Airport, stopped at Dubai Airport, and took a reconnecting flight to Chennai, India, as indicated in Sc-1 and Sc-3. 
· While in India, he met with an unknown person, as seen in SC-18, two vehicles are seen to converge in Navamali Road, Tamil, Nadu. One of the vehicles was probably used in transporting the suspect. The plate numbers of these vehicles have been captured for further investigation. 
· He was in India for about 35 days starting from 10/07/2023 to 14/08/2023, Sc-1 to sc-25, AUD_1 to AUD_9. 
· His first trip ended when he returned to Swansea on 19/08/2023.
His second trip started on 02/09/2023, as indicated in AUD_10.
· He arrived at Heathrow Airport and waited for a flight signal from British Airways. 
· He was next spotted at the Radisson Blu Hotel, Stansted Airport, England on 03/09/2023, 
Sc-26. 
He boarded a flight that same day to Poland, at about 10:17, SC-27, AUD_11 to AUD_13.
· At about 16:53 of that same day, he lodged at Hotel Grano, Gdansk, Poland, Sc-28.
· While in Poland, he visited an IT company called HP1, located at Pokenlen Lechoo, Gdansk 1, Sc-31. 
· He also attended euroskill Gdansk 2023 Conference, Sc-32. A payment card was also found in the suspect phone, but we can't confirm who the owner is, Sc-33.
· He returned to the UK on the 11/09/2023, AUD_14 to AUD_17.
He spent about 8 days in Poland, and about 4 days in the UK.

[bookmark: _Toc155956417]Conclusions
From our analysis, we have been able to point out key convincing points to prove that the suspects visited some of the Countries. He visited 3 Countries from the list of suspected Countries (England, Poland, Canada, China, Botswana, Australia, Pakistan, and India).
This is proof that he compromised the research data of his company.

[bookmark: _Toc155956418]Recommendations
We recommend that further investigations be conducted to discover who he met with in India, based on the car plate numbers captured.
The IT company he visited should also be investigated to confirm this claim. 

[bookmark: _Toc155956419]Limitations
Not enough evidence to establish a convincing case of stolen research data. There was no chat, text, or email of any conversation between the suspect and his accomplice.
Some features on the Cellebrite UFED and Physical analyzer didn’t effectively. If we had more sophisticated proprietary forensic tools  Magnet AXIOM, Oxygen Forensics Detective, and others.

[bookmark: _Toc155956420]Acknowledgments
The report is based on a group discussion. Each team member played a different role in ensuring the integrity of every evidence and analysis performed. Every fact and assumptions made were based on the team agreement. 



[bookmark: _Toc155956421]Reflection
After this digital forensics investigation, I've taken some time to reflect on the experience.

Firstly, this activity has made me more familiar with the process and tools of mobile forensics. During this mobile forensics operation, we carried out data collection, data extraction while maintaining data integrity, and preserving the chain of custody. We conducted a detailed analysis of all the evidence, examining all images, audio, and video files. We also created timelines based on file metadata and content, gaining practical experience. Finally, we documented the collected evidence.

Secondly, this activity has highlighted the complexity of digital forensics investigations. Despite creating timelines and scrutinizing every detail of images, videos, and audio files, we couldn't find any direct evidence of a suspect leaking business secrets. Additionally, some features of the forensic tools didn't work effectively, revealing limitations in the tools themselves.

Furthermore, this activity has reinforced the importance of teamwork. Every step in digital forensics was carried out after team discussions, emphasizing the significance of collaboration in investigative work.

Lastly, we encountered several challenges during this forensic activity, including the inability to find any direct evidence of a suspect leaking business secrets, and certain functionalities of the forensic tools not working effectively. Additionally, there were initial difficulties in unlocking a mobile phone.
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[Customer]
[Customer]
[Customer]
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[Customer]
[Customer]
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[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]
[Customer]

([Id], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (21, 'Aria', 'Cruz','Sac Paulo','Brazil','(11) 555-9857')
([1d], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (22, 'Diego', 'Roel’, 'Madrid','Spain',' (91) 555 94 44')
([1d], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (23, 'Martine', 'Rancé’,'Lille’, 'France','20.16.10.16")
([1d], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (24, 'Maria', 'Larsson', 'Bracke','Sweden','0695-34 67 21')
([1d], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (25, 'Peter', 'Franken', 'Minchen','Germany','089-0877310")
([1d], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (26, 'Carine’,'Schmitt', 'Nantes','France','40.32.21.21")
([1d], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (27, 'Paclo’, 'Accorti', 'Torino', 'Italy','011-4988260")

([1d], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (28, 'Lino', 'Rodriguez’, 'Lisboa’,'Portugal’,’ (1) 354-2534")
([1d], [FirstName], [LastName], [City] , [Country], [Phone]) VALUES (29, 'Eduardo’, 'Saavedra', 'Barcelona','Spain',' (93) 203 4560')
([1d], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (30, 'José', 'Pedro Freyre','Sevilla','Spain','(95) 555 82 82')
([1d], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (31, 'André’, 'Fonseca','Campinas', 'Brazil',' (11) 555-9482')

([1d], [FirstName], [LastName], [City] , [Country], [Phone]) VALUES (32, 'Howard','Snyder', 'Eugene’,'USA',' (503) 555-7555')

([1d], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (33, 'Manuel', 'Pereira’, 'Caracas', 'Venezuela',' (2) 283-2951")
([1d], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (34, 'Mario','Pontes', 'Rio de Janeiro','Brazil','(21) 555-0091')
([1d], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (35, 'Carlos’', 'Hernandez','San Cristobal','Venezuela','(5) 555-134C
([1d], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (36, 'Yoshi', 'Latimer','Elgin','USA',' (503) 555-6874")

([1d], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (37, 'Patricia’, 'McKenna','Cork','Ireland’,'2967 542')

([1d], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (38, 'Helen', 'Bennett','Cowes','UK',' (198) 555-8888")

([Id], [FirstName], [LastName], [City], [Country], [Phone])VALUES (39, 'Philip','Cramer','Brandenburg’,’'Germany','0555-09876")
([Id], [FirstName], [LastName], [City], [Country], [Phone])VALUES (40, 'Daniel’,'Tonini','Versailles', 'France','30.59.84.10")
([Id], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (41, 'Annette', 'Roulet','Toulouse', 'France','61.77.61.10")

([Id], [FirstName], [LastName], [City], [Country], [Phone])VALUES (42, 'Yoshi','Tannamuri','Vancouver','Canada',' (604) 555-3392")
([Id], [FirstName], [LastName], [City], [Country], [Phone])VALUES (43, 'John','Steel’,'Walla Walla','USA',' (509) 555-7969')

([Id], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (44, 'Renate’, 'Messner','Frankfurt a.M.','Germany','069-0245984")
([Id], [FirstName], [LastName], [City], [Country], [Phone])VALUES (45, 'Jaime','Yorres','San Francisco','USA',' (415) 555-5938')

([Id], [FirstName], [LastName], [City], [Country], [Phone])VALUES (46, 'Carlos','Gonzalez', 'Barquisimeto’,'Venezuela',' (9) 331-6954')
([Id], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (47, 'Felipe','Izquierdo','I. de Margarita','Venezuela','(8) 34-56-
([Id], [FirstName], [LastName], [City], [Country], [Phone])VALUES (48, 'Fran', 'Wilson','Portland','USA',' (503) 555-9573')

([Id], [FirstName], [LastName], [City], [Country], [Phone])VALUES (49, 'Giovanni', 'Rovelli', 'Bergamo’,'Italy','035-640230")

([Id], [FirstName], [LastName], [City], [Country], [Phone])VALUES (50, 'Catherine', 'Dewey’, 'Bruxelles', 'Belgium',' (02) 201 24 67')
([Id], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (51, 'Jean','Fresniére','Montréal','Canada',' (514) 555-8054')

([Id], [FirstName], [LastName], [City], [Country], [Phone])VALUES (52, 'Alexander', 'Feuer','Leipzig','Germany','0342-023176")

([Id], [FirstName], [LastName], [City], [Country], [Phone])VALUES (53, 'Simon','Crowther','London', 'UK',' (171) 555-7733")

([1d], [FirstName], [LastName], [City], [Country], [Phone])VALUES (54, 'Yvonne', 'Moncada','Buenos Aires','Argentina’,' (1) 135-5333")
([1d], [FirstName], [LastName], [City], [Country], [Phone])VALUES (55, 'Rene','Phillips', 'Anchorage','USA',' (907) 555-7584")

([Id], [FirstName], [LastName], [City], [Country], [Phone])VALUES (56, 'Henriette','Pfalzheim', 'Koln', 'Germany','0221-0644327")
([Id], [FirstName], [LastName], [City], [Country], [Phone]) VALUES (57, 'Marie', 'Bertrand','Paris', 'France',' (1) 42.34.22.66")

(IId] . [FirstName] . B [LastName] . B [Citv] . [Countrv] . [Phone])VALUES (52 "Cuillermo'  '"Fernandez' "Méaxico D.F.'" "Mawxic " (5) 552-374

ny





image22.png
1004am

< Inbox
o
To: nitheesh@gmai.com

Verification
HL

Could you please veriy your bank detais i order
0 proceed with the tansaction”

Thanks

verityform.pat
15M8




image23.png
A

< D

First Name - |Last Name | Gender[ ~ | age [~ | Email

Julian
Anna
Paige
Mike
steven
Alford
steven
Roland
Aiden
Blake
Edwin
Alexander
sydney
Adrianna
Clark
Freddie
Ada
Ellia
George
George
Gianna
Tara
caroline
Miranda
Vvivian
sienna
Lana
senna
Tony
sawyer
Harold
James
Darcy
Kate
sabrina
Stuart
Elian

Perry
spencer
Chapman
Clark
Crawford
Payne
cameron
Jones
Barrett
Murphy
Alexander
Ryan
Myers
perry
Douglas
Warren
Clark
Brown
cameron
perkins
Nelson
Farrell
Henderson
Morrison
sullivan
Carter
Montgomery
spencer
Harrison
‘Walker
Russell
Ryan
Kelley
perkins
Bennett
Higgins
Thomas

Male
Female
Female
Male
Male
Male
Male
Male
Male
Male
Male
Male
Female
Female
Male
Male
Female
Female
Male
Male
Female
Female
Female
Female
Female
Female
Female
Female
Male
Male
Male
Male
Female
Female
Female
Male
Male

24 j.perry@randatmail.com
18 a.spencer@randatmail.com
19 p.chapman@randatmail.com
18 m.clark@randatmail.com

26 s.crawford@randatmail.com
30 a.payne@randatmail.com

24 5.cameron@randatmail.com
30 r.jones@randatmail.com

26 a.barrett@randatmail.com

25 b.murphy@randatmail.com
22 e.alexander@randatmail.com
18 a.ryan@randatmail.com

26 s.myers@randatmail.com

19 a.perry@randatmail.com

21 c.douglas@randatmail.com
23 f.warren@randatmail.com

27 a.clark@randatmail.com

23 e.brown@randatmail.com

26 g.cameron@randatmail.com
24 g perkins@randatmail.com
23 gnelson@randatmail.com
22 tfarrell@randatmail.com

18 chenderson@randatmail.com
26 m.morrison@randatmail.com
29 v.sullivan@randatmail.com
19 s.carter@randatmail.com

26 Lmontgomery@randatmail.com
25 j.spencer@randatmail.com
28 tharrison@randatmail.com
27 s.walker@randatmail.com

22 h.russell@randatmail.com

22 j.ryan@randatmail.com

18 d.kelley@randatmail.com

29 k.perkins@randatmail.com
21 s bennett@randatmail.com
28 s higgins@randatmail.com

30 e.thomas@randatmail.com

F
Phone [~
904-1346-47
991932118
210-1185-62
882-1972-65
064-0058-06
141-4025-85
726-5409-53
444-1110-58
804-8609-53
304-2961-85
054-0614-44
562-5095-12
088-6209-73
699-1793-60
374-6085-41
757-7789-69
224-5309-15
404758215
747-6685-15
133-3505-56
640-7478-27
443-1293-49
863-2540-05
828-5997-82
001-3128-44
513-0048-93
623-1437-02
3285-7238-87
232-2676-55
322632197
935-7413-31
401-7522-48
377-2405-42
611-2230-64
302-9256-07
103-5213-41
031-6315-18

G
Education |~
Doctoral

primary

Doctoral

Upper secondary
Master

Doctoral

primary

Lower secondary
Doctoral

primary

primary

Lower secondary
primary
Bachelor
Bachelor

Upper secondary
Doctoral
Bachelor
Bachelor
Doctoral

Master

primary

primary

Upper secondary
Master

Bachelor

Upper secondary
primary

Master

Upper secondary
Bachelor
Doctoral
Doctoral
Doctoral
Bachelor
Doctoral

Primary

H ! J
Occupation [~ Experience (Years) [~]salary [~ | Marital status [~
Actor 11 74501 single
singer 6 185046 Single
Interpreter 0 140255 Married
Journalist 1 36225 single
Medic 12 164627 Married
Mathematician 13 185664 Married
Carpenter 2 166508 Married
Social Worker 13 100688 Single
Engineer 10 118130 Married
Interpreter 2 38178 single
Composer 10 185024 single
Mechanic 6 109107 Married
Manager 5 184887 single
Carpenter 4 108099 single
Geologist 2 138814 single
Interior Designer 1 91611 Married
Auditor 8 93996 Married
Journalist 10 101923 Married
Botanist 10 36998 Single
Physicist 4 140457 Married
cook 10 138012 Married
Social Worker 11 145658 Married
Physicist 7 136018 Single
Physicist 4 104959 single
Interior Designer 10 81262 Married
Firefighter 8 38556 Married
Hairdresser 7 78580 single
Medic 4 111360 single
Meteorologist 6 138634 Single
Mechanic 11 84166 Single
Mathematician 0 134430 single
Manager 9 65220 single
chef 6 37242 single
chef 11 153459 Single
salesman 10 91985 Married
Programmer 5 131021 Married
Jeweller 13 75063 Single
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Chain of Custody Form for Mobile Device Forensics
Case Informaion:

« Case Name/Number: 0140124
« Date of Seizare: 101122023
« Seized From Suspect, handed over to us by suspect company

Description of Mobile Device:

« Make/Model: ulefone Note 14 (16]

+ IMESerial Number: 1:355617305¢5785 / 31025H1010027455

« Description: Android 13, 4G/3G12G, Unlocked for All Carrier 128 GB, BTS.0, WIFI,
6.52 Inches, Wireless network technology, WLFi, LTE

Seized By:

+ Name: TeemB
« Badge/ID Number: TP-010923
« Agency/Organization: Digital Forensics

Seizure Circumstances:

+ Locaion of Seizure: Swansea Waterftont Campus

« Reason for Seizure: This moble device, ovned by refered o 2 the “TO" (Targeted
Ovimer), has been confscated s partof an omgoing internal investigation. Concerns have
beensased ragarding potental nauthorized sccess and compromice of vitl resessch da for
competitors, oth domestic 2nd infernational. The mplicated competiors ancompass entities
in Ensland, Poland, Cazads, Chiza,Botswaza, Australia Pakistan, and ndia.

Initial Examination:
Date/Time of Inifial Examination: 11/122023 153538
Examiner's Name: Team B

Observations: No visible damage or tampering.

Chain of Custody:
Date/Time From T Signature

s TemC TemB !
s TemB Temd &

Examination Details:

« ToolsSoftware Used: Cellebrite, Belkasoft
+ Examiner's Notes: laclode defaled noes onthe examination process, indings, and
actions taken]

Final Disposi

+ DatefTime of Release: 150112024
« Released To Moodle coure lecturer
« Reason for Release: Evidence collected.

Final E;

r's Signature:

L
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SUMMARY OF MOBILE EVIDENCE ANALYSIS (MODEL OF PHONE: uleFone Note 14(16G)
IMEI-1:355617730545789

SCENES IMAGE DESCRIPTION LOCATION DATE AND TIME FILE NAME SNAPSHOT OF EVIDENCE

se1 Took a photo of a Swansea Bus Station - | 09/07/2023 00:13 IMG_20230709_00130
Megabus, bus, at Swansea, 9_131jpg
Swansea bus station.

sc2 Items inside a Dubai - UAE Airport 09/07/2023 20:54 IMG_20230709_20545
backpack of an airport 7.425
chair

sc3 Pushing bag n trolley | Chennai, Tamil Airport, | 10/07/2023 03:49 IMG_20230710_02190

India 5_055
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sca Cake in the show-case | Chengalpattu, Tamil 10/07/2023 05:24 IMG_20230710_03541
Nadu, India 7_806

scs Driving through a Paramankeni, Tamil 10/07/2023 06:26 IMG_20230710_04563
bushy area Nadu, India 7.838

sc6 Driving through a Paramankeni, Tamil 10/07/2023 06:27 IMG_20230710_04573
bridge Nadu, India 8 080
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sc7 Passed through a Tamil Nadu, 10/07/2023 06:27 IMG_20230710_04575
bridge Paramankeni, Tamil 0_883
Nadu, India
sc8 Beach Bommayapalayam, 10/07/2023 07:17 IMG_20230710_07172
Tamil Nady, India 8 343
sco Insects onawooden | Marie Qulgaref, 13/07/2023 18:06 IMG_20230713_18062

frame

Puducherry, India

0_249
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5¢-10 Train station indicating | Railway Colony, 14/07/2023 14:25 IMG_20230714_14253
departure and arrival | Sevashrama 7.073
time Bengaluru, Karnataka
sc11 Seating inside a car Koyambedu, Chennai, | 26/07/2023 06:06 IMG_20230726_06062
Tamil Nady, India 1.420
sc12 Sapthagiri Check Post | Tirumala Up Rd, 26/07/2023 09:59 IMG_20230726_09595
Tirupati, Andhra 3.008
Pradesh, India
sc13 Inside a car, moving | Tirupati, Andhra IMG_20230726_10203

through a bridge at
Tirumala Up Rd, with
Tress on both sides

Pradesh, India

26/07/2023 10:20

6.820
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sc14 still Inside a car Tirupati, Andhra 26/07/2023 10:20 IMG_20230726_10204
heading toward Andhra | Pradesh 517504, India 8 655

sc-1s Inside a car heading | Tirupati, Andhra 26/07/2023 10:28 IMG_20230726_10283
towards Andhra Pradesh 517504, India 7.116

sc-16 Stopped by Tirupati, Andhra 26/07/2023 17:12 IMG_20230726_17121
Narayanagiri -l Car Pradesh 517504, India 2.118
Park

sc17 Mountain and park Navamali.Rd, Tamil 29/07/2023 13:09 IMG_20230729_13092

Nadu 642101, India

1.965
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sc18 Two cars converged at | Nayamali.Rd, Tamil 29/07/2023 13:09 IMG_20230729_13093
aspot, with plate Nadu 642101, India 7.309
numbers (TN63AK9984
TN66AK0270)
sc19 Aview of a green Sirukundra Upper 29/07/2023 16:48 IMG_20230729_16483
vegetation area Division, Tamil Nadu 2.323
642117, India
sc-20 Looking over a lake Valparai, Tamil Nadu | 30/07/2023 10:31 IMG_20230730_10311
642127, India 2,934
sc21 Recording avideo of | SH 78, Tamil Nadu 30/07/2023 13:54 IMG_20230730_13545

monkeys playing on
trees, probably visited
the zoo.

642105, India

3 624
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sc22 Inside a car passing Coimbatore, India. 30/07/2023 18:20 IMG_20230730_18202
through Lakshmi mills 4_664

sc23 Picture of a map of Coimbatore, Tamil 30/07/2023 21:01 IMG_20230730_21010
Coimbare, Near Signal | Nadu, India 9 184

sc24 Inside a car passing Colas Nagar, 03/08/2023 05:36 IMG_20230803_05364

through Colas

Puducherry, 605001

7_707
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SC-25 Departing Chennai, Airport Departures. 14/08/2023 19:25 IMG_20230814_19252
India. Terminal Link, 3_434
Meenambakkan,
Chennai, Tamil Nadu,
India
SC-26 Lodged at Radisson Blu = Waltham Close, 03/09/2023 05:13 IMG_20230903_05131
Hotel Airport, London, 9280
Stansted, England
sc-27 Boarded a flight from London Stansted 03/09/2023 10:17 IMG_20230903_10171
Stansted airport Airport, Stansted 3294
Mountfitchet, Stansted
CM24 1QW
Sc-28 Lodge at Hotel Grano, Pszenna 3, 80-749 03/09/2023 16:53 IMG_20230903_16531

Poland

Gdarisk, Poland

5.439
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sc29 Took photos of Pszenna 3, 80-749 04/09/2023 20:41 IMG_20230904_20411
Worldskills badges Gdarisk, Poland 5_365
5¢-30 Had coffee at Poklen | Pokoleri Lechii Gdarisk | 07/09/2023 09:45 IMG_20230907_09454
1, 80-560 Garisk, 8 111
Poland
sc31 The suspectvisiteda | Pokole Lechii Gdarisk | 07/09/2023 20:14 IMG_20230907_20140
software companyin | 1, 80-560 Gdarisk, 7.451
Polan, called HP1 Poland
sc32 Attended euroskills | Pokolen Lechii Gdarisk | 07/09/2023 20:14 IMG_20230907_20141
Gdansk 2023 1,80-560 Garisk, 2595

conference

Poland





image37.png
sc-33

Found a master card
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EVIDENCE OF AUDIO RECORDINGS, RECORDED BY SUSPECTS

TIMESTAMP
AUDIO-ID DETAILS OF AUDIO RECORDI (Data and Time of recording) FILENAME
AUD_1 Inside a coach heading somewhere, the sound of a | 09/07/2023 04:39:52(UTC+0) 20230709053937
moving vehicle can be heard.
AUD_2 Inside a coach, heading to Heathrow airport 09/07/2023 04:44:00(UTC+0) 20230709054331
AUD_3 Boarded a plane to Chennai (Flight duration 3 hours | 09/07/2023 17:07:19(UTC+0) 20230709210610
30mins, plane flying at 31,000 feet
AUD_3 Sounds like he is inside a train in India 17/07/2023 12:47:30(UTC+0) 20230717181657
AUD_4 Busy area in India 03/08/2023 03:27:54(UTC+0) 20230803085747
AUD_S5 Waiting at the airport departure hall, in Chennai, 14/08/2023 14:53:24(UTC+0) 20230814202312
India.
AUD_6 Boarded Emirates flight to depart for Dubai, from 14/08/2023 16:30:40(UTC+0) 20230814215741
Chennai.
AuD_7 Entered a coach 15/08/2023 09:09:54(UTC+0) 20230815100753
AuD_8 Coming down from a train 19/08/2023 17:06:25(UTC+0) 20230819180609
AUD_9 Entered another train going through Carmarthen, | 19/08/2023 17:11:28(UTC+0) 20230819181023

and Swansea





image39.png
AUD_10 Arrived at Heathrow airport, heard to be standing by | 02/09/2023 17:14:34(UTC+0) 20230902181415
Heathrow central bus station, waiting for a signal
from British Airways flight.
AUD_11 Boarded British Airways flight from Stansted Airport, | 03/09/2023 07:14:00(UTC+0) 20230903081342
London
AUD_12 Flight attendant explaining the safety routine 03/09/2023 09:09:45(UTC+0) 20230903100924
AUD_13 still inside the plane 03/09/2023 09:20:55(UTC+0) 20230903102023
AUD_14 Took a train to Parlington 11/09/2023 08:38:54(UTC+0) 20230911103719
AUD_15 still inside a train 11/09/2023 08:52:26(UTC+0) 20230911103753
AUD_16 Train headed to Newport, Cardiff Central, Bridgend, | 11/09/2023 08:52:50(UTC+0) 20230911105223
Carmarthen and Swansea
AUD_17 The train terminated at Swansea train station 11/09/2023 08:53:11(UTC+0) 20230911105232
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Phone Incoming Calls List

CLOG SHA256 Hash: C4AD6A9B 00FBC6F FFOD3BC CE4110C 93E99F4 F7455C2 795889F 8BF6242 9CADFD7

Back to index

# Type Number Name Date & Time Duration
1 Incoming +919025460788 N/A 13/07/2023 13:30:00 (GMT+1) | 0:05:32
2 Incoming +919840248706 N/A 16/07/2023 03:24:51 (GMT+1)  |N/A

3 Incoming +918072524347 N/A 21/07/2023 08:16:40 (GMT+1) | 0:00:17





image42.png
Phone Outgoing Calls List

CLOG SHA256 Hash: C4AD6A9B 00FBC6F FFOD3BC CE4110C 93E99F4 F7455C2 795889F 8BF6242 9CADFD7

Back to index

# Type Number Name Date & Time Duration
1 Outgoing 9840248706 N/A 12/07/2023 18:39:23 (GMT+1) | 0:00:53
2 Outgoing 9843486689 N/A 13/07/2023 07:18:47 (GMT+1) | 0:01:13
3 Outgoing 9843486689 N/A 13/07/2023 07:20:17 (GMT+1) | 0:00:04
4 Outgoing 1977 N/A 13/07/2023 07:21:09 (GMT+1) | 0:00:24
5 Outgoing 1977 N/A 13/07/2023 07:21:53 (GMT+1) | 0:00:43
6 Outgoing 1977 N/A 13/07/2023 07:22:58 (GMT+1) | 0:00:23
7 Outgoing 1977 N/A 13/07/2023 07:24:00 (GMT+1) | 0:01:02
8 Outgoing 9843486689 N/A 13/07/2023 12:26:45 (GMT+1) | 0:01:08
9 Outgoing 9488025894 N/A 13/07/2023 12:29:02 (GMT+1) | 0:04:45
10 Outgoing 9443270911 N/A 13/07/2023 12:34:47 (GMT+1) | 0:02:31
" Outgoing +919488025894 N/A 14/07/2023 09:30:57 (GMT+1) | 0:03:31
12 Outgoing 9840248706 N/A 15/07/2023 05:45:36 (GMT+1) | N/A

13 Outgoing 1991 Jio Plan & Offers 09/08/2023 02:37:35 (GMT+1) | 0:02:22
14 Outgoing 9840248706 N/A 09/08/2023 15:15:31 (GMT+1)  |N/A

15 Outgoing +919488025894 N/A 14/08/2023 13:36:09 (GMT+1)  |N/A

16 Outgoing 9787062894 N/A 14/08/2023 13:37:50 (GMT+1) | 0:00:14
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Phone Missed Calls List

CLOG SHA256 Hash: C4AD6A9B 00FBC6F FFOD3BC CE4110C 93E99F4 F7455C2 795889F 8BF6242 9CADFD7

Back to index

# Type Number Name Date & Time Duration
1 Missed +919488025894 N/A 14/07/2023 05:18:24 (GMT+1) | N/A
2 Missed +919488025894 N/A 14/07/2023 09:28:39 (GMT+1) | N/A
3 Missed +919840248706 N/A 15/07/2023 06:21:53 (GMT+1)  |N/A
4 Missed +911409030301 N/A 08/08/2023 13:01:41 (GMT+1)  |N/A
5 Missed +447384020347 N/A 01/12/2023 14:47:50 (GMT) N/A
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Phone SMS - Text Messages

Back to index

SMS SHA256 Hash: F9F47C70 FOOB1D5 A70DFE3 B34B415 9CD040E 611601D 714106F 1BA2820 E4CCD46

# |Number |Name Date & Time | SMSC Status | Folder | Storage | Type Text
IX 13/07/2023 For seamless data experience across the country, set the 'Data Roaming’ as On/Always. To know 'How to Set
1 Jio-Svc 07:27:59 +917012075009 |Read |Inbox |Phone |Incoming |up Jio Network' on mobile, click https://youtu.be/o18LboDi1ho To know your number, track balance & usage,
(GMT+1) give a missed call to 1299.
T 13/07/2023 50% Daily Data quota used as on 13-Jul-23 13:02. Jio Number : 8778244595 Daily Data quota as per plan :
2 Jio-Pa 08:32:48 +919014300416 |Read |Inbox |Phone |Incoming |1.50 GB To know more on how to manage your account through MyJio app, click https://youtu.be/nk
Y (GMT+1) g_fLUUxD8 Dial 1991, to know your current balance, validity, plan details and for exciting recharge plans.
13-Jul-23 13:02 GBLiLg 50% GLLU LT @&I&SBL L LweTUHSSH 6T 1T &6 . g5l@Gui eretor:
T 13/07/2023 8778244595 G\ L SHer LG Hleoraif] GLLLIT 515G ®: 1.50 GB MyJio @yl e06VLh 2 g6t
3 Jio-Pay 08:32:50 +919014300414 |Read |Inbox |Phone |Incoming | setors:6mas ereueummi BlFeu @ iLIg) etedruig LMol Guoauid oymlu, hitps://youtu.be/FZITHSEv_Po
(GMT+1) TGS Berfld QFIS 2 MG SHCUTNSW CLETE, Gauediq L 1q, LNeTmedT efleur g et
WHMID FErFR S L mseEnsE 1991 83 Lw6 Q& mhisearT.
T 13/07/2023 This is an advisory message as per TRAI regulations. Do not use your Jio number for any promotional or
4 JIéINF 08:35:02 +919014300414 | Unread | Inbox |Phone |Incoming | telemarketing activity as usage of mobile connections for such purpose is prohibited under TCCCPR (DND)
(GMT+1) 2018 guidelines. Any violation of the same will lead to usage restriction / disconnection of services.
Jioa6h @)6memor 5858 M@ HeoTl. (&S WIDTeT HICL L (H&Em6T Bhis6T &eumall(heuG 60emen
JA- 13/07/2023 TOTLIENS 2 MBILGSH & Q& TeTEBRIS6T, MyJiogml LWeTUR &S 2_mIsS6T QBT
5 JIOURG 10:11:53 +919014300416  |Unread | Inbox |Phone |Incoming N N L N i ’ . N z L. L
(GMT+1) eNeugrisemerd FflUMi&sSEaD. 2 ms6T QsTLFL eleurnhisamerd Fiflumisss mmin
LsILil&ss, Serfls www.jio.com/r/LQOATHU
90% daily data quota used as on 13-Jul-23 17:32. Jio Number : 8778244595 For tips on how to manage data
T 13/07/2023 quota effectively, click https://youtu.be/ZFUDydctV78 If you do not have any other data plan, your internet
6 Jio-Pa 13:02:08 +919014300414 |Read |Inbox |Phone |Incoming |speed will be reduced on consumption of 1.50 GB. To continue enjoying high speed internet, click
Y (GMT+1) https://www.jio.com/dl/data_voucher and recharge. Dial 1991, to know your current balance, validity, plan

details and for exciting recharge plans.

13-Jul-23 17:32 GBLiLg 90% GLLU LT @&I&SBL e LweTUBSSH 6T 10T &6 . g5lGui eretor:
8778244595 2 g6 GLLLIT 515SL 60 ereueumm SMIDLIL BIFeUS L ILISI 6T60TLIG D& meor
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