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[bookmark: _Toc97240833]Introduction
This report documents the creation of a virtual Local Area Network (LAN) using a type 2 Hypervisor program – Oracle VirtualBox. The network consists of four virtual machines; two servers and two clients. The servers are running Windows 10 Server (2019) and the client machines are running Windows 10. Note that trying to complete this task on Windows 11 is not recommended as currently (March 2022) Windows 11 does not properly support virtualisation meaning Oracle VirtualBox won’t work as expected.

[bookmark: _Toc97240834]Creating Virtual Networks
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Creating and configuring Server1 – Choosing the Windows’ version which matches the version downloaded and allocating 4GB of memory (RAM) The minimum amount recommended by Microsoft for Windows 2019 (64bit). 
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Allocating 25GB of disk space to the server which is more than enough for this task.
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Enabling PAE/NX which allows the guest system to access the physical address of the host CPU, providing a performance boost.
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Setting the ISO disk image to Windows server 2019 which was previously downloaded from Microsoft’s website.


[bookmark: _Toc97240835]Installing WIndows Server
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Booting Server1 and beginning the install process. Selecting the correct language, time, and keyboard formats.
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Choosing to install Windows Server 2019 Datacentre desktop experience option.
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Choosing the 25GB virtual disk for OS install location.
[image: Graphical user interface, text, application, email

Description automatically generated]
Setting password for the premade administrator account. (No5sP@ssw0rd)
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Install finished.
[bookmark: _Toc97240836]Creating virtual Clients
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Repeating the process for the client machines – allocating less disk space to client machines.




















[bookmark: _Toc97240837]Installing Windows 10 - Clients
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Installing Windows 10 on Both, client 1 / 2 machines.












[bookmark: _Toc97240838]Setting up virtual networks
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Creating a virtual adapter which will be used as a switch and formed a LAN called “PublicNet”.
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Renaming the network adapter to “PublicNet”
[bookmark: _Toc97240839]Manually Assigning IPv4 address
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Assigning a class C IP address to “PublicNet” on Server1.
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Creating a second network adapter for Server1 called PrivateNet1.
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Renaming the adapter in Windows.






[bookmark: _Toc97240840]Connecting Client1 to Server1.
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Renaming the network adapter and assigning the IP address on the Client1 machine.









[bookmark: _Toc97240841]Testing connection between Server 1 and Server
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Connecting server two to PublicNet and creating privateNet2.
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Pinging Client1 from Server1, confirming the connection.
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Server2 unable to reach Client2. (Forgot to rename the network adapter to “PrivateNet2”.
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Successful ping between Server2 and Client2 after renaming the network adapter.
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Diagram demonstrating the virtual network’s structure.



















1. [bookmark: _Toc97240842]Deploying a network directory service
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Task 2 – renaming Server1 to DC1-NWT
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Confirming name change after system restart.
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Adding and deploying active directory as a role or feature based installation.
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Specifying the domain controller capabilities and setting a restore mode password.
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Locations of database folders.
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Beginning the install the domain controller.
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Verifying that DC1-NWT is the domain controller.
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Creating a new user in the domain.
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Adding user to admin group.
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Creating another user in the domain users group.
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Setting login hours for user so that they can only login between 10am and 3pm from Monday to Thursday. Also from Wednesday	to Friday they cannot login for 1 hour from 11am to 12pm.
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Restricting user so that they cannot change their password.
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Creating a new computer (Workstation 1 for client1) in the domain.	
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Joining the domain from client1 – Error in screenshot. correct DNS server address is 192.168.1.200.


	
Multiple issues with connecting to the domain:
· Had to activate Windows 10 to click join domain option.
· When typing the domain name nosstask.msft the .msft is not required.
· Client1 can detect the nosstask domain however when prompted to login to it the attempt eventually timeout (2-4 minutes after clicking ok) 
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Description automatically generated]Windows 10 can connect to the nosstask domain however will not let the author login with the account previously created. Possibly due to firewalls blocking access.	


[bookmark: _Toc97240843]Task 3 Observational  Tasks
This section is a discussion of virtual machines and topics related to them such as, cloud computing, DNS and other terminologies.
[bookmark: _Toc97240844]Hypervisors
What is a hypervisor? A hypervisor or virtual machine monitor (VMM) is software which is responsible for creating and running virtual machines (VMs). In the previously demonstrations the author has been using Oracle VirtualBox – a type 2 hypervisor. As shown previously multiple VMs or “guests” can run on a single computer or “host”. The Hypervisor is also responsible for allocating and sharing resources such as RAM between the VMs [1].
[bookmark: _Toc97240845]Types of Hypervisors
There are two types of hypervisors, Type 1 and Type 2.  According to an article from HiTechNectar[2], the main difference between type 1 & type 2 hypervisors depends on the presence or absence of an operating system. 
A type 1 HV typically run directly on the hardware of the host machine, whilst type 2 HV will utilise virtualisation which is provided by the host’s operating system. Type 1 hypervisors are typically considered more secure as they do not rely on an OS which may have its own security concerns. However, without the presence of an OS, type 1 HV is not as accessible as a type 2 HV. Whilst type 1 HVs are easier to use they are less efficient as the host machine requires some of the hardware resources to keep the host operating system running whilst hosting multiple guests or VMs. 

Type 1 hypervisors are typically used in industry. According to an article from “actualtechmedia” the top 5 type 1 HVs in use today are:
· KVM – Open Source
· Red Hat Enterprise Virtualisation (RHEV)
· Xen / Citrix XenServer
· Microsoft Windows Server 2012 Hyper-V
· VMware vSphere / ESXi
Virtualisation refers to the process of allowing software to create a virtual layer over a computer’s hardware, which in turn allows the hardware to be virtually split into multiple independent virtual computers. These VMs can even run different operating systems to each other and the host system.
[bookmark: _Toc97240846]Cloud Computing
Cloud computing refers to the process of using the internet to provide access to services which typically include; servers, databases, storage, networking, gaming and other software.
The main advantage of cloud computing is the fact that the user’s machine only requires a stable internet connection in order to connect to the cloud. The user’s PC doesn’t even need to have high performing specifications. For example, cloud gaming has taken off in recent years, mainly due to average connection speeds increasing. This allows customers to play graphicly demanding games from their phone using cloud-based services such as GeForce Now [3].

[image: The Best Way to Mobile Game? GeForce Now in 2021! - YouTube]
Figure 1 – GeForce Now
In terms of businesses, cloud computing allows workers to access a wide range of services from one device such as their work laptop from anywhere. This boosts productivity as they can now access the resources they need from anywhere, not just their workplace.
One disadvantage to cloud computing is availability, for example if the user does not have a stable internet connection cloud computing becomes unusable / inaccessible.
[bookmark: _Toc97240847]DNS – Domain Name Server
The main aim of a DNS or domain name server is to allow users to search for host names such as google.com or facebook.com and convert them to IP addresses which may look something like this;  185.60.216.35. The provided IP address is Fakebook’s current IP address (25/02/2022). Domain name systems also work with IPv6 addresses which may look like this; 2400:cb00:2048:1::c629:d7a2. 
Without a DNS most users are left without the capability to access any websites. A recent example of this happening is when Facebook or ‘Meta’s’ DNS servers went down in October of 2021 [4]. This left user’s unable to access Facebook and other apps such as Instagram and WhatsApp.
[image: What is a Name Server for Domains?]
Figure 2 - DNS


In terms of DNS within an AD DS – Active Directory Domain Services, it uses DNS to make it possible for clients to locate domain controllers and for the domain controllers to communicate with each other [5].
[bookmark: _Toc97240848]Enterprise Networks
Other than providing an active directory for managing clients, enterprise networks can also provide critical features such as rights management services and certificate services.
[bookmark: _Toc97240849]Rights management Services
Allows admins to specify what permissions individuals have access to. For example, they may want to restrict access to documents, folders or software. Which is useful for protecting sensitive information from unauthorised people.
[bookmark: _Toc97240850]Certificate Services
Certificate services refers to public key infrastructure or PKI. PLI includes hardware, software, people, policies and procedures which are required to create and distribute digital certificates which are encrypting and digitally signing electronic documents in order to verify the source [6].
[bookmark: _Toc97240851]Terminology Used
· Ping in terms of networking refers to two several things in terms of this document it refers to the networking utility in Windows. The ping command is typically used to test the availability of a host on a network, which has been demonstrated in this document previously. Ping is also used measure the time it takes to send and receive a message between two devices. This is sometimes referred to as the round-trip time. 

· Firewalls – In terms of this document the author demonstrated disabling the firewalls so that the ping utility could be used. Firewalls aim to monitor and filter incoming and outgoing traffic from a computer connected to a network. The goal being to block any potentially dangerous network traffic and allowing useful and harmless traffic through. Windows 10 has a built-in firewall which is activated by default. In Linux one of the most popular solutions is called Endian Firewall Community or EFW. 

· PAE/NX which allows the guest system to access the physical address of the host CPU, providing a slight performance boost in some situations, especially if the virtualising a 32-bit OS with more than 4GB of memory [7].




Conclusion
In this document the author has demonstrated the ability to build and deploy a virtual LAN – Local Area Network, using a type 2 hypervisor management software – Oracle Virtual Box. This included setting up and installing different versions of Windows 10 and Windows 10 Server on 4 virtual machines. The document also demonstrates deploying a network directory service onto the virtual LAN and setting up active directory network objects in the form of user accounts and computers. Finally, the author has included a brief discussion on hypervisors and associated topics.
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