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[bookmark: _Toc236872729]Introduction
Organisations invest millions in cybersecurity every year, yet data breaches continue to occur. Despite the widespread use of firewalls, antivirus software, encryption and other security technologies, cybercriminals continue to exploit weaknesses and gain unauthorised access to sensitive information.
 This raises an important question: if organisations are investing more in cybersecurity than ever before, why do successful cyber-attacks continue to happen? 
The answer is that cybersecurity is no longer only a technical problem. 
Modern organisations rely on cloud computing, Artificial Intelligence (AI), Internet of Things (IoT) devices, mobile technology and remote working, creating a larger and more complex attack surface. At the same time, human behaviour remains one of the most significant security risks. 
Weak passwords, phishing attacks, poor security awareness, misuse of AI tools and insecure remote working practices can all provide opportunities for attackers, even when technical security controls are in place.
Protecting an organisation therefore requires more than installing security software. Effective cybersecurity combines governance, risk management, user awareness and layered security controls that work together to reduce vulnerabilities and protect valuable information. Security should support the organisation by protecting people, identities, devices, networks, applications and data while adapting to new and evolving threats.
This report critically analyses the principles of Zero Trust Architecture and evaluates its effectiveness compared with traditional security models. It examines how governance, risk management and Defence in Depth support modern information security and how these concepts can reduce organisational risk.  The report also applies these principles to the Equifax data breach to evaluate how stronger security architecture and governance could have reduced the impact of the incident.


[bookmark: _Toc236872730]2. Modern Security Challenges
[bookmark: _Toc236872731]   2.1  Every Organisation has Something Valuable to Protect

Every organisation owns information of value. This may include customer records, employee information, financial data, intellectual property, business strategies and operational documents. Although these assets support daily business activities, they also become attractive targets for cybercriminals because they can be exploited for financial gain, fraud, identity theft or competitive advantage.
  The value of information often extends beyond its monetary worth. For example: 
· a compromised customer database may expose personal information protected under the UK GDPR,[1] leading to regulatory penalties, reputational damage and loss of customer trust. Similarly, the theft of intellectual property or confidential business plans can affect an organisation’s competitive and long-term growth.
For this reason, organisations must first identify which information assets are most critical before selecting appropriate security controls.
Many organisations prioritise business growth, productivity and profitability by adopting cloud services, Artificial Intelligence (AI), remote working technologies and connected devices. While these technologies improve efficiency and innovation, security is sometimes considered only after they have been deployed. As a result, organisations may unknowingly increase their attack surface by introducing new systems, users and connections without fully assessing the associated risks.

[bookmark: _Toc236872732]2.2 The Modern Attack Surface
As organisations adopt new technologies, the number of potential entry points for cyber attackers continues to increase.
 This expanding attack surface makes information security significantly more challenging than in the past. Traditionally, organisations mainly protected office computers and internal servers. 
Today, business operations depend on cloud platforms, remote employees, mobile devices, Internet of Things (IoT) devices, Artificial Intelligence (AI) services and third-party applications, all of which process or access organisational data. 
Each new technology provides a business benefit but also introduces additional security risks if it is not properly managed. For example, remote employees may connect to organisational systems from home networks or public Wi-Fi, increasing the risk of unauthorised access if secure Virtual Private Networks (VPN) and Multi-Factor Authentication (MFA) are not enforced.  Similarly, IoT devices such as smart cameras, printers or environmental sensors may become attractive targets if they are configured with weak passwords, outdated software or unnecessary network permissions.
The increasing use of Artificial Intelligence has also created new security challenges. AI can improve productivity by assisting with routine tasks. However, employees may unintentionally upload confidential business information or personal data into public AI services without understanding organisational policies or the provider’s data-handling practices.  In addition, AI can also be misused by attackers to create convincing phishing emails, automate social engineering attacks and identify vulnerabilities more efficiently.
Modern organisations frequently depend on external suppliers, cloud providers and Software as a Service (SaaS) platforms. While these services improve flexibility and reduce operational costs, they also increase organisational dependence on third parties. A security weakness affecting one supplier may indirectly expose the organisation’s own systems and information. For this reason, cybersecurity must extend beyond the internal network and consider every user, device, application and external service that interacts with organisational data.

[bookmark: _Toc236872733]2.3 Why Traditional Security Models are NO Longer Sufficient
For many years, organisations relied on perimeter-based security models to protect their networks. This approach, often referred to as the Castle-and-Moat  model, assumed that users and devices inside the corporate network could generally be trusted, while threats originated primarily from outside the organisation. Security controls such as firewalls, intrusion prevention systems and network gateways were therefore designed to protect the network perimeter and prevent unauthorised external access.
Although this model was effective when employees worked primarily from office locations and organisational resources were hosted within internal data centers, the modern business environment has changed significantly.
Cloud computing, remote working, mobile devices and Software as a Service (SaaS) platforms have blurred the traditional network boundary. Employees now access business applications from multiple locations using different devices, while organisational data is frequently stored and processed outside the corporate network. 
As a result, the concept of a trusted internal network has become increasingly difficult to maintain. If an attacker successfully compromises a legitimate user account through phishing  credential theft or social engineering, they may gain the same level of access as an authorised employee. Under traditional security models, this can allow attackers to move laterally across systems with limited additional verification, increasing the potential impact of a security breach.
Modern cyber threats also demonstrate that network location alone is no longer a reliable indicator of trust. A user connecting from the office may still present a security risk if their device is infected with malware or their credentials have been compromised. Conversely, a legitimate employee working remotely may require secure access to organisational resources despite being outside the corporate network. These scenarios highlight the limitations of security models that rely primarily on network location rather than continuously assessing the trustworthiness of users, devices, and requests.
For these reasons, organisations increasingly require a security approach that assumes no user, device or connection should be trusted automatically. Instead, every access request should be verified using multiple factors, with access permissions limited according to business requirements and continuously reviewed throughout the user’s session. This shift in security philosophy forms the foundation of Zero Trust Architecture [2] which addresses many of the limitations associated with traditional perimeter-based security.









[bookmark: _Toc236872734]3.0 Zero Trust Architecture
Zero Trust Architecture changes how organisations make access decisions. Rather than trusting a user because they entered a correct password or connected from inside the corporate network, the organisation evaluates whether each request is legitimate. This decision uses evidence about the user’s identity, device security, permissions, location and behaviour before access is granted.
The purpose of Zero Trust is not to assume that every employee is dishonest. Instead, it recognises that legitimate users may operate compromised devices, attackers may use stolen credentials, and apparently familiar requests may still be malicious. Trust is therefore based on verification rather than job title, familiarity or network location. Verification should also continue after login. Access remains limited to what the user requires, while the session is monitored for suspicious behaviour. If the level of risk changes, access can be restricted or terminated before the attacker reaches additional systems or sensitive data.
[bookmark: _Toc236872735]3.1 Core Principles of Zero Trust
Zero Trust Architecture is built upon several fundamental principles that guide how organisations make security decisions. Rather than relying on a single security control, these principles work together to reduce cyber risk by ensuring that every access request is evaluated before access is granted. The three most important principles are Verify Explicitly, Least-Privilege Access and Assume Breach. Together, they create a security model that focuses on continuous  verification, limited access and rapid detection of potential threats.
[bookmark: _Toc236872736]3.1.1 Verify Explicitly 
The principle of Verify Explicitly requires organisations to validate every access request using all available security information rather than making assumptions based on previous authentication or network location.  [3] Verification may include confirming the user’s identity, validating Multi-Factor Authentication (MFA), checking whether the device is registered and authorised, and evaluating contextual information such as login location, time of access and previous user behaviour.
   For example:
      An employee may contact the IT support department requesting access to a confidential shared folder. Rather than immediately granting access because the caller provides a valid employee name, the technician should:
· verify the user’s identity through an approved authentication method;
· confirm that the request matches the employee’s role
· check whether the request originates from a managed organisational device 
· confirm that the appropriate folder permissions exist
[image: ]
Figure 1. Confidential Shared-folder Access Verification Workflow

Figure 1 shows that a valid employee name alone is insufficient to justify access. Identity, role, device trust and existing permissions must be verified before access is granted. If any check fails, the request is denied until sufficient evidence confirms that it is legitimate.
[bookmark: _Toc236872737]3.1.2 Least-Privilege Access
The principle of Least-Privilege Access ensures that users, applications and devices receive only the minimum access required to perform authorised tasks. Zero Trust therefore restricts access according to the user’s role, responsibilities and current business requirements. [4]
This reduces the attack surface and limits the opportunities available to attackers if an account or device becomes compromised.  
For example: 
an employee working within the Human Resources department  should only have access to HR records and applications that support their daily responsibilities.
they should not automatically receive access to financial databases, system administration tools or confidential information belonging to other departments; 
If an attacker successfully compromises the employee’s credentials, the damage is limited because the account cannot access systems beyond its authorised permissions.
 Limiting unnecessary permissions reduces lateral movement if an account is compromised. Regular access reviews and Role-Based Access Control (RBAC) also help prevent privilege creep as employees change roles or responsibilities.

[bookmark: _Toc236872738]3.1.3 Assume Breach
The third principle of Zero Trust is Assume Breach. Rather than assuming that organisational systems are secure until proven otherwise, Zero Trust treats user accounts, devices and network sessions as potentially compromised. Security controls are therefore designed to minimise the impact of an attack rather than rely solely on prevention.
This principle recognises that no security control is completely effective. Attackers may obtain valid credentials through phishing, exploit software vulnerabilities or compromise trusted devices. Even after successful authentication, organisations should continue monitoring user activity for unusual login locations, abnormal data transfers or attempts to access restricted resources.
Assuming that a breach is possible encourages faster detection, containment and response. Combined with continuous monitoring and least-privilege access, this approach limits lateral movement and reduces the impact of a successful cyberattack.
[bookmark: _Toc236872739][image: ]3.2 Core Components Supporting Zero Trust Architecture

Figure 2 illustrates the key components that work together to support a Zero Trust Architecture. Rather than relying on a single security technology, Zero Trust integrates multiple security controls into a unified framework.
Each component contributes to the access decision, ensuring that trust is based on verified evidence.
[bookmark: _Toc236872740]      a) Identity and Access Management
Identity forms the foundation of Zero Trust because every access decision begins by verifying who is requesting access. Organisations use Identity and Access Management (IAM), Multi-Factor Authentication (MFA) and Role-Based Access Control (RBAC) to confirm identity and ensure that permissions match the user’s role and business requirements. These controls reduce the risk created by compromised credentials while supporting least-privilege access.

[bookmark: _Toc236872741]b) Devices and Endpoints 
Zero Trust also evaluates the security of the device requesting access.
 A legitimate user may unknowingly use a device infected with malware, running outdated software or failing to meet organisational security policies. Device compliance checks help ensure that only trusted and properly managed endpoints are permitted to access organisational resources.
[bookmark: _Toc236872742]c) Applications, Networks and Data 
Applications, networks and organisational data must also be protected through continuous verification. Rather than allowing unrestricted communication between systems, Zero Trust limits access according to business requirements. Network segmentation and data classification further restrict lateral movement and reduce access to sensitive information following an initial compromise.
[bookmark: _Toc236872743]d) Continuous Monitoring, Governance and Security Policies
Zero Trust is not a one-time authentication process. Continuous monitoring allows organisations to detect unusual behaviour throughout an active session and respond before significant damage occurs. Governance and clearly defined security policies ensure that controls are applied consistently and remain aligned with legal, regulatory and organisational requirements.

[bookmark: _Toc236872744]3.3 Benefits of Zero Trust
The principal benefit of Zero Trust is that it reduces the consequences of compromised credentials, devices or user accounts. Obtaining a valid password does not  automatically provide an attacker with unrestricted access to organisational resources. 
Zero Trust also limits lateral movement after an initial compromise. Network segmentation, least-privilege permissions and repeated authorization checks can restrict a compromised account to a limited part of the environment. This does not prevent every breach, but it can significantly reduce its scale and operational impact.
Another important benefit is improved visibility. Continuous monitoring enables organisations to identify unusual behaviour, including access from unexpected locations, abnormal downloads or attempts to reach resources outside the user’s normal responsibilities. Security teams can then restrict access or terminate the session before the attacker reaches additional systems.
Zero Trust may also support governance and regulatory compliance by producing clearer records of who accessed information, from which device and for what purpose.
However, these benefits depend on effective implementation. MFA, monitoring and access policies provide limited value if permissions are outdated, alerts are ignored or managers approve unnecessary access. Zero Trust should therefore be understood as a method of reducing organisational risk rather than a guarantee that breaches will not occur.
[bookmark: _Toc236872745]3.4 Limitations and Implementation Challenges
Although Zero Trust provides significant security advantages, implementing it across an organisation can be complex, time-consuming and expensive.
Legacy systems may not support modern authentication, continuous verification or fine-grained access controls, requiring infrastructure upgrades, software replacement or changes to business processes.
Another challenge is balancing security with usability. Frequent authentication requests and restrictive access controls may affect productivity or encourage employees to bypass approved procedures. Controls should therefore remain proportionate to risk and simple enough to support legitimate work.
Continuous monitoring also generates large volumes of security data. Without suitable Security Information and Event Management (SIEM) platforms, automation and skilled analysts, organisations may struggle to distinguish genuine threats from false positives, which can delay incident response.
Finally, Zero Trust is not a complete cybersecurity solution. It reduces risk but cannot eliminate software vulnerabilities, insider threats, human error or unknown attacks. It must therefore operate alongside Defence in Depth, effective governance, employee awareness and regular risk assessments.
[bookmark: _Toc236872746]3.5 Critical Evaluation 
Zero Trust is more suitable than perimeter-based security for cloud, remote-working and multi-device environments because it evaluates identity, device condition and access context rather than assuming that an internal network is trustworthy. 
However, its effectiveness depends on accurate asset inventories, mature identity management, continuous monitoring and integration with legacy systems. These dependencies create cost, complexity and usability trade-offs, meaning that poor implementation may add friction without materially reducing risk. 
A phased implementation that prioritises sensitive data and high-risk systems is therefore more realistic than an organisation-wide change. 
Overall, Zero Trust reduces opportunities for lateral movement, but it cannot replace governance, Defence in Depth or incident response [5] .


  Figure 3.  First Check → Verify → Action Decision Process.




















    

[bookmark: _Toc236872747]4.0 Conclusion
In the modern digital environment of 2026, organisations and employees require essential security controls and responsible security behaviour. Passwords should be strong and unique, supported by secure reset procedures, and changed when compromised is suspected.
Multi-Factor Authentication should be implemented because it makes unauthorised access more difficult even when a password is stolen.
Employees must also verify links and requests before clicking or sharing sensitive information. Together, these practices support a Zero Trust approach in which access is checked and verified rather than granted automatically. However, no single measure can prevent every cyberattack; effective security depends on people, processes and layered technical controls working together.
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[bookmark: _Toc236872749]5.0 The Equifax breach 
The Equifax breach was not caused by a single technical failure. The Apache Struts vulnerability created the entry point, but failures in patch verification, asset visibility, network segmentation, monitoring and data governance allowed the attack to expand. [6]
Equifax issued a patching instruction but did not verify that the vulnerable system had been repaired. 
This created false assurance:
· the task appeared complete while the risk remained active. 
Attackers subsequently accessed sensitive personal information belonging to approximately 147 million people [7].
The incident demonstrates that one instruction or security control is insufficient.
Equifax required named accountability, measurable policies, continuous risk assessment and independent layers of protection.


[bookmark: _Toc236872750]5.1  Organisational Structure and Accountability

The main organisational failure at Equifax was not simply that one employee failed to install a patch. The deeper problem was that no clearly accountable person verified that the critical vulnerability had been removed. Sending an instruction to several employees created diffusion of responsibility, because each person could assume that somebody else had completed the task.
In cybersecurity, sending an instruction is only an activity; verified remediation is the required outcome.

Equifax should ensure that its Chief Information Security Officer (CISO) reports directly to the Board’s Audit and Risk Committee. This reporting line would allow unresolved security risks to be escalated without being delayed by operational priorities such as availability deadlines or cost. 
The Security Operations Centre (SOC) and Incident Response team should monitor threats and coordinate containment.
Security Architecture should define technical standards. 
The Security Operations Centre should monitor and respond to threats. Governance, Risk and Compliance should oversee policies and regulatory duties, while IT Operations should implement patches. 
For example:
A critical vulnerability should automatically create a ticket assigned to a named system owner. The ticket should include the affected asset, remediation deadline and escalation route. IT Operations would deploy the patch, but closure  would require an independent vulnerability scan confirming that the weakness no longer exists. If the deadline is missed, the risk should be escalated to the CISO.
This structure introduces separation of duties and prevents the same team from approving its own work. Although additional verification may appear slower, automated evidence collection can reduce delay while preserving accountability.
    
[image: ]
          Figure 4. Proposed Cybersecurity Accountability Structure and Patch-Verification Structure for Equifax.

Figure 4 shows that remediation and verification are separate responsibilities. IT Operations implements the patch, but the vulnerability cannot be closed until independent evidence confirms that the risk has been removed. If verification fails or the deadline is missed, the issue is escalated to the CISO and, where necessary, the Audit and Risk Committee. This prevents an instruction from being treated as proof of completion and converts accountability into a measurable process.

[bookmark: _Toc236872751]  5.2 Policies and Procedures
Equifax requires policies that produce evidence rather than assumptions.
A vulnerability-management policy should maintain an inventory of internet-facing systems, software versions and third-party dependencies, with a named owner for every critical asset. When a serious vulnerability is identified, the patch-management procedure should define the deadline, responsible person, required evidence and escalation route, because delayed or incomplete patching leaves known weaknesses available for exploitation. [8]
A ticket should not be closed because an email was sent or an employee confirmed completion. Closure should require an authenticated scan proving that the weakness has been removed.
A secure development policy should require checks before an application or website is released. Developers should review dependencies, test authentication and authorisation, apply firewall and access-control rules, and prevent deployment where critical vulnerabilities remain unresolved. Security and Compliance should be designed into a service rather than added after publication. [9]
Remote-working and phishing procedures should address realistic employee behaviour. Managed laptops should use encryption, automatic locking, MFA, VPN access and remote-wipe capability. Staff should also be trained to recognise spoofed Teams invitations and cloned login pages.
However, training cannot be the only defence; suspicious links should be filtered, and unusual logins should trigger additional verification.
Finally, Equifax should maintain a data-protection and retention policy.
Personal data should be classified, access should be limited, and retention period. It should be justified by legal and business requirements rather than applying the same three-to-five-year period to every record [10] Each policy must be measurable, auditable and reviewed regularly.

[bookmark: _Toc236872752]5.2.1 Human Behaviour and Security Awareness
    Technology alone cannot protect an organisation if employees do not understand how to recognise and respond to security risks. Although organisations invest in advanced security solutions, cybercriminals frequently target people because human behaviour is often easier to exploit than technical systems. Social engineering attacks rely on trust, curiosity, fear or urgency to persuade users to reveal sensitive information or perform actions that compromise security.
One of the most common examples is poor password management.
Employees may reuse passwords across multiple accounts, create weak passwords or delay changing them because they are concerned about forgetting their credentials or disrupting their work. Rather than expecting employees to manage passwords without support, organisations should provide clear guidance, secure password-reset procedures and approved password managers where appropriate.
Security should make secure behaviour simple rather than relying solely on individual responsibility.
Phishing continues to be one of the most successful attack methods because it targets human judgement instead of technical vulnerabilities. [11] 
Attackers may impersonate colleagues, banks, government organisations or IT support  to convince users to reveal passwords, approve Multi-Factor Authentication (MFA) requests or open malicious links. Regular security awareness training, phishing simulations and clear reporting procedures help employees recognise suspicious activity before organisational data is compromised.
Remote working introduces additional challenges.  Employees may access organisational systems from home networks, public Wi-Fi or personal devices without fully understanding associated risks. Organisations should therefore implement secure remote access through Virtual Private Networks (VPN), enforce MFA and educate and train employees about avoiding insecure wireless networks, protecting authentication credentials and reporting unusual account activity. [12]  These controls reduce the likelihood of unauthorised access while supporting flexible working practices.
Ultimately, cybersecurity depends on a combination of people, processes and technology. Even the most advanced security architecture can be undermined if users are not supported through effective governance, continuous awareness training and clearly defined security responsibilities. For this reason, human behaviour should be regarded as a critical component of organisational security rather than its weakest link.

[bookmark: _Toc236872753]           5.3 Governance and Strategic Alignment
Equifax needed more than additional security tools; it needed a governance framework connecting technical controls to business risk. The breach affected customer trust, regulatory exposure, business continuity and organisational reputation. Therefore, unresolved critical vulnerabilities should have been visible to senior leadership rather than treated as routine IT tasks.
The NIST Cybersecurity Framework 2.0 is suitable because it organises cybersecurity risk through six connected functions: 
· Govern, Identify, Protect, Detect, Respond and Recover [13]
Govern would define risk ownership, policies and escalation to the Board. 
Identify  would maintain accurate inventories of internet-facing assets, software dependencies and sensitive data.
Protect would apply patching, least-privilege access, MFA, encryption and network segmentation. 
Detect  would use authenticated vulnerability scans, centralised logging and behavioural monitoring.
Respond would isolate affected systems, investigate incidents and coordinate legal and customer communication. 
Recover would restore trusted services and convert lessons learned into funded improvements.

Equifax should compare a Current Profile with a Target Profile and convert identified gaps into actions with named owners, deadlines and evidence of completion.  This makes progress measurable rather than assumed.
However, NIST is not an automatic security solution. It defines desired outcomes, but Equifax must still select controls, assign responsibility and verify results.
Without these actions, the framework could become another policy document that creates false assurance. 


[bookmark: _Toc236872754]    5.4 Risk Management and Assessment
Risk management should help Equifax decide which security problems require immediate action rather than treating every vulnerability equally.
Risk priority should consider the likelihood of exploitation, the sensitivity of the affected data, whether the system is internet-facing and the possible operational, financial and reputational impact.
The unpatched Apache Struts vulnerability represented a critical risk because the affected application was exposed to the internet and processed highly sensitive customer information. 
A known vulnerability is similar to a defective door lock:
· sending somebody an instruction to repair it does not prove that the building is secure.
 Equifax therefore needed evidence that the patch had been installed and an independent scan confirming that the vulnerability no longer existed.

Table 1. High-Level Cybersecurity Risk Assessment for Equifax

	Risk scenario
	Likelihood
	Impact
	Priority
	Principal mitigation

	Unpatched internet-facing application
	High
	Critical
	Critical
	Asset inventory, 48-hour patch deadline, named system owner, authenticated scan and CISO escalation if overdue

	Weak network segmentation
	High
	Critical
	Critical
	Network segmentation, least privilege, database monitoring and quarterly access reviews

	Third-party software vulnerability
	Medium
	High
	High
	Supplier assessments, dependency scanning, contractual patch deadlines and annual assurance reviews

	Spoofed Teams  invitation and credential theft
	High 
	High
	High
	Email filtering, phishing simulations, MFA, conditional access and immediate incident reporting

	Lost laptop or unsafe public Wi-Fi
	Medium
	High
	High
	Full-disk encryption, device management, remote wipe, VPN, automatic locking and 24-hour loss reporting

	
	
	
	
	


Patch gaps and weak segmentation should remain the highest priorities because they combine a high likelihood of exploitation with a critical impact on sensitive data. Independent verification and continuous monitoring increase operational cost and may delay system changes, but these trade-offs are justified where internet-facing systems process large volumes of personal information. Residual risk remains because supplier weaknesses, human error and unknown vulnerabilities cannot be eliminated. Risks above the approved tolerance should therefore be escalated to the CISO and reviewed by the Board.
[bookmark: _Toc236872755]5.5 Compliance, Incident Response and Protection Controls
Equifax is a large credit-reporting organisation that processes highly sensitive personal and financial information. 
Compliance should therefore not be treated as paperwork completed only after a breach. The organisation should maintain a written information-security programme, clearly defined responsibilities, secure backups and documented breach-notification procedures. If personal data is compromised, Equifax should notify the relevant authorities and affected users within the applicable legal deadlines [14]. The notification should explain what information was exposed, what action the organisation has taken and how users can protect themselves. Equifax should also provide clear privacy information explaining how personal data is collected, used, retained and deleted, in accordance with applicable data-protection requirements such as the UK GDPR where relevant.
Strong authentication should protect access to customer accounts and internal systems. [12] Equifax could support Multi-Factor Authentication, passkeys and passwordless authentication, administration and auditing. 
For example, when a login request originates from an unusual location, the user could receive a notification stating that an authentication attempt has been detected in London and asking them to confirm it through an authenticator application. Number matching can reduce accidental approvals because the user must confirm the number displayed during the login attempt rather than simply pressing “approve”. 

When suspicious activity is detected, Equifax should follow a tested process of detection, analysis, containment, recovery and learning. [15]
The Security Operations Centre monitors events across the organisation’s networks and systems to identify suspicious or unexpected behaviour. 
It acts as the frontline of defence by escalating alerts for investigation.
Incident responders should isolate compromised accounts or systems, while digital-forensics specialists preserve evidence and determine what information was accessed. 
Recovery should use verified backups, and lessons from the incident should be converted into improved policies, controls and employee guidance.

Automated vulnerability scanning, continuous monitoring, endpoint detection, encryption, network segmentation and strong authentication should operate together.
Together, these controls reduce attacker dwell time by detecting abnormal access earlier and limiting movement towards sensitive databases.
[bookmark: _Toc236872756]5.6 Defence in Depth
No single security control can prevent every cyberattack. A firewall may block unauthorised network traffic but cannot prevent phishing emails. Multi-Factor Authentication (MFA) reduces the risk of compromised passwords but cannot stop software vulnerabilities  or insider threats. Similarly, employee security awareness training helps reduce human error but cannot eliminate it completely.
Relying on one security control therefore creates a single point of failure that attackers may eventually exploit. This is why the Zero Trust decision process should not depend on a single successful verification. 
Defence in Depth addresses this challenge by combining multiple independent security  controls that work together to protect organisational assets. Instead of relying on a single defensive measure, each security layer provides additional protection if another layer fails. Together, these controls create an obstacle course for attackers, ensuring that the security of the entire system does not depend on one mechanism.  This approach increases the difficulty of carrying out a successful attack while improving the organisation’s ability to detect, delay and respond to security incidents.
Defence in Depth complements Zero Trust by providing protection at different stages of an attack. Combined with governance, risk management and appropriate access controls, it creates a more resilient security posture.

[bookmark: _Toc236872757]   5.6.1 Security Layers
Defence in Depth protects organisational assets by applying multiple security layers rather than relying on a single defensive measure. Each layer has a different purpose and protects a different part of the organisation. If one security control fails, another continues to reduce the attacker’s ability to reach critical systems or sensitive information.
Physical security restricts unauthorised physical access through measures such as access cards, security personnel, CCTV systems and locked equipment cabinets. Preventing physical access reduces the opportunity for attackers to compromise systems before technical security controls are engaged.
Although physical security is often overlooked, it remains the first layer of defence because an attacker who gains physical access may also bypass several technical controls.
Technical controls protect organisational identities, devices, networks, applications and data. Controls such as Multi-Factor Authentication (MFA), endpoint protection, network segmentation, encryption and Identity and Access Management (IAM) work together to reduce cyber risk.
Administrative controls provide the final layer by supporting secure organisational behaviour.   Security policies, employee awareness training, incident response procedures, regular risk assessments and governance help ensure that technical controls are implemented correctly and remain effective over time. Together, these physical, technical and administrative layers create a resilient security strategy capable of detecting, delaying and responding to cyber threats.
[bookmark: _Toc236872758]5.6.2 Benefits of Defence in Depth
Defence in Depth is based on the principle that no single security control can provide complete protection. Instead of relying on one mechanism, organisations combine multiple independent security controls that continue to protect systems if another layer is bypassed or fails.
This  layered approach creates an obstacle course for attackers rather than depending on a single point of defence. For example, if stolen credentials allow an attacker to pass Multi-Factor Authentication (MFA), additional controls such as endpoint protection, network segmentation, encryption or continuous monitoring can still detect suspicious activity and limit further access. This gives security teams valuable time to investigate, contain the incident and prevent attackers from reaching critical systems or sensitive organisational data.

[bookmark: _Toc236872759]6.0    Overall Conclusion
The Equifax breach demonstrated that cybersecurity failure was caused not only by an unpatched vulnerability, but also by weak accountability, incomplete asset visibility and the absence of independent verification. A forward-looking programme should therefore connect board-level governance, named system ownership, measurable patch deadlines and evidence-based closure with NIST CSF 2.0, continuous monitoring, incident response and Defence in Depth. 
These controls cannot guarantee that every attack will be prevented, but they can reduce attacker dwell time, restrict lateral movement and limit the exposure of sensitive data. Equifax’s strongest improvement would be to treat remediation as a verified outcome rather than an instruction, ensuring that unresolved critical risks are escalated and that lessons from incidents produce measurable organisational change.















References
[1] Information Commissioner's Office. "A guide to data security." [Online]. Available: https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/security/a-guide-to-data-security/
[2] S. Rose, O. Borchert, S. Mitchell and S. Connelly, "Zero Trust Architecture," Gaithersburg, MD, 2020. doi: 10.6028/NIST.SP.800-207. 
[3] S. C. National Cyber. "Authenticate and authorise everywhere." [Online]. Available: https://www.ncsc.gov.uk/collection/zero-trust/architecture-design-principles/authenticate-and-authorise
[4] S. C. National Cyber. "Demystifying Zero Trust." [Online]. Available: https://www.ncsc.gov.uk/collection/zero-trust/demystifying-zero-trust
[5] Y. Cao, S. R. Pokhrel, Y. Zhu, R. Doss and G. Li, "Automation and orchestration of zero trust architecture: Potential solutions and challenges," vol. 21, no. 2, pp.294–317, 2024, 
[6] A. O. US Government, "Data Protection: Actions Taken by Equifax and Federal Agencies in Response to the 2017 Breach," Washington, DC, 2018. [Online]. Available: https://www.gao.gov/products/gao-18-559
[7] T. C. Federal. "Equifax to Pay $575 Million as Part of Settlement with FTC, CFPB, and States Related to 2017 Data Breach." [Online]. Available: https://www.ftc.gov/news-events/news/press-releases/2019/07/equifax-pay-575-million-part-settlement-ftc-cfpb-states-related-2017-data-breach
[8] S. Beattie, S. Arnold, C. Cowan, P. Wagle, C. Wright and A. Shostack, "Timing the Application of Security Patches for Optimal Uptime.", in LISA, pp. 233–242. 
[9] M. Souppaya, K. Scarfone and D. Dodson, "Secure Software Development Framework (SSDF) Version 1.1: Recommendations for Mitigating the Risk of Software Vulnerabilities," Gaithersburg, MD, 2022. doi: 10.6028/NIST.SP.800-218. 
[10] Information Commissioner's Office. "Principle (e): Storage limitation." [Online]. Available: https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-protection-principles/a-guide-to-the-data-protection-principles/storage-limitation/
[11] C. A. Tian, M. L. Jensen and A. Durcikova, "Phishing susceptibility across industries: The differential impact of influence techniques," Comput.Secur., vol. 135, pp.103487, 2023, 
[12] S. A. Cybersecurity and Infrastructure. "Require Multifactor Authentication." [Online]. Available: https://www.cisa.gov/audiences/small-and-medium-businesses/secure-your-business/require-multifactor-authentication
[13] C. Pascoe, S. Quinn and K. Scarfone, "The NIST Cybersecurity Framework (CSF) 2.0," Gaithersburg, MD, 2024. doi: 10.6028/NIST.CSWP.29. 
[14] T. C. Federal. "FTC Safeguards Rule: What Your Business Needs to Know." [Online]. Available: https://www.ftc.gov/business-guidance/resources/ftc-safeguards-rule-what-your-business-needs-know
[15] A. Nelson, S. Rekhi, M. Souppaya and K. Scarfone, "Incident Response Recommendations and Considerations for Cybersecurity Risk Management: A CSF 2.0 Community Profile," Gaithersburg, MD, 2025. doi: 10.6028/NIST.SP.800-61r3. 


First Check


Verify	


Action




2
image2.png




image3.png
Employee requests access to an
organisational resource

Reject request
and log the
failed verification

Display: Device does not meet

pareuiona ecuy
Create T ticket roquiraments.” Blockaccees and

provide T support insiructions.

Record failed
authentication
atiempt

Verify
registered
device

Deny access

Grant least-
privilege
access

Verify user
permissions

Lo Continuously
WL Deny access monitor the

e session

Session
continues

Alert SOC/IT

Figure 1. Zero Trust Access Verification
Process, designed by the author using
Microsoft Visio.

Security





image4.png
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