	
	
	



BA (Hons) Leadership and Management Skills for the Workplace
Leading and Implementing Change (LIC)
Assignment Title: A Strategic Change Plan









Student Name: Ruth lynn Parino Talavera
Student Number: 2316908
Lecturer Name: Nadeem Mirza



Executive Summary
This report evaluates Jaguar Land Rover Automotive PLC (JLR) A leading UK luxury automatic manufacturer and subsidiary of Tata Motors.  The analyst identifies key internal and external factors affecting the organization including strong luxury brands, technological development, electrification, sustainability, competition, and cybersecurity risk. SWOT, PESTLE and Porter's five forces are used to access Jaguar Land Rover Current position and the need for strategic change.
The report proposes strengthening cybersecurity and digital resilience following the 2025 cyber incident which disrupted the organisation system and production. Three change management models, Kotter, Lewin, and Pettigrew, are evaluated, with Kotter identified as the most suitable approach because it provides a clear structure for managing complex organization change. 
The report also evaluates transformational Leadership, organizational culture, and stakeholder management. The Mandela Matrix is used to assess stakeholder power, interests and expectations and to support effective communication. Finally, a 36-month change management plan is proposed, including smart objectives, financial resources, stakeholder communication, a Gantt chart, and Key performance indicator. A balanced scorecard is used to evaluate performance and determine whether the change achieves its objectives.





Use of Generative Ai in Assessment	3
1. Introduction	4
2. Analysis of recent history of the organisation	5
3. Change Management Models and Strategic Change at Jaguar Land Rover	9
4. Evaluation how the change was managed and how leadership played a role at Jaguar Landover (JLR)	13
5. Change Management Plan for Jaguar Land Rover (JLR)	17
6. Conclusion	26
7. References	27



















[bookmark: _Toc1253525137]Use of Generative Ai in Assessment
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[bookmark: _Toc105729821]1. Introduction
Jaguar Land Rover Automatic PLC is a British luxury automatic manufacturer and the wholly owned subsidiary of Tata Motors Passenger makes us limited. The organization brings together four brands, Range Rover, Defender, Discovery, and Jaguar. The company designs, manufactures, and sells premium vehicles globally. It has strong luxury brands, engineering capability, manufacturing experience, and a global customer base. These strengths helped the company compete in the premium automotive market.
In fiscal year 2025 and 2026. Jaguar Land Rover generated £22.9 billion in revenue. Although its financial performance was affected by tariffs, bigger market conditions, changing customer demands and a major cyber incident. The company therefore manages both financial and operational pressures while continuing its long-term transformation. Jaguar landed over international presence is also important. UK geographical revenue shown in Table 1.1 was £4.811 billion, representing 16.6% of company revenue (Jaguar Land Rover Automotive plc, 2026). However, you get Ave. decrease by 5% year on year. The fluctuations in UK revenue showed that the company is exposed to changing economic conditions and customer demand.
Table 1.1
[image: ]
The Jaguar Land Rover Reimagine strategy focuses on modern luxury, electrification, sustainability, and innovation. The company is responding to the growth of electric vehicles, stricter environmental requirements, and changing customer preferences. It also aims to achieve net zero emissions across its value chain by 2039, creating further pressure for changes in technology, production, and its supply chain. 
Technology and competition create strong pressure for Jaguar and Robert change the 2025 cyber incident showed the need to for a stronger cybersecurity and digital resilience this report evaluates 3 changes on the leadership, organizational culture and stakeholder management it also proposed smart objects, financial and. Communication plans and KPI to evaluate the changes.
[bookmark: _Toc1255774890]2. Analysis of recent history of the organisation 
a. SWOT Analysis 
SWOT analysis are internal factors controlled by the organisation, while opportunities and threats are external factors that come from the business environment.
[image: ] Jaguar Land Rover (JLR) Has experienced important changes in its internal and external environment. Internally, the company has strong global operations, manufacturing capabilities, and well-known luxury brands such as Range Rover, Defender, Discovery, and Jaguar. These strengths help JLR compete in the luxury market. However, product recalls including battery related problems with I-Pace Show that product quality and safety remain important weaknesses. This can increase costs and reduce customer trust.
The external environment is also changing quickly. The growth of electric vehicles (EVs), stricter environmental requirements, and changing customer preference are creating new opportunities. JLR responds by investing in electric vehicle production, battery technology, and its Halewood Manufacturing facility. 
However, JLR Facing strong competition from companies such as BMW, Mercedes-Benz and Tesla. Rising raw material prices and foreign currency changes can also increase production costs and reduce profits. 
The SWOT analysis shows that JLR needs to use its strong brand and global presence to respond to these changes. The company should continue investing in EV technology and improve battery reliability and quality control. It should also reduce supply chain risk by developing more secure sources of raw materials and batteries.
Overall, the SWOT analysis helps JLR identify its strengths and opportunities but also highlights weaknesses and threats that could affect performance.  It supports better strategic decisions, while it can simplify complex issues and does not show exactly how serious each factor is. Therefore, JLR Should you SWOT together with financial market and competitor analysis.

b. PESTLE Analysis
PESTLE is a framework used to analyses the external factors that can affect an organisation. It examines Political, Economic, Social, Technological, Legal and Environmental factors.

[bookmark: _Int_2KsFeMXC][bookmark: _Int_ZHkWAFC2][image: ] Jaguar Land Rover. (JLR) Has experienced major changes in its internal and external environment in recent years. It's the Reimagine strategy that focused on modern luxury, electrification, and sustainability. However. FY25/26 It was difficult because of tariffs, a cyber incident, weaker market conditions, and changing customer demand. JLR’s Revenue fell by 20.9% to. £22.9 billion, Show me the financial effect of these changes.
[bookmark: _Int_M7Mji199]Political factors have become more important because of the cost of JLR vehicles exported from the UK and the EU. Geopolitical tension can also affect supply chains. JLR Should reduce the risk by diversifying suppliers and markets.
[bookmark: _Int_f7averNs]Economic factors such as inflation, higher cost, and weaker demands have put pressure on profitability. JLR's profit before stocks and exceptional items fell to £14 million in FY2026. Revenue also fell to £22.9 billion in FY2026. This shows significance financial impact of tariffs, the cyber incident, weaker market conditions and changing customer demand. JLR should continue controlling costs and focusing on its most profitable models.
Social Factor is changing because customers are becoming more interested in electric vehicles. However, concerns about price, charging and drive range are slowing down some EV purchases. JLR Should therefore offer flexible EV hybrid and ICE option while customer demands continue to change.
Technological Factors create opportunity through AI, digitalization and connected vehicles. However, in 2025. The cyber incident stopped production and caused major disruption. JLR Should strengthen side for security and digital resilience. 
Legal and environmental factors are also changing. Stricter emissions and environmental requirements increase compliance costs, while JLR aims to achieve net zero by 2039.
Overall, PESTLE shows that external changes can create both opportunities and risk. The meaning of change is to strengthen cybersecurity, diversify supply chains, control costs, and remain flexible in the transition for electric vehicles.

c. Porter’s Five Forces
What are 5 Forces? Is a business framework developed by Michael Porter (Porter, 1980). It is used to analyze the level of competition and competitive Pressure in an industry. The five forces are buyer power, supplier power, threat of substitute, threat of new entrants, and competitive rivalry.
[image: ]JLR Has experienced significant changes in its competitive environment. The UK automotive manufacturing industry contracted by 17.9% in 2025. Showing that manufacturers are operating in a difficult market. However, the industry is forecast to grow by 4.2% between 2025 and 2030 (Jaguar Land Rover Automotive plc, 2026, p.6).
Buyer power is moderate. Large fleet, leasing, and corporate customers can negotiate prices and services because they purchase vehicles in large numbers. This can put pressure on JLR's prices and profit margins. KLR should improve customer service and strengthen its luxury brand to increase customer loyalty.
Supplier power is also moderate. JLR depends on specialized suppliers for batteries, Semiconductors, Electronics and other advanced components. This can increase costs and create supply risk. JLR should develop alternative suppliers and strengthen long-term supplier relationships.
The threat of new entrants is low Because entering car manufacturing requires very high investment, Advanced technology, Research and Development. Manufacturing facilities and strong distribution networks. This protects established companies such as JLR.
The threat of substitute is low to moderate. Public transport, ridesharing, bicycles, scooters, and used vehicles can reduce demand for new cars, particularly in cities. JLR should continue developing attractive, efficient, and sustainable vehicles.
The biggest issue is strong competitive rivalry. Tesla, B Wiley, Polestar, and other manufacturers have increased competition, especially in EVs. This forces JLR to invest in technology and innovation.
Overall, Porter's five forces show positive and negative impact. Strong barriers protect JLR from new entrants. But strong rivalry by your power and supplier power can reduce profitability. JLR should focus on innovation, EV technology, customer loyalty, and supply chain resilience to remain competitive. 
[bookmark: _Toc604723371]3. Change Management Models and Strategic Change at Jaguar Land Rover

Kotter's Eight-step Change Model
Kotter’s Eight-Step Change Model It's a change management model developed by John Kotter as shown in Figure 3. It explains how organizations can manage change through 8 steps.  The model helps organizations introduce change in a clear and organized way (Kotter, 2012).
[image: ]
This model can be applied to JLR’s cybersecurity change. In September 2025, JLR Experience a cyber incident that caused major disruption to its system and protection. JLR Stop production and later restarted operations in stages with support. From a cybersecurity specialist, The UK government, National Cybersecurity Center NCSR) and law enforcement.
The first step for JLR Would be to create urgency. By explaining to employees why stronger cybersecurity is necessary. The second step would be to create a guiding team made up of senior managers, IT specialists, product managers and cybersecurity, and communicate experts. JLR could then develop a clear vision for stronger digital security and communicate it to employees and suppliers. Employees can receive training to identify cyber risks and report problems quickly. Short-term wins could include successful cybersecurity tests, improved employee awareness, and faster recovery from system problems. Finally, JLR could do cybersecurity training and checks part of normal business activities.
One advantage of Kotter’s model is that it provides a clear structure for managing change. It also focuses on leadership, communication, and employee involvement, which can help employees accept the change. Another advantage is that the final stage helps make the changes part of the organisation culture. 
One limitation is that the eight stages can take time. The model may also be too paid when JLR needs to respond quickly to unexpected cyber threats, Therefore, JLR should use Kotter’s model as a guide while remaining flexible when new cybersecurity risks appear.
Lewins Change Theory
Lewin’s three-step change model explains how an organization can move from its current way of working to a new way of working. The model has three stages, Unfreeze, Changes, and Refreeze.  The unfreeze stage prepares people to accept that change is needed. The Move stage involves acting, making changes and involving people. The refreeze stage makes the new way of working permanently and part of everyday business.  See figure 3.2 for steps in this process.

[image: ]
For JLR, the Unfreeze stage could be linked to the cybersecurity weaknesses. The 2025 cyber incident provides a strong reason for change because it disrupted JLR’s system and production. JLR could explain this risk to employees, managers, and suppliers and show why stronger cybersecurity is necessary. This can increase the driving force for change and reduce resistance.
During the Move stage, JLR could Introduce stronger security systems, employee training, supplier security checks and recovery plans. Employees should be involved in the change and given time to understand the new system. This is important because people may resist change if they do not understand its purpose or benefits.
During the Refreeze stage, JLR Could make cybersecurity part of normal business. Through regular training, policies, testing, and clear responsibilities. This would help employees become confident in a new way of working and make the change permanent.
The main advantage of Lewin's model is that it is simple and easy to understand. It gives employees time to accept the change and can reduce resistance. However, a limitation is that the model may be too simple for a large global company such as JLR. Cybersecurity and technology continue to change, so JLR cannot assume that change will ever be completely finished.
Overall, Lewin’s model is useful for JLR because it focuses on reducing resistance and helping employees accept change. However, JLR should combine it with a more detailed model such as Kotter for continuous cybersecurity improvement 
Pettigrew’s Model of Change
The Pettigrew Model of Change is a strategic change framework that examines how content, context, and process interact during organisational change. It helps organisation understand what needs to change, the internal and external circumstances influencing the change and how the change is carried out within the organisation (Stetler et al., 2007, p. 5).
[bookmark: _Int_tZzLzsYw]For the organisation, the content could be stronger in cybeysecurity and digital resilience. The process could include new technology, employee training, supplier cooperation, and regular testing. The context includes competition, digitalisation, electric vehicles, government regulations, and changing customer expectations. The good thing about Pettigrew’s model can be affected by external conditions. This is important for JLR because its changes are connected to the wider automotive industry. The downside is that the model does not provide as clear step-by-step process as Kotter. Managers may therefore find it harder to use as a practical implementation plan.
Comparison and Suitable for Jaguar Land Rover
The three models provide different benefits as shown in table 3.1.
Table 3.1
	Model
	Main strength
	Main strength
	Main strength

	Kotter
	Clear stages, leadership, communication and employee involvement
	Can be time-consuming and structed
	Very suitable

	Lewin
	Simple and easy to understand
	Too simple for continuous technological change
	Suitable

	Pettigrew
	Consider content, process and wider context
	Less clear as an implementation guide
	Suitable for analysis



For JLR, Kotter’s Eight-Step Model is the most suitable model for the proposed cybersecurity change. This is because JLR is a large international organisation and needs strong leadership, communication, and employee involvement. The cyber incidents showed that digital disruption can affect production and suppliers. JLR’s production restart was managed in phases, with system brought back online carefully and cybersecurity specialist involved. 
[bookmark: _Int_qZ7LacxD]Overall, Kotter is the strongest choice because it gives the company a clear process, more detailed guidance for managing the proposed change. Lewin can support employee acceptance, while Pettigrew can help Jaguar Land Rover understand the wider environment. Using the strength of all three models can help the company make cybersecurity a permanent part of its business strategy.

[bookmark: _Toc1813677235]4. Evaluation how the change was managed and how leadership played a role at Jaguar Landover (JLR)
Change management is important when an organization needs to change its strategy, technology, and ways of working. Jaguar Land Rover has experienced major change through its Reimagined strategy, which focuses on modern luxury, electrification, sustainability, and innovation. Managing this change requires more than introducing new technology. The company also needs to manage its employees, leaders, customers, suppliers, and other stakeholders. Effective change leadership helps an organization respond to continuous change and develop the ability to adopt. (Orridge, 2009).

How Jaguar Landover Managed the Change
Jaguar Land Rover has managed its change through The company invested in electric vehicle production and has developed employee skills for electrification and digital technology. Jaguar Land Rover has also developed leadership programs to help managers deal with change and support employees.
This shows that the company has recognized that employees are an important part of the change. Employees need to understand why change is happening and have the skills needed to work in the new environment. Change can be difficult when employees are uncertain about their jobs or do not understand the benefits of the new direction. Therefore, training and communication can help reduce resistance.
Orridge (2009) Explains that organizations need to become capable of dealing with continuous change. This is relevant to the company because electrification, digitalization, artificial intelligence, and cybersecurity are not one-time changes. Jaguar Land Rover will need to continue adapting as technology and customer expectation develop.

Role of Transformation Leadership 
Transformational leadership is a suitable leadership approach for Jaguar Land Rover. This approach involves creating a clear vision, motivating employees, encouraging new ideas, and helping employees accept change. The company reimagined strategy that provides a clear vision for the future of the organization.

Jaguar Land Rover leaders have an important role in communicating this vision to employees and explaining why the organization needs to change. Leaders also need to encourage employees to develop new skills and support them when they experience uncertainty. This can help employees understand that the change is necessary for the company to remain competitive.

Transformational leadership can have a positive impact because it can motivate employees and encourage innovation. This is particularly important for the company because the automotive Industry is changing towards electric vehicles, digital technology and more sustainable production.

However, transformational leadership has also a negative side. A strong vision from senior leaders does not mean that everyone will automatically support the change. Employees may have different views and concerns. Customers may also disagree with changes to the company's brand. Employees may have different views and concerns. Therefore, neither need to listen to people rather than only communicate the vision. Carnall (2014) explains that managing changes involves managing the people and organisational issues connected with change.

Impact of Organizational Culture
Organizational culture means shared values, beliefs, behaviors, and ways of working within an organization. Culture has an important role in change because it affects how employees respond to new ideas and new ways of working.
Jaguar Land Rover needs a culture that supports innovation and teamwork, learning, and adoption. A work-hard/play-hard culture can support this because it encourages teamwork, activity, and quick feedback. This can help employees accept electrification, digitalization, and new product methods. A positive culture can encourage employees to learn new skills and work together to achieve new strategies.

However, organizational culture can also create a barrier to change. Employees may be comfortable with existing ways of working and may not want to change. Jaguar Land Rover has also a strong history and brand heritage. Therefore, major changes to Jaguar and the move towards electric vehicles may create concerns among employees and customers.

Carnal (2014) Explains that organization need to consider the human side of change. This means that. The organization should not simply introduce a new system and expect employees to accept it. Leaders need to communicate, provide training, and involve employees in the process.


Stakeholder Power, Interest and Expectation


The Mendelow Matrix can help the organisation understand stakeholder power and interest. Stakeholders have different levels of influence and different expectations from the change helping the company decide how each stakeholder should be managed and communicate with.
Table 4.1 Mendelow's Matrix of Jaguar Land Rover
	Stakeholder
	Power
	Interest
	Main expectation
	Jaguar Land Rover approach

	Tata Motors and shareholders
	High
	Low

	Growth, profit and long-term value
	Keep satisfied

	Government and regulators
	High
	Low

	Legal, environmental and employment requirements
	Keep satisfied

	Board and senior managers
	High
	High
	Successful implementation of strategy
	Manage closely

	Employees
	High
	High
	Job security, training and involvement
	Manage closely

	Key suppliers
	High
	High
	Clear communication and stable business
	Manage closely

	Customers
	Low
	High
	Quality, luxury and innovation
	Keep informed

	Dealers and retailers
	Low

	High
	Product information and customer demand

	Keep informed

	Local communities
	Low

	Low/High

	Employment and responsible behaviors
	Monitor/keep informed


Communication is an important part of managing change. Jaguar Land Rover needs to communicate with stakeholders according to their power, interest, and expectation. Employees can be involved through training, meetings, surveys, and feedback. Suppliers need regular information about production and technology changes. Customers need clear information about your vehicle and the reasons for change. 
Good communication can create trust, cooperation, employee support, and positive publicity. Poor communication can create resistance, negative publicity, and loss of trust. 
Therefore, communication should be ongoing and consistent rather than taking place only when major changes are introduced. 
[bookmark: _Toc2115775732]5. Change Management Plan for Jaguar Land Rover (JLR)
Post change for Jaguar Land Rover is to introduce a three-year cybersecurity, resilience and digital protection program. The purpose is to make it. The organization's IT system, production system, suppliers, and employees are more prepared for future cyber-attacks. This is an important change because the organization experienced a cyber incident in 2025 which resulted in production being stopped for five weeks. Jaguar Land Rover then restarted its operation in stages with support from cybersecurity specialists.
[bookmark: _Int_yzFpDQ9j]It is also important because Jaguar Land Rover is becoming more dependent on digital technology, connected vehicles, cloud systems, and real-time information. The annual report states that Jaguar Land Rover is already strengthening its systems and using third party exports to improve security controls and cyber defenses. Therefore, the proposed plan would build on changes that the organization has already started rather than creating a completely new direction.
The main reason for the change is to reduce the risk and financial impact of another cyber incident. The 2025 incident affected production and distribution. And the organization reported that the incident had a significant financial impact.
[bookmark: _Int_3ZPZh4JN]The purpose is therefore to protect production, customer information, suppliers, and the organization's reputation. Kotter (2012) found that successful change requires a clear reason for change and a strong sense of urgency. For the company, the 2025 cyber incident provides a clear reason for employees and managers to understand why stronger cybersecurity is necessary.
5.1 Clear objectives. 
SMART framework is a goal-setting tool used by organisation to develop clear, realistic and measurable objectives. It is useful for Jaguar Land Rover because the company is going through significant changes, including electrification, Digitalization, Artificial intelligence, cybersecurity, and changing customer demand. The organization can use Smart objectives to make these changes clear, measurable, and achievable as shown in Table 5.1.1
Table 5.1.1 SMART Objectives
	SMART Element
	Objective

	Specific
	Strengthen Jaguar Land Rover cybersecurity and protect critical systems.

	Measurable
	Reduce high risk vulnerabilities by 90%, train 100% of employees, and assess 100% of critical suppliers.

	Achievable
	Use Jaguar Land Rover, existing cybersecurity team and external specialists.

	Relevant
	Reduce the risk and impact of another major cyber incident.

	Time-bound
	Achieve the main targets within 24 months with quarterly reviews.


The main smart objective is for Jaguar Land Rover to strengthen its cybersecurity and digital resilience within 24 months by reducing high-risk Cybersecurity vulnerable by 90%, achieving 100% employee cybersecurity training and assessing 100% of critical suppliers. This objective is specific because it focuses on critical systems, employees, and suppliers. It is measurable through the percentage reduction in vulnerabilities, training completion, and supplier assessment. 
It is achievable because. Jaguar Land Rover already has an information security program and uses external specialists to strengthen its cyber defenses. It is relevant because Jaguar Land Rover experienced a cyber incident in 2025 that resulted in a five-week production pause. The objective is time bound because all targets should be achieved within 24 months and reviewed quarterly. Clear objectives are important because successful change requires clear direction and measurable progress.
5.2 Financial Plan
The proposed program could have a £100 million three-year budget. This is a proposed planning figure for Jaguar Land Rover cybersecurity budget. The money should be treated as an invention because preventing another major production shutdown could protect revenue, customers, and the company's reputation. 
	Financial resource
	Proposed budget
	Purpose

	Cybersecurity technology and systems
	£30
	Upgrade information technology, production, and security systems.

	Cyber monitoring and protection
	£20m
	24/7 monitoring and threat detection.

	External cybersecurity specialist
	£15m
	Testing advice and specialist support.

	Employee training
	£10m
	Cybersecurity awareness and technical training.

	Supply your cybersecurity.
	£10m
	Assess and improves security across critical suppliers.

	Disaster recovery
	£10m
	Backup system and recovery facilities.

	The contingency
	£5m
	Unexpected costs and new cyber threats.

	Totally 
	£100m
	Three-year program.



[image: ]

How the £100m would be spent? 
[image: ]


Why is £100m Proposed Budget?
The proposed £100 million represent approximately 0.34% of Jaguar Land Rover’s Fiscal year 2024-2025 revenue of £29.0 billion, So it is a substantial but manageable investment for a program designed to protect a much larger business.
The investment is justified because Jaguar Land Rovers 2025 cybersecurity disrupted production and had a significant financial impact. Can I call Land Rover Fiscal Year 2020 Five 2026 Annual report states that production was paused following the incident and that the disruption affected the company's financial performance.
The organisation has also stated that it continues to invest in strengthening the Information Technology System   following the cyber incident. Therefore, the proposed £100mwould strengthen work. Jaguar Land Rover has already started rather than introducing UN unrelated projects.
Financial control
The budget should be reviewed every three months. Jaguar Land Rover should compare: 
Budget plan to Actually Spending to Result achieves.
If spending is higher than the plan, the cybersecurity of KPIs is improving. Management can review whether additional investment is justified. If spending is high but the KPIs are not improving. Jaguar Land Rover should investigate and change the program.
5.3 Communication Plan
Communication is important because employees, managers, suppliers, customers, and other stakeholders will have different expectations. Henderson, Gulati and Tushman (2015) Argue that sustainable change requires organizations to involve people and connect change with the wider organisation.
[image: ]
Jaguar Land Rover should use a 12-month communication plan on Figure 5.3.1 to manage stakeholder expectations during the proposed cybersecurity change. High power stakeholders such as Tata Motors shareholders, government regulators the board and senior manager should receive regular progress information because they can influence the change.
Employees and key suppliers should be closed in fold through training, meetings and feedback because they are directly involved in implementing the change. Customers, dealers, and local communities should receive regular updates so that they understand how the change may affect them.
[image: ]Gantt chart shows the three timelines for the organisation cybersecurity change program.
Communication should continue throughout the year because regular communication can reduce uncertainty, improve trust, and increase stakeholder support (Forsyth, 2012).
5.4 Implementation Plan
The change should be introduced in four stages shown on Table 5.4.1
	Stage 1 Prepare (Months 1-6)
	Jaguar Land Rover should review its current system, identify weaknesses, assess critical suppliers, and create the cybersecurity team. Employees should receive basic cybersecurity training.

	Stage 2 Implement Month (7-18)
	Jaguar Land Rover should include a stronger security control monitoring system, employee training, and supplier security checks. External cybersecurity especially should test the system.

	Stage 3 Test Month (19-24)
	Jaguar Land Rover should carry simulated cyber-attacks and disaster recovery exercises. The company should test how quickly production and customer services, and supply systems can recover.

	Stage 4 Improve (Months 25-36)
	The results should be reviewed and weaknesses are corrected. Cybersecurity should become part of normal business operations. 



6. Evaluation Plan 
6.1 Balance Scorecard
Jaguar Land Rover Balance Scorecard 1 helps to evaluate its change from four perspectives shown in Table 6.1. It gives the organization a balanced view of performance rather than focusing only on financial results.
Table 6.1.1
	Financial
Improve profitability
Increase revenue
Improve cash flow
Achieve sustainable growth.
	Customer
Increase customer satisfaction
Strengthen customer loyalty
Increase demand for electric vehicles
Strengthened luxury brand reputation


	Internal business processes
Improve production efficiency
Increase electric vehicle production capability.
Improve supply chain resilience.
Improve digital and Artificial Intelligence capabilities
Support sustainability and carbon reduction
	Learning and Growth
Develop employee skills
Encourage invasion
Strengthen employee engagement
Develop effective leadership
Build a culture that supports continuous change.



6.2 Key performance Indicator
Key performance indicators (KPI) measurable values used to evaluate whether an organization is achieving its objectives. KPI can help Jaguar Land Rover monitor progress, identify problems, support management decisions, and evaluate whether the proposed cybersecurity change is producing the expected result. By comparing actual performance with the target. The organization can identify whether further action is required.
	KPI
	Metric
	Target

	Cybersecurity programmed cost
	Actual spending vs approved budget
	Complete the programmed within the £100m budget

	Cost of cyber incidents
	£ cost of cyber-related disruption
	Lower cyber-related financial losses by 50%

	Customer complaints from IT disruption
	Number of complaints
	Reduce cyber-related customer complaints by 50%

	Customer service availability
	% system availability
	Maintain service availability at 99.9% or above

	High-risk cybersecurity vulnerabilities
	% reduction
	Achieve a 90% reduction in high-risk vulnerabilities

	Critical systems assessed
	% of critical systems assessed
	Complete security assessments for all critical systems

	System recovery
	Average recovery time
	Restore critical systems within 24 hours

	Critical suppliers assessed
	% of critical suppliers assessed
	Complete security assessments for all critical suppliers

	Employee cybersecurity training
	% employees completing training
	Ensure all employees complete cybersecurity training

	Cybersecurity awareness
	% employees passing awareness test
	Achieve a minimum 95% pass rate

	Cyber recovery exercises Number completed
	Number completed
	Complete two cyber recovery exercises each year



Balance Scorecard and KPI evaluation for Jaguar Land Rover 
	Area
	KPI
	Target 
	Evaluation

	Financial
	Cybersecurity Cost
	Within £100m
	Check whether spending gives value

	Customer
	IT-related complaints
	Reduce by 50%
	Shows whether customer disruption improves

	Internal process
	High-risk vulnerabilities
	Reduce by 90%
	Shows weather security has improved

	Learning and growth
	Employee training
	100% completed
	Shows whether employees are prepared



Balance and Score Card Comparison
1. Financial
Jaguar Land Rover needs to make sure that cybersecurity change is financially worthwhile. The Key Performance Indicator Cybersecurity Program cost measures whether the organization stays within the proposed £100m budget. The cost of cyber incident measures whether financial losses from cyber disruption are reduced. If costs fall while security in improves, this suggests that change is providing better value.
2. Customer
The change should also improve customer experience. Customer complaints from IT Disruption measures whether customers are experiencing fewer problems. Customer service availability measures whether the organization's digital services remain available. A target of 99% availability would show strong performance.
3. Internal Business Processes
Jaguar Land Rover needs to reduce high risk vulnerabilities by 90%, access 100% of critical systems and suppliers, and restore critical systems within 24 hours. This KPI shows whether the organisation internal operations have become more secure and resilient.
4. Learning and growth
Employees are important to successful change. Jaguar Land Rover should ensure 100% of employees complete cybersecurity training and at least 95% pass the awareness tests. Two cyber recovery exercises each year will also test whether employees and managers know what to do during an incident.
Table 4.1 Overall Evaluation
	KPI
	Target
	Actual Result
	Achieved?
	Is Performance Better
	Corrective Action

	Cybersecurity cost
	£100m
	£95
	Yes

	Yes, within budget
	Monitor spending

	Cyber-related losses
	50% reduction

	35%
	No

	Some improvement
	Maintain controls

	IT disruption complaints
	50% reduction
	55%
	Yes

	Yes
	Maintain controls

	Customer service availability
	99.9%
	99.95%
	Yes

	Yes
	Maintain controls

	Critical systems assessed
	90% reduction
	92%
	Yes

	Yes
	Continue assessments 

	System recovery
	100%
	100%
	Yes

	Yes
	Continue testing

	Critical suppliers assessed
	100%
	90%
	No
	Improvement Needed
	Assess remaining suppliers 

	Employee training
	100%
	100%
	Yes
	Yes
	Continue Annual training


Using the evaluation from Table 4.1 Most targets have been achieved, showing the proposed change is producing better results. However, the targets for cyber-related financial losses, supplier assessment, and employee awareness have not been fully achieved. Therefore, Jaguar Land Rover should continue the change program but take corrective action in the areas below target. The key performance indicator should be reviewed every three months to determine whether performance continues to improve.
[bookmark: _Toc1946117319]6. Conclusion
In conclusion, Jaguar Land Rover operates in a highly competitive and changing automotive environment. The SWOT, PESTLE and Porters five Forces analyses identified important pressures, including cybersecurity risks, technological change, electrification, competition, and changing customer expectations. The 2025 cyber incident highlighted the need for stronger cybersecurity and digital resilience. Kotter’s eight step model was identified as the most suitable change model because it provides clear stages for managing complex change. Transformational leadership can support the change by creating a clear vision, motivating employees, and encouraging innovation. Organizational culture and stakeholder communication are all so important for gaining support and reducing resistance. The proposed three years plan. Smart, objective financial resources, communication activities, and KPIs. Regular evaluation through the balance scorecard will help. The organization measure performance, identify weak Successful implementation should improve its resilience, protect stakeholders, and support the organization's long term competitiveness and take corrective action.
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Figure 3.2: Lewin’s Change Theory

Source: Author’s own figure, adapted from Cameron (2019).
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Figure 3.1: Kotter’s Eight-Step Change Model
Source: Author’s own figure, adapted from Kotter (2012).
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Figure 5.3.2 JLR CYBERSECURITY CHANGE PROGRAMME
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Table 5.2.1 Proposed Financial Plan
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Table 2-1 SWOT Analysis
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Table 2.2 PESTLE Analysis

PESTLE Factor
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Economic Inflation, raw material costs, exchange rates, weaker global demand, commodity prices, supply chain costs, China
market conditions

Social Changing customer preferences, EV demand, EV affordability, charging concerns, driving range concerns, digital

customer expectations, competition from Chinese manufacturers

Technological

Artificial Intelligence (Al), digitalisation, electric vehicles (EVs), connected vehicles, software defined vehicles,
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Table 2.3 Porters Five Forces

Porters Five Forces

Level

Analysis

Threat of New Entry

Low

High capital investment, expensive manufacturing plants, R&D, strong established brands,

economies of scale and strict regulations create high barriers to entry.

Supplier Power

Moderate to High

batteries, semiconductors, electronics, powertrains and advanced equipment are specialised and

difficult to replace.

Buyer Power

Moderate

Large fleet operators, leasing companies and corporate buyers can negotiate prices, discounts,

servicing and financing. Individual customers have less bargaining power.

Threat of Substitute

Low to moderate

Public transport, ride-sharing, bicycles, e-bikes, scooters and used vehicles provide alternatives to
buying a new vehicle.ds instead of buying BMW. BMW responded by offering more electric and

digital vehicles.

Competitive Rivalry

Very High

JLR faces competition from established manufacturers and EV companies such as Tesla, BYD and

Polestar. Technology, EV development, innovation, price and brand strength increase rivalry.





