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[image: ]1.0 Time division for output square wave



















Considering the function generator for our output square wave was set at 250 Hz, or    second period for each wave, I set the scale on the oscilloscope to 4 ms to observe just  one square waveform to ensure the practical had a reliable input. 
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[bookmark: _Toc227502119]3.0 Basic capacitor calculations
To work out the capacitance of the capacitor used in the test, we can use 

Where  is the time taken for the charge of the capacitor to drop 63.2%

 is the resistance of the circuit 

And  is the capacitance. 
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Using this formula and the excel data for accuracy, we can measure the time taken for the voltage to drop from 4.7059 V to -1.2423 V, which is 0.000186 seconds, we know that our resistance was 100   so therefore the capacitance must be 1.86 x  Farads or 1.86 microfarads. 
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	Time (s) 
	Voltage (V) 
	Corrected Voltage (V) 
	ln (V) 
	dy = y2 – y1 
dy = ln(V)2-ln(V)1  
	dx = x2- x1  
dx = Time2 – Time1 
	dy/dx 

	0.002099
	4.5804
	 9.1588
	 2.214715166
	x 
	x 
	x 

	0.002149
	 2.698
	 7.2764
	 1.984636234
	 -0.230078931
	 0.000050
	 -4601.578627

	0.002199
	 0.9412
	 5.5196
	 1.708305394
	 -0.276330841
	 0.000050
	 -5526.61681

	0.002249
	 -0.502
	 4.0764
	 1.405214246
	 -0.303091148
	 0.000050
	 -6061.822958

	0.002299
	 -1.5686
	 3.0098
	 1.101873631
	 -0.303340615
	 0.000050
	 -6066.812292

	0.002349
	 -2.3843
	 2.1941
	 0.78577194
	 -0.316101692
	 0.000050
	 -6322.033834

	0.002399
	 -3.0118
	 1.5666
	 0.448907666
	 -0.336864274
	 0.000050
	 -6737.285474

	0.002449
	 -3.451
	 1.1274
	 0.119914097
	 -0.328993569
	 0.000050
	 -6579.871386

	0.002499
	 -3.8275
	 0.7509
	 -0.286482792
	 -0.406396889
	 0.000050
	 -8127.937771

	0.002549
	 -4.0784
	 0.5
	 -0.693147181
	 -0.406664389
	 0.000050
	 -8133.287774
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This graph shows the rate of change of the natural logarithm of voltage as the time changes, this produces an almost linear graph which we can extract data from to calculate the capacitance of the capacitor. The trendline equation  tells us that the average gradient of the line is -6447.9 and this is as we would expect because it is a discharge so the rate of change should be going down. 

The gradient () is equal to  -   where  is resistance and  is capacitance

Therefore since  



Putting our value -6447.9 for  and 100  for , we get a value of 1.55 x  Farads, or 1.55 microfarads. Compared to the previous value using , we can see that the value is within the same factor of 10 which is good, and we can assume that there is no major errors, with the capacitance calculated as 1.86 F previously. The graph-based value of 1.55 F is 0.31 F or 16.7 % lower than the capacitance time equation value. 
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Capacitors are used in almost every electrical appliance ever made, they are used to store and release electricity very quickly, they can smooth rapidly changing voltage and manage the power supply to components. For example, a capacitor is used to provide DC voltage from an AC supply, it does this by storing the energy given by the Alternating Current every 8ms and releasing it consistently at the same voltage to a component such as an LED to prevent it from flickering.

 As well as this, capacitors can be used on motors to smooth the input power and the noise created by the brushes when bridged across the connections. In cars, this is implemented to smooth the power output from the alternator after it has been converted to DC, since the alternator is just the reverse of a motor, capacitors are used to ‘clean up’ the power output to protect the ECU and components from random voltage spikes. In the ECU there is also capacitors that filter the voltage in a similar fashion to ensure that there is no noise which would affect the sensor information. 

Mainly however, they are used to store and release energy rapidly, which is implemented in things like camera flashes, and has been experimentally used in regenerative braking systems to cope with the quick charge and recharge cycles. For example, the Mazda i-ELOOP system uses capacitors to store energy from braking more efficiently as they are better at charging and discharging rapidly. Supercapacitors are not yet used widely in vehicles as they lack the energy density and longevity of traditional lithium ion batteries, however, they are much quicker to charge and can provide more power for a shorter duration of time, like in the Lamborghini siàn hybrid system where supercapacitors allow for extreme boost and acceleration paired with the traditional ICE engine.

As well as this, because capacitors are predictable they can be used as timers since their charge and discharge rate stays constant and repeatable. This is used in delay circuits where a circuit measures the voltage of a capacitor and when it reaches a certain threshold, an action will be carried out, like windscreen wiper timer circuits.  
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Our value varied from the stated value for capacitance of the capacitor, for a few reasons, the main one being that capacitors are within tolerance. The tolerance for most common capacitors is around +/- 10 to 20% meaning a 100  capacitor could be anywhere between 80-120 . Older capacitors are also more unreliable and leak voltage through poor or degraded insulation (Teverovsky, 2014).

As well as this, capacitors and circuits are not perfect and all have a certain amount of resistance which affects the charging and discharging of a capacitor and skews the results (Hidalgo-Lopez, 2023)by increasing the time constant as power and voltage are lost through the capacitor, old wires, old breadboard, and even the resistor which can also have a tolerance and be higher than the stated resistance. 

Some error can also be put down to human mistakes in the experiment and visual errors in the oscilloscope data, the wrong frequency on the generator would affect the ability of a capacitor to charge and discharge fully if the frequency was too high (Boser and Newsome, 1987), or leakage would be apparent if the frequency was too low. The data readings didn’t have exactly 63.2% of the discharge so I had to choose the nearest measurement which was a few millivolts out and may have messed with the results. 
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To reduce the risk of cyberattacks in automotive CANBUS systems in accordance with ISO/SAE 21434 – 2021, we should first understand the potential threats, weaknesses and application for each risk and solution. To begin with, potential attacks need an access point such as the OBD-II port, telematics units or infotainment systems which may have malware or unauthorized access and vulnerable electronic control units (ECUs). The most common threats are fake messages, replay attacks where frequencies like the key fob are recorded and replicated to open and start newer cars like range rovers (Relay Attack | Car Keys Solutions, 2020), ECU flooding, and ECU impersonation, which are all possible because traditional CAN systems lack proper authentication or encryption. When risks are identified, measures can be applied more effectively. 
Using communication between components such as message authentication codes (MACs), freshness counters which recognise if the signal has been used before (unlike in Return of the Jedi where the old imperial code checks out…) these are most often implemented through systems like AUTOSAR SecOC. 
CAN networks split components into separate areas such as powertrain, infotainment, and driver assistance systems, this means that in the case of an attack, only one area is affected and inaccessible even once inside the system (Siddiqui, Plusquellic and Saqib, 2017). Secure gateways enforce strict filtering, where only authorised and predicted CAN messages are allowed to move between component areas. Since the ECU has control over vital systems such as the brakes and steering, are even more isolated from other systems to reduce impact incase of attack. 
Diagnostic ports such as the OBD-II are secured through authentication between the tool and the car, requiring the key and the ignition on to gain access, as well as session management to prevent unauthorised outside access to the car and its electronic communication systems. In modern cars, software updates ensure that electronic components with internet access are digitally protected against online and virtual attacks (Bielawski et al., 2020). 
Finally, physical security including tamper detection, lock sensors and alarm systems reduce attack surfaces. ISO/SAE 21434 regulations require that the CANBUS system is  continuously evaluated and managed, incidents are responded to, and supply chain security is controlled, these together ensure that cybersecurity is maintained and the layered solutions ensure that CANBUS systems stay up to date to combat the evolving attacks both cyber and physical.
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Log (Voltage) Vs. Time for capacitor discharge
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