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[bookmark: _Toc30765]Task 1 – Research in Data Security and Compliance 
[bookmark: _Toc19613]Abstract:
The framework model of cybersecurity of modern highly distributed, cloud-based and hybrid-based businesses has adopted the Zero Trust Architecture (ZTA). Unlike the traditional perimeter-based security models, ZTA is founded on the premise that users, devices, applications are not trustworthy and that identity, context and risk verification is an ongoing process. The paper will critically assess the concepts, implementation concerns and performance of ZTA in comparison to the previous security frameworks. It evaluates how ZTA enables companies to anticipate, protect, find, and respond to cyber threats by using such features as identity-based security, micro-segmentation, and constant monitoring. The paper examines the problems of real-life implementation, including old system integration, scaling problems, organizational resistance and compliance with regulations including GDPR and NIS2. Case studies and other findings in the industry demonstrate that even though ZTA is highly successful in enhancing the breach containment, compliance efficiency and visibility of the threats, it is associated with operational complexity and cost overhead. The paper finds that ZTA does not entirely replace the traditional models but is an expected change in enterprise cybersecurity strategy.
Keywords: Zero Trust Architecture, Cybersecurity, Data Security, Compliance, IAM, Micro-segmentation, NIST, GDPR.
[bookmark: _Toc32018]1. Introduction:
The contemporary cybersecurity environment is rapidly transforming with the use of the cloud, remote work, and the expansion of the use of mobile and IoT devices. These changes have greatly undermined the performance of the conventional perimeter-based security strategies which are based on the assumption that the internal network traffic is always trusted [1]. With the growth of online presence of enterprises, the size of the attack surface grows, allowing the attackers to take advantage of internal vulnerabilities after they managed to compromise the perimeter security.
Advanced Persistent Threats (APT) and insider threats are examples of cyberattacks that prove that network segmentation based on trust is inadequate. Zero Trust Architecture (ZTA) has therefore come up as a strategic paradigm that implements the principle of never trust, always verify in all access requests. This concept will ensure that user, device and system interaction is always authenticated and authorised regardless of where or where they are on the network. The growing regulatory environment, including GDPR, NIS2, and ISO 27001, contributes to the need of a healthy and identity-centered security models [2]. ZTA is increasingly being portrayed as compliance enabler, security upgrading to deliver accountability, auditability and data protection in multifaceted enterprise settings.
[bookmark: _Toc32604]2. History and Development of Zero Trust Architecture:
Perimeter-based traditional models of security have played a significant role in the development of cybersecurity structures due to their limitations. The castle-and-moat model that has been traditionally employed by the enterprises considers internal networks to be secure when users or devices have passed perimeter controls such as firewalls, intrusion detection systems (IDS) and virtual private networks (VPNs). This model presupposed a strict separation of the so-called trusted internal and untrusted external environments, which worked with the fixed, on-premise infrastructures with the limited external connectivity [3].
Nonetheless, the accelerating growth of cloud computing, Bring Your Own Device (BYOD) policies, and telecommuting setup has undermined the notion of a defined network boundary fundamentally. The present-day enterprise systems are highly distributed and users are able to access resources at various locations and uncontrolled devices. The change has greatly expanded the attack surface, and provided a critical vulnerability, especially when attackers are able to circumvent the perimeter security measures and to navigate laterally through internal networks. The development of more advanced cyber threats like Advanced Persistent Threats (APTs) also underscored the weak performance of the traditional models, since the attackers were capable of having a long-term unauthorized presence without being detected. To counter that, Zero Trust Architecture (ZTA) has become a current-day security paradigm, excluding implicit trust and setting conditions of constant verification of all access requests, irrespective of their source [4].
Zero Trust as a concept was first published by Forrester Research and subsequently codified by the National Institute of Standards and Technology (NIST) Special Publication 800-207 which offers a formal framework to the implementation of zero-trust [5]. NIST claims that ZTA is constructed based on the principles of continuous authentication, the least-privilege access, and the hard principles of identity verification. The flexibility of ZTA in contemporary contexts, including cloud-native systems and hybrid enterprise environments, where identity-based security and real-time monitoring is crucial to resilience to changing threats is also highlighted in recent research. This has resulted in Zero Trust moving beyond a theoretical framework to become a popular cybersecurity standard in industries.

[bookmark: _Toc9908]3. Essentials of Zero Trust:
Zero Trust Architecture (ZTA) is based on a series of guiding principles that are redefining the approach to cybersecurity by organizations in modern distributed settings. In contrast to the old models of security based on perimeter, ZTA presupposes the assumption that neither internal nor external entities can be trusted in general. Rather, all access requests have to be constantly checked, authenticated, and audited.
The initial principle is “Check Explicitly. This guideline states that every access attempt should be authenticated by all the contextual signals present, which include user identity, health of the device, location, time of access, and behavioral analytics. Zero Trust is based on dynamic verification to decide access and make secure access decisions rather than fixed credentials, which could be Multi-Factor Authentication (MFA) or Single Sign-On (SSO) and identity-based risk scoring [5]. One of the most important systems during the implementation of this principle is the Identity and Access Management (IAM) systems.
The second one is the principle of Least Privilege Access. This will make sure that users and devices are only granted the minimum level of access necessary to accomplish their tasks. Limitations of permissions can decrease the attack surface and mitigate possible harm of compromised accounts or insider threats. The access rights are more likely to be time-based and context-based, enhancing the security enforcement.
The third rule is “Assume Breach. This mode of thinking is based on the premise that intruders can already be in the network. Consequently, systems are configured with the aim of reducing the lateral movement by continuous monitoring, segmentation, and quick incident response systems. This will promote proactive countering of threats, as opposed to reactive countering of threats. Another important principle is micro-segmentation whereby the networks are separated into closed areas so that the attackers do not move laterally. Other parts are safeguarded even when one part is destroyed and this goes a long way in minimizing the consequences. Active monitoring and validation will guarantee that the user sessions, device actions, and network actions are always analyzed with the help of AI and SIEM-based tools. Any deviation leads to policy re-consideration or termination of access [6].
[bookmark: _Toc10872]Lastly, the ZTA is based on identity-based security where all decisions are made based on validated digital identities as opposed to network location. This provides uniform enforcement of the cloud, hybrid and on-premise environments.


4. Zero Trust Architecture Model:
The model of Zero Trust Architecture is normally presented by a formal communication between the policy decision elements and enforcement systems as shown in Fig. 1 and Fig. 2.
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Figure 1: Zero Trust Architecture Framework.
The Policy Engine and Policy Administrator make up the Policy Decision Point (PDP) that lies at the heart of the architecture. The PDP considers all access requests through identity information, device posture, contextual cues, and threat intelligence and then makes an authorization decision. This decision making process is in line with the never trust, always verify principle [4].
After making a decision, the Policy Enforcement Point (PEP) enforces it. The PEP serves as an access controller between users and the enterprise resources including cloud services, databases and applications. It will either give or deny access depending on the instructions sent by the PDP. This division of decision making and enforcement makes it scalable and has centralized control of policies.
The architecture is further subdivided into two logical layers the control plane and the data plane. The control plane process takes care of authentication, authorization, and policy evaluation whereas the data plane is used to take care of actual data flow between users and resources. Such partition enhances security and minimizes vulnerability of vital decision systems [7].
The flow of access starts as presented in Fig. 2; a user authenticates against an Identity Provider (IdP). Once authenticated, a token is sent to the system to be checked by an authorization check. The PEP implements the decision and the PDP appraises the request. Logging and analytics modules keep a constant track of the activities that are required to be monitored and complied.
Micro-segmented enterprise environments guarantee that workloads, applications, as well as data are separated. Users can only have access to explicitly authorized segments after authentication which minimizes the risk of lateral movement [7].
All in all, this model can support an identity-centric, dynamic and policy-driven security framework that is applicable to cloud, hybrid and distributed enterprise environments [1], [5].
[image: ]
Figure 2: Zero Trust Architecture.
[bookmark: _Toc25717]5. Implementation Challenges:
Although Zero Trust Architecture (ZTA) has great security benefits, it is important to note that there are various workable issues that organizations should consider to make its implementation successful.
Integration of legacy systems is one of the most critical problems. Most businesses continue to use old infrastructure that did not support identity-based or continuous verification features. These systems tend not to have fine-grained access control and current identity management, making it costly and difficult to integrate with ZTA frameworks. In the majority of cases, middleware is required to be implemented in an organization or the entire legacy may be replaced so as to achieve compatibility [5].
Cost limitations is also a major challenge. Some of the areas that need to be invested in at ZTA are identity and access management (IAM), endpoint security, continual monitoring systems, and encryption technologies. Further, operational expenses are rising because of constant changes in policies and the need to scale up infrastructure.
The lack of qualified cybersecurity personnel is another issue. When it comes to the deployment of ZTA, IAM, network segmentation, network security analytics are needed. Nonetheless, talent gap has been a problem in many organizations, resulting in misconfigurations and delayed adoption [8]. Change is also hindered by organizational resistance to change. ZTA tends to be perceived as restrictive by employees and stakeholders who are used to the old models of security based on perimeter because of more stringent authentication and access policies.
The other issue is scalability since the continuous authentication process and real-time monitoring may impose performance overhead in large distributed systems [4]. Lastly, the complexity related to compliance implies that organizations should align the ZTA implementations with the emerging regulations, including GDPR, HIPAA, and NIS2, which involve continuous auditing and documentation activities.
[bookmark: _Toc3729]6. Case Studies:
The Zero Trust Architecture has been very popular in various industries, especially in the financial and healthcare sectors, and has proven their effectiveness in improving security in measurable ways. Global institutions have adopted ZTA in the financial sector to safeguard the confidential financial information and to guarantee that the regulations are followed. Organisations have been able to lower the risk of unauthorized access by integrating Multi-Factor Authentication (MFA) with Identity and Access Management (IAM) and micro-segmentation. Real-time analytics and continuous monitoring have also enhanced the ability to comply with standard like PCI DSS and GDPR and also to provide secure access to distributed global workforces.
Protected Health Information (PHI) and Electronic Medical Records (EMRs) have been secured using Zero Trust in the healthcare industry. The healthcare providers have implemented IAM systems that are role-based access control (RBAC), MFA, and device-level authentication to make sure that sensitive data is only accessed by authorized medical personnel. Micro-segmentation has also decreased the area of attack, making further movement in hospital networks less possible [7].
Both industries show that ZTA enhances both resilience of operations, and compliance efficiency, as well as information protection. It allows financial institutions to have a lower risk of fraud and better audit preparedness, and healthcare organizations to have a better patient data security and compliance with HIPAA regulations. The presence of such case studies confirms that ZTA is not just a theoretical framework but a viable security framework that can enhance the resiliency of enterprises in practice [4].


[bookmark: _Toc20529]7. Evaluation Metrics:
Zero Trust Architecture effectiveness can be measured with the help of quantitative security and compliance measures.
Table I: Metrics of Access Control.
[image: ]
These findings indicate that ZTA can immensely enhance the performance and precision of threat detection and prevention.
Table II: Impact of Reduction of Breaches.
	Metric
	Before ZTA
	After ZTA

	Lateral Movement
	High
	Low

	Breach Containment Time
	12 hours
	2 hours



Micro-segmentation and constant verification is an effective approach to diminish the mobility of attackers in networks [5].
Table III: Improvement of compliance.
	Metric
	Before ZTA
	After ZTA
	Improvement

	Audit Noncompliance Findings
	8
	1
	+87.5%

	Porrering Time
	20 hrs/month
	8 hrs/month
	+60%



These steps are indicative of enhanced adherence to regulations and reduced burden of administration which is supported by constant surveillance and computerized reporting mechanisms [2].
8. [bookmark: _Toc13032]Future Trends:
The other significant challenge is the growth of ZTA into Edge computing and IoT space. Organizations would have billions of connected devices, and to ensure that resources are protected in lightweight environments, it is necessary to implement lightweight authentication and encryption schemes.
Automation and Security Orchestration, Automation, and Response (SOAR) platforms are now also coming to the forefront of ZTA, to facilitate quicker incident response and less human effort. Also, the continuously changing policies like GDPR, NIS2, and CCPA updates are driving organizations to the mandatory use of Zero Trust in sensitive infrastruntural areas.
Lastly, it is likely that, in the future, the architectures will be dominated by adaptive and self-healing security systems in which policies are constantly adjusted to reflect the level of risk and contextual information.
[bookmark: _Toc7598]9. Conclusion:
Zero Trust Architecture is a revolutionary approach to a traditional old security model of perimeters to a constantly changing yet identity-based security model. Based on the concept of Never Trust, Always Verify, ZTA can ensure authenticity of all access requests, authorization of the access and continuous validation of the access.
ZTA can make a massive contribution to the reduction of attack surfaces and removal of lateral motion in contrast to traditional security models, and to improving countermeasures against external and insider threats. A combination of IAM, MFA, micro-segmentation, and 24/7 monitoring enhances the visibility and management of enterprise environments.
Case studies in finance and healthcare industries demonstrate its applicability to increase resilience and operational effectiveness. Regardless of these limitations, the additional complexity of cyber threats and digital transformation is an assurance that the notion of Zero Trust will be an obligatory security paradigm in the modern business. Overall, ZTA is a security model as well as a strategic need to secure digital ecosystems in the future.



[bookmark: _Toc25252]Task 2 – Case Scenario
[bookmark: _Toc449]1. Introduction:
MediTrust Analytics Ltd is a very sensitive HealthTech company where AI-powered clinical systems handle controlled medical and individual health information. With the organisation entering the EU market, the regulation becomes obligatory on the compliance with the GDPR, DORA, and NIS2, which necessitates the data protection along with the operational resilience and security governance. The conventional perimeter-based security models cannot be applied in this case because of the structures of the hybrid workforce, multi-clouds reliance, and integrations of the third parties. Thus, it is necessary to have a Zero Trust Architecture (ZTA) with DevSecOps principles.
[image: ]
DevSecOps focuses on ongoing security integration throughout the software lifecycle, and allows development, operations, and security teams to work together [6]. Nonetheless, a study indicates that cultural change, intricacy of automation and integrating security in agile pipelines are some of the most difficult aspects of organisations [1], [7]. In the same manner, adoption study of DevOps indicates that the speed of delivery increases although security governance tends to fall behind operational efficiency [10].
In the case of MediTrust, the risks of poisoned AI models, insecure APIs and malconfigured cloud infrastructure are some of the problems that need proactive and not reactive security. Zero Trust brings about the principles of never trust, always verify to identity, devices, workloads, and networks. This aligns with the existing DevSecOps thinking that perceives security as an integral part, rather than an add-on [4].
This programme proposes a governance, risk management, compliance alignment, and technical controls strategic security architecture. It integrates NIST CSF 2.0 as a governance base and ensures that it adheres to the EU regulations. This will ensure safe AI operations, cloud infrastructure resilience and continuous compliance checks and business scalability and innovatio.
[bookmark: _Toc25556]2. Organisation Structure:
MediTrust requires a security-centred organisation structure that incorporates DevSecOps, cloud governance and compliance functions. One of the suggested models proposes three key leadership positions, which are Chief Information Security Officer (CISO), Cloud Security Architect, and DevSecOps Lead as shown in figure 1. The Cloud Security Architect will design the secure multi-cloud domain, implement the principles of the Zero Trust, and make sure to comply with the requirements of GDPR, DORA, and NIS2. This role provides infrastructure-level security, such as identity federation, encryption standards and cloud posture management. Studies have shown that the architectural design needs to incorporate operational security to prevent disjointed security implementations [10].
[image: ]
Figure 1: Organization Structure.
The DevSecOps Lead unites development and operations teams with security teams, making sure that security automation is a part of the CI/CD pipelines. This involves automated security testing, scanning of vulnerabilities and policy-as-code enforcement. The literature on DevSecOps emphasizes that team collaboration will decrease the risk of deployment and enhance the reliability of software [6], [9]. Other support positions are Security Engineers, Compliance Analysts and Incident Response Teams. Such teams are cross-functional Agile squads and in this manner, there is no isolation of security but rather is shared across the software lifecycle. One of the difficulties that were discovered during DevOps research is the mismatch in culture between speed and safety of operation [10].
This architecture helps in scaling and still governs. It is also compatible with Zero Trust principles, as it decentralises the implementation of security on identity, workload, and data levels. MediTrust is able to build security ownership into architecture and delivery pipelines to maintain sustained compliance and resilience, as well as aid the rapid innovation of AI-driven healthcare systems.
[bookmark: _Toc3401]3. Policies and Procedures:
To ensure its hybrid workforce and cloud-native ecosystem, MediTrust needs to develop explicit policies regarding the use of AI, SaaS setup, and BYOD. The AI Usage Policy is the policy that regulates the use of clinical and training data in machine learning models. It requires data anonymisation, model validation, and constant bias/poisoning attack monitoring. According to DevSecOps research, security has to be considered in the initial phases of development, such as AI pipelines, to avoid vulnerabilities being introduced into the production systems [7]. The AI models should be inspected and approved by AI model integrity checks before deployment.
Secure SaaS Configuration Policy provides a secure baseline which is used to ensure that all cloud-based applications are consistent with the policy. These involve the use of least privilege access, access encryption in transit and rest and ongoing configuration measurement. One of the largest cloud security risks that have been determined in a DevOps environment is misconfigurations because of fast deployment cycles [1]. The BYOD Policy establishes security conditions of employee-owned devices that connect to corporate systems. It implements endpoint encryption, mobile device management (MDM), and phishing-resistant MFA. Research has shown that distributed teams enhance attack surfaces, and endpoint governance is a stringent requirement [8].
All policies should be automated where feasible. Policy-as-code frameworks are consistent across environments and minimize human error. Nevertheless, studies also point out that an ungoverned over-automation may result in being unable to see blind spots in security surveillance. The general effect of these policies is to make sure that security is ingrained on human, technical, and operational levels and that regulatory compliance and Zero Trust enforcement are supported in the entire activities of MediTrust throughout the globe.
[bookmark: _Toc14347]4. Adherence: DORA and NIS2
The fact that MediTrust has entered the healthcare market in the EU also means that it has to comply with DORA and NIS2. DORA is concerned with operational resilience of financial and critical ICT systems, and NIS2 enhances the requirements related to cybersecurity incident reporting and risk management. Within the framework of DORA, MediTrust will be required to provide ICT risk management, incident response, third-party risk controls, and resilience testing. Systems have to be continuously monitored and stress tested to ensure continuity in operational systems. In the literature of DevOps, continuous delivery systems are emphasized to have the ability to quickly recover in case of a failure scenario [10].
With NIS2, the organisation is required to have harsh incident reporting with specific timeframes and has to have full logging and monitoring systems. Not reporting breaches may lead to hefty fines. This requirement can be addressed with the help of DevSecOps practices that allow detecting and alerting in real-time [6]. One of the significant issues is how to match the fast DevOps deployment cycle with the environments that are heavy on compliance. Studies have shown that integration of security tends to trail the pace of operations thereby introducing governance gaps [10]. To overcome this, MediTrust will have to apply compliance-as-code and automated audit trails to CI/CD pipelines.
MediTrust will achieve continuous compliance by integrating it into DevSecOps processes, instead of conducting regular audits. This also lowers the overhead of operation and enhances the visibility of regulations. Finally, compliance turns into an ongoing process that is an inseparable part of the everyday engineering and operational processes instead of a distinct layer of governance.
[bookmark: _Toc16338]5. Governance & Strategy (NIST CSF 2.0):
The governance model of MediTrust is founded on the NIST Cybersecurity Framework (CSF) 2.0, which aligns the security goals with business objectives, which include patient safety, data protection and reliability of AI. The framework is made up of five core functions namely; Identify, Protect, Detect, Respond and Recover. Asset management and risk assessment in the Identify phase guarantee the visibility of cloud and AI systems. Protect feature encompasses identity management, encryption and Zero Trust enforcement. The Detect feature is based on the SIEM systems and AI pipeline anomaly detectors as shown in table 1.
The Respond stage incorporates automated incident response with DevSecOps pipelines and the Recover feature secures business continuity by disaster recovery and backup measures [9]. One of the key problems of the Devops environment is the agility vs. control of governance [10]. MediTrust addresses this by including governance in CI/CD pipelines and automated compliance checks.


Table 1: Governance Framework Mapping.
	NIST Function
	MediTrust Implementation

	Govern
	Security steering committee

	Identify
	Asset & AI model inventory

	Protect
	IAM, encryption, DevSecOps pipelines

	Detect
	SIEM and anomaly detection

	Respond
	SOAR automated incident response

	Recover
	Disaster recovery and backup systems



The plan aligns the security investment with business priorities such as regulatory compliance, integrity of clinical data, and trustworthiness of AI. Tying CSF controls with business results, MediTrust ensures that the security is not a cost centre, but a business enabler that contributes to innovating and growing to the market.
[bookmark: _Toc22531]6. Risk Management (Software Supply Chain and Cloud risks):
The context of the company, MediTrust Analytics Ltd, is a multi-cloud and AI-driven environment which is highly complex and presents the company to software supply chain and cloud-native risks to a high extent. The most dangerous are: Poisoned AI training data, Third-party dependencies, which are not secured and the cloud misconfigurations. The problem of AI data poisoning is particularly dangerous to the medical field as the distorted data sets may have a direct impact on the clinical decision-making models that may lead to the provision of unsafe medical advice or biased judgements. Literatures on DevSecOps argue that these risks require continuous verification of data integrity and security checks integrated in the software lifecycle as compared to just one point in time [7].
A third-party dependency risk is another significant issue, particularly that of open-source libraries and third-party APIs in AI pipelines. These components have vulnerabilities that can be spread to production systems and pose systemic risk to a variety of services. Also, among the most common causes of security breaches are cloud misconfigurations, which is partly because of the high rate of deployment and inadequate governance across multi-cloud environments [1].
[bookmark: _Toc27088]Table 2: Risk Register – MediTrust Analytics Ltd
	Risk ID
	Risk Description
	Category
	Likelihood
	Impact
	Risk Level
	Key Mitigation

	R1
	Clinical decision accuracy with AI training data poisoning.
	AI Security
	High
	Critical
	Extreme
	Validation of data, data anomalies, safe AI pipelines, model monitoring.

	R2
	Misconfiguration of cloud exposing sensitive patient data.
	Cloud Security
	High
	High
	High
	CSPM tools, Infrastructure-as-Code (IaC) policies, automated compliance checks.

	R3
	Weak third-party AI and API dependencies.
	Supply Chain
	Medium
	High
	High
	SBOM, dependency scanning, ongoing CI/CD vulnerability testing.

	R4
	Encryption of AI models and source code by ransomware attack.
	Cybersecurity
	Medium
	Critical
	Extreme
	Unchangeable backups, DR plan, EDR + SIEM automated response.

	R5
	Illegal access to information as a result of lax identity checks in hybrid workforce.
	Identity Security
	Medium
	Medium
	Medium
	Zero trust IAM, multifactor authentication that is phishing-resistant, least privilege.

	R6
	Exploitation of API in microservices architecture.
	Application Security
	Medium
	Medium
	Low
	Security of API gateway, authentication tokens, rate limiting, monitoring.



MediTrust should implement proactive and automated risk management in order to counter these risks. By adopting Software Bill of Materials (SBOM), the dependencies can be viewed fully, and constant dependency scanning will allow identifying vulnerabilities as early as possible. Security testing built into CI/CD enables timely remediation, which is aligned with the principles of DevSecOps of continuous validation and shift-left security testing [6].
Moreover, the principles of Zero Trust should be extended to any external integrations, and there should be no implicit trust towards services of third parties. The API security governance and vendor risk assessments need to be implemented. In general, risk management should become a regular audit, which will transform into ongoing, automated, and intelligence-led tracking, within DevSecOps pipelines.
[bookmark: _Toc10876]7. Disaster Recovery (Ransomware Attacks Contingency Planning):
MediTrust will have to create a robust Disaster Recovery (DR) plan to help it restore its operation after AI training datasets, and source code repository ransomware attacks. As healthcare AI systems are critical, downtime can directly impact patient safety and regulatory compliance. Therefore, DR planning should focus on high availability, rapid recovery and data integrity. Encrypted, versioned, geographically dispersed backups are one of the key components of the plan. These backups must be unalterable to avoid ransomware modifying or destroying recovery points. The consistent backup verification is to make sure that the data restored is complete and intact. DevOps studies focus on highlighting that operational maturity incorporates in-built recovery systems as components of continuous delivery systems and not individual disaster planning [9].
Immediate isolation of impacted systems, lateral movement containment, and forensic investigation to determine the attack vector should be part of incident response procedures in the case of a ransomware attack. The use of automated response systems like Endpoint Detection and Response (EDR) and Security Information and Event Management (SIEM) systems are essential in aiding to minimize the damage and response time [1]. Recovery goals should be well articulated using Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO), and be aligned with the operation needs of healthcare where the downtime should be as low as possible. The integration of DevSecOps also helps to increase the resilience and introduce recovery testing into CI/CD pipelines to simulate a ransomware situation on a regular basis.
The studies indicate that companies that have embraced combined DevSecOps and operational procedures are quicker to recuperate because of constant system validation and enhanced cooperation between development and operations teams [9]. Thus, the DR strategy of MediTrust should develop into a continuously tested, automated and cloud-resilient recovery ecosystem.
[bookmark: _Toc14002]8. Protection Mechanisms (Zero Trust Security Controls):
To secure its AI-based healthcare platforms, MediTrust requires a new, multi-layered security strategy based on the principles of the Zero Trust architecture. Zero trust assumes that no user, device, system, can be trusted in the default and either outer or inner network perimeter. This is needed in multi-cloud, hybrid environments where perimeter security is no longer viable. Cloud Security Posture Management (CSPM) is a major security measure that oversees and cures the misconfigurations to the cloud environments. The Siem systems provide central visibility and correlation of security logs and detection of anomalies in real time. At the device level, the threats can be contained through Endpoint Detection and Response (EDR) tools that are programmed to respond to the threats in real-time. Moreover, Multi-Factor Authentication, which is a phishing-resistant authentication method, such as FIDO2-based authentication, helps improve the protection of identities against attacks related to credentials.
[bookmark: _Toc22028]Table 3: Recommended Security Controls
	Category
	Technology
	Purpose

	CSPM
	Wiz / Prisma Cloud
	Posture monitoring of cloud security.

	SIEM
	Splunk / Sentinel
	Log analysis

	SOAR
	Cortex XSOAR
	Automated incident response

	EDR
	CrowdStrike
	Endpoint protection

	IAM
	Okta / Azure AD
	Identity management

	MFA
	FIDO2 keys
	Phishing-resistant authentication

	SAST/DAST
	SonarQube / OWASP ZAP
	Code security testing

	SBOM
	Syft / SPDX
	Supply chain visibility



The DevSecOps studies highlight that it is necessary to integrate the automated security mechanisms throughout the CI/CD pipelines to ensure that the threat detection and prevention are upheld [6]. Zero Trust will put identity and access administration as the main level of enforcement that will ensure strict authentication, least privileged access, and continuous verification of users and services. Other protection mechanisms may include API security gateways, workload isolation, using container security policy, and continuous vulnerability scanning of open-source dependencies. These are the defenses required in order to protect microservice-based architectures that are often used in AI systems.
However, there is also a warning by the studies that excessive reliance on tools of poor governance can result in operational blind spots. Therefore, MediTrust is encouraged to implement all protection mechanisms as a single Security Operations Center (SOC) model that will integrate the layers of security of the cloud, identity, applications, and endpoints. This aligns with the DevSecops concepts of automation, continuous monitoring and cross-team coordination [4].
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