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	Ransomware is a serious threat in today’s modern and digital world especially within the everchanging corporate environment. These so called ‘Cyber Criminals’ are frequently choosing to attack small to medium sized organisations (SME’s) due to their perceived weakness, lack of prevention/training, and potential for large profits. There has never been a more important time for these SME’s to recognize the severity of ransomware attacks and the affects it may have on their organisations, while also having the precautions in place in order to deal with and defend against such high level cyber threats. 
This report aims to investigate and review the topic of ransomware, providing an extensive understanding of what these malicious programs are, how they work, and the threats that they pose to SME’s while also covering preventive measures, go through the essential do’s and don’t’s, and also give some suggestions for backup strategies to secure their data effectively.
This report shall also be going over three well known examples of ransomware that have been used in attacks recently including ‘Wanna Cry (WanaCrypt0r), Revil (Ransomware Evil) and BlackMatter. 
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[bookmark: _Toc150999433] What is Ransomware?
Ransomware is typically a malicious piece of software with the intention to infiltrate computer systems and networks in order to encrypt crucial data then demand a ransom for its decryption/release. The National Cyber Security Centre (NCSC) describes ransomware as a piece of malware which ‘prevents you from accessing your device and the data stored on it, usually by encrypting your files’ (National Cyber Security Centre, n.d.)[1]. Ransomware is most typically given access to your computer or network via email phishing. This method of infiltration is especially effective against SME’s as their employees have not usually been given training into avoiding phishing emails. They are also usually disguised as internal emails in order to not raise any red flags. 
How it works
Ransomware typically operates by infiltrating the user’s computer or network and encrypting any crucial/all data within that device. It only takes a couple of seconds from initial infection to your data being fully encrypted. Once the software has run its encryption, the user will usually notice that their desktop’s appearance will be different. Typically, ransomware will change the user’s desktop wallpaper to a message stating that they’ve fallen victim to a ransomware attack and instruct the user to open a “readme” file that has been placed onto the desktop. They may also notice a pop up appear on the screen displaying the same information, whilst also containing the details as to how to recover their data, how much the ransom is, how to pay it, and where to pay it (usually in the crypto currency bitcoin due to its secure and hard to trace structure).  
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WannaCry ransom popup
[2] (Wired, 2017)











[bookmark: _Toc150999436]Targets of ransomware attacks

	As previously mentioned, small to medium sized businesses (SME’s) are an easy target for ransomware attacks due to their lack of effective preventative measures, possibility  of a high monetary reward, and possible access to sensitive data which they can use as leverage and possibly sell it on to increase the profit from the attack. SME’s are usually infiltrated via backdoors in outdated software or as a result of the lack of sufficient employee training.
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	Using a small healthcare clinic whom have fallen victim to a generic ransomware attack as an example, imagine that an employee of said healthcare clinic happened to receive an email which looks as if it was sent from management, they click on an attachment posing as a newsletter that the so called managers had sent out only for that fake newsletter to actually contain the malicious file which quickly encrypts all of the computers files and then spreads further into the business’ network encrypting everything that it can. This may include sensitive information such as their patient database. Their desktop wallpapers would be changed to display a list of instructions on what the user needs to do in order to retrieve/decrypt the data that has been infected. A pop up would typically also be displayed (As seen above in Fig. 1.) With the ransom amount and the methods in which they would like it to be paid accompanied with a threat of the data being permanently deleted if the ransom is not paid within the certain time limit provided. The healthcare clinic would not be able to function without this information thus would be forced to pay the ransom that is being demanded. 
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REvil
	REvil (also known as Sodinokibi) is an infamous example of a ‘ransomware-as-a-service’ (RaaS) which is most known for its complexity and the impact it had worldwide. It is thought ‘to be responsible for at least 140 known attacks since April 2019’ [3] (James Martin, 2023). REvil would mainly target large companies and organisations often spread via email phishing and by exploiting software vulnerabilities.		
WannaCry
Similar to REvil, WannaCry (also known as WanaCrypt0r) was a highly infectious ransomware attack which was able to infect hundreds of thousands of computer systems all over the globe within a matter of days. It was able to infiltrate by exploiting ‘vulnerabilities in the Windows SMBv1 server’ (National Cybersecurity and Communications Center) [4].  The WannaCry attack targeted both individual users and large organisations indiscriminately causing widespread disruptions, notably the NHS was affected substantially causing an estimated £92m in total composing of ‘£20m during the outbreak and an additional £72m in the aftermath.’ (Hughes, 2018)
BlackMatter
	The BlackMatter ransomware is thought to be very closely related to the REvil ransomware software which is likely as they are both Ransomware-as-a-Service products. It mainly targeted large organisations rather than government agencies, likely to try and evade catching the attention of law enforcement. Like REvil, it used out of date software vulnerabilities and phishing emails in order to inject itself into the targets network/computer. According to an online source, it would encrypt files ‘using a combination of Salsa20 and 1024-bit RSA keys’ (Sason, 2023) [6].
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	As extensively mentioned throughout this report, phishing emails are a major vulnerability when it comes to ransomware simply as many people do not how to identify them. To solve this, it is imperative that SME’s educate their employees how to identify them and what to do if they suspect that they have received one. Signs of a phishing attempt include suspicious senders email address, strange/out of place attachments, and random incentives.
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	Do keep any and every software on the computer/network up to date, most importantly operating systems as vulnerability patches are regularly released. 
	Do ensure that employees are utilising a strong and unique password for all accounts whilst also reinforcing them with the use of 2 factor authentication (2fa).
	Don’t pay the ransom demands. It is universally agreed upon advice offered by most governments across the globe to not pay the demands as it only helps to encourage cybercriminals to continue performing these attacks. 
	Don’t neglect the importance of keeping up to date with training both yourself and your employees. As mentioned before, both yourself and your employees are the first wall of defence when it comes to ransomware attacks.
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Anti Malware (Once infected / Precaution)
	Having a reputable and effective anti-malware software installed on your computer systems and networks is invaluable when it comes to business especially when the data that you are working with is essential to everyday work. Having an antivirus can aid in preventing the spread of such malicious programs from infecting your computers and networks.
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Back up strategies 
	It is highly recommended to follow the 3-2-1 backup strategy. This is to have 3 copies of all of your data on at least 2 different types of media whilst keeping at least one of those copies off site. When it comes to local backups, you should keep it disconnected from your network at all times in order to prevent a potential malware attack from infecting that as well. With off site backups, it is best practice to keep these in a secure area within a cloud service or private off-site server which is also kept offline when not in use. This is useful in the case of a severe infection of all local systems as it allows for some recovery. However, having a backup is useless if you are not able to quickly and efficiently recover to this backup within a certain time, in order to sufficiently prepare for a disaster scenario, it is recommended to frequently test the deployment of said backups to ensure staff are familiar with the processes needed for a speedy recovery with minimal losses. 
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	In conclusion, SME’s should remain vigilant at all times to the possible threat of ransomware by remaining familiar with how they operate, and staying prepared for possibility that they may encounter such malware. Staying proactive with your companies backup and recovery procedures will prove invaluable should a ransomware attack infect your business. Should such attack prove all of your failsafe’s obsolete, remember to do everything you can but paying the ransom as while you may recover your data, it is only encouraging the cybercriminals to continue creating such malware and using it against companies such as your own.  
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