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Research Question (1 sentence max.)
Digital Media Investigators and device triage; an investigation into whether Digital Media Investigators can assist with the increasing demand upon Digital Forensic Units with device examinations by employing various triaging techniques.

Literature Review (700 words max)
The presence of digital devices in everyday life means that digital media evidence may be present in almost every crime (Parliamentary Office of Science & Technology, 2016) and it follows that the demand for digital forensics (DF), the scientific method of obtaining digital evidence, will also increase. As summarised by the Police Foundation (2021) this is now a core competency for all types of criminal investigations and not reserved solely for specialist departments.
It has been widely reported that there a large demand placed on digital forensic units (DFU) with His Majesty’s Inspectorate of Constabulary and Fire & Rescue Services (HMICFRS) stating in their recent report that there are an estimated 25,000 digital devices held by police forces in England Wales waiting to be examined, and that forces are ‘overwhelmed and ineffective’ when it comes to digital forensics (HMICFRS, 2022). The report goes on to explain that in some forces there is an estimated six month ‘backlog’ of devices meaning that there is additional delay with to bringing offenders to justice. Not only are there serious risks with managing offenders with such lengthy delays, but there are negative impacts to victims, witnesses and offenders who have provided their devices to police for examination. 
The speed of technological advancement is increasing and the capabilities of modern digital devices are becoming more advanced, with smartphones now being able to store several hundred gigabytes of data. A device with 128GB of storage for example is ‘equivalent to the books on about 90 metres of bookshelves’ (HMICFRS, 2022). This fact, coupled with that over 90% of crime now has a digital element (NPCC, 2022) means that the capabilities of DFUs are constantly in a state of having to ‘catch up’ as they face the challenges of meeting this growing workload. 
Digital Media Investigators (DMI) were introduced by the Home Office to assist with investigations where ‘digital technology and data acquisition opportunities exist’ (College of Policing, 2023) and since their introduction there has been little academic research on the implementation and use of the DMI (Wilson-Kovacs, 2021; Horvath et al, 2018). Whilst DMIs were not introduced specifically to perform digital forensic examinations, the work they carry out is such that they work closely with DFUs, and have received specialist training in the analysis of digital material from device examinations.  
Wilson-Kovacs (2021) attempts to show how there are different national approaches to the implementation of DMI’s in terms of departmental structure and whilst they do explore some barriers and challenges faced with day-to-day DMI work, these are organisational barriers rather than investigative. Horvath et al (2018) evaluates the effectiveness of the DMI role specifically within one northern force in England and summarises their findings with organisational recommendations on how to improve their implementation. 
Triage, within the context of digital device examinations, is a process whereby devices are assessed for relevance to the investigation (Pollitt, 2013) and can be broken down into two distinct types of triages; at scene, and within a DFU laboratory (Horseman, 2020). The aim of a triage process applied to an investigation can be argued to be to reduce unnecessary time and effort forensically examining devices which are not a priority or likely to yield any relevant material to the investigation. There are various methods and techniques which can be used to ‘triage’ a device, from a simple manual examination to bespoke specialist software.
There has been extensive academic research carried out on digital triage and its effectiveness, and whilst it is accepted that the process does reduce demand on DFUs (Wilson-Kovacs, 2019) there is little research on how the role of a DMI can assist with this process. In fact, HMICFRS identify that there is a need for more effective use of the use of DMIs and that they could be used to reduce demand by identifying whether or not to seize devices at scene. Further research can be justified in this case as there is clear gap in published academic research with how the role of a DMI can assist DFUs. 
 	
Method (500 words max)
The overall aim of this area of research is to explore the potential for Digital Media Investigators to assist with triage processes and techniques with a view to identifying potential efficiency savings in the digital forensic examination process. 

 Objective(s):  
· To define what is meant by digital media investigators (DMI) and device triaging in the context of criminal investigations.  
· Identify and explore the current barriers faced by investigators with forensic examinations of digital devices.
· To critically evaluate the effectiveness of Digital Media Investigators utilising triage techniques to reduce the workload of digital forensic units. 
· To propose potential recommendations for the future development / training of Digital Media Investigators and their implementation with device triage

This research project will involve both a literature review and collection of empirical data from officers and staff within this area of policing. The secondary data will come from literature sources, the review of which aims to identify the current status of academic research on digital triage and the role of the DMI. Examples of these sources include journals, e.g., Journal of Forensic Sciences; government reports, e.g., HMICFRS (2022) and books, e.g., Digital Forensic Sciences (Vassil, R. 2017). The following library databases will be used to support this research project; UWTSD library, The College of Policing Library and Elsevier. 
Example keywords used to carry out searches on these databases include; digital forensics, digital triage, digital criminal investigations.
The primary data will consist of analysis of responses from a questionnaire submitted to officers and staff in one police force (Dyfed-Powys Police). The exact content and methodology employed for this questionnaire will be based on the results of the literature review. It is envisaged that either a quantitative or mixed method will be utilised.  Whilst Johnson and Onwuegbuzi (2004) argue that ‘by utilising quantitative and qualitative techniques within the same framework, mixed methods research can incorporate the strengths of both’, the field of digital forensics can be complex for non-specialist staff (Ballucci, D. and Patel, M. 2021) and it may be that posing open-ended questions to staff who are not experts in that field may lead to responses that are not directly relevant to the research topic.  
It is hoped that between 30 and 40 responses will be received from the questionnaire, however should the number of participants fall below this then the researcher will carry out follow up interviews. Whilst the content of the questionnaire is yet to be decided, there will be approximately 10 to 15 questions and the answers will be based on a scale or ‘Likert’ system. 
The questionnaire will be created using Microsoft Forms and distributed to staff within Dyfed Powys police within the criminal investigation department and specialist digital units. 
Officers and staff from Dyfed-Powys Police will be selected to participate in the questionnaire. Participation is voluntary and the results will be anonymised. No personal details will be stored, the only information specific to the individual completing the questionnaire will be whether they work in a specialist digital policing department (DFU or DMI) or a frontline role (Uniformed response, CID etc). The only ethical issue will be the participants selected to answer the questionnaire will be colleagues of the researcher, some of whom may be known personally. To mitigate this however, all participants are professionals working within policing and are aware of the need to display high levels of integrity and confidentiality. 
The data obtained from the questionnaire will be stored securely and access to the data will only be granted to the author of the research project. The literature review will aim to identify any repeating themes or patterns within academic research on digital triage and the role of the DMI, and the results of the questionnaire will be analysed to identify any patterns or trends which corroborate or challenge the results of the literature review. 
The results of the analysis of this data will be used to make recommendations for future research, the future development / training of Digital Media Investigators and their implementation with device triage.
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Anticipated Outcomes (300 words max)
The result of this research project hopes to identify whether the role of the digital media investigator can provide assistance to, and reduce the demand of digital forensic units by implementing triaging techniques. If this is the case, then it may be that the results of this project are used to influence local force policy and procedures on the training and implementation of DMIs. 
If digital media investigators can be trained to employ specific triaging techniques and it is feasible to do so then introducing this will help to reduce the workload of DFUs and in turn, improve their effectiveness, allowing for key material required for prosecutions to be obtained in a timelier manner. 
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