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1. [bookmark: _Toc224219707]Introduction / Background to the Proposed Research
This project is positioned within the fields of cloud computing, digital identity, employability systems, and professional technology platforms. It proposes the design and evaluation of Certfolio, a cloud-based platform intended to help IT professionals present verified certifications, self-declared skills, and portfolio evidence in one structured professional identity space. This research is worth undertaking because the IT labour market is increasingly influenced by skills-based hiring, rapid technological change, and the need for more trustworthy evidence of competence than a traditional CV can provide [1] [2].
The literature reviewed in the Certfolio source identifies a major shift from degree-based hiring towards skills-based hiring. In the technology sector especially, the value of static qualifications is being challenged by the short life cycle of technical skills and by employer demand for current, specialised knowledge in areas such as cloud, cybersecurity, DevOps, and AI [1] [2]. At the same time, employers face what the literature describes as a “verification headache”. Self-taught learning, online courses, and informal skill development are increasingly common, yet these achievements are often difficult for recruiters to assess confidently without recognised validation [3]. This creates a gap between what candidates can do and what employers can reliably trust.
Existing platforms only solve parts of this problem. Credential platforms such as Credly and Accredible are strong in institutional verification, but they remain largely issuer-centred and often give the individual limited control over presentation, branding, and long-term narrative ownership [4], [5]. In contrast, link-in-bio platforms such as Linktree are flexible and easy to personalise, but they provide no real verification and may weaken the user’s own professional web presence by depending on third-party domains [6], [7]. Technical portfolio platforms such as GitHub provide strong evidence of work, especially for developers, but they may be difficult for non-technical recruiters to interpret and can expose users to risks such as malicious code or recruitment scams [8], [9]. As a result, the professional identity of many IT workers becomes fragmented across multiple systems.
Theoretically, the proposed study is supported by Human Capital Theory and Signalling Theory. Human Capital Theory suggests that education and training improve productivity, while Signalling Theory argues that qualifications and credentials help reduce information asymmetry between candidates and employers [10]. In the context of IT, recent certifications can function both as evidence of current capability and as signals of adaptability and professional commitment [1], [11]. Literature on personal branding and online identity management also supports the project, showing that professionals increasingly need to manage multiple online identities while maintaining credibility, privacy, and coherence [12], [13]. Certfolio responds to this by aiming to combine trusted verification with stronger user ownership and more flexible professional storytelling.
The Certfolio source also highlights the importance of standards-based trust. Digital credential frameworks such as Open Badges 3.0, Comprehensive Learner Record, CASE, and LER-RS suggest that credentials can be machine-readable, portable, and verifiable rather than just visual images or PDF attachments [14], [15]. This strengthens the case for a cloud-based platform that is not simply another profile page, but a professional identity system built around interoperability, validation, and portability.
Overall, the gap in the existing market is the lack of a platform that combines three things at once: institutional verification, portfolio-style narrative presentation, and user control over identity. This makes the proposed study both topical and relevant to the Cloud Computing pathway, as it explores how a practical system can be designed to improve trust, usability, and professional visibility in a skills-driven market [1], [14].
[bookmark: _Toc224219708]Aim
To design and evaluate a prototype cloud-based professional identity platform that enables IT professionals to present verified certifications, self-declared skills and portfolio evidence in a unified and trustworthy format.
[bookmark: _Toc224219709]Objectives
1. To critically analyse current literature and industry practice relating to digital credentials, skills-based hiring, personal branding and professional identity platforms.
2. To evaluate the limitations of existing tools such as credential networks, link-in-bio platforms and portfolio repositories in supporting professional trust and identity ownership for IT users.
3. To design and develop a prototype of Certfolio that supports verified credentials, self-declared skills, portfolio links and structured user profiles.
4. To test and assess the prototype against usability, trust, clarity and relevance criteria using secondary research benchmarks and scenario-based evaluation.
[bookmark: _Toc224219710]Expected Outcomes / Deliverables
The final study is expected to produce a literature-informed analysis, a requirements specification, system design documentation, a working prototype, and an evaluation with recommendations for improvement and future deployment.
2. [bookmark: _Toc224219711]Project Design
This project will use a design-and-development research approach supported by secondary research and structured prototype evaluation. This is suitable because the project is not only exploring a research problem but also creating a practical artefact in response to it.
For Objective 1, data will be collected through secondary research using academic, industrial, governmental, and standards-based sources identified in the Certfolio literature review. This data is required to establish the market context, explain why digital verification matters, and justify the platform concept [1], [10], [12], [14].
For Objective 2, competitor analysis will be used. Data will be gathered on the features, benefits, and weaknesses of existing platforms such as Credly, Accredible, Linktree, and GitHub. This is necessary to identify where current solutions fail to combine trust, flexibility, and ownership in one platform [4] – [9].
For Objective 3, functional and non-functional requirements will be derived from the literature and competitor findings. Data gathered at this stage will include the need for credential verification, profile customisation, portfolio linking, visibility of evidence, and distinction between verified and self-declared claims. These requirements will inform the design and development of the prototype [14] – [16].
For Objective 4, the prototype will be evaluated using scenario-based testing and a structured evaluation rubric. As the project is based on secondary research only, no participant recruitment is required. The evaluation will instead assess whether the prototype clearly communicates trust, supports easy navigation, and presents professional information more effectively than fragmented alternatives.
Specialist methods and techniques will include iterative prototyping, interface design, and standards-informed feature modelling. A web-based prototype is appropriate because Certfolio is intended as a cloud-accessible platform with structured digital records rather than a static portfolio.
There are several risks and limitations. One risk is scope expansion, because professional identity platforms can easily become too broad. This will be controlled by limiting the prototype to core features such as profile creation, verified badge display, self-declared skills, and portfolio linking. Another limitation is the lack of primary user data, which reduces generalisability. However, the study remains valid as an early-stage design project because it is grounded in a substantial body of recent literature and platform analysis. Ethical and legal issues are relatively low because no personal participants are involved, but the system design itself must consider privacy, misleading claims, portability, and the distinction between verified and non-verified information [15], [16]. The literature also identifies wider risks such as credential inflation, digital fraud, deepfakes, and identity misuse, which means trust design is a central research concern rather than a secondary one [16] - [17].
Reliability will be supported by using consistent criteria when analysing competing platforms and by applying the same evaluation rubric across the prototype review. Validity will be supported by aligning the design criteria directly to repeated themes in the literature, including verification, identity fragmentation, employability value, and user ownership. Generalisability will be limited mainly to IT professionals, but this narrower focus is appropriate for the degree pathway and makes the project more manageable.
Data analysis will be mainly qualitative. Literature and competitor findings will be analysed thematically, with categories such as trust, usability, verification, ownership, interoperability, and career relevance. Prototype evaluation will use descriptive scoring and comparative judgement rather than advanced statistical testing, as the project is not based on a large numerical dataset.
[bookmark: _Toc224219713]Development Methods and Techniques
The study will use iterative prototyping and component-based web development. At technical level, a cloud-oriented web application stack is appropriate because the platform concept depends on portability, centralised credential management and profile access through the web. Wireframing, interface prototyping, and modular front-end development will be used. Where relevant, credential verification logic will be modelled using standards-based concepts drawn from Open Badges and related digital credential frameworks.
[bookmark: _Toc224219714]Risks, Limitations, Ethical and Legal Issues
A major risk is scope expansion, because professional identity platforms can easily grow into large social systems. This will be controlled by limiting the prototype to core features: profile creation, credential presentation, self-declared skill tagging, and portfolio linking.
A second issue is validity of evaluation, since the project will not use primary user interviews or surveys. This limits generalisability, but the study remains valid as an early-stage design investigation grounded in literature, standards and comparative analysis.
Ethically, the project has low risk because it uses secondary data only. However, it must still consider privacy, identity misuse, misleading claims and platform trust. The platform design should clearly distinguish verified credentials from self-declared statements to reduce deception. It should also avoid storing unnecessary personal data and should consider GDPR principles such as data portability and minimisation. The literature also highlights risks linked to fake credentials, identity fraud, deepfakes and low-value credential inflation, which makes trust signalling and validation design especially important.
[bookmark: _Toc224219715]Generalisability, Reliability and Validity
Reliability will be supported through use of consistent review criteria for competitor analysis and a structured evaluation rubric for the prototype. Validity will be improved by aligning the design criteria directly to issues identified repeatedly in the literature, such as verification, identity fragmentation, skills visibility, and ownership of professional narrative. Generalisability will be limited because the prototype is aimed at IT professionals rather than all sectors, but this focus improves relevance to the Cloud Computing degree pathway and keeps the project manageable.
[bookmark: _Toc224219716]Data Analysis / Evaluation
The research will mainly use qualitative thematic analysis for literature and competitor findings. Features, limitations and recurring themes will be coded into categories such as trust, usability, ownership, interoperability and employability value. For prototype evaluation, a criteria-based scoring matrix will be used. As the study is not based on participant datasets, advanced statistical testing is unlikely to be necessary. Descriptive scoring, comparison tables and justification against requirements will be sufficient and appropriate.
3. [bookmark: _Toc224219717]Resources and Planning
[bookmark: _Toc224219718]Resources Required
[bookmark: _Toc224219719]The project will require access to a suitable computer system, academic journals, online reports, interface design software, and a web development environment. Likely resources include Figma for interface design, HTML/CSS/JavaScript or TypeScript for front-end development, and a framework such as React or Next.js for prototyping the platform. If required, a lightweight database or cloud backend may also be used for structured profile and credential data. Access to standards documentation on digital credentials will also be necessary [14], [15].
Project Planning Chart
This week-by-week structure follows the guidance in the brief that planning should be presented at weekly rather than daily level.
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