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Figure 1 Logging into an admin account
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Figure 2 Disabling the inherited permissions
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Figure 3 Granting permissions
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Figure 4 Testing the permissions
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With the write permission in place for this user text files can be added but the user cannot change the name of the file.
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Figure 5 Demonstrates file re-naming restrictions
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Figure 6 Adding additional access
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Figure 7 Creating a network share server
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Figure 8 Mapping the drive using file path \\DCT-NWT\Shares\Share_Files_NOSS$
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Figure 9 Creating a new OU and user
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Figure 10 Creation of a new Group Policy
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Figure 11 Prohibiting access to the control panel
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Figure 12 Successful updating Group Policy:GP01
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Figure 13 Demonstrates access to the control panel was denied
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Figure 14 Disabled access to the command prompt
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Figure 15 Group Policy successfully updated
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Figure 16 Demonstrates the command prompt has been disabled
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Figure 17 Removeable devices are disabled
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Figure 18 Group Policy successfully updated
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Figure 19 Access to a removable drive is denied
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Figure 20 Demonstrates creation of an OU which contains the computer WS1
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Figure 21 Prohibits user from installing software
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Figure 22 Group Policy GPO4 successfully updated
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Figure 23 Demonstrates that the password policies have been changed
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Figure 24 Group Password Policy successfully enabled
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Figure 25 Successful Role installation
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Figure 26 New user created
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Figure 27 MYFTPSITE set up
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Figure 28 Banner message applied
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Figure 29 User SamanthaJohn successfully added to file permissions
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Figure 30 Creation of a new folder in ftproot
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Figure 31 Windows Firewall disabled
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Figure 32 Directory print out of MYFTPFiles
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The file transfer between the client file and the ftp server failed on the first attempted, returning an error message of “550 access denied”. This suggested that the permission might not have been correct on the root file ftproot. Researching this error on IT forums suggests a common fix, by altering the user permission within the root folder allowing the file to be modified by the user group ‘Users’ successfully resolved the issue and allowed the file transfer to complete successfully.  
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Figure 34 User permission set to modify on server ftproot folder
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Figure 35 Successful transfer of myftpfile2upload





[bookmark: _Toc101560466]Installing and configuring Routing and Remote Access Service

[image: ]
Figure 36 Completion of remote access server installation – server 1
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Figure 37 Remote Service Started – server 1
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Figure 38 Routing configured and RIPv2 enabled – Server 1

Remote access and routing protocols installation setup completed on server 2 successfully. 

[image: ]




In order to show that Server 2 and Server 1 are now connected on a Wide Area Network Connectivity a successfully Ping command is required. 
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Figure 39 Command line prompt ping
Further connectivity test can be carried out by checking the connection between client 1 and 2. 
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Figure 40 Initial ping attempt

Initial ping test from client 1 to client 2 show a 50% packet loss, followed by 0% loss and 25% loss 
(Word count 281)

[bookmark: _Toc101560467]4. IP Packet Filtering
Filter 1:
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Figure 41 Ping to 192.168.1.1 after filter 1 is enabled
The above screenshot demonstrates after applying the inbound filter to PrivateNet1 the client within that network is unable to contact to server 1. By executing a ping command to 192.168.1.1(PrivateNet1) which fails we can further demonstrate the filter has been applied correctly. However, this inbound filter rule will only restrict access to 192.168.1.1 which means that the hosts within the network can access server 1 192.168.10.200(PublicNet), which is demonstrated in figure 40. 
To overcome this the inbound filter rule can be altered so that no one in PrivateNet1 can ping the server. 
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By removing the destination IP address and associated subnet mask address the inbound rule will now apply to anyone trying to send packets to server 1. 
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Figure 42 Unsuccessful ping from all users of the network




Filter 2:
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Figure 43 Successful FTP connection prior to filter 2 creation
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Figure 44 Demonstrates a failed connection to the FTP server via PublicNet
With the creation of filter 2 client 1 is unable to access the FTP server located on server 2, this is demonstrated by using the command line prompts to attempt to connect to the FTP server at 192.168.10.201(publicNet). However, client 1 is still able to gain access to the FTP server located on server 2 via 192.168.11.1(PrivateNet2). In order to restrict access from both PublicNet and PrivateNet2 a second outbound rule can be enforced that ensure 192.168.11.1(PrivateNet2) is unable to connect to the FTP server.
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With the creation of a second filtering rule the FTP server is now inaccessible, however the more packet filtering rules that are put in place the longer the response time, as each filtering rule is evaluated in turn for each request.  
It is also worth noting that although TCP uses both port 20 and 21 for FTP services, filtering rules only need to be applied to port 21 as this port manages and maintains the FTP connection between the host and the FTP server whereas port 20 is reserved for data transfer and requires a connection to be established via port 21 before data transfer can begin.
Filter 3: 
One approaches, is to create two rules that cover both destination ports 192.168.11.1(server1) and 192.168.10.201(server2) that will drop all packets except those that come from 192.168.1.2(client1) ensuring that the criteria for filter 3 is met.
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Task 3

[bookmark: _Toc101560469]Observations
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As our technological needs increase and as many companies are transitioning to cloud based computing, adopting sound password principles is essential to protect the modern network environment and the data we store within these. Based on observations made during this module there are a few basic password principles that individuals and organisations can adopt to prevent unauthorised access to their network and data. For example, ensuring passwords are unique plus regularly changing and subsequently not reusing passwords. Another principle that can be adopted is to enforce a minimum password length and ensure that they meet a particular level of complexity. The level of complexity of a password can be measured using the Entropy formula,  where R is equal to required range of characters and L is directly related to the password length. However, as Durran suggests [1] Entropy formula should not be used alone to measure whether a password is complex enough to avoid attack.   Microsoft [2] has taken some steps to ensure that devices running Windows 10 comply with a minimum password complexity. These minimum password requirements are at least one uppercase and lower-case letter, a digit, a non-alphanumeric character and a Unicode character and it should not contain the users account name. Organisations can also ensure these basic password principles are enforced by all it’s users by enforcing password policies via group policy management. 
Organisations can go one step further to ensure the security of the network and data within by utilising such applications as Microsoft Multi-Factor Authentication [3] or Google authenticator. MFA uses a mobile application to produces a unique code that the user must input along with their username and password in order to gain access to a system. This additional authentication step ensures that even if someone were able to obtain the users password they would also need access to the users personal device in order to access their unique authentication code therefore, adding a second layer of protection for the organisation. 

[bookmark: _Toc101560471]ii. 
High or continuous availability operates as a failure response and planned maintenance tool. The system is designed to minimise system or service outage and planned downtime and as the name suggest it does this by ensuring that the system or service is available when required and meets the agreed performance levels set out in a Service Level Agreement document. 
High availability systems are often developed when a company identifies that the information contained within applications in it’s network are essential to the running of the business. Should the application become unavailable significant harm or loss can occur. For example, access to a patient management system in the NHS is required 24 hours a day to ensure appropriate tracking and subsequently care of the patients. The planning stage high availability systems should generally follow three principles. Any single points of failure within the system should be identified, they are potential flaws that could make the system vulnerable. By identifying a single point of failure potential risk can eliminated or at the very least business continuity plans can be drafted in the event of failure. One way to combat identified single point of failure would be to implement a Redundant Array of Independent Disks(RAID). Within Windows this can be achieved by running the Disk Management tool and implementing the required RAID level on the disk. 
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Figure 45 Disk management tool within the server
There are multiple RAID levels available where, each level uses different techniques such as mirroring, stripping and parity, some levels use a combination of two techniques. Each RAID level offers a different level of fault tolerance, along with varying read/write speeds and cost implications. With stripping, the data is divided up into blocks and these blocks are then spread out and stored amongst different storage devices.  Whereas mirroring makes an exact copy of the data that can be stored on different devices, which required a minimum of two disks [4]. 
The implementation of a RAID system also provides a support mechanism to assist the second principle in HA planning. The system should be able to reliably move over to a back-up in the event of failure or outage. Reliable crossover requires a degree of fault-tolerance as well as a level of redundancy. Fault-tolerance is the ability for the system to continue working even when small errors occur whereas redundancy produces duplicates of the devices within a system. Should a failure occur, the duplicate data can be made available to the users.   
The third principle that should be considered and addressed during the planning phase of a HAS is it’s ability to detect failure. The system should be able to detect failures and automatically make adjustments to optimise its performance levels therefore improving the user’s experience. One example of a tool that can be used to automatically manage the system is a load balancer. The role of a load balancer is to monitor all requests received by the system, evenly distributing these requests among the servers, ensuring that one server does not become overwhelmed with requests. When a system becomes overwhelmed with requests its performance levels can decrease causing response time lag or system failure. 
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According to DeJonghe [4] Load balancing ensures that the response time to access the data remains high and by balancing out the workload among multiple servers if one should fail the user will not notice any response issues as the task will be sent over to the next server, therefore allowing continuity of service. 
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1. Purpose
The purpose of this policy is to ensure that the company’s network and the data contained within the network remains secure. It is not just the responsibility of the company but all the users that are granted access to the network. 
This policy will also define the access control measure that are put in place to ensure all information contained within the network is accessed in an appropriate way, that also allows the users to carry out their role. 
With the increase in targeted cybercrime, it is more important than ever to ensure that all those that have access to the network are aware of their responsibilities to maintain the network integrity and what constitutes as acceptable use.

2. Scope
This policy applies to all employed staff; including volunteers, trainees as well as contracted third party users accessing the network.   
All users will enter into an agreement upon being granted access to the network, this policy is applicable to all areas of the organisation without exception. 

3. Aims and Objectives
This policy will outline what responsibilities and obligations users and administrators of the network have to the maintenance and integrity of the network, clearing setting out what is classed as acceptable use.  



4. Policy enforcement
Network administrators will be responsible for creating and maintaining user access. 
Administrators will review users access on a yearly basis or upon change of role to ensure appropriate access.
Monthly usage report should be produced to ensure that the network is used in an appropriate manor and in line with the network policy and other related policies.

5. Network Architecture
The network will be designed so that there is no single point of failure, backup equipment must be made available in case of failure to ensure that the network and the content within is accessible in line with the locally developed service level agreements.  
All premises within the company will maintain a local area network, adopting a client/server architecture. The Local Area Network will connect to a centralised Wide Area Network located at the company headquarters. 
Interconnected domains will be set up within the network and grouped by a commonality, such as a department. User and devices will be assigned to the required domain within the network. 
Access between network domains will be allowed but will be monitored and reviewed by the network administrators. 

6. Network Access
User access to the network will adopted a ‘Least Privilege’ principle, whereby user will only have access to the information they require to perform their role and the associated tasks. 
Users will be assigned a unique log on account which should only be created by a system administrator. The user will be responsible for creating and maintaining a password that meets the company’s password policy.  Users are not permitted to disclose their unique log on information to any other person, this would be classed as policy violation.  
User access records should be maintained, in order to audit which users have access to each system.  
Network administrators will have an additional unique user identify specifically designed for performing administrative tasks. 
User’s that leave the company will have all access removed


7. Access and Usage Violations
Users that voluntarily or intentionally violate the network policies will be subject to disciplinary action and access will be revoked. 

8. Network Maintenance 
Network administrators will manage all the devices and user access within the network, performing any software updates and installations. 
Non administrative users will be prohibited from performing any software installations, therefore ensure that no malicious software in installed into the network. 

9. Security and Systems Monitoring
The network will be continually monitored by the system administrators to ensure
· It remains intact
· Remains free from malicious users
· That no access violations have occurred
· Potential issues are identified early
· Recover from disaster 
· Track usage trends
· Plan for growth and required change
· All assets connected to the network can be maintained and accessed 

10. Security Risk Management 
Security risk assessments will be carried every 6 months. Identified risks will be added to the risk register and reported to the management review team.

11. Change Management
All change requests to the network should follow the locally devised Change Management process/policy.


(Sectional word count 1625 of 1500)
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