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This is an individual practical test, held under examination conditions. You will be using the software “Packet tracer” for the given network configuration; you should configure the devices based on the given specifications. 

ANSWER ALL Tasks

Topology
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Scenario
You are required to build and configure the devices in a small network as shown in the above topology. You must configure a router, switch and PCs to support both IPv4 and IPv6 connectivity. In addition, you will test and document the network using common CLI commands. 
Task 1: Develop an IP Addressing Scheme (50 Marks)
Your allocated IPv4 address is 192.168.202.0/24 and IPv6 address is 2001:db8:acad:0000::/64. Host requirements for subnet A is  45 and subnet B is 100. You will subnet it to provide IP addresses to the two subnets that will support the required number of hosts. No subnet calculators may be used. All workout must be shown. Results should be recorded in the IP Addressing table below. 
I- Develop the IP addressing scheme and fill the tables (20 Marks)
	Specification
	Subnet A
	Subnet B

	Subnet IP address
	192.
192.168.202.0
	
192.120.2.128

	Subnet mask (slash notation)
	/26
	/25

	Subnet mask (dotted decimal)
	
255.255.255.192
	
255.255.255.128

	1st Host IP address
	198.120.2.1
	198.120.2.129

	Last Host IP address
	198.120.2.62
	198.120.2.254

	Number of usable hosts per subnet
	62
	126

	Broadcast address
	198.120.2.63
	198.120.2.255


II-Record subnet assignment (10 Marks)
Assign the first IPv4 address of the relevant subnet to each router interface
Assign the last IPv4 address of the relevant subnet to each PC NIC
Assign the second IPv4 address of the relevant subnet to S1




	Device
	IP address
	Subnet Mask
	Gateway

	PC-A
	198.120.2.62
	255.255.255.192
	198.120.2.1

	R1-G0/0/0
	198.120.2.129
	255.255.255.128
	198.120.2.129

	R1-G0/0/1
	198.120.2.1
	255.255.255.192
	198.120.2.1

	S1
	198.120.2.2
	255.255.255.192
	198.120.2.1

	PC-B
	198.120.2.254
	255.255.255.128
	198.120.2.129



III- Use the allocated address to create two subnets for use in this network. Record the IPv6 addresses in the table (10 marks)
	Assigned to Interface
	IPv6 Subnet Address
	Prefix Length

	R1-G0/0/1
	2001:db8:acad:0001::0
	/64

	R1-G0/0/0
	2001:db8:acad:0002::0
	/64



IV-Record the IPv6 address information for each device (10 Marks)
Note: Use FE80::1 as the link-local address on both router interfaces.
	[bookmark: _Hlk142307340]Device
	IPv6 address
	Prefix Length
	Gateway

	R1-G0/0/0
	2001:db8:acad:0002::1
	/64
	FE80::1

	R1-G0/0/1
	2001:db8:acad:0001::1
	/64
	FE80::1

	S1
	2001:db8:acad:0001::2
	/64
	2001:db8:acad:0001::1



Task 2: Device Configuration (35 marks)
Note: Please provide screenshots with all the following subtasks.

Configure intermediary devices 
· Set the router hostname as R1 (2 mark)
· [image: O imagine care conține text
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· Set switch hostname as S1 (2 mark)
· Set an encrypted privileges EXEC password for all intermediary devices: ccnaenpass (2 marks)
· [image: ]
· Secure the console access to all intermediary devices with the password: ccnaconpass (2 marks)
· Set the minimum length for passwords to be 10 characters (2 marks)
· Create an administrative user in the local database and set the username and password as: (2 marks)
· Username: admin 
· Password: admin1pass
· Configure an MOTD banner for all intermediary devices with the message: No Unauthorised Access! (2 mark)
· 
· Encrypt all the used passwords on all intermediary devices. (2 marks)
· Disable IP domain lookup on all intermediary devices. (1 marks)
· Enable synchronous logging on all intermediary devices to avoid interruptions during configuration tasks. (2 marks)
· Configure router’s interfaces (8 marks)
· Set description for the interface
· Assign IPv4 and IPv6 unicast and link-local addresses
· Configure switch’s management (SVI) interface (8 marks)
· Set description for the interface
· Assign IPv4 and IPv6 unicast and link-local addresses
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Task 3: Network connectivity (15 marks) 
Using the ping command, verify end-to-end connectivity for both IPv4 and IPv6 networks. Please provide screenshots of the results.

	From
	To
	Protocol
	IP Address
	Ping Results

	PC-A
	R1 G0/0/0
	IPv4
	
	

	tftttttttPC-A
	R1 G0/0/0
	IPv6
	
	

	PC-A
	R1 G0/0/1
	IPv4
	
	

	PC-A
	R1 G0/0/1
	IPv6
	
	

	PC-A
	S1 VLAN 1
	IPv4
	
	

	PC-A
	S1 VLAN 1
	IPv6
	
	

	PC-A
	PC-B
	IPv4
	
	

	PC-A
	PC-B
	IPv6
	
	

	PC-B
	R1 G0/0/0
	IPv4
	
	

	PC-B
	R1 G0/0/0
	IPv6
	
	

	
	
	
	
	

	PC-B
	R1 G0/0/1
	IPv4
	
	

	PC-B
	R1 G0/0/1
	IPv6
	
	

	PC-B
	S1 VLAN1
	IPv4
	
	

	PC-B
	S1 VLAN1
	IPv6
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Submission Requirement 
The packet tracer file should be saved as “studentname_id” and uploaded onto Moodle. In 
addition to the packet tracer file, you must also submit 
• the output of show running-configuration command in a text file for all devices 
configured. 
• This document with Addressing Scheme and Task 3 completed 

All documentation for your solution should be submitted electronically on Moodle.

It is your responsibility that you submit all the outputs and files correctly.
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