Big data can be carrying more challenges than benefits

[bookmark: _GoBack](Student’s name)
Bibliography
Schadt, E. E., 2012. The changing privacy landscape in the era of big data. EMBO and Macmillan Publishers Limited.
Kshetri, N., 2014. Big data's impact on privacy, security and consumer welfare. Science Direct, pp. 1134-1145.
Manyika, J. et al., 2011. Big data: The next frontier for innovation, competition, and productivity. The McKinsey Global Institute .

Abstract
This journal will carry analysis of big data’s benefits and effects through reviewing ‘The changing privacy landscape in the era of big data’, ‘Big data's impact on privacy, security and consumer welfare’ and ‘Big data: The next frontier for innovation, competition, and productivity’ journals. Big data is the new approach businesses undertake where it has a major effect on their competitiveness, growth and innovation. The details that are obtained from big data has a significant influence generating both benefits and risks for consumers and businesses. It has the capability to provide specific information about customers through their daily life, shopping and surfing through the web. Schadt and Kshetri journals both agree that majority of this data are generated in unethical way violating personal privacy. In addition, because of its lack of security it can generate major risks for individuals. Thus should big should slow down in information collections until all breaches is covered also awareness of this data collection to users. Although that contradicts with Manyika et.al analysis however big data shows higher lability than benefits currently.    
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Introduction
The key advancements in data collections has definitely had a huge influence on innovation, economic growth, climate change, healthcare and meeting customers need. Thus because of its major competitive advantages it generates. Big data has been collected in various different ways in order to benefit businesses or research, they also can be exchanged or sold. The issue that is raised is major hack of personal privacy in this data where those extremities taken are worth the new development or more attention decisions should be considered to minimize the consequences. 

Collection of big data 
In term of data collections it is agreed on that most of the data gather through online presence or use of smart technology. Social media is considered one of the main data collections as through information gathered it could identify their religion, political prospect, personality, age, parents and gender (Kshetri, 2014). It has been found that big companies have also been involved in data collection without personal user’s awareness such Apple and Android (Kshetri, 2014). In addition to google educational apps, which had a weak security, allowing this information to be accessed and sold to businesses where they can target their marketing. 
Big data benefits 
The transformation of big data had an immense influence on the business industry, economic growth, environment and healthcare (Manyika, et al., 2011). It helped collecting information about customers in term of their gender, demographic, income and various relevant data in order to meet their need. Manyika et.al states that this helped businesses in having high performance, easier decision process and innovation (2011). It also benefited the health system in allowing them to analyse data more efficiently related to disease and decreased their expenditure by $149 billion (Manyika, et al., 2011). For example, data collected from patients with their authority helped in research and finding cures. Businesses also benefit in term of finding trends, price sensitivity and preferable items through gathering data of the users shopping history, location and web visits. Therefore, this makes an easier decision process that is based on accurate data. For instance, Walmart was able to predict through the shopping behaviour that the customer is pregnant before her awareness. This change of data have been going under a massive transformation as recent study showed that data could be organised as specific DNA. This by collecting personal information and underlining it with unique code, which is called RNA ( Schadt, 2012). Government authorities mainly use this type of codes to help in unsolved crime and narrowing down suspects during the investigation. 
Challenges in big data
Although Manyika et.al mentions several benefits of big data, yet Kashetri and Schadt raised valuable concerns and issues that have a huge influence on how big data can be perceived or used. Through a survey taken by Kashetri it has been found, that majority of the businesses are not able to differentiate between big data and traditional non-big data. In addition, that most of the data collected are hardly analysed losing its benefit and some are outdated making it useless (Kshetri, 2014). One of the major issues facing the collection of big data is users do not favour the use of their personal information especially by a third party (Kshetri, 2014). Those details obtained can cause a huge threat for individuals if it is used in wrong intentions or having a security breach in the system. It has the ability to predict future behaviour, location and preferences, thus its miss use can lead to huge consequences psychologically, economically and socially (Kshetri, 2014). Several businesses have been also involved in using this data in unethical manner by applying price discrimination that mainly effects those with low income. For example, price comparison websites are in a high use as they help in saving money for the customers however, it has been found that some use information asymmetry. Google has been one of the accused companies where it was found that it recommends products or services that generate to their own benefit (Kshetri, 2014). Similar use have taken by insurance companies by looking through the history of the customer, from eating habits to disease and credit, which influence on their quotation. Even though Manyika et.al states it is a key tool for businesses, yet Kshetri showed that they lack preparation for acceptance of big data during peak timings making it in a vulnerable situation where during the transformation of the data to the cloud it is considered a gold mine for cybercriminals. Target was one of the victims of this breach during holiday seasons compromising 40 million of debit and credit accounts information, including 70 million of private data (Kshetri, 2014). Companies have also been exchanging data as they though as long as it is kept under anonymous it will be hard to track back. However, it has been found that it can be tracked to find the related person. Therefore, this shows a major concern and effect for individuals as they are exposed to threats in various way and face a violation of their personal right.
Conclusion 
In conclusion, big data does generate a huge benefit for all sectors by making people quicker in adapting change. However, in order to reach a better future advancement strict laws have to be implemented protecting personal information in addition to high security protection for big data. Price discrimination has to be prevented through high monitoring and strong consequences for its application as it mainly target people with low wage. Ethical use of big data has to be the major focus for businesses and governments thus this will allow to increase customers trust and decrease conflict. In the future, it is predicted that big data can cause major transformation especially in the healthcare sector and pharmaceutical advancement. 

 
