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[bookmark: _Toc164540667]Introduction




  The purpose of this report is to investigate the transition of Global Learning Institute infrastructure from on-premises to Azure cloud. GLI, an online education company, is considering moving its IT infrastructure to the Azure cloud due to challenges with high costs, limited storage, processing capacity, and vulnerability to hardware failures and natural disasters. The Azure Total Cost of Ownership Calculator will estimate the cost savings that GLI company can achieve by migrating their data from on-premises servers to Azure cloud services.
  Furthermore, this report will demonstrate how GLI's existing file storage system and databases can be migrated to Azure. It also analyses the benefits of Azure File Storage, showcases its implementation for GLI, and recommends the most suitable Azure database option for storing data.
  Moreover, the report will explore GLI's use of Azure Backup to configure backup schedules and retention policies for file shares and databases.
  Additionally, this document outlines a concise method for creating a business plan to help GLI maintain business continuity and minimise downtime during unexpected outages or disasters. 
  Finally, it will assess the benefits of using Azure Site Recovery to safeguard GLI's storage and databases during a disaster.

















I. [bookmark: _Toc164540668]Azure Total Cost of Ownership Calculator.

a) [bookmark: _Toc164540669]What is the Azure Total Cost of Ownership Calculator?


  Microsoft's Azure TCO Calculator estimates the expenses associated with using Azure services for specific workloads. It considers direct and indirect costs, including infrastructure, licensing, and operational expenses. Key features include customisation, cost breakdown, savings recommendations, and reports. The Azure TCO Calculator is essential for planning cloud migration.

b) [bookmark: _Toc164540670]Calculating the total cost of migrating on-premises data to the Azure cloud in our scenario.


  In the Azure Total Cost of Ownership Calculator, it is important to provide accurate details about on-premises servers, databases, storage, and networking [1]. 
However, generally, the following information is crucial:
1. On-premises server infrastructure details [2]:
· Type on-premises workload – Windows/Linux Server.
  We chose Windows servers for compatibility, streamlined management, troubleshooting, and cost-effectiveness. Moreover, it is crucial to factor in licensing expenses for Windows Server operating systems and associated Microsoft software when assessing our situation, as they may be more cost-effective.
  Additionally, we opted for Linux servers to leverage open-source technologies, strong security features, and cost savings. GLS believes this combination of servers will help us achieve our goals efficiently.
  Organisations should use Windows and Linux servers depending on workload requirements, providing flexibility and leveraging each platform’s strengths. 
  In our current situation, we require 250 virtual machines. If we place five virtual machines on each server, we will need 50 servers. Each server must run six operating systems and all the necessary applications. Out of the 50 servers, 35 will run on the Windows operating system, while the remaining 15 will run on the Linux operating system.
· Environment – Virtual Machines. GLS company plans to move to the cloud due to scalability and cost issues. Unlike expensive and limited local servers, virtual machines are a cost-effective and flexible solution for managing applications.
· Operating system – Windows.  The company plans to move to the Azure cloud infrastructure to ensure perfect compatibility and optimal performance. This will allow for Microsoft Ecosystem Integration, such as Microsoft Office, Microsoft Teams, etc. Additionally, Windows comes equipped with a suite of business productivity tools widely used in professional settings, such as Microsoft Office applications (Word, Excel, PowerPoint, etc.). 
And Linux. Linux in enterprise environments offers cost savings, stability, security, flexibility, scalability, and strong community support, making it an attractive business option. 
· Operating System License – Datacentre. Windows Server Datacentre provides unlimited virtualisation rights and Software-Defined Networking capabilities. It is licensed per physical processor, so running more virtual machines on high-performance servers can reduce costs.
· Virtualisation – Hyper-V.  As we are working with a limited budget, we have decided to use the Hyper-V virtualisation option because it is free to download and use. Additionally, Hyper-V can run not only Windows but also Linux VMs.
· Cores – 8 and RAM (GB) – 32. Our company provides online courses that require a computer with a multi-core processor, a fast SSD, a dedicated graphics card, and plenty of memory to support video editing. An octa-core processor with hyper-threading and RAM of 32 GB is a recommended starting point for budget editors.
· Optimised by Memory. Due to limited storage space, memory is crucial in our workload.

  In our scenario, a virtual machine has an 8-core processor with two threads per core, which means the processor has 16 threads for executing tasks. Assuming that not everyone accesses all databases at all times, we would need 15 databases for the 250 employees in our company.
2. On-premises database infrastructure details [1] [2]:
In the "Source" section, we propose that the company has the following on-premises database infrastructure:
· Database - Microsoft SQL Server.  
· License – Enterprise.
· Environment – Virtual Machines.
· Operating system – Windows.
· Operating System Licence – Datacenter.
· VMs – 15.
· Virtualisation – Hyper-V
· Cores – 8.
· RAM -32 GB.
               In the "Destination" section, we suggest the following database infrastructure:
· Service - SQL Managed Instance. SQL Managed Instance is a cloud-based platform that easily migrates on-premises applications to the cloud. It is fully compatible with the existing SQL Server Enterprise Edition and offers all PaaS features, reducing management overhead and TCO [3].
· Managed instance tier - Business Critical. The company’s applications require higher availability and read scale-out offloads read workloads to secondary replicas. 
· Managed instance cores—16. Due to limited storage and processing capacity, the number of cores was increased to enhance performance and facilitate multitasking.

3. On-premises storage infrastructure details [2]:
· Storage type—Blob. Educational data should be stored securely and reliably to protect it from unauthorised access, loss, corruption, or theft. Microsoft Azure Blob Storage offers scalability, durability, redundancy, and encryption for GLI’s data, making it an excellent choice.
· Accessibility—80%. This assumes that only 80% of the data in special course materials is frequently accessed.
· Capacity - 8 GB. Each computer requires at least 8 GB of primary storage to house the current applications and data temporarily.
· Assuming 25 TB for backup storage and 50 TB for archive storage will suffice for our company.

4. GLI currently consumes 5 GB of network bandwidth. It is suitable for browsing, email, research, large file downloads, basic business Wi-Fi, videoconferencing, streaming, server hosting, online backups, and cloud computing.

  In the Adjust Assumptions tab, Windows Server Software Assurance coverage and SQL Server Software Assurance coverage have been enabled, allowing the company to save up to 40% on virtual machines. Virtual machine costs, electricity costs, storage costs, IT labour costs and other assumptions have not been adjusted.
  Based on the screenshot provided, implementing the workload mentioned can save GLI around £328,000 over three years. Due to cloud migration, hardware costs have been significantly reduced.
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  To reduce costs, I am taking advantage of free Azure products such as Azure Virtual Machines (Windows and Linux) and Azure Blob Storage, free for new customers for the first 12 months.

To save money, it’s recommended that GLI use these free Azure products [4]:
1. Azure App Service (Free Tier): Host web apps, APIs, and mobile backends for free.
2. Azure Functions: Run serverless functions with 1 million free requests & 400,000 GB seconds per month.
3. Azure Cosmos DB: Build multi-model databases with 400 RU/s & 5 GB of storage for the first month.
4. Azure Kubernetes Service: Create and run managed Kubernetes clusters for up to 4 nodes at no cost.
5. Azure Active Directory: Basic identity and access management capabilities for up to 50,000 users.



















II. [bookmark: _Toc164540671]Azure File storage

a) [bookmark: _Toc164540672]What is Azure File storage?

  
  Azure File Storage is a cloud-based service that provides managed file shares accessible via the SMB protocol. It offers scalability, high availability, cross-platform support, Azure Services integration, security, backup, and disaster recovery in the cloud while remaining compatible with existing applications and workflows [7].
  The Azure Storage platform offers various data services, including the following:
· Azure Files: It provides managed file shares for cloud and on-premises deployments.
· Azure Tables: It is ideal for storing structured, non-relational data.
· Azure Queues is a messaging store that enables reliable messaging between application components.
· Azure Blobs provides a massively scalable object store for storing text and binary data. Blob Storage consists of three resources: a storage account, a container within the storage account, and a blob within a container. Azure supports three types of storage accounts for Blob Storage: Standard general-purpose v2, Premium block blobs, and Premium page blobs [5]. 


b) [bookmark: _Toc164540673]The implementation of Azure Storage for GLI company.

  
  The most suitable option for our company is to store course materials in Azure Blobs. There, instructors can easily upload various types of resources such as textbooks, presentations, videos, quizzes, assignments, and other materials that students can access [5].
  Choosing this storage solution will assist GLI in the following ways [5]: 
· It permits storing and retrieving unstructured data on a large scale in block blobs.
· The company's applications will facilitate both streaming and random-access use cases.
· The company's resources will be accessible from any location.
  Additionally, Azure Blobs offers features for version control, access control, collaboration, and content delivery, effectively supporting teaching and learning activities [5].
  In our scenario, I will use the Standard general-purpose v2 account type when creating a storage account. This type offers more services, including all replication and access level options. Zone-redundant storage is recommended for GLI applications that require high availability. This will synchronously copy company data to three Azure Availability Zones in the primary region, and applications will continue operating even if a server fails [9].
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Figure 1. Create a storage account for GLI company.

  In the Advanced tab, the following security settings have been configured [8]:
· Require secure transfer for REST API operations. All requests must be made over HTTPS. Requests made over a non-secure HTTP protocol will be rejected.
· Enable storage account key access. All authentication for accessing the storage account will be processed through Active Directory.
· Permitted scope for copy operations for any storage account.
· Access tiers leave as default – HOT. An online tier optimised for data that is accessed or modified frequently.
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Figure 2. Advanced tab of storage account.

  In the Networking tab, the following options have been configured:
· Enable public access from all networks; Students from all networks should access company resources.
· Routing preference – Microsoft routing network. This configuration optimises traffic to and from the company storage account using Microsoft's global network while ensuring privacy.


  In the Data Protection tab, the following options are left as default:
· Days to retain deleted blobs -30.
· Days to retain deleted containers – 30.
· Days to retain deleted file shares – 30. Accidentally deleted or modified company data can be recovered within 30 days.
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Figure 3. Networking and Data protection tab of the storage account.

  By default, Azure encrypts storage account data at rest using Microsoft-managed keys.
  After creating the Storage account for GLI, Blob storage was created with restricted access by accessing the Container service, where the company can upload all files and data.
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Figure 4. Create a blob container.

  GLI Company has the option to store its data in Azure Storage. The storage options include Access Tiers such as Hot (data that is frequently accessed or modified), Cool (data that should be stored for at least 30 days), Cold (data that should be stored for at least 90 days), and Archive (data that should be stored for at least 180 days) [10]. 
  Storage accounts have Blob Lifecycle Management that automatically moves or deletes blobs. If a blob hasn't been modified in 180 days, it is moved to cool storage. After 250 days, it moves to an even colder storage tier. After 365 days, it's deleted. This helps GLI Company to adjust access levels and reduce storage costs.
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Figure 5. Add Blob Lifecycle Management Rules and Change tier.

  After creating the Blob Lifecycle Management feature, it will be automatically applied to all blob storages in GLI.

[bookmark: _Toc164540674]c)    Configure limited access to the blob storage.

   When our company needs to grant temporary student access for a specific Azure storage blob, we can generate a Shared Access Signature (SAS). This ensures that the storage account key is not disclosed while allowing restricted access to the blob. An SAS is a URI that includes a set of query parameters that specify the permissions and time frame for accessing the blob. By using SAS, GLI can grant students access for a limited period without compromising the security of our storage account. Students can view the file contents using the Blob SAS URL [11].
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                                                     Figure 6. Generate SAS token and URL.

  After uploading the file, the SAS was generated, which allows read access for one month and can only be accessed via HTTPS. Students can view the file content using the Blob SAS URL.
  An additional method to secure blob storage is by generating an Access Policy [12]. I have added a new immutability policy to our blob storage: Time-Based Retention Policies – 180 days. When a time-based retention policy is active, objects can be created and read but not modified or deleted.
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Figure 7. Create a blob container and a time-based retention policy.


  To test whether the policy was effective, the uploaded file was attempted to be deleted from blob storage and the file URL was accessed in a new public browser window. The screenshots clearly indicate that the file cannot be deleted and can be accessible due to the private access level of the created container.
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Figure 8. Manage blob uploads.

  When setting up blob storage, Microsoft manages encryption keys for storage account data. Alternatively, GLI company can use Azure Key Vault to create and manage custom encryption keys for more control and flexibility.
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Figure 9. Create the key vault.


  It’s recommended that GLI implement the following measures to secure their data: enable Microsoft Defender, turn on soft delete, lock storage accounts, use immutable blobs for critical data, and require HTTPS for storage account transfer [8].
  To ensure account security, the GLI company should follow these best practices [8]:
· Use the principle of least privilege for permissions.
· Use user delegation SAS for limited access.
· Securely store access keys with Azure Key Vault.
· Refresh account keys periodically.
· Avoid Shared Key Authorization.
· Disable anonymous read access to containers and blobs.




















III. [bookmark: _Toc164540675]Azure database.

A) [bookmark: _Toc164540676]Azure database options.


  Fully managed Azure databases automate tasks such as configuring and managing high availability, disaster recovery, backups, and data replication across regions, which saves valuable time and resources.
  Microsoft offers several databases, including [13]:
· Azure SQL Database is a cloud-based database service on Azure that helps manage relational database workloads securely and efficiently. It’s based on Microsoft SQL Server. This database technology is suitable for various workloads, including transactional and analytical. 
· Azure Database for MySQL is a fully managed MySQL database service for developers building mobile and web apps. 
· Azure Database for PostgreSQL is a fully managed service that automates backups, scaling, and security features. 

  Choosing the right Azure database depends on factors like performance, budget, scalability, technology stack, and use case.


B) [bookmark: _Toc164540677]The implementation of Azure SQL database for GLI company.



  Based on our case scenario, the most appropriate database is the Azure SQL Database due to several reasons [14]. Firstly, it is ideal for relational database workloads that require high availability, scalability, and built-in intelligence. Secondly, it is fully managed, so you don't need to worry about infrastructure management. Thirdly, it offers different pricing tiers based on performance requirements and budget, which makes it a cost-effective solution. Finally, it is a good fit for modern cloud applications, line-of-business applications, and software-as-a-service offerings.
  To create a new SQL database in the Azure portal, go to the SQL database section and select Create. 
  The following settings were configured for a new GLI database [15]:
· Creating a new server for the company and using Microsoft Entra as the preferred authentication method is necessary. Microsoft Entra authentication simplifies the management of user identities for databases and other Microsoft services from a central location.  Customers can manage database permissions using Microsoft Entra groups and eliminate password storage using integrated Windows authentication and other authentication methods supported by Microsoft Entra ID.
· It was enabled to use SQL elastic pool, which is a cost-effective solution for managing and scaling multiple databases with varying usage demands. Elastic pool shares compute and storage resources among databases, allowing them to use what they need within set limits. Its price is based on the resources configured, not the number of databases.
· It has enabled the Zone-redundant backup storage.
· The method of connecting to the database has been enabled through private IP addresses or service endpoints. The company will furnish a list of private IP addresses. This list displays all the private endpoint connections for this server. 
· The default method for connecting to the database has been chosen. It uses a Redirect policy for all client connections inside Azure and a Proxy for all client connections outside Azure.
· The Microsoft Defender for SQL is enabled with a 30-day free trial period. After that, it costs 15 USD/server/month. GLI company will receive an all-in-one security package that includes vulnerability assessment and advanced threat protection for their server.
· It has opted to use a service-managed key, which allows Azure to generate and rotate encryption keys for GLI company databases automatically.
· The secure enclave has been disabled, but our company can enable the Always Encrypted feature. This feature is designed to protect sensitive data like credit card numbers or national identification numbers stored in the Azure SQL Database. With Always Encrypted, clients can encrypt sensitive data within their applications and keep the encryption keys hidden from the Database Engine.
· We don't need to configure the Ledger in our scenario as it is unnecessary. Because it is often used by organisations that handle sensitive data, such as financial or medical information. 
· In the Additional Settings tab, it’s restored the database's Data source from a backup. This option enables our company to restore its database on any server in any Azure region using the most recent backups. Moreover, GLI can restore a database to a particular point from the database blade or recover a deleted database from its server blade.
· The default database collation is SQL_Latin1_General_CP1_CI_AS. This determines how data is sorted and compared.
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Figure 10. Creating a SQL database server.
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Figure 11. SQL database setup for GLI company.

  Based on the screenshot, the company will pay approximately $380 monthly for the SQL database.  Azure SQL Database provides flexible pricing options, including pay-as-you-go and reserved capacity discounts which may cause price changes. 

  Azure SQL Database is ideal for hosting relational databases in the cloud. It offers reliability, scalability, security, and cost-effectiveness, making it an attractive option for our company, which is looking to modernise its data infrastructure and take advantage of the benefits of cloud computing.



















IV. [bookmark: _Toc164540678]Azure Backup

A) [bookmark: _Toc164540679]Scheduling backup and retention policies for file shares and databases in Azure.


  Scheduling backups helps organisations protect their data, ensure operational continuity, comply with regulations, and mitigate risks associated with data loss.
  Retention policies are crucial for managing data effectively, complying with regulatory requirements, mitigating risks, optimising storage, and ensuring data privacy and security. Organisations can maintain systematic control over data throughout its lifecycle by defining and enforcing retention policies. This is particularly important for file shares and databases in Azure, which require careful management to ensure compliance and security [16].

B) [bookmark: _Toc164540680]The implementation of Azure backup schedules and retention policies for GLI's company file shares and databases.


  Specific steps and considerations are involved when configuring backup schedules and retention policies using Azure Backup options for file shares and databases. Here are the general steps for configuring backup schedules and retention policies for both file shares and databases:
1. [bookmark: _Toc164540681]Azure Backup for File Shares:


a. Create a Recovery Services Vault: This vault will be the central management and storage location for GLI’s backups [18]. 
Upon creating a Recovery Services Vault, the following settings are configured: 
· Region - UK South.
· Backup Storage Redundancy - Zone-redundant.
· Use of Microsoft-managed key. This option ensures more secure connections to the Recovery Services vault by allowing access only through public IP addresses.
· Immutability has also been enabled.
· Deny Public Access and Allow Private Access.
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Figure 11. Create a Recovery Services Vault.


b. Configure backup and define a backup policy. In our scenario, the chosen policy type is standard, which creates a once-a-day backup and up to 5 days of operational tier retention. Policy details for a full backup are as follows: daily backups will be taken, instant recovery snapshots will be retained for two days, and backups taken daily will be retained for 30 days [17].
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Figure 11. Configure backup policy.


  The company can customise their backup policy based on specific needs, including backup frequency and retention period.

d. Trigger Backup Jobs: Azure Backup automatically performs incremental backups on file shares according to the configured schedule and stores them securely in the Recovery Services vault.

e. Monitor and Manage Backups: Monitor the backup jobs and review backup reports in the Azure portal.  Can also perform restore operations to recover files or file shares as needed.

[bookmark: _Toc164540682]2. Azure Backup for Databases:
  


a. Create a Recovery Services Vault: This Recovery Services Vault was set up using a similar configuration to the previous vault [19].

b. Configure Database Backup:  As shown in the screenshot, the daily backup is configured for 5:00 AM and the retention period is 30 days for GLI company [19].
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c. Database-Level Backup Policies: For Azure SQL Database, database-level backup policies were configured that define a retention period of 30 days and a daily backup at 10 PM [19].
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d. Automated backups are enabled by default for Azure SQL Managed Instances. Users can modify retention policies and backup storage options.

e. Monitor and Manage Backups: The GLI company can monitor backup jobs, review backup reports, and perform restore operations as needed through the Azure portal or by using PowerShell/CLI commands [19].

  It is important to regularly monitor backup jobs, validate backups, and periodically test restore operations to ensure data recoverability for both GLI cases. Moreover, GLI should take into account compliance requirements, Recovery Point Objectives, and Recovery Time Objectives when establishing backup schedules and retention policies.


















V. [bookmark: _Toc164540683]Azure Site Recovery
A) [bookmark: _Toc164540684]What is Azure Site Recovery?

 
  Azure Site Recovery is a service provided by Microsoft Azure that helps businesses implement disaster recovery (DR) and business continuity strategies for their on-premises or cloud-based workloads, including storage and databases. ASR is designed to provide a comprehensive DR solution for businesses of all sizes, including small, medium, and large enterprises [20].

B) [bookmark: _Toc164540685]The approach to GLI plan preparation in case of unexpected situations.

  
  GLI's objective is to ensure continuous operations and reduce the amount of downtime experienced during outages or disasters. A comprehensive approach that covers both technical solutions and organisational preparedness is essential to ensure GLI's business remains operational and experiences minimal downtime during unexpected outages or disasters [21]. 

Here are some key steps to achieve this [21] [22]:
· Risk Assessment and Planning:
- Identify potential risks and vulnerabilities to GLI’s business operations, such as natural disasters, cyberattacks, power outages, and equipment failures.
- Assess the potential impact of these risks on critical business functions and prioritise them accordingly.
- Develop a comprehensive business continuity plan and disaster recovery plan that outline procedures for responding to various scenarios.
· Redundancy and Backup Systems:
- Implement redundant systems for critical infrastructure components such as servers, network equipment, and power supplies to minimise the impact of hardware failures.
- Regularly back up essential data and systems to multiple locations, including off-site or cloud-based storage, to ensure data integrity and availability in case of data loss or corruption.
· High Availability Architecture:
- Design GLI’s IT infrastructure with high availability in mind, using technologies such as load balancing, clustering, and failover mechanisms to ensure continuous service availability.
- Utilize cloud computing services and distributed architectures to distribute workloads across multiple servers or data centres for increased resilience.
· Monitoring and Alerting:
- Implement robust monitoring systems to continuously monitor the health and performance of the company’s IT infrastructure, applications, and services.
- Set up automated alerts to notify IT staff of potential issues or anomalies, allowing for timely intervention and resolution before they escalate into major outages.
· Regular Testing and Drills:
- Conduct regular tests and simulations of the company’s business continuity and disaster recovery plans to identify weaknesses and areas for improvement.
- Involve key stakeholders in tabletop exercises and simulated outage scenarios to ensure everyone understands their roles and responsibilities.
· Employee Training and Awareness:
- Train employees on emergency procedures, including how to respond to outages or disasters and access backup systems or alternative communication channels.
· Communication and Stakeholder Engagement:
- Establish clear communication channels and protocols for notifying employees, customers, suppliers, and other stakeholders during an outage or disaster.

  To plan for disaster recovery, two-time requirements must be considered: the Recovery Time Objective (RTO) and the Recovery Point Objective (RPO). The RTO is the duration of time during which business functions are unavailable, and the RPO is the maximum period between two backups, representing the maximum amount of data that can be lost during a major incident [21].
  By implementing these measures and adopting a proactive approach to business continuity planning, our company can better withstand unexpected outages or disasters and minimise the impact on its operations and stakeholders.


C) [bookmark: _Toc164540686]The implementation of Azure Site Recovery for GLI company.


  Azure Site Recovery (ASR) offers a range of features that can assist businesses in protecting their storage and databases in case of an unforeseen disaster or outage [20]. Below are the main features that GLI can use in its infrastructure [23]:

1. Replication of Workloads: ASR enables replicating virtual machines, including those hosting databases, from on-premises data centres to Azure or between Azure regions. This ensures that critical data stored in databases is continuously replicated to a secondary location, providing redundancy and minimising data loss in a disaster.

2. Automated Failover and Failback: ASR enables automated failover of replicated workloads to the secondary Azure region or data centre in case of a disaster. This ensures minimal downtime and allows businesses to resume operations quickly. Once the primary site is restored, ASR supports automated failback of workloads to their original location.

3. Orchestration and Recovery Plans: ASR provides a centralised console for creating and managing recovery plans. Recovery plans define the actions to be taken during failover and failback scenarios. 

4. Application Consistency: ASR ensures application consistency during failover by coordinating the replication and recovery of multi-tier applications, including databases, in the correct sequence. This helps maintain data integrity and ensures that applications are fully functional upon failover.

5. Integration with Azure Services: ASR integrates seamlessly with other Azure services, such as Azure Backup and Azure Monitor, to provide a comprehensive DR solution. This includes backing up databases using Azure Backup and leveraging monitoring and alerting capabilities to detect and respond to potential issues proactively.

6. Non-disruptive Testing: ASR supports non-disruptive testing of DR plans using test failovers. This allows businesses to validate their DR strategy without impacting production workloads, ensuring failover processes are well-tested and reliable.

7. Cost-effective Solution: ASR offers a cost-effective DR solution compared to traditional approaches. Businesses only pay for the storage and compute resources consumed during replication and failover events, eliminating the need to maintain expensive secondary data centres or infrastructure.

  By leveraging Azure Site Recovery, GLI company can implement a robust disaster recovery strategy for its storage and databases, ensuring data protection, high availability, and rapid recovery in the face of unforeseen disasters or outages. ASR allows GLI to choose the right DR solution that best suits its needs, whether for on-premises or cloud-based workloads. Overall, ASR is an essential tool for GLI, which wants to ensure the continuity of its operations and protect its critical data in the event of a disaster.




















[bookmark: _Toc164540687]Conclusion


  Azure Cloud is a well-known cloud computing platform that provides a wide range of services to organizations worldwide. By leveraging Azure's capabilities, GLI company can reduce its infrastructure maintenance costs.

  This report provides a comprehensive analysis of how Azure can benefit GLI. It highlights the benefits of using Azure's Infrastructure-as-a-Service and Platform-as-a-Service offerings, such as virtual machines, storage, and databases. It outlines how Azure's backup and disaster recovery services can help GLI ensure business continuity in case of an unexpected situation.

  Furthermore, I offered a simple demonstration of how to create file storage and SQL databases in Azure. I also explained how to backup file share and database in Azure, which would protect GLI's data from loss or corruption.

  In addition, I discussed a theoretical view of how to prepare a business plan in case of an unexpected situation, such as a natural disaster or outage. I emphasized the importance of having a disaster recovery plan in place and explained how Azure Site Recovery can help GLI recover its critical applications and data quickly.

   Overall, this report provides valuable insights into how Azure can help GLI reduce infrastructure maintenance costs, improve data protection and disaster recovery, and enhance business continuity.
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