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[bookmark: _Toc61607527]Introduction 
The security chief of Che-Si, construction-based company, which has site offices all over the world, is worried about flaws in the company’s security policies as their existing policies are designed to allow staff members, clients, and vendors to access their network from any locations and from any devices. 
The proliferation of personal mobile Internet devices, such as laptops, tablets, smartphones, mobile phones, PDAs and even Satnavs, is called IT consumerism. The exponential increase in the number of mobile devices improvises a productive workflow. However, it also rapidly opens the scope for cyberattacks. The increased number of personal mobile internet devices in work environment is directly proportional to the increased weak points of the network regardless of any levels of security infrastructure. 
Che-Si’s policy of allowing access from external networks and via personal devices leave their entire network prone to cyber-attack which might compromise the security of staff's personal data, business data, and client's data, especially as Cyber Security has become one of the major threats globally.  The increase in cybercrime has become major a concern to companies, organisations, and countries in general.  Due to this, the security chief of Che-Si has called in an IT Security Consultant to point out to Che-Si’s policy makers the existing flaws in their policies and infrastructure and produce guidelines for their staff members, vendors, and clients to responsibly use their personal mobile internet devices.
[bookmark: _Toc61607528]Main Body 
Che-Si’s policy of allowing staff members, clients, and vendors to access their network from any location, from any devices, is leaving the company computer systems vulnerable to cyber threats and attacks. 
If any of the authorised devices become compromised by an attacker, the device works as a gateway for the attacker to access the network and plant malware, manipulate data, or even open more gate ways for even easier access. It does not matter how expensive of a security infrastructure is implemented if a device with access is compromised. 
While staff using their own portable internet devices can be cheaper for the company as they will not have to buy or repair staff’s devices and staff may work more comfortably and efficiently, it also exposes the network to many more potential threats.
[bookmark: _Toc61607529]Malware
Malware includes any software intended to cause harm to a device. Malware is “designed to disrupt, damage, or gain access to a device without knowledge or consent of the owner.” [1]
Generally, most malware is acquired through:
· Downloading ordinary applications with hidden malware from
· Infected websites
· Infected emails
· Phishing emails with the intent to gain user data or to infect the device with malware
[bookmark: _Toc61607530]Worms
Worms are the most common form of malware. They replicate themselves repeatedly to deplete a devices resources and consume a large amount of bandwidth, overloading web servers. They spread over a network and exploit vulnerabilities in the OS or phishing attacks, and cause harm by consuming bandwidth and overloading web servers. Once a worm is installed, it starts to infect the whole machine and spreads to other devices on the network.
They often come with payloads which are pieces of code designed to do harm such as data theft, file deletion, other malware, install a backdoor for hackers, etc. 
In 2010, a worm called ‘Stuxnet’ was designed to attack centrifuges and other industrial facilities in Iran. It was able to infect devices via UBS stick so did not require an internet connection; It would then take control of the system, update its code over the internet and send damaging payloads to their equipment whilst simultaneously sending false feedback to the controller with normal readings to carry on undetected until self-destructing [2].
[bookmark: _Toc61607531]Keyloggers
Keyloggers are surveillance software that records keyboard usage and sends the data back to the hacker. It can steal data such as usernames and passwords, security information, bank details, personal information, etc [1].
[bookmark: _Toc61607532]Spyware
Spyware is surveillance malware that monitors the user’s actions. They are usually distributed as freeware or software and will spy in the background without being noticed.
Its more advanced than a key logger and can steal much more information: surfing habits, collecting keystrokes, capture data, recording screen sessions, install additional malware, etc. “It’s often used to carry out identity theft and credit card fraud.” [3]
[bookmark: _Toc61607533]Scareware
Scareware tricks the user into buying useless or harmful software by using fake alerts such as “malware detected” or offering ‘mandatory’ “software updates to stay protected” to get money from the user as well as downloading more malware disguised as software.
[bookmark: _Toc61607534]Ransomware
Ransomware can restrict the users access to their device and leave threatening messages demanding a sum of money within a time frame to restore their access else they will delete all their files, leak data, or other scary threat.
In 2020, a ransomware called CovidLock was widely used promising to provide more information about COVID-19. Once installed, the ransomware would encrypt data from Android devices and deny owners access demanding $100 for release of each device [4].
[bookmark: _Toc61607535]Trojan Horses
Trojans, like the trojan horse gifted to the city of Troy, are malware hidden inside of ordinary, legitimate, trustworthy file or programs to trick the user into thinking it is safe. One inside the device, the trojan contains a payload (like a worm) to collect, modify or delete data, spy on device, or gain access to your network.
In 2018, the US Department of Homeland Security defined Emotet as “one of the most costly, dangerous and destructive malwares.” It collects banking details from its victims in the government and private sector, it has the capability to go undetected by some anti-malware products and can spread like a worm through spam emails. It also tries to connect to a present network using a brute-force attack using a list of common passwords [5].
[bookmark: _Toc61607536]Viruses
A virus, much like a real virus, can spread like a cold, infecting other devices by attaching themselves to programs and executing code when launched. They are usually acquired from infected websites, file sharing or email attachment download from an infected host, lying dormant until the host file is activated, then replicating and spreading through the device.
[bookmark: _Toc61607537]Data leaks
If a company breaches the data protection act, they can be heavily fined; directors can be imprisoned, and companies can be shut down. One of the most important rules is:
“They must ensure information is handled in a way that ensures appropriate security, including protection against unlawful or unauthorised processing, access, loss, destruction, or damage.” [6]
Therefore, if a company were to have data they store breached by a hacker and data being lost, stolen, altered, or destroyed, the company may face serious fines for the lack of protection of the data they hold. 
A data leak will also diminish the business’s reputation and stock value, meaning they will lose sales, as well as their financial worth.
In 2018, British airways were fined £20m by the ICO making it the largest penalty issued to date [7]. 380,000 Transactions where affected, customer’s private data as well as bank details were also compromised. It occurred when a third-party embedded code on their website called a supply chain attack, the data may have been used themselves or distributed further [8]. 
[bookmark: _Toc61607538]Fraud 
[bookmark: _Toc61607539]Disgruntled employee/Internal fraud
A disgruntled employee has access to the network and servers, it is a possibility that an employee may decide to access, steal, sell, destroy, or damage data possessed by the organisation. This can be hard to trace back to which employee did this.
In 2019, Patisserie Valerie had five employees arrested in a substantial case of internal fraud. As a result of this, 70 stores were closed with 900 staff let go, the chain was sold for £5m, just 0.01% of the £450m it was once valued at [9].
[bookmark: _Toc61607540]Personal Devices
Personal devices are harder to protect as SOP cannot be fully enforced on them. The device is owned by the employee therefore their employer cannot restrict what or where downloads occur, this means it is very easy for anyone with access to the device to download malware which could then enter the network.
Furthermore, the personal device may have work related data downloaded onto it, this must be properly removed if the employee leaves to ensure the data is not under the possession of someone outside of the organisation. 
[bookmark: _Toc61607541]Working from home
Working from home requires staff to have a personal device with all the materials they need to do their job independently from home, this also requires all staff to have a set up with capabilities to work from home, e.g., powerful enough device, all files required, reliable, secure internet connection and firewall.
While working from home is now mandatory in some roles, it is a concern that “52% of users say they believe they can get away with riskier behaviour when working from home.” [10]
[bookmark: _Toc61607542]Credit card payments
All businesses who store card holder’s data must comply to the 12 regulations of the PCI DSS. They are a set of standards put into place by most credit card companies to protect card holder information; these standards must be met by any business wishing to accept credit card payments. 
Organisations that breach PCI DSS could face a fine of £4,000 - £80,000 per month by payment providers, they may also suffer increased transaction fees or even terminating the organisations relationship with the provider. There are also non-monetary fines such as “suspension of your ability to accept credit cards, liability for fraud charges, credit card replacement costs, and mandatory forensic examination.” [11]
[bookmark: _Toc61607543]Packet sniffers
Data from pain text packets are not protected; packet sniffers can read the contents of packets as they pass through the network.
After designing and simulating an attack on a network using a sniffer, the following was documented:
[Figure 1], A Network with a sniffer.
[Figure 2], Simulated packets.
[Figure 3], Composing a test email to demonstrate packets.
[Figure 4], Email sending.
[Figure 5], Packet passing through sniffer.
[Figure 6], Packets detected and data visible on the sniffer.
[bookmark: _Toc61607544]Conclusion Recommendation
From an analysis, several weak spots have been identified in Che-Si’s network that must be addresses to keep the network and data secured. It is vital to ensure security of a network when personal devices are used as an Infected pre-authorised device becomes an easy gateway for hackers to access a network and endanger other devices, data, and everything else they can access.
I would suggest Che-Si implements the following policies.  
[bookmark: _Toc61607545]Network protection
Firewalls are a must, and the stronger the firewall, the better malware prevention from the network and connected devices.
Email networks must have strong protection as emails are one of the main distributers of malware.
[bookmark: _Toc61607546]Data encryption
Data encryption is a way of protecting data, it works by scrambling normal data into unreadable “ciphertext”, before sending it to the receiver who uses a decryption key [12] [13]. This keeps traveling packets safe from unauthorised users/sniffers. All internal staff must ensure they encrypt their data they send on the network.
[bookmark: _Toc61607547]Digital signatures
A digital signature is a digital tamper-proof seal used to validate untampered/unaltered contents [14]. All internal staff must ensure they use digital signatures to ensure communications remain secure.
[bookmark: _Toc61607548]BYOD policies 
Policies must be put into place to ensure safety of data on personal devices. “BYODs are extensions of corporate networks and thus it is essential to secure BYODs to protect enterprise networks.” [15]
[bookmark: _Toc61607549]Protection
Safety to personal devices is crucial as it is extremely easy for an infected device to spread malware onto a network, passing it onto many more devices.
It is also imperative to abide by PCI DSS to keep customer data safe and continue to use credit card services. The 12 standards require organisations to keep their network and devices safe by using fire walls, anti-virus, safe passwords, encrypt transmissions on public networks, etc [16].
Firewall
Staff must ensure they have an approved firewall installed and that it is active and up to date for it to protect the device from hackers getting access to the machine. “A software firewall is also essential for protection from outside intrusion, and an inexpensive hardware firewall can provide yet another layer of protection.” [17]
Anti-virus
Like Firewalls, Staff must have an approved antivirus software installed and that it is active and up to date to detect and remove the latest malware.
Passwords
“Passwords provide additional layers of protection.” [17] Passwords must be changed regularly and should not be reused or be similar to old passwords. Each password must be unique and contain upper case, lower case, numbers, and symbols. Doing so will greatly reduce the chance of a hacker being able to guess the password using a brute-force method.
Two step verification
Two step verification requires the user to provide contact details so that a once-time code is provided to gain access to the account each time they log in for additional protection.
Public networks
VPNs should be required when using public networks, and private data should not be shared on public Wi-Fi such as using login details, sending money, or sharing personal or company data. This is very important as hackers can easily intercept and steal data being using on a public network.
[bookmark: _Toc61607550]Updates
All software must be kept up to date to ensure the best possible protection for devices. “Failure to properly configure or regularly update installed software often results in a poorly protected PC”.  [17]
[bookmark: _Toc61607551]SOP
A SOP will state how staff must behave on their personal devices.
[bookmark: _Toc61607552]Restricting access 
Clients and vendors should have access to a different network than staff as they should have differentiated access. This can be done by using a DMZ server to split the network into several parts to increase security and reduce access as required to ensure data cannot be stolen by anyone outside of the organisation.
[bookmark: _Toc61607553]Guest network access
Client and vendor network access should be limited, as these devices are external and will visit sparsely, access should be time limited to eight hours per login. This will require the client or vendor to login again after eight hours should they need to, this will mean a device cannot return to connect to the network whenever they want.
[bookmark: _Toc61607554]Downloads
“It is recommended that any outside file be scanned prior to being opened, including downloaded material from the Internet.” [17] Downloading applications must be done securely, any applications required by the employer must be have a safe download location supplied to ensure a fake substitute or a piggybacking malware does not come with it.
[bookmark: _Toc61607555]Educate Staff 
Cyber security awareness is crucial to staying safe on the internet, users must watch out for suspicious emails and websites.
Notify all who connect to the network that they will never be sent an email asking to share, change or login to their account on an unsecure or unfamiliar network such as might be asked from a phishing email. It is important to educate staff on the dangers of phishing emails and tech them what to look out for.
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