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[bookmark: _Toc197361694]1.0 Introduction
The UWTSD Hackathon 2025 challenged teams to identify a real-world issue and then address it using an emerging technology, with complete freedom to choose both the problem and the solution. Our team took a focus on urban traffic congestion; an issue we felt was personally relevant to us while also being socially significant. Most of our group commute daily and experience the frustration, environmental and economic costs, and inefficiency of the poorly optimised traffic systems firsthand. In fact, the traffic congestion in the UK has been shown to cost over £6.8 billion annually, with projections that estimate the figure could rise to £21.4 billion by 2030. [1] 
After discussing different ideas, we agreed that traffic management was both meaningful and provided an opportunity for innovation. This idea led us to propose an AI-driven system for traffic calming, designed to dynamically manage traffic signals using machine learning to improve flow, reduce emissions, and lower economic costs. From this starting point we developed a prototype and system architecture that was tailored to real-world infrastructure while also ensuring the practical implementation was grounded.

[bookmark: _Toc197361695]2.0 Personal Contributions
My official role within the team was Network Specialist, but due to the simulated nature of our prototype, this limited my ability to implement or test network infrastructure. As a result, I shifted my focus to work alongside Ethan, our Security Analyst, to help define and present the cybersecurity aspects of the system.
Together, we helped structure the security fail-safes and mitigations that were included in our design:
· Designing logic for the traffic lights to revert to a fixed cycle in the event of AI failure or disconnection.
· Discussing possible network segmentation to isolate the critical components from public access points.
· Highlighting future considerations, such as encrypted communications between junctions or using frameworks for sensors.
I also presented the system security and architecture sections during the final Hackathon presentation, ensuring that safety, reliability, and practical security concerns were clearly communicated. While my role evolved from the original assignment, I was still able to apply my skills from my cybersecurity background meaningfully to contribute to a critical and important part of the solution.
[bookmark: _Toc197361696]3.0 Team Performance
Overall, our team worked very well together, especially considering the short timeframe of the project and the intensity of the Hackathon. To ensure that work was being completed on schedule, we held weekly meetings and communicated regularly through Teams and WhatsApp. Each member within the group took responsibility for a specific area based on their course background, and contributed to the prototype, system design, and all presentations including the final presentation. 
My individual assessment and rating of each team member is below, which is based on their contributions, communication, and reliability:
· Ryan Morris (Software Engineering) – 5/5
Ryan developed the entire simulation and created the core logic of the system. He was present within all meetings, contributed consistently throughout the project, and responded quickly to questions or suggestions within the group chat.
· Ethan Hopkins (Cybersecurity) – 5/5 
Ethan carried out in-depth research into traffic systems and security concerns and was consistently present and engaged within the meetings. He messaged actively within the group chat and helped keep the team aligned. We collaborated closely on the security section of the project, where his input and technical understanding was valuable in shaping the system’s mitigation strategies. 
· Charlie Keirl (Applied Computing) – 3/5
Charlie completed the work assigned to him and met the deadlines, but did not attend all the meetings and showed little engagement during the team discussions in WhatsApp. Furthermore, rather than taking initiative, he often waited for others to decide on responsibilities or asked for tasks to be assigned to him directly. Finally, his preparation for the final presentation could have been stronger, which had an impact on his overall delivery.
· Carys Rees (Data & Information Systems) – 4/5 
Carys was consistently active within the discussions and completed her work within the deadlines. She was also present for all meetings and played a key role in maintaining the visual consistency of the final presentation slides.


[bookmark: _Toc197361697]4.0 Challenges and Risks
One of the main challenges I faced was balancing the project with my independent project, as both had multiple deadlines in close proximity. This limited the time I could spend on some tasks, particularly during the final stages. However, I remained active in meetings and contributed effectively to the system’s security planning and presentation. 
As a team we initially aimed to implement emergency vehicle prioritisation but had to scale this back due to the time and technical constraints, especially in the simulated environment. Moreover, our communication was generally strong, however some decisions took longer than expected due to input from certain members being delayed.
From a technical perspective, we identified security risks that would need addressing for real-world deployment, including senor spoofing, denial-of-service attacks, and AI failure. To mitigate these, we proposed fail-safe modes, network segmentation, and manual overrides, which aligns with recent literature on the same topic [2]. 

[bookmark: _Toc197361698]5.0 Limitations of the Design
While the prototype demonstrated an improvement to the traffic flow, there were still some limitations:
· The AI logic was very simple, limiting adaptability. 
· The simulation did not account for real-world variables such as pedestrians, emergency vehicles, or unpredictable traffic patterns. 
· The system also lacked full integration with hardware so would require further testing for resilience, scalability, and deployment viability.

[bookmark: _Toc197361699]6.0 Reflections
This project has given me valuable experience in adapting to changing roles and applying my cybersecurity knowledge in a practical setting. Although my initial role as a Network Specialist was limited by the simulation’s scope, I contributed meaningfully to the system’s security planning and presentation. I also developed a clear understanding of the risks associated with AI in public infrastructure and how to design mitigations to prevent them.  I would rate myself an overall performance of 5 out of 5, based on my consistent contribution, adaptability, and engagement throughout the project. 

[bookmark: _Toc197361700]7.0 Future Work
Future improvements could include integrating real-time sensor and traffic data and adding emergency vehicle prioritisation. Furthermore, network functionality should also be implemented to test the scalability and inter-junction communication. The security of the implementation can be enhanced through encrypted data and intrusion detection systems. 

[bookmark: _Toc197361701]8.0 Conclusion
Overall, the project was a valuable opportunity to apply the technical skills I have developed to collaborative and practical implementation. Despite some challenges and a shift in responsibilities, I was able to contribute meaningfully to the system’s security design and presentation. Our team worked well together, and the final prototype demonstrated the potential benefits of using AI to improve the traffic flow. Finally, while there are some limitations and areas for further development, the project successfully addressed a real-world issue through a grounded and well-structured solution.

[bookmark: _Toc197361702]9.0 References
References
[1] "INRIX Global Traffic Scorecard: Congestion cost UK economy £6.9 billion in 2019." INRIX. https://inrix.com/press-releases/2019-traffic-scorecard-uk/
[2] B. Asad, N. Saxena and V. Katos, "Analysis of the Security and Privacy Risks and Challenges in Smart Cities' Traffic Light System," 


image1.png




image2.png




