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[bookmark: _Toc26299287]Abstract
This report will highlight the features of IPv6 and will include address types, structure, security and advanced functionalities.

[bookmark: _Toc26299288]IPv6. What is it?
For one to fully understand and implement the information in this report it is first important to understand what IPv6 is and why organisations and everyday people need it. IPv6 also referred to by its full name Internet Protocol Version 6 (now referred to as IPv6) is the most up to date internet protocol used at present. IPv6 was developed to replace its predecessor IPv4.  So, what are the differences between these two protocols? The simple answer is the number of available IP addresses. According to one of the UKs top PC and electronics retailer’s, PC World “IPv4 has only 4.3 billion addresses” [1]. With technology ever changing and adapting to better suit its customers needs, be that telecommunications or health informatics, at the time demand clearly outweighed supply. IPv6 was introduced to five major companies in 2011 to respond the hike in internet technologies and internet traffic. Over time this usage of IPv6 has only increased. 
IPv6 has 340 undecillion addresses or as Tony Bradley from PC World states “That’s is 340 times 10 to the 36th power, or 340 trillion, trillion, trillion possible IP addresses.” [1]. 

How does this affect everyday people and organisation across Wales and the rest of the world? IP Addresses are not just used in PCs and Laptops but in many of the everyday devices used by people. These include: Gaming consoles, smart phones and tablet devices. For some professions having access to either one or many of these devices will aid in outcomes and improved quality of services.   
[bookmark: _Toc26299289]IPv6 Structure

The standard IP address for IPv6 contains 128 bits. Unlike its predecessor IPv6 will need to be converted into Hexadecimal before it can be used in any Networking discipline. As described by tutorialspoint.com “An IPv6 address is made of 128 bits divided into eight 16-bits blocks. Each block is then converted into 4-digit Hexadecimal numbers separated by colon symbols.” [2]. After being converted the end result will look something similar to the following: 2001:0000:3238:DFE1:0063:0000:0000:FEFB [2].  

[bookmark: _Toc26299290]Address Types
Currently IPv6 support three address types. These are; unicast, multicast and anycast. Each type has its own unique purpose and are used in different scenarios. 
Firstly, Unicast. Unicast is where data is communicated from one VDU to another. In simpler terms Unicast is a one-to-one relationship type of communication. As suggested by omnisecu.com “In Unicast type of communication, there is only one sender, and only one receiver.” [3]. Two examples of unicast would be downloading multimedia files from a website such as iTunes, or browsing the internet in this case as suggested by omnisecu.com “Webserver is the sender and your computer is the receiver” [3].
Secondly, Multicast. Multicast is a single sender communicating with multiple receivers on a given network. As suggested by searchnetworking.techtarget.com “Typical uses include the updating mobile personnel from a home office and the periodic issuance of online newsletters.” [4] Other common example of multicast include: send an email to a group distribution list, Group meeting via video conferencing a prime example would include Skype for Business and the same follows for teleconferencing. Multicast communication a greatly used in organisations in both the public and private sectors. 
Finally, Anycast. As defined by Techopedia, “Anycast is a process for routing network traffic where the sender delivers packets to a destination that is nearest to it in terms of network topology.” [5]. Anycast can allow communication to be sent to a number of receivers that share the same destination address. The benefits of Anycast have been highlighted but the suggestion of Cyber-attacks has been the most common especially in the form of network hijacking. It as also been praised for its automatic failovers which helps individuals and businesses alike with fault tolerance and emergency management. Key example of this practice being implemented would NHS Wales. [5]
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There are a number of advanced functionalities for IPv6. Some of these benefits include Packet Processing, Directed Data Flows and Security.
Firstly, Packet Processing. Compared to IPv4, IPv6 doesn’t contain an IP-level checksum. This means the checksum won’t have to be recalculated at every router hop. The reason IPv6 could be rid of the IP-level checksum as most layer 2 technologies contain both error control and checksum capabilities. [6]
Secondly, Directed Data Flows. IPv6 supports multicast. Multicast allows intensive packet flows to be sent to a number of locations at the same time. This in itself saves network bandwidth. IPv6 also has additional functionality which can identify data packets belonging to the same flow. This is held in a new field called Flow Label. [6]
Finally, security. IPv6 has been equipped with Internet Protocol Security, or more commonly known as IPsec. IPsec can assist with data integrity and authentication. IPv4 would often be blocked by a businesses firewall but IPv6 won’t have much of this issue as IPv6 can apply IPsec to ICMPv6 packets. [6]

[bookmark: _Toc26299292]Conclusion
To conclude, the report has identified what IPv6 is and how it affects everyday life. Its structure, address types and advanced functionalities such as security.
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