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The Internet of Things (IoT) is the connection of devices, to the internet, the IoT is changing the way people live from the way we drive, make purchases, power our homes and the way we offer healthcare.
Many devices are now equipped with an intelligent sensor, which is connected to the internet. These sensors are collecting data and then transferring the data through a network.
Its currently predicted that the number of devices connected to the internet will hit 50 billion by the end of the 2020 with a further 35 billion being installed/bought in 2021. The average number of connected devices per household is also set to hit 50 in 2020. [1] 
In this report the focus is going to be around the IoT and how devices can create a smart home.
IoT has completely changed the way we live our lives inside of the home with the introduction of many devices equating to a “Smart Home”, these devices can range from a simple laptop to a smart and connected heating system. 
Here are some examples but not limited to of devices that can help to create a smart home:
· Doorbells
· Smart Speakers
· Smart Displays
· Lighting
· Smart Thermostats
· Security camaras
· Plug sockets
· Door locks
· Smoke detectors

[bookmark: _Toc45903312]What is a smart home?
A Smart Home is a house which contains a number of devices and appliances that allows them to be remotely controlled, monitored and accessed.
Many of these devices are linked to the internet, normally through the homeowners Broadband. Most Smart Home Technologies will have a relevant Phone application which can be used to control, monitor, and access the smart devices over the home broadband or even or cellular network.
With equipment and home Broadband becoming a lot more affordable and internet becoming faster and easier to use than ever before more people now have access to the internet which is likely to increase the number of smart homes we currently see [2]. 

[bookmark: _Toc45903313]What do you need to make a Smart Home?
First of all, your going to need some sort of network within the house, whether this be broadband or culler network for instance 4 or 5G.
Most people also like to control their smart devices from a smart speaker as well as a phone application, there are two main brands of smart speaker:
· Amazon
· Google
Of course, were also need the smart devices which are going to be controlled, monitored, and accessed via the smart speaker/phone application.
Now you have a network and the smart devices you now need to connect these to each other. There is two ways you can connect your devices to the internet, the first is to connect each device one by one to the internet and use the relevant application to control, monitor and access each device. The second way is probably the easier way if you have more than one smart device is to invest in a smart home hub. A smart home hub is a hub where all your smart devices connect to, each device can then be used via one user interface. The most popular smart home hubs on the market are:
· Google Home Hub
· Samsung SmartThings Hub [3]
When buying a smart home hub its important you buy one that is compatible with your smart devices.
[bookmark: _Toc45903314]What can a smart home do?
Smart homes can make your life easier, put your mind at rest and save you a lot of money.
Weather it be changing your temperature of your heating on your way home from work or putting the kettle on before you get in from your compute smart homes can make your life easier.
 Smart tech can also put your mind to rest providing security for your home, ever had the feeling that you have not locked your house once you have already left? With smart locks you can lock your house from anywhere in the world. Smart camaras can also provide extra security for your house putting you mind at ease.
With smart heating/water systems you can control your utilities when your away from your home, this can save you money as your able to turn your heating off if you have left it on from anywhere in world. Also, with this type of smart tech the data that the devices collect can make sure your heating system is used economically.
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Smart bulbs
Smart blubs are different to your standard incandescent bulbs as you do not need to manually turn the light off and on at the switch.
One of the first smart home technologies to hit the market were smart bulbs, smart bulbs are bulbs which can be controlled wirelessly over a network. Most smart bulbs are controlled either by an application with the cheaper option being controlled by a remote control.  
Some smart blubs can even be controlled by your voice through a smart speaker.
Smart blubs can be switch on and off via an application, but it does not stop there some smart bulbs can be dimed, colour changed, timer set and some even play music.
What are the advantages of adding smart bulbs to your smart home setup?
· Low energy usage – Smart bulbs use LED technology instead of incandescent bulbs this significantly reduces the amount of electricity that is needed to light the bulb. Also, with the ability to dim most smart blubs you can light the room to it minimum which will also save on electricity.
· Convenience – People with mobility issues might not be able to get up and down each time they want to turn the light on or off, smart bulbs eradicate the need to do this as they user can change the status of the light where ever they are, this also means that the user can access there smart lights form anywhere they wish smart home network.
·  Improve mood - Smart lighting can help in improving your mood, especially during the darker winter months. You can even set them to change with the weather, so your lights can change to a warmer colour and get brighter if it starts to rain.[4]
Are there in disadvantages?
· Price – If you compare the cost of a mid-range smart bulb at £25 [5]  to a normal LED light bulb at £2.50 [6] the smart blub is always going to cost more, meaning when its time to replace you will be paying more each time.
· Smart Hub requirements – earlier in the report smart hubs were mentioned where you can hook all your smart devices up to in order to control them all through one user interface, smart bulbs often require these in order to work and most smart bulb wont directly connect to a phone application/remote.
Security concerns
Back in February this year smart bulbs came under the spotlight for having poor firmware leaving smart bulbs open to hackers.
Security firm Check Point Research has released its findings that many smart light bulbs have a flaw in their firmware, which allows attackers to take control of an individual bulb, push malicious firmware to it, and spread other malicious software throughout a network.[7]
To make your smart bulbs as safe as possible you’ll need to set a strong password when your setting the blubs up through the dedicated application.

Smart Thermostats
Smart Thermostats are very similar to a normal thermostat but will normally connect to the home network via WI-FI.
A smart thermostat can be controlled by an application normally installed on your phone, tablet or other internet connected device. The application will normally allow you to adjust the temperature of your home instantly as well as allowing you to schedule times to adjust the temperature.
Some Smart Thermostats use the data they collect over a week and learn your routine, when you like it warmer and when you like it cooler.
The Nest Learning Thermostat uses self-programming technology to learn as you heat, calculating what times of the day you prefer it to be warmer or cooler. After just one week, Nest will then create an Auto-Schedule for your home, managing your heating so you no longer have to. [8]
Haven’t got a smart speaker to control your thermostat? Well the latest versions have a voice assistant built it so all you need to do to adjust the temperature is to speak to the thermostat.
What are the advantages of adding a Smart Thermostats to your smart home setup?
· Low energy use and costs – The main advantage of having a smart thermostat is your able to control the temperature of the house whenever and wherever you need to. With a smart thermostat there is no need to switch the heating on all day while your out at work just so its warm on your return you simply log on the app on your way home and switch the heating on, this saves energy meaning it will also save you money. With some smart thermostats you can set up alerts when your using a certain amount of energy. Experts say that you will shave a minimum of 15% off your energy costs. [9]
· Analyse your energy usage – When using a smart thermostat application, you will be able to view your energy usage in a simple format. Its not just the thermostat that will learn your routine, you will too. You will be able to spot mistakes for example when you left the heating on by accident, you’ll then learn form these and again as in advantage one it’ll help you cut your energy usage.
· Easier to use – most smart thermostats are a lot easier to use than your old fashioned thermostats, with the simple application layouts you will be able to program the thermostat with ease rather then spending hours making sure you get the thermostat set up correctly.
Are there in disadvantages?
· Price – as with most smart devices a smart thermostat is going to cost more then your conventual thermostat and most of the time there is monthly charge connected to the smart thermostats.
· Cost of normal mid-range thermostat – £37 [10]
· Cost of smart thermostat – device £190 [11] monthly subscription £5 [12]
· Compatibility – unless your boiler comes with a smart thermostat you may have compatibility problems when buying your smart thermostat separately. When buying your smart thermostat you need to make sure it will work with your current set up.



Security concerns
Again, with most smart devices that connect to the internet, smart thermostats are at risk of hacking. Smart thermostats are a little different as if hacked it could end up costing you a lot of money in wasted energy usage.
In September 2019 a couple from the USA had there smart thermostat hacked and the hackers raise the temperature to 90 degrees, at the time the couple were not at a home leading to wasted energy and the cost associated with it. When investigated by Google the problem boiled down to poor password management and Google advise to make sure you use a strong password when setting up your device. The couple were able to get there device back under control once they had changed their password. [13]





Smart Door Lock
Smart locks are fairly new to the market and the technology is getting better each time a new lock is released. 
Smart locks are controlled over a user’s network via Wi-Fi. There are many different types of smart locks on the market here are some examples:
· Some smart locks work wirelessly and no input or key are needed, when you set up your smart lock you can pair a mobile device with the lock and if that device is near to the device the door will open automatically, the mobile phone acts as a virtual key.
· Touch screen locks, these have a touchscreen pad on the door lock and can be unlocked with a pin code set up by the person who set the lock up originally. Some touch screen locks also use biometrics for example your fingerprint in order to unlock the door.
Most smart locks do however have a traditional keyhole so in the event of a network going down or something else happening these locks can always be unlocked with a key.
What are the advantages of adding a Smart Thermostats to your smart home setup?
Keyless entry – smart locks make it easier for you to get in to your house, you’ve been shopping and have your hands full coming up to your front door, with a normal lock you would need to put everything down in order to get your key out to open the door but with keyless entry as long as you have your phone on you the lock will automatically open.
Virtual keys – you can let anyone you need to in to your house quite easily with a virtual key, as long as that person has a mobile phone and the relevant app your able to send them a virtual key which the lock will then pick up and let the person in to your house. This is widely used in the Airbnb market.
Security – if your smart home consists of a smart lock the house will be harder to enter without your permission. Locks that use biometric are virtually impossible to enter, you will also have peace of mind because most smart locks will let you know in a form of a notification when the lock has been unlocked.
Are there in disadvantages?
Battery– If your using keyless entry and solely relying on your mobile phone you might hit issues if your phone runs out of charge, how often to you get to the end of the day your phone is low on charge? Yes, most lock will have a traditional key, but this means carrying it round with you just in case you need it.
Connectivity – Most smart locks connect to your home broadband using Wi-Fi but what of there was a problem with the network or the Wi-Fi wasn’t working, you wouldn’t be able to unlock your door weather you have your phone, code or fingerprint again you would need to carry your key with you when leaving your house just in case of this situation.
Security concerns
Smart lock like many other IoT devices are penetrable as they connect to internet.
Earlier this year a study was done by 5 experts, they were given 16 smart locks all from different manufactures and they were able to hack 12 out of the 16 pretty easily, noting that there is definitely room for improvement when it comes to smart locks. [14]
Traditional locks come with their own risks but to break through a normal lock you need to be at the property that you want to gain access to with smart locks, these can be hacked from anywhere in the world as long as they are connected to the internet.
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Kitchen
So you can already buy Smart tech for the kitchen including smart fridge, freezers, washing machine, tumble dryers and even smart kettles but it looks like there will be no boundaries on what devices become smart going forward with talk about smart microwaves, ovens and toasters. [15]

Bathroom
Imagine waking up in the morning and the shower starting automatically and getting to the right temperature ready for you to jump in, well smart showers are apparently going to be the next big thing. Although early prototypes have been released to the public these devoices are getting smarter by having voice control built in and learning your routine to know when to switch on and also knowing which settings each person in your household in order for the best user experience.
Smart toilets, yes that’s right smart toilets, these have been around for a few years now but as with all smart tech they are getting better and better. Smart toilets have a number of different features to enhance user experience, but the smart toilets of the future will also be used as health tools.
According to Forbes a Japanese firm Toto created a smart toilet that can actually play an important role in monitoring health at the hospital and at home. One toilet seat developed by the Rochester Institute of Technology contains devices that measure blood oxygenation levels, heart rate, and blood pressure to signal when someone is at risk for congestive heart failure. The device was part of a study to determine ways to reduce hospital readmission rates; nearly 70% of patients with congestive heart failure are readmitted within 90 days of discharge. [16[

Safety systems
 There are a lot of smart safety devices currently on the market but again, just like all smart tech manufactures are pushing the boundaries literally, companies are in a race to create the first device that scans your exactly boundaries of you home and alert you if they are breached, this will help with security outside the house but also helps put your mind at ease the other way round monitoring if any one inside the boundaries have stepped outside, for example if you let your children out to play in the front/back garden you’ll get a notification if they step outside of the set boundaries. [17[






[bookmark: _Toc45903317]Conclusion
Smart homes were once just an unlikely concept but as devices become smarter and investment is being poured into the market to create more IoT devices were likely to see more competition in the coming years. 
More and more houses are making the move to a smart home and more and more IoT technology is being bought. Over the last 10 years smart homes have advanced dramatically with more device and appliances becoming ‘Smart’, opening up a world of new possibilities and further altering how we live our lives.
The data that the IoT devices currently in circulation collect will be pivotable in the research and development going forward making smart devices smarter.
With the technology becoming cheaper as more manufactures are flooding the market with smart devices more households are being able to create smart homes, this is shown in the statistics included in the introduction of this report with the amount of devices set to be bought in 2021 hit 35 billion.
Security is a huge concern in smart home technologies, all smart devices need to connect to the internet in some form leaving the devices open to hacking and interference. As devices are getting more popular and security flaws are found hopefully manufactures will make the security of these devices tighter. Although these devices are often accessed by hackers because of poor password management form the user, users need to make sure passwords are strong enough.
If you’re in to technology the next 10 years is going to be exciting with new smart technology being created daily.
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