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TASK 1 REPORT: CONFIGURE AND MANAGE A VIRTUALISED ENTERPRISE NETWORK
1. [bookmark: _Toc216774761]Introduction
This report presents the design, configuration, implementation, testing and validation of a virtualised enterprise network which is configured with both windows server and Debian operating systems. This assignment is part of Coursework 2 and a continuation of the network topology that was created in Coursework 1. The task aims to show applied ability of configuring and operating the network operating systems and services in a multi-site enterprise-level environment, in accordance with the learning outcomes of the Network Operating Systems and Services module.
The enterprise network is made up of two geographically different locations, Swansea and London connected with each other via a secure routed communication. Windows server is deployed in providing some core enterprise services, which include, Active Directory Domain services, DNS, DHCP, file services, web services, and remote desk-top services. At the London site, routing, IP forwarding, DHCP relay, and site-to-site VPN are offered on Debian Server deployed via command-line interface. The practice of heterogeneous operating systems will also mimic the empirical enterprise systems and guarantee cross-platform interoperability.
The overall goal of this task is to provide a secure, resilient, and fully functional network infrastructure, which facilitates centralised authentication, automated addressing, reliable name resolution, encrypted inter-site connectivity, and limited access to shared resources. Each of the configurations was tested in terms of persistence and functionality and validated both graphically and using command-line tools. Configuration outputs and system behaviour recorded during testing and live demonstration are evidence of successful implementation.

2. [bookmark: _Toc216774762]Network Overview and Environment.
The enterprise network is separated into two logical sites Swansea, being the main site of operations, and the remote branch site being London. This form of multi-site design is a characteristic organisation network in which the main services are centralised in one head office and accessed by the branch locations. The Swansea location contains a Windows Server (Standard Desktop Experience) which is the Domain Controller (S-DC). This server has been configured to offer generic services to the enterprise such as Active Directory Domain Services, DNS, DHCP, File Services, IIS Web hosting, and Remote desktop services.
The windows client machines are deployed at both the sites and configured to be part of the domain and auto-configure through DHCP. This guarantees uniformity in policy implementation, easy administration and safety in network resources.
The London location has a Debian Server which has been setup with a command-line interface. This server will perform IP routing, packet forwarding, DHCP relay service and also the termination of the site-to-site VPN tunnel between the two sites. Applications Routing functions can be assigned to Debian and leave enterprise services to Windows Server to show cross-platform interoperability. The language settings and time format are both English (US) and are of the UK time format. All the sites are in different IP subnet and routing and VPN services promise to make the communication between the sites reliable and secure.
3. [bookmark: _Toc216774763]Routing Configuration
[bookmark: _Toc216774764]3.1 Swansea and London Routing Using Windows Server
The routing and Remote Access Service (RRAS) was installed and configured on the Swansea Windows Server and it gave the internal LAN routing capability at the main site of the primary site. A tailor-made setup was utilized to make the RRAS job feasible whereby LAN routing was picked clearly to provide a regulated packet exchange between network interfaces. The arrangement enables the traffic that is internal to the Swansea subnet and traffic that is bound to the London location to be directed efficiently over the server. Windows Defender Firewall rules were analyzed and altered to allow the ICMP traffic, so that the connectivity testing and troubleshooting can be done effectively during the implementation. The routing persistence was confirmed through a restart of the RRAS service and also a restart of the server and then the routine packet forwarding went on as anticipated.
[image: ]
installed and enabled on Swansea server
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 Firewall rule that permits ICMP traffic.
The effectiveness of routing was checked by various ping tests between different hosts on various subnets and it ensured the ability to choose an appropriate path as well as reachability.
[bookmark: _Toc216774765]3.2 London and Swansea Routing Using Debian Server
At the London location, the Debian Server was made to work as a router with the command-line networking tools. IP forwarding was facilitated via constant changing of system configuration files so that forwarding does not go off at the time of system re-boot. The routes were then made to be static pointing traffic to Swansea subnet using the appropriate address of the gateway. Firewall policies had been audited in order to permit forwarded traffic to be allowed and retain a safe baseline configuration. The routing tables were checked with normal Linux commands to ensure that the routes have been installed.
[image: ]
IP forwarding is being enabled in Debian.
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Debian routing table of statical route.
Testing of the bidirectional connectivity between Swansea and London hosts established that routing was properly done across both operating systems. This setup exhibits a leveraged routing strategy, integrating windows server graphical administration and Debian command-line management. Introduction of routing into heterogeneous platforms strengthens knowledge on the behaviour of protocols, interoperability and enterprise network design concepts. It also facilitates the reliability of higher level services, like VPN, DHCP relay and directory services, to work across the boundaries of the sites without relying on just one operating system. This enhances resiliency, scalability and fault-tolerance.
4. [bookmark: _Toc216774766]Active Directory Domain Services and DNS

[bookmark: _Toc216774767]4.1 Domain Creation and Security

In order to create a centralised identity and access management framework of the enterprise network, the Swansea Windows Server was installed with Active Directory Domain Services. When installing, a new forest and domain were created which is nathan.acca and which formed the base of authentication, authorisation and policy enforcement in both Swansea and London sites. The domain controller was set to act as the authoritative source of authentication of all the systems that were in the domain so that all security can be easily managed and so that the management can be easily done.
A secure domain password policy was used to implement hard credentials and minimise the chance of unauthorised access. This policy also contained the minimum password length, complexity and expiry requirements that are consistent with best practices in enterprise security. Implementation of the controls on a domain level will make sure that the accounts of all users are subject to uniform security standards without the need to enforce this on a case-by-case basis to specific systems.
[image: ]
Domain nathan.acca was created successfully.
The domain success has been proven by the domain login tests and checking in the active directory management tools.
[bookmark: _Toc216774768]4.2 DNS Configuration
DNS was installed as a part of the Active Directory to facilitate the successful name resolution across the enterprise network. All servers and important services on both Swansea and London sites were added to forward lookup zones to allow systems to determine IP addresses of hostnames effectively. Each subnet was set up with reverse lookup zones and PTR records with a reverse configuration to permit reverse resolution of hostnames using IP addresses.
It has a DNS setup to facilitate authentication, service discovery, and logging besides making the task of troubleshooting and managing the network a lot easier.
[image: ]
DNS forward look up zone.
Active Directory, along with DNS are a closely integrated infrastructure that allows secure communication, central management and reliable operation of the enterprise network infrastructure across sites.
[bookmark: _Toc216774769]5.  Secure Inter-Site Connectivity Using Site-to-Site VPN
To ensure the safety of inter-site connectivity a site-to-site VPN tunnel was created between the Swansea Windows Server and the Debian Server at the London site. The VPN facilitates coded transfer amid the two networks, which guarantees secrecy, wholeness and safety of information that is sent over the unfaithful network connection. It was implemented in accordance with the best practices of the enterprise standards of strong encryption and authentication to minimize the chances of interception, tampering or unauthorised access of data in the process of transmission.
The VPN was set up on Swansea Windows Server through Routing and Remote Access Service and the correct tunnel type and security parameters were selected so that the endpoint of the tunnel interoperates with the Debian endpoint. The VPN setup on the Debian Server was enacted by command-line tools that had the VPN setup controlled with utmost accurate control of cryptographic parameters and tunnel behaviour. Authentication credentials and encryption settings were matched on both endpoints to have a successful establishment of the tunnel.
VPN was set up as a persistent connection, which means that the tunnel would automatically reconnect in case of temporary network failure or service re-initiation. The continuity aspect of this helps in sustaining business since it ensures that there is a secure communication between sites without necessarily having to use hands. It also guarantees that the dependent services including the Active Directory authentication, DNS resolving and the DHCP relay are accessible throughout the enterprise network.
[image: ]
VPN windows server settings.
[image: ]
VPN settings in Debian.
The cross-site communication across the VPN was tested to be successful with connectivity checks such as ping tests between the hosts across the two locations. These tests proved that when the traffic was operated in the normal mode, it was safely passed through the encrypted tunnel.
[bookmark: _Toc216774770]6. User Account Management
Information given in the spreadsheet issued by the lecturer was used to create user accounts within nathan.acca domain. In order to remove inaccuracies and discrepancies, the bulk user creation was done using windows power shell as opposed to the manual graphical creation. This solution minimised typographical errors, provided constant attribute configuration and proved useful command-line administration in a Windows Server operating system. The usernames were created in reference to the necessary naming policy, which was the combination of the first initial and the surname of the user.
[image: ]
PowerShell bulk user creation command.
When creating an account, default passwords have been used as per the domain security policy and an account has been set to use it so that it can be immediately authenticated. The user objects were authenticated in the Active Directory Users and Computers to ensure that they have the correct placement and membership. The accounts were able to authenticate successfully across the enterprise network according to successful logon tests by domain-joined client machines. This procedure endorses centralised identity administration and user management that is scalable. This fulfills enterprise access control needs.
[bookmark: _Toc216774771]7. Domain Membership
The enterprise integration process has been successful by having windows client machines in both Swansea and London sites joined to the nathan.acca domain successfully. Addition of every client to the domain enables authentication to be centrally performed by Active Directory and no longer by local accounts. This would facilitate uniform implementation of security policies, easier management of users as well as regulated access of shared network resources between the two sites.
[image: ]
ClientS1 was added to domain.
All clients were checked in the table Active Directory Users and Computers to check that computer objects are created and placed correctly. The establishment of trust between the clients and the domain controller was established by successful authentication and access to the network services. This proved the secure domain integration and the identical authentication behaviour on all the endpoints throughout the enterprise on both sites throughout testing.
[bookmark: _Toc216774772]8. DHCP Services
[bookmark: _Toc216774773]8.1 DHCP Server Configuration
Swansea Domain Controller is set up as the head end DHCP server in the enterprise network. The scopes of the DHCP were developed on individual site subnets with a range of addresses starting with X.X.X.10 up to X.X.X.20 that ensures IP addresses are allocated in a controlled and efficient manner. The default gateway, DNS server address and domain name were automated to be apportioned to the client machines automatically, and this minimized the amount of effort spent on manual configuration and the possibility of addressing errors. The DHCP server was authenticated in the Active Directory to avoid the possibility of unauthorised or rogue DHCP services running on the network.
[image: ]
DHCP scope settings.
[bookmark: _Toc216774774]8.2 DHCP Relay on Debian
The Debian Server in the London site was set up as a DHCP relay agent. The relay routes address broadcast requests in DHCP of the London subnet to the central DHCP server in Swansea, allowing address allocation to be centrally managed yet allowing remote sites to be connected.[image: ]
debian DHCP relay setup
This architecture is scalable, consistent, and easy to administer throughout the enterprise environment.
[bookmark: _Toc216774775]9.Testing and Debugging.
Extensive testing was done to ensure that all the configured services were valid. Tests were routing verification, DNS resolution, DHCP lease allocation, VPN status check and domain authentication. Any problems that were met were solved by being systematically troubleshooted.
[image: ]
Connectivity tests
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Test of DNS resolution.

A secondary disk was attached to the Swansea server and was given the name E:\SwanseiFiles. The folder was made available throughout the network with restrictions set to allow the domain users adequate access. Share permissions and NTFS were aligned so as to implement security.







[bookmark: _Toc216774776]11. IIS Web Services

The Swansea server was installed with Internet Information Services that used to host an internal enterprise site. A web site called htpps.nathan.acca was developed using Windows Authentication which is on. Users who have been authenticated and are using the site through the HTTPS are given the message “Welcome to Swansea Website.”
[image: ]
IIS site configuration.
[bookmark: _Toc216774777]12. Remote Desktop Services
Swansea server had Remote Desktop services which were enabled to enable secure remote administration. The RDS Web Access was to be configured to permit access via browser through https://rds.nathan.acca, through certificates.[image: ]
Remote Desktop ON.
[image: ]Web Access page.
[bookmark: _Toc216774778]13. Conclusion
This project was able to successfully provide a fully operational virtualised enterprise network which was based on both windows server and Debian. Basic services mentioned such as routing, Active Directory, DNS, DHCP, VPN and file services, IIS, and Remote Desktop Services were installed, tested and validated. The implementation has good practical competence in the management of heterogeneous network operating systems and satisfies the requirements and module learning outcomes of assessment.
image3.png
PS C:\Users\Administrator> Set-DhcpServervaOptionvalue
192.168.10.0 °
10.0.2.15
192.168.10.11
“nathan.acca”
PS C:\Users\Administrator> Set-DhcpServervaOptionvalue
192.168.20.0 °
10.0.2.15
192.168.20.11
“nathan.acca"
PS C:\Users\Administrator> Get-DhcpServervaScope

ScopeTd SubnetMask Name StartRange EndRange LeaseDuration

102.168.16.0  255.255.255.8  Swansea LAN i 192.168.10.10  192.168.10.20
102.168.20.0  255.255.255.8  London LAN i 192.168.20.10  192.168.20.20

PS C:\Users\Administrator> Set-DhcpServervascope 192.168.10. 1:00:00:00

PS C:\Users\Administrator> Set-DhcpServerAuditlog $true "C:\Windows\System32\dhcp”

WARNING: Please restart the DHCP server service on WIN-LMUL4TDT@SS for the new setting to take effect.

PS C:\Users\Administrator> Set-DhcpServervaDnsSetting “Always" $True
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localadmin@debian: ~ localadmin@debian: ~ v

S&tting up iptables (1.8.112)
update-alternatives: using /usr/Sbin/iptables-legacy to provide /usr/sbin/iptables (iptables) in auto sode
update-alternatives: using /usr/sbin/ip6tables-legacy to provide /usr/sbin/ipbtables (ip6tables) in auto mode
update:alternatives: using /usr/sbin/iptables-nft to provide /usr/sbin/iptables (iptables) in auto node
update.alternatives: using /usr/sbin/ip6tables-nft to provide /usr/sbin/ipétables (ip6tables) in auto mode
update-alternatives: using /usr/sbin/arptables-nft to provide /usr/sbin/arptables (arptables) in auto mode
update.alternatives: using /usr/sbin/abtables-nft to provide /usr/sbin/ebtables (ebtables) in auto node
Processing triggers for fan-db (2.13.1-1)
Processing triggers for libe-bin (2.41.12)
localadinedebian:-s sudo iptables -A INPUT -p icp --icup-type acho-raquest - ACCEPT
ocaladninedebian:~s sudo apt-get install iptables-persistent
Reading package Lists. .. Done
Building dependency trce. .. Done
Reading state inforsation. . Done
The folloving additional packages will be installed:

netfilter-persistent
The folLowing NE packages will be installed:

iptables-persistent netfilter-persistent
© upgraded, 2 newly installed, 0 to reove and © not upgraded.
Nesd to get 0 B/16.5 KB of archives.
After this operation, 96.3 KB of additional disk space will be used.
0o you vant to continue? (¥/nl ¥
Preconfiguring packages ...
Selecting previously unselected package netfilter-persistent
(Reading database ... 137211 files and directories currently installed.)
Preparing to unpack .../netfilter-persistent 1.0.23 all.deb ...
Unpacking netfilter-persistent (1.0.23)
Selecting previously unselected package iptables-persistent.
Preparing to unpack -../1ptables-persistent 1.6.23 all.deb
Unpacking iptables-persistent (1.6.23) «
Setting up netfilter-persistent (1.0.23) ...
(Created synlink */otc/systend/systen) iptables.service ~ */usr/Lib/systend/systen/netfilter-persistent service' .
Created synlink */etc/systend)/systen/ipttables. service’ ~ */usr/Lib/systend/systen/netfilter persistent . service’
(Created syatink */etc/systend/systen/mLti-user target vants/netilter-persistent.service' ~ /usr/Lib/systend/systen/net ilter-pers,
istent. service’
setting up iptables-persistent (1.0.23)
Processing triggers for man-db (2.13.1-1)
localadminedebian:~$ sudo iptables -A OUTPUT -p icmp --icmp-type echo-reply -j ACCEPT
localadninedebian:~$ sudo iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
Localadninedebian:-$ sudo iptables -A FORMARD - state --state ESTABLISHED, RELATED -} ACCEPT
ocaladninedebian:~s sudo iptables -A FORMARD -1 tho -o ethl -3 ACCEPT
localadninedebian:~$ sudo iptables -A FORWARD -i ethl -o ethd -] ACCEPT
Localadminedebian:~§
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localadmin@debian: ~ Q

localadmin@debian: ~ localadmin@debian: ~ v

localadninadebian:~$ sudo apt-get install isc-dhcp-relay -y
[sudo] password for localadnin:
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:

isc-dhcp-common
The following NEW packages will be installed:

isc-dhep-common isc-dhcp-relay
0 upgraded, 2 newly installed, © to remove and © not upgraded.
Need to get 1,209 KB of archives.
After this operation, 3,086 kB of additional disk space will be used
Get:1 http://deb.debian.org/debian trixie/main amde4 isc-dhcp-common amded 4.4.3-P1-8 [118 kB]
Get:2 http://deb.debian.org/debian trixie/main amds4 isc-dhcp-relay anded 4.4.3-P1-8 [1,091 kB]
Fetched 1,209 kB in 115 (109 kB/s)
Preconfiguring packages
Selecting previously unselected package isc-dhcp-common
(Reading database ... 140362 files and directories currently installed.)
Preparing to unpack .../isc-dhcp-common 4.4.3-P1-8_and6d.deb
unpacking isc-dhcp-common (4.4.3-P1-8) .
selecting previously unselected package isc-dhcp-relay.
Preparing to unpack .../isc-dncp-relay 4.4.3-P1-8_and6d.deb .
Unpacking isc-dhcp-relay (4.4.3-P1-8)
setting up isc-dhcp-relay (4.4.3-P1-8) .
Generating /etc/default/isc-dhcp-relay. .
setting up isc-dhcp-common (4.4.3-P1-8)
Processing triggers for man-db (2.13.1-1)
Localadnindebian
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« ) {
Wirite-Host Green
Wirite-Host
(
Resolve-Dnshame lentlycontinue
(sous) {
urite-Host $(501/5. TPAddress) Green

Write-Host

192.169.10.10

Performance Performance

BPA results BPA result

Type here

)
BB s B





image14.png
23 Administeator Win
IPva Address. . . . . .. ... - +168.20.26(Preferred)
Subnet Mask
Default Gateway
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C:\Users\Adninistrator> Get-DhcpServervascopestatistics
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localadmin@debi:

GNU nano 8.4 /root/scrip te: sh *
echo ${GREEN} Server responding (HTTP $response)${NC}
e‘seecho -e “${RED}x Unexpected response (HTTP $response)${NC}"
echo
|# Test 6: Authenticated Access

echo -e "${YELLOW}[TEST 6] Authenticated Access${NC}"
echo "Testing with administrator credentials..."
response=s$ (curl -k --ntlm -u “localadmingnathan.acca:Notebook@l23" -s -o /tmp/web-response.html -w “ss{http_code}

echo "HTTP Status Code: $response”

if [ “$response” = "200" ]; then
echo -e "${GREEN}. Authentication successful${NC}"
echo "

echo “Page content preview:"

head -20 /tmp/web-response. html

echo »*

[

# Check if “Welcome" message is present

if grep -qi “welcome" /tmp/web-response.html; then
echo -e "${GREEN} Welcome message found${NC}"

else
echo -e "${YELLOW}. Welcome message not found${NC}"

echo -e "${RED}x Authentication failed${NC}"

g Help §g write out [ Where Is B Execute [§ Location
Exit Read File M Replace W Justify Wi Go To Line
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localadningdebian:~$ sudo nano /root/scripts/test-rds.sh
localadninadebian:~$ sudo chmod +x /root/scripts/test-rds.sh

to unpack

../7-remmina-plugin-rdp_1.4.39+dfsg-1 amd6d.deb ...

remmina-plugin- rdp:and6d (1.4.39+dfsg-1

previously unselected package remmina-plugin-secret:amd6d
.../8-remmina-plugin-secret_1.4.39+dfsg-1_amd6d.deb ..
remmina-plugin-secret:and64 (1.4.39+dfsg-1)

previously unselected package remmina-plugin-vnc:amd6d
../9-remmina-plugin-vnc_1.4.39+dfsg-1 and6d.deb ..

to unpack

to unpack

remmina-plugin-vnc:and6d (1.4.39+dfsg-1)
remmina-common (1.4.39+dfsg-1) ...
libayatana-ido3-0.4-0:amd64 (0.10.4-1)
libvncclientl:and64 (0.9.15+dfsg-1) ...
libayatana-indicator3-7:and64 (6.9.4-1+bl
libavahi-ui-gtk3-0:and64 (6.8-16)
libayatana-appindicator3-1 (0.5.94-1)
remmina (1.4.39+dfsg-1) ...
remmina-plugin-rdp:and6d (1.4.39+dfsg-1)
remmina-plugin-vnc:anded (1.4.39+dfsg-1)

remmina-plugin-secret:and64 (1.4.39+dfsg-1

triggers
triggers
triggers
triggers
triggers
triggers
triggers

for
for
for
for
for
for
for

man-db (2.13.1-1) ...
shared-mime-info (2.4-5+b2)
mailcap (3.74) ...
desktop-file-utils (0.28-1)
hicolor-icon-theme (9.18-2)
gnome-menus (3.36.0-3)
libc-bin (2.41-12)

localadnin@debian:~$ sudo /root/scripts/test-rds.sh

Remote Desktop Services Test

[TEST 1] DNS Resolution

localadmin@debian: ~
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localadmin@debian: ~ Q

localadnin@debian:~$ sudo apt-get install rdesktop -y
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
Suggested packages:
pescd
The following NEW packages will be installed:
rdesktop
0 upgraded, 1 newly installed, © to remove and 0 not upgraded.
Need to get 224 kB of archives.
After this operation, 696 kB of additional disk space will be used.
Get:1 http://deb.debian.org/debian trixie/main amd64 rdesktop amd64 1.9.0-2+b2 [224 kB]
Fetched 224 kB in 11s (20.9 kB/s)
Selecting previously unselected package rdesktop.
(Reading database ... 140574 files and directories currently installed.)
Preparing to unpack .../rdesktop_1.9.0-2+b2_amd64.deb ...
Unpacking rdesktop (1.9.0-2+b2)
Setting up rdesktop (1.9.0-2+b2)
processing triggers for man-db (2.13.1-1)
localadnin@debian:~$ sudo apt-get install remmina remmina-plugin-rdp remmina-plugin-vnc -y

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

The following additional packages will be installed:
libavahi-ui-gtk3-6 libayatana-appindicator3-1 libayatana-ido3-6.4-0 libayatana-indicator3-7 libvncclientl
remmina-common remmina-plugin-secret

suggested packages:
remmina-plugin-exec remmina-plugin-kwallet remmina-plugin-python remmina-plugin-spice remmina-plugin-www
remmina-plugin-x2go

The following NEW packages will be installed:

libavahi-ui-gtk3-6 libayatana-appindicator3-1 libayatana-ido3-6.4-0 libayatana-indicator3-7 libvncclientl

remmina remmina-common remmina-plugin-rdp remmina-plugin-secret remmina-plugin-vnc

unaraded. 10 newlv installed to _remove and not unaraded
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