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1. [bookmark: _Toc31232647]Introduction
The vast growth of the Internet and Internet enabled devices as well as changes in the ways that data is accessed and stored has meant that the security of information has become a priority for many organisations. According to Fruhlinger [1], Information security or InfoSec can be defined as “a series of practices intended to keep data secure from unauthorised access or alterations”. There are some similarities between information security and cyber security, however they are different concepts and cyber security tends to fall within the broader scope of information security. 
Whitman [2] outlines that the basic components of InfoSec, also known as the CIA triad, can be regarded as:
· Confidentiality – which involves limiting access to information to authorised individuals only and preventing access to unauthorised individuals. This could be achieved using methods such as authentication and encryption.
· Integrity – which means ensuring information is protected in its correct state and preventing data from being modified or corrupted accidentally or maliciously.
· Availability – which aims to ensure information can be accessed by those with the correct permissions and in a format that is usable. 
This report aims to identify and discuss different security frameworks and models that are available to organisations and their respective benefits and drawbacks. The findings will then be used and applied to a scenario for Caribbean Coffee, who are a major provider of coffee to customers and clients all around the world. The company currently has many InfoSec issues that have been identified and an attempt will be made to find appropriate solutions.


2. [bookmark: _Toc31232648]Task 1 – Security Frameworks & Models
[bookmark: _Toc31232649]2.1 Information Technology Infrastructure Library (ITIL)
The Information Technology Infrastructure Library was first conceived in the late 1980’s by the UK Government in response to the growing use of information technology in organisations. Its main aim was to provide best practice guidelines to government departments in organising their IT Service Management (ITSM), which is a set of policies and procedures to creating, delivering, supporting and managing IT services. 
Over the years, the scope of the ITIL has grown to feature best practice guidelines from both public and private sector organisations across the world. Its broader scope has resulted in increased popularity and its availability being extended to organisations outside of government as a solution to formalising their IT Service Management.
Senior management of an organisation adopting ITIL are free to choose and apply the practices that are most suitable to the organisation and can adopt further practices as the organisation grows. It is important to note that there are no mandatory actions that must be taken, only best practice suggestions and recommendations.
ITIL has gone through various stages of refinement and versions since its inception. The current version V3, first released in 2007 and last updated in 2011, is currently going through the process of being updated to version 4, which is a much more streamlined and concise model. ITIL is currently owned by Axelos , which is a joint venture between the UK government and Capita [3]. Despite originating in the UK, ITIL is now widely used across the globe with some high-profile customers including HSBC, Microsoft and Nasa.
Eikebrokk and Iden [4] suggest that ITIL is now the most widely used IT Service Management Framework in the world. They go on to explain that ITIL consists of five best practice guidelines in the following areas:
· Service Strategy – this includes establishing what the business wants to achieve and how it can achieve it. The main aim here is to bring together the IT services with other business processes.
· Service Design – this focuses on designing IT services efficiently and within budget e.g. processes, policies, documentation.
· Service Transition – which includes building and testing the IT services before launching them. Evaluating tests and documenting changes are essential to ensure a smooth changeover.
· Service Operation – which involves the delivery, operation and management of the new services. The delivered system should meet the requirements outlined earlier in the service strategy stage.
· Continual Service Improvement – this involves evaluating how the systems can be further refined and making necessary improvements. 
Axelos [5] identifies that there are numerous benefits of implementing ITIL within an organisation including:
· Improving IT services by using tried and tested best practice processes
· Improving customer and client satisfaction by providing a more professional approach
· A reduction in IT costs as management of services improves
· Establishing a secure environment whilst still allowing for future growth, scale and change in the business in the future
In addition to the potential benefits, White & Greiner [6] explain that there are financial implications in establishing ITIL within a business which can include costs involved with training staff in the new processes and the possibility of having to modify existing ways of working in order to comply with the new guidelines. Access to the ITIL guidelines will also cost money and they can be obtained either by purchasing a hardcopy or by an online subscription to the framework. 
However, whilst there is an initial investment in the framework, it is also suggested that successful implementation of ITIL can result in significant financial savings being made by improvements in an organisations operating procedures e.g. a reduction in critical incidents and the subsequent disruption caused.
There is a certification scheme as part of ITIL, which allows individuals to be certified at various different levels including ITIL Specialist, ITIL Strategist and ITIL Leader. These different levels allow individuals from any team involved with technology to become familiar with running successful IT projects and workflows, not just those who are specifically part of the IT department. Whilst certification is beneficial to showing the organisation is using a security framework, it only applies to the individual and not the whole organisation. The disadvantage here is that turnover of staff could result in certification becoming an ongoing cost to the organisation.

[bookmark: _Toc31232650]2.2 International Organisation for Standardization ISO 27000
ISO [7] explain that ISO 27000 is a comprehensive suite of different standards providing best practice recommendations to all types of organisations. They are designed to help organisations manage the security of their assets such as intellectual property, details stored about employees or customers, and any information supplied by third parties. 
Elements of the ISO 27000 suite began as a British Standard (BSI) going as far back as 1995 before being incorporated into the ISO 27000 set of standards. They are regarded as a global standard and recognised internationally. Combined together they provide a framework and a methodology to assist organisations in achieving their InfoSec objectives. This means it goes further than ITIL by suggesting technical controls that could be implemented by the organisation.
As of 2020, the ISO 27000 suite consists of twenty different sets of standards that are suitable to be used by organisations of any type or size.
Evans [8] explains that the ISO 27000 standards take a risk management approach to security which allows organisations to create an information security management system (ISMS) that brings together a set of policies and procedures to protect a range of information assets against internal and external threats and vulnerabilities. 
It is important to note that ISO 27000 does not just focus on IT related security matters, it also covers issues regarding general information security management as well. This can sometimes act as a good baseline starting point for an organisation as it begins to look at implementing a new ISMS.
The most well-known of the standards in the suite is ISO 27001, which outlines the requirements for an information security management system (ISMS). Sections of ISO 27001 include:
· Terms and Definitions – for clarity of terms used throughout the standards.
· Context of the organisation – understanding the context of the organisation and the scope of the ISMS.
· Leadership – the management of the organisation must provide leadership and authority over the security policy and ISMS as well as assigning security role and responsibilities.
· Planning – the organisation must identify, analyse and evaluate the risks it is exposed to and plan for risk treatment strategies.
· Support – all employees must eb aware of their roles and responsibilities. ISMS documentation must be available and updated regularly.
· Operation – further details about how risks are assessed and treated. Risk treatments that have been implemented must also be documented.
· Performance evaluation – an ongoing process of monitoring, analysing and measuring results of the ISMS. Regular audits reviews should be completed.
· Improvement – there must be an atmosphere of continual improvement. All nonconformities and respective corrective actions must be outlined. Refinements should then be made to the ISMS [8].

Similar to ITIL, ISO 27001 does not specify exactly how organisations should fulfill the requirements or implement controls, but rather specifies what they could do to achieve them. Subsequent standards such as ISO 27002, which focusses on information security controls, can assist with planning of this in more detail.
Similar to ITIL, there is a cost involved when purchasing the ISO 27000 standards. Each standard is available to buy individually, and this can result in greater costs as more standards are adopted.
Successful implementation of the ISO 27000 standards and demonstration that the principles are being followed can lead to certification. In the case of ISO 27000, the whole organisation would become certified and not just the individual. This process is more robust and would require the organisation to make a significant investment in time and human resources to ensure compliance. Certification, whilst not compulsory, provides reassurance for customers, suppliers and other stakeholders that the organisation takes the management of its information systems seriously and that a structured ISMS policy is in place.

[bookmark: _Toc31232651]2.3 National Institute of Standards and Technology (NIST)
The National Institute of Standards and Technology (NIST) [9] is a non-regulatory agency of the United States Department of Commerce. As part of its remit, NIST devised the Cybersecurity Framework (CSF) and the most recent version 1.1 was launched in 2018.
The CSF is a voluntary framework designed to manage and mitigate the risks to critical infrastructure organisations from cyber-attacks, however it has proven to be adaptable enough to extend to many different countries and organisations outside the USA. There is no mandatory requirement for organisations to adopt its guidance or principles. Organisations that do choose to follow the CSF must recognise that the framework is for guidance only and it cannot be implemented as a one size fits all approach. Organisations must assess their own risks and vulnerabilities and apply the guidelines that are best suited for them, similar to ITIL and ISO 27000.
IT Governance [10] explain that the CSF should be regarded as a “living document” in such that it should support continual improvement and is adaptable to changing needs of organisations. This is very important in cyber security as the types of threats are continuously evolving and require fast paced actions to identify, assess and remove them.
At the heart of the CSF is the Framework Core, which outlines the approaches to all aspects of cyber security [11]. The Framework Core consists of five different functions:
· Identify – this involves the organisation understanding the risks to its systems and information assets.
· Protect – this involves putting sufficient controls in place to ensure the risks are managed and dealt with appropriately.
· Detect – this is where the organisation develops processes and practices to identify when a cyber security attack has occurred.
· Respond – in response to a positive detection event, the organisation must have appropriate actions in place to deal with the threat.
· Recover – once a cyber security event has been dealt with, processes must be in place to return the organisation back to normal operation [11].
NIST have published a series of documents called Special Publications (SP) that can assist in planning a  security model. There is no cost involved to organisations to access the Cybersecurity Framework or Special Publications. However, there are more detailed resources available which require payment in order to access them. 
NIST does not yet offer a formal certification for their framework to individuals or organisations.

[bookmark: _Toc31232652]2.4 Summary of security models and frameworks
As expected, the frameworks and models identified in this report contain some similarities and differences. 
Firstly, all of them are technology neutral and can be adopted by all types of organisations.  The choice of which to choose is very much down to the policy and priorities of the organisation. Elements of multiple frameworks can be combined together and indeed some do complement each other well such as ITIL and ISO 27000.
ITIL serves as an excellent framework for best practice guidelines. These have been accumulated from a breadth of private and public sector organisations of all types and sizes, which adds to the appeal of the framework as it contains real-world issues and resolutions. ITIL’s main focus is developing the IT Service Management of an organisation and it is not specific to the issue of information or cyber security, so will need to be used in conjunction with other security models such as ISO 27000 to add more depth to these areas.
ITIL does not specify what actions must be taken to develop IT services, only what should be done. This can result in the framework being interpreted differently by different people and can result in inconsistencies if multiple people have responsibility for InfoSec. It could also result in “loose” application of the guidelines where an organisation believes they are compliant, but the action taken is not sufficient enough.
There is certification available for ITIL, however this is only applicable to individuals and not the whole organisation unlike ISO 27000. The risk of certifying individuals is that they can take their certification with them when they leave resulting in the organisation having to go through an ongoing process of certification which could be costly. ISO 27000 certification is valid for three years and covers the whole organisation. This should reassure customers, clients and other third parties that the organisation takes its InfoSec responsibilities seriously. There is not yet any certification available for the NIST CSF.
All of the models are centered around a lifecycle approach which has a defined starting point and is designed to be worked through systematically. Each stage of the lifecycle is equipped with its own processes and guidelines and there is support available to understand and successfully implement these. Using a lifecycle approach can help organisations to structure their resources and actions appropriately and be able to assess which stage they are at in the cycle. If a stage has been completed, they can then proceed to the next stage.
NIST CSF is very similar to ISO 27000 in that they are both based on risk management. If cybersecurity risks are detected, then appropriate controls and safeguards must be implemented. However, similar to ITIL, there are no specifics of exactly how those controls and safeguards should be used meaning that if an organisation was lacking technical expertise they may not understand what needs to be done. This is where a service level agreement could be used, however there is a cost involved.
There are costs associated will all of the frameworks and models, whether by having to purchase documentation or by having to modify existing processes and retrain staff to meet new guidelines. However, the costs are outweighed by the benefits gained from having a robust InfoSec policy in place such as more efficient use of resources and a reduction in downtime in the event of an attack.


3. [bookmark: _Toc31232653]Task 2 – Caribbean Coffee
Caribbean Coffee currently has the following issues regarding its information security:
· There is no formalised policy established to manage the information security arrangements.
· The company has a large presence all around the globe so any approach must be globally recognised.
· Cloud services are used widely by staff and third parties which leaves the company open to data security breaches.
· 95% of the company network is wireless based which leaves the company exposed to cyber-attacks.
· The company makes use of social media and other online applications with no reference to a social media usage policy for staff or clients.
· Personal devices are used by staff to access the company network and resources with no security controls in place.
· These issues combined together are putting the intellectual property of the company at risk which could have a financial impact and damage to the brand reputation.

In order to create an approach that meets the needs of Caribbean Coffee, all of these issues have been considered. The recommendations for the company are outlined below:

[bookmark: _Toc31232654]3.1 Security Policy
The first issue is for the senior management of the company to decide exactly what they want from an information security policy and to create a set of objectives. The process has already begun as they have identified and are aware of the current issues they face. However, there may be further issues which have not yet been identified that could need addressing also. 
As the company has grown to its current size without a formal security policy in place, it is very likely that there is nobody within the company who has the technical knowledge or expertise in order to create a new policy. In this instance, it would be very wise for the company to consult with external agencies to discuss their concerns and requirements. There are likely to be significant costs involved in doing this, however as discussed earlier in this report, the return on investment should be considered and it is likely that savings will be made across the company in the future from having a formal policy in place.
It is recommended that the company uses a combination of the ITIL security framework and the ISO 27000 security model for their security policy. ITIL will provide the best practice framework for harmonising the IT operations with the rest of the business, whilst ISO 27000 will provide some structure and standards for the company to tailor and develop its own Information Security Management System (ISMS). The structured methodology of ISO 27000 will also help to discourage a fractured and piecemeal approach to the ISMS. 
ISO 27000 is also a good choice as it is a globally recognised standard. The company should aim to embed the principles of ISO 27000 and then aim for certification when the new ISMS is up and running. Certification will provide reassurance to customers, clients and other third parties that the company works with around the world.

[bookmark: _Toc31232655]3.2 InfoSec staffing
A new InfoSec team will need to be created within the company with roles and responsibilities allocated accordingly. The size of this team will depend on the scope of the new ISMS as well as the budget that is allocated by the senior management. There will need to be a manager responsible for all aspects of InfoSec, in particular ensuring that the policy devised to senior management is applied and enforced. There may also need to be other people within the team who have significant responsibilities delegated to them, however the InfoSec manager will remain accountable for the performance of their collective team and will need to report to senior management on a regular basis.

[bookmark: _Toc31232656]3.3 Risk Management
Once all of the information assets that could potentially be at risk have been identified, analysed and evaluated by the new InfoSec team, they will need to decide which strategy to adopt when trying to treat those risks. Strategies include:
· Defence – aim to protect against threats and vulnerabilities and be proactive rather than reactive.
· Transference – shift the risk to another entity e.g. an external agency.
· Mitigation – have plans in place to prepare for an attack with the aim of minimising disruption.
· Acceptance – do nothing additional to protect an asset from risks and accept the outcome of an attack.
· Termination – remove the asset from the environment which presents a risk.
Whitman [2] provides a useful flowchart to help the InfoSec team decide what action to take once an asset has been assessed, as seen in Figure 1:
[image: ]

[bookmark: _Toc31305756]Figure 1: Risk Handling Action Points, Whitman [1]

If a risk is deemed unacceptable, it will require further treatment. The ISO 27002 standard will inform the team of the types of defence controls that can be put into place in order to protect against vulnerabilities. It is important to remember that although the standard suggests defence controls that could be used, it does not specify how they should be used.
As identified earlier in this report, the company is likely to have limited technical expertise and skills in order to provide a fully effective complement of defence controls at the start. Therefore, it would be advisable to adopt a strategy combining transference and mitigation measures. 
Transference will allow the company to use the technical expertise and skills from other entities. This can involve outsourcing to external organisations via the use of service level agreements (SLA). To set these up successfully, the company will need to agree on the overall objectives, their requirements, set ways of gauging success by setting measurements and establishing levels of accountability.
Service level agreements will require a financial investment from the company; however, this will be outweighed by the benefits brought from having experts on board from their respective fields. 

[bookmark: _Toc31232657]3.4 Contingency Planning
Even after risks to the company have been identified and the level of risk mitigated, there is still a possibility that an attack could happen. The company needs to be prepared for this and needs to consider how they will keep functioning and maintain normal operations during an incident with minimum disruption and minimum cost. They must also outline how they would plan to recover from an incident should it occur.
Depending on the size of the InfoSec team there may be a manager responsible for contingency planning. This manager would be responsible for creating a contingency plan specifying the actions that should be taken as part of responding to an incident. These should focus on what should be done before an attack, during an attack and after an attack. This manager would be responsible in the event of an incident occurring and report back to the InfoSec manager.
As the company is dependent on the data from its transactions, there must be a policy in place for protecting that data. This could include making data backups. As a rule, backups should:
· Be made regularly – this could be daily, weekly or monthly depending on what is being backed up
· Be saved on different media e.g. magnetic tape, redundant hard drives 
· Have a copy stored safely in a different location

[bookmark: _Toc31232658]3.5 Protection Mechanisms
Protection mechanisms will need to be put in place to secure the company network and ensure data is secure. The protection mechanisms could include:
· Authentication and access controls - to ensure only authorised individuals access the company systems e.g. passwords, PIN, biometric methods.
· Firewalls – to prevent access to the secure network from external intruders. The simplest form of firewall recommended would be a packet filtering firewall which will scan all data packets as they attempt to enter or leave the network and then accept or reject them based on any pre-configured rules such as IP address or port request. A more robust solution would be for the company to use a unified threat management (UTM) device which would perform the same job as a packet filtering firewall whilst also combining other features such as intrusion detection and prevention, spam and content filters, and also a malware scanner and filter. This type of device would provide an enhanced level of security to the company.
· Intrusion Detection and Prevention Systems – these systems would aim to prevent an attack from happening by constantly monitoring the company network and looking for potential incidents. An IDPS would need to be configured correctly by the InfoSec team and tailored to the requirements of the company.
· Wireless Networking Protection – as 95% of the connectivity in the company is wireless there will need to be encryption protocols used to ensure that data is protected during transmission. The most appropriate protocol would be Wi-Fi Protected Protocol (WPA). WPA uses security keys as part of the encryption algorithm and both the sender and receiver would need to possess the same key for the data to be transmitted successfully.
· Logs – the use of network logs will enable administrators of the system to keep a record of events that occur across the whole network. There would need to be an assessment of exactly what information would be required in the logs and a decision made about where the logs would be stored. There would also need to be guidance on archiving older logs and how long to retain them.
· Personal device security (bring your own device BYOD) – as staff and customers are increasingly using their own devices to access the company network there should be a policy in place to manage this. Although the ISO 27001 standard does not specifically outline how a BYOD policy should work, elements of it can be used to help devise this policy including the mobile device policy guidelines, teleworking guidelines, information transfer policies and procedures and electronic messaging guidelines [12].
· [bookmark: _GoBack]Social media usage – the company is probably very dependent on its use of social media in order to reach out and promote its brand to new and existing customers and clients across the globe.  There may need to be a social media usage policy created in order to help manage this usage. A solid policy, adequate training and sufficient enforcement can help prevent the risks from employees using social media on behalf of the company. Without these controls in place there is a risk that sensitive company data could be shared or the company exposed to risks from malware distributed via social media.


4. [bookmark: _Toc31232659]Conclusion
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