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This report discusses the security considerations implemented in the Equipment Loan System, a dynamic PHP and MySQL website created for managing equipment and loan records. The system includes an admin login, equipment management, loan management, search functionality, and full CRUD operations. As the website allows users to submit data through forms, security was an important part of the development process. One of the main risks considered was SQL Injection, which can occur when unsafe user input is included directly in SQL queries.
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SQL Injection is a web security vulnerability where an attacker enters malicious SQL code into an input field, such as a login form or search box. If the application inserts this input directly into a SQL query, the attacker may change the meaning of the query. This can allow unauthorised access, data theft, data modification, or even deletion of database tables. For example, an attacker may enter a value such as ' OR '1'='1 in a login form to try to bypass authentication. This type of attack is dangerous because it targets the connection between the website and the database.
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The Equipment Loan System uses several input forms, including the admin login form, add equipment form, edit equipment form, add loan form, edit loan form, and search fields. These areas could be vulnerable if user input was placed directly into SQL statements. For example, a login query that directly joins the username and password into the SQL command could allow an attacker to bypass the login system. Because the website stores equipment and loan data, protecting these forms is necessary to prevent unauthorised access and database manipulation.
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                             Figure 1 : Login form code using prepared statements.
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Security Measures Implemented

To reduce the risk of SQL Injection, the website uses prepared statements and parameter binding in the PHP code. Prepared statements separate SQL commands from user input. This means that input submitted by the user is treated as data, not as executable SQL code. In the login page, the username and password are checked using a prepared statement with placeholders. The values are then bound using bind_param() before the query is executed.
The same approach was used in other important parts of the website, including adding equipment, deleting equipment, searching equipment, adding loans, editing loans, and deleting loans. The website also uses htmlspecialchars() when displaying data back to the page. This helps prevent unsafe output from being displayed as active code in the browser.
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SQL Injection Test and Result

A SQL Injection test was carried out on the login form. The value ' OR '1'='1 was entered into the username field, and a random value was entered into the password field. In an insecure system, this input could cause the query to return true and allow unauthorised access. However, in this system, the login attempt failed and the message “Invalid username or password” was displayed. This confirms that the prepared statement prevented the malicious input from changing the SQL query structure.
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                                                 Figure 3:  Injection test
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       Figure 4:  Protected against SQL Injection test successfully

Website Functionality Evidence
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                                Figure 4: Admin dashboard after successful login.
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[bookmark: _Toc235642525]                                 Figure 6:  Search Equipment and Equipment List
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[bookmark: _Toc235642526]Figure 7: Manage Loans page showing loan records and search functionality.
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[bookmark: _Toc235642527]                                  Figure 8: Search loans and Loan list
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Conclusion

The Equipment Loan System includes important security measures to protect against SQL Injection. Prepared statements, parameter binding, input handling, and safe output display were used across the website. The failed SQL Injection login test shows that the system does not allow malicious input to bypass authentication. Overall, these measures improve the reliability and security of the PHP and MySQL application.
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quipment_loan_system > ® login.php

<tphp
session_start();
include 'db.php's

serror

if ($_SERVER["REQUEST_METHOD"] "POST") {
$username = trim($_POST['username']);
$password = trin($_POST('password']);

$stnt = $conn->prepare ("SELECT % FROM users WHERE username = 7 AND password = 7");
$stnt->bind_paran("ss", Susername, $password);
$stnt->execute();

$result = $stmt->get_result();

if ($result->num_rows = 1) {
$_SESSTON['admin'] = $usernane;
header ("Location: dashboard.php");
exit();

} else {
$error = "Invalid username or password.";
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