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Abstract	Comment by Carlene Campbell: 
It should be the last to be written to outline the key finding or contribution that would interest key players and not outlining what is expected but rather what was done.
The following report has outlined the key elements in the recommended security infrastructure of Coffeecapus to effectively mitigate against threats and limit vulnerabilities within a Bring Your Own Device environment.
The main threats to be mitigated against are:-
· Spyware
· Ransomware
· Viruses
· Worms
Within a BYOD environment, the key vulnerabilities effectively fall within the realm of a user remotely connecting to the company’s network, using their own device. As such, it has been deemed prudent to ensure mitigating actions are taken to limit risks associated with this type of connection and interface.
The author recommends that Coffeecapulus implements the following in line with the details set out within the actual report:-
· Introduction of a mandatory security policy for all employees.
· Introduction of MDM software.
· Physical security introduced or strengthened.
· Introduction of robust packet filtering firewalls.
· Introduction of encryption software.
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The Central Problem that this Report will Attempt to Resolve
The following report will detail the development of a “Bring Your Own Technology” framework, covering all aspects of the CoffeeCapulus enterprise network.
As the central theme of any security framework is the mitigation of risks; the following report shall detail those risks, the associated assumptions and how to mitigate against them.
Three central areas will be tackled, namely:-
· Computer Security
· Network Security
· Information Security
For each central area, the author shall:-
· Detail the associated risks that are to be mitigated.
· Document all assumptions.
· Detail the mitigating actions that will be required for each associated risk.
· Detail the implementation of each mitigating action.




[bookmark: _Toc61695832]Report

[bookmark: _Toc61695833]Risks to be Mitigated

Within the realms of Coffeecapulus IT security; there are three key themes that affect the balance of security and access to an organisation’s central system, namely:-
· Threats – a potential activity which could adversely impact any of the following within an organisation:-
· Confidentiality – the privacy of information.
· Integrity – the purity of information.
· Availability – access to information by authorised personnel.
· Vulnerabilities – these are gaps in security that can potentially lead to exploitation from a threat.
· Attacks – The exploitation of a vulnerability to cause harm to an organisation.
As can be concluded from the information above; any organisation’s ability to mitigate against the risks posed by threats hinges on its ability to successfully address vulnerabilities. As many vulnerabilities should be addressed as is pragmatically possible within an organisation’s operating model.
Cisco [1] lists malware as the most common type of cyber attack, and outlines that it,
“breaches a network through a vulnerability, typically when a user clicks a dangerous link or email attachment that then installs risky software.”
Cisco goes on [1] to describe this as malicious software that comes in the following forms:-
· Spyware
· Ransomware
· Viruses
· Worms
Furthermore, Cisco [1] goes on to detail what malware is capable of once that it is inside the system:-
· “Blocks access to key components of the network (ransomware)
· Installs malware or additional harmful software
· Covertly obtains information by transmitting data from the hard drive (spyware)
· Disrupts certain components and renders the system inoperable”

Slayton and Clarke [2] outline two key types of malware threat in viruses and worms. These two examples are types of malware and will be deployed in a cyber-attack and could potentially pose a threat to Coffeecapulus.
A virus can be described as malicious code that is initiated by the end user and requires a program to act as a “host”. Whereas a worm can be described as malicious code that replicate and subsequently limits the efficiency of a given network, running independently and therefore not requiring a host program.
A buffer overrun is commonly used to inject code onto a platform. As Cheruvu et al [3] point out,
“Return-Oriented Programming (ROP) and Jump-Oriented Programming (JOP) are two techniques used by attackers to create exploit code without having to download large binaries to the target platform. Buffer overruns have been used since the Morris Internet Worm to inject code onto a platform and cause that code to execute.”

As well as the threats posed by malware (such as viruses and worms); a number of other potential cyber attacks, according to Cisco [1], are:-
· Phishing
· Man-in-the-middle attack
· Denial-of-service attack
· SQL injection
· Zero-day exploit
· DNS Tunnelling
In addition to threats that are external to the organisation, a number of threats could also exist in the form of an end user within the organisation. These could potentially manifest in one of the following ways:-
· Conducting their role without following organisation level policies through:- 
· Ignorance
· Deliberate action
· Intentionally carrying out acts of harm to the organisation.
· Acting on behalf of a malicious third party following:-
· Blackmail
· Manipulation
Each of these security risks lead to the need to find a balance between both providing and prohibiting access. This will be discussed further under Mitigations.
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· Coffecapulus has not set a budget limit for any security recommendations.
· Individual standard servers will be used to house the following:-
· User Database
· Student resources
· Staff Resources
· The BYOD infrastructure will be set up as indicated in Figure 1 of the scenario.
· 
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The central vulnerabilities associated with this particular BYOD can be outlined as follows:-
· The device falling into the hands of an unauthorised user.
· A device belonging to an unauthorised user is permitted access.
· Data is intercepted between the organisation’s databases and the end user.
In order to mitigate against the risks posed under the Computer Security heading within the Risk Section, we must consider the following techniques:-
· Encryption
· Controlling User Access
Encryption
According to Cisco [4]:-
“Encryption is the process of converting or scrambling data and information into an unreadable, encoded version that can only be read with authorized access to the decryption key. Encryption is a widely used security tool that can prevent the interception of sensitive data, either while stored in files or while in transit across networks.”
Furthermore, according to Miller & Tucker [5], encryption is defined as:-

“…a way to encode computer files so that only someone with access to a secret “key” can read them.”
Encryption, through cryptography, can serve to hide the true form of data which is intercepted by a threat. There are a two key encryption types which, according to Cisco [4], are:-
“Symmetric encryption uses the same key for encryption and decryption. Because it uses the same key, symmetric encryption can be more cost effective for the security it provides. That said, it is important to invest more in securely storing data when using symmetric encryption.
Asymmetric encryption uses two separate keys: a public key and a private key. Often a public key is used to encrypt the data while a private key is required to decrypt the data. The private key is only given to users with authorized access. As a result, asymmetric encryption can be more effective, but it is also more costly.”
Therefore, for coffeecapulus, the security policy for BYOD shall advise that asymmetric encryption is used, wherever possible.
Even when employing encryption software; the potential loss of encrypted data should still be mitigated against, as Miller and Tucker explain [5]:-
Loss of encrypted data is harmful in three ways:-
· A user that has downloaded data will usually access it via a key held separately (on an alternate hard drive).
· A user with access to readable data is still in a position to use it in a harmful way.
· End users are potentially able to access and store data which has been both downloaded and decrypted.
Access Control
When considering Access Control, according to Cisco [6]:-
“Network access control, or NAC, solutions support network visibility and access management through policy enforcement on devices and users of corporate networks.”
Incorporating access for certain users to particular parts of the network, in conjunction with asymmetric encryption, should provide Coffeecapulus user devices and servers with a reasonable mitigation against the potential threats posed to its vulnerabilities.
Information Security - Data Retention
Cisco [7] contends that:-
“IT must have a strategy for protecting business data on all devices whether corporate managed or employee self-supported and managed.”
Therefore, when devising a strategy for implementing IT Security within Coffeecapulus; this should be considered carefully. A number of mitigating factors regarding data retention within a BYOD environment, according to Cisco [7], are:-
· A Business Partition (held on the device which acts as a container of corporate data that can be tightly controlled).
· The need for a Virtual Desktop Infrastructure (VDI) Application (to allow access to sensitive or confidential data without storing the data on the device).
This is also tackled by Bashir [8] when discussing the use of mobile device software.
Bashir [8] states that it is possible to install and deploy MDM software that is capable of carrying out the following:-
· “Ability for end user to leverage the ISE My Devices Portal to manage personal devices, e.g. Full Wipe Corporate Wipe and PIN Lock”
When considering that this is possible; it is clear that any data retention that takes place can be fully deleted from a user’s device through the use of MDM software.

Network Security – Packet Filtering Firewall
Before providing the detail of what a Packet Filtering Firewall is, in addition to its advantages and disadvantages; what follows is a short definition of a Firewall, according to Cisco [9]:-
One could consider a firewall to be a “gateway” which exists and has been deployed between two networks, and its purpose is to prevent a network or a computer being exposed to a given threat. The firewall itself can take the form of stand alone hardware or software that has been installed on a given device, and exists between a minimum of two interfaces within a network. (With one side connected to an interface which needs to be protected and the other exposed to potential threats).
A firewall’s functionality is based on rules that are defined within an Access Control List (or ACL). This list will be defined by the network administrator. As each packet makes its way through the firewall, the firewall checks the packet’s attributes against those listed in the ACL. In the event that it finds a match; the packet is permitted to cross the firewall. Whilst the firewall usually screens the packet header, it is also able to filter contents based on a number of attributes, including:-
· Address
· Protocol
· Packet attribute
· State (not applicable to Packet Filtering Firewalls)
Firewalls keep a log of any activities that have transpired (as defined by a network administrator).
When considering a Packet Filtering firewall, Cisco [9] tells us the following:-
A Packet Filtering Firewall may only be deployed on a Network Layer of the OSI model and are normally installed on a router which exists between an internal network and the internet. As outlined above; a Packet Filtering Firewall drops any packets not defined in an ACL, with the logs updated accordingly. A Packet Filtering Firewall differs from other firewalls as ACLs are not based on state.

Physical Protections
In order to provide physical protection for the Infrastructure, it is recommended that Coffeecapulus consider the following levels of mitigation:-
· Physical Level 1 - Cables and locks used to secure or tether physical infrastructure where possible. Useful when used for:-
· Stand alone PCs
· Monitors
· Docking stations
· Physical Level 2 – “Cages” or physical cells. Useful when used for:-
· Routers
· Servers
· Switches
· Physical level 3 - a locked room. Useful when used for:-
· A Server Room
· An office containing stand alone IT equipment

Implementation

Encryption

Two examples of potential Encryption techniques are:-

· RSA
and
· ECC (Elliptic Curve Cryptography)
Cisco details each approach as follows [4]:-
· RSA
“The RSA encryption key, named after creators Ron Rivest, Adi Shamir, and Leonard Adelman, is the standard encryption technique for important data security. RSA is asymmetric cryptography, so there is one public key and one private key. The RSA algorithm uses prime factorization. Simply put, this key requires the factorization of a product involving two large prime numbers. While it seems easy, figuring out these two numbers can be difficult. Even for large computers, it can be expensive and exhaustive to decrypt. While RSA can be very useful, it becomes increasingly inefficient at higher security levels.”
· ECC
“Often based on a common public key algorithm, ECC combines elliptic curves and number theory to encrypt data. These elliptic curves are within finite fields and are symmetrical over the x-axis of a graph. Given these properties, cryptographers can provide robust security with much smaller and efficient keys. For example, an RSA key of 15,360 bits would be equivalent to an ECC key of just 512 bits.”
In both scenarios, the encryption software would need to be purchased by Coffeecapulus and deployed on their internal systems, making the software available to download onto user devices; with the associated licences controlled by time bounds held within a user database. This will enable the decryption software to be easily disabled following the exit of an employee from the organisation.

Security Policy
In order to successfully embed the points detailed thus far under the Implementation section and ensure actions are carried out to roll out the points outlined under the Mitigation section; it will be necessary to put a security policy in place. This will strategically put the necessary Information Security in place across Coffeecapulus.
The policy itself is simply a set of rules that individuals within an organisation, who have access to any information asset or in-house system, must adhere to.
This report recommends the framework of the Policy document should contain four key sections, namely:-
· A Central Policy Section
The policy itself will dictate that all personnel must adhere to the standards set within the policy. It will be a short written paragraph defining any central courses of action that apply to the whole organisation regarding security.
· An Organisation Wide Set of Security Standards, including:-
· Passwords
· Minimum number of characters
· Minimum number of character types
· Must include specific character types.
· Passwords must not be shared.
· Passwords must not be written down.
· Device use
· BYOD may still have specific requirements for device manufacturers and deployed software.
· Internet use
· BYOD will potentially limit the device’s access to the internet whilst connected to the organisation’s network (MDM will explore this further)
· Information classification
· Certain documents will potentially require markings that have specific handling standards. They would be defined here.
· Physical security
· Any and all physical security standards (based on those in the mitigation section of this report) should be stipulated here.
· Software Requirements
· MDM Software must be deployed on all personal devices that are connected to Coffeecapulus Infrastructure.
· Operational Instructions for Using the Policy and Associated Standards
· A step-by-step procedure for implementing the baseline standards above.
· MDM instances that could potentially require an Operating Instruction, according to Bashir [8]:-
· “Device registration- Non registered endpoints accessing the network on-premises will be redirected to registration page on MDM server for registration based on user role, device type, etc”
· “Remediation- Non compliant endpoints will be given restricted access based on compliance state”
· “Periodic compliance check – Periodically check with MDM server for compliance”
· “Ability for ISE administrators to issue remote actions on the device through the MDM server (e.g.remote wiping of the managed device)”
· “Ability for end user to leverage the ISE My Devices Portal to manage personal devices, e.g. Full Wipe, Corporate Wipe and PIN Lock.”
· A Set of Guidelines for Undertaking the Any Policy Implementation
· This will outline varying scenarios and dictate which parts of the policy should be referred to in these instances as well as the operating instructions that may apply.
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Should summarised your key areas of the report and conclude with the relation to case study

Coffeecapulus should implement the set of standards and carry out the recommended mitigating actions detailed and/or defined within this report.
This will lead to a safer environment for Bringing one’s own device.
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Network Diagram
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]The key concepts discussed. More reference citation could be used. You should consider other credible sources; academic journals are normally highly credible sources while websites require careful consideration/selection and should be used sparingly.  (Grade mark: 60.00%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]9

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have shown understanding of the assignment.  You have not use the IEEE report format. (Grade mark: 60.00%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]9

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA][bookmark: _GoBack]See comment in your report about your abstract, introduction and conclusion Throughout the report you have mainly define most of threats and the information security terms, it would be could to discuss them and paraphrase more rather than using "quotes", this will reduce your similarity on turnitin. You have not  explained your design. (Grade mark: 62.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]25

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]You have done a simple packet tracer design which have been tested.  The main switch has no security measures configured such as password.  Your wireless router has WEP enable which is not recommended as a security measures.  (Grade mark: 45.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]9

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your report need formatting and could flow better.  Your writing can also be improved. (Grade mark: 50.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]57%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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