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1.Abstract  
This module considers the growing level of cybersecurity threats experienced by research organisations 

and the healthcare service, focusing on issues of vulnerability that can result from inadequate staff 

training, ageing systems or out-dated security policies. A case study that looks into the breach of 

MacKay Memorial Hospital in February 2025 uses MITRE ATT&CK® Enterprise Matrix to identify 

tactics, techniques used by attackers, their weaknesses and preventive actions. More over the structure 

of Cureton Pharmaceutical company is simulated in virtual lab. Environment to study different defense 

mechanism without compromising sensitive data. There are also some serious risks involved and 

solutions for mitigating them. In summary it highlights the necessity for proactive security measures 

to protect sensitive information, preventing operational disruption and minimizing monetary and 

reputational losses. 

2.Introduction 

In recent times, there is a significant surge in cyber-attacks against deep research centers and 

healthcare. These increases can be attributed to such factors as a lack of staff awareness, insufficient 

training in cybersecurity and poor security configurations. Too many organizations are still running 

legacy, insecure systems and have inadequate policies in place leaving organizations open to attack 

from cyber criminals who often use cutting-edge technology.[2]. Consequently, hackers and various 

malicious entities are seizing opportunities to infiltrate these institutions and steal sensitive data related 

to business, medical patents, and operational methods. The repercussions of such attacks extend beyond 

data breaches, as they disrupt emergency services, compromise patient safety, and delay crucial medical 

procedures. [1] These incidents also impose significant financial burdens on hospitals and research 

centres, which often invest millions in recovery efforts. A detailed analysis of a cyber-incident at 

MacKay Memorial Hospital in February 2025 is presented to examine the breach process, exploiting 

weaknesses, and potential protective measures .[7] Using the MITRE ATT&CK® Enterprise Matrix, 

this paper evaluates the attackers' tactics and techniques, identifying the root causes of the incident, 

which may include unpatched systems, misconfigurations, human errors, and failures in existing 

security controls. 

This paper assesses the cybersecurity architecture of Cureton Pharmaceutical Company to evaluate its 

effectiveness in safeguarding intellectual property, brand reputation, and financial assets against cyber 

threats. Given the sensitivity of the data held by pharmaceutical organizations, the assessment takes 

place in a secure virtual lab environment, ensuring that no real data or operations are impacted. The 

virtual setting incorporates an Active Directory domain, an AWS Virtual Private Cloud, and a functional 

CI/CD pipeline. The report will adhere to cybersecurity standards and define the Rules of Engagement, 

threat emulation plans, and configuration details, facilitating compliance with peer review and academic 

requirements. Additionally, it will inform the executive board of identified risks and present strategic 

recommendations along with a cost-benefit analysis to enhance the organization’s security posture. 
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Task-1: Strategic Threat Analysis of a single, recent, and sophisticated cyber security attack that 

targeted a pharmaceutical, healthcare, or critical research organization 

Case scenario: Crazy Hunter Ransomware on MacKay Memorial Hospital (Taiwan, Feb 2025)[4] 

 

3.Context  

In February 2025, MacKay Memorial Hospital in Taipei, Taiwan was struck by a serious 

ransomware attack referred to as ″″Crazy Hunter", which affected more than 500 hospital 

systems and disrupted patient care. Investigators determined the attackers’ entry point was 

likely an employee who, using either a bad USB drive or compromised weak Active Directory 

credentials, allowed entry. After gaining access, the threat actors disabled security settings, 

escalated privileges with a vulnerable driver and employed Windows Group Policy Objects to 

spread ransomware on systems. The sophisticated assault unfolded in a series of steps, 

including initial access, reconnaissance, escalation, lateral movement and impact that are 

consistent with the MITRE ATT&CK® Enterprise framework. 

After analysing the MacKay Memorial Hospital visualize a network diagram  

Figure-

Figure01: Visualised existing network diagram of MacKay Memorial Hospital 
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METRE attack follow the TTPs  

3.1 Tactics, Techniques and Procedures (TTP) 

The term "Tactics, Techniques, and Procedures" (TTPs) describes the particular tools, 

techniques, and methods that threat actors employ to carry out cyberattacks or accomplish their 

goals. An essential component of incident response and cyber threat intelligence is 

comprehending and cataloguing TTPs.[3] 

In any cyberattacks TTP follow few steps these are given below 

 

Tactics Techniques 

Execution T1047 – Windows Management Instrumentation 

Persistence T1543 – Generate or change System Process 

Privilege Escalation T1543 –  Generate or change System Process 

Defense Evasion T1222 – File and Directory Permissions 

Modification 

T1564 – Hide Artifacts 

Discovery T1083 – File and Directory Discovery 

T1120 – Peripheral Device Discovery 

T1018 – Remote System Discovery 

T1016 – System Network Configuration 

Discovery 

Lateral Movement T0866 – Exploitation of Remote Services 

T1570 – Lateral Tool Transfer 

T1563 – Remote Service Session Hijacking 

Command and Control T1573 – Encrypted Channel 

T1090 – Proxy 

Impact T1486 – Data Encrypted for Impact 

T1490 – Inhibit System Recovery 

T1489 – Service Stop 
Table-01: Metire attack steps [3] 

 

3.2 Mapping MEIRE attack to Crazy Hunter Ransomware on MacKay Memorial Hospital 

Stage Tactics Techniques Work surface 

Initial TA0001 T1091  For the attack on MacKay it looks like that the 

attackers came in through a couple of vectors: they 

ran a Malicious USB drop variant where someone 

who executed the infected USB stick inadvertently 

brought Crazy Hunter into the company and went 

for weak domain credentials, probably using brute 

force against striped Active Directory passwords. 

 

Execution TA0002 T1059  

(Sub-technique: 

T1059.003  

A batch program was used to automate the cyber-

attack process by executing a series of 

components at once. Initially, it executed “go2. 

exe” and “go. exe” to bypass security for the file, 

and “go3. exe” to initiate the ransomware. The 

script had back up procedures that used antivirus-

killers since the main steps failed. On the whole, 
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the adversary used user-triggered scripts to run 

malicious payload and evade security protections. 

Persistence  TA0003 T1484 Aggressor Tactics Attacker showed long-term 

persistence by tampering with domain policies 

using Windows Group Policy (T1484. 001: 

Domain Side Attack (i.e., Domain Policy Change) 

with Sharp GPOAbuse. This approach permitted 

the execution of a variety of malicious scripts or 

tools on all hosts in the Active Directory domain, 

providing persistence through reboots as well as 

allowing for automated spread to other machines. 

Threat STOP emphasizes on necessity of GPO 

abuse to achieve the steady execution of malware. 

Privilege 

Escalation  

TA0004 Technique 

Sub-

techniqueT1553. 

002: 

CrazyHunter inserted a hole into the Zam64. sys 

driver from Zemana Anti-Malware is used by 

attackers to escalate privileges in a Bring-Your-

Own-Vulnerable-Driver (BYOVD) move. The 

abuse of this could be classed as T1068: 

Exploitation for Privilege Escalation because it 

allowed the malware to gain system level 

permissions. Additionally, the driver turned off the 

endpoint defenses, and employed defense evasion 

tactics. By using the valid signed driver (T1553. 

002: Code Signing), the attacker managed to 

bypass security controls and gain administrative 

privileges. 

Defense 

Evasion  

TA0005 T1562 Defense Evasion (TA0005): Multiple evasion 

tactics were used. The signed zam64. sys driver 

was (BYOVD) to terminate or crash security 

software-processes(Microsoft Defender, 

Avira)socradar. io. This is a form of T1562. 001: 

Impair Defenses (to switch off protections). 

Furthermore, the ransomware along with its helper 

files pretended to be system components 

(Technique T1036: Masquerading) to hide 

amongst regular processes.”threatstop. com. This 

allowed the malware to be propagated without 

detection. (TrendMicro analysis has confirmed the 

BYOVD driver being abused and killing 

processes continously to evade socradar. 

iosocradar. io.) 

 

Credential 

Access  

TA0006 T1110 and  

T1557 

Intruders took advantage of multiple tactics for 

credential abuse and lateral movement within 

organizations. They tried brute-forcing weak 

passwords in Active Directory and probably pulled 

credential hashes from domain controllers, 

however no verified public dumps have yet been 

reported. Things were not helped by the existence 

of NTLM relays and forensic tools like 

secretsdump. exe indicates that they attackers 

leveraged credential dumping. 
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Discovery  (TA0007 T1018 Once inside the network, the attackers engaged in 

active reconnaissance. The actors were observed 

searching for other hosts and domain resources 

post-compensation (T1018: Remote System 

Discovery). For instance, they started by 

implementing a SOCKS proxy that scans for 

machines associated with the AD internal IP 

ranges .This enabled them to target for additional 

exploitation, servers that had trust in the domain 

(i.e., AD Certificate Authority) 

 

Lateral 

Movement  

TA0008): T1021 The attackers utilized their acquired credentials 

and knowledge of the hospital network to navigate 

laterally, employing native Windows remote 

services and tools, specifically through Remote 

Desktop Protocol (RDP) to access a server capable 

of reaching the Active Directory Certificate 

Services (AD CS). They also configured port 

forwarding using netsh and custom tools, such as 

PortBender and WinDivert. By leveraging 

compromised domain credentials, they propagated 

malware via Group Policy Objects (GPOs), 

enabling effective lateral movement throughout the 

network. 
 

Command 

and Control  

TA0011 T1071 The ransomware established communication with 

attacker-controlled domains using standard web 

protocols, specifically through outbound connections 

over HTTP/S. Infected hosts contacted known 

command and control sites, such as tianyinsoft.top, to 

receive commands or encryption keys, which is 

typical of command and control communication. 

Impact TA0040  The adversaries executed a malicious payload across 

the environment, employing high-strength encryption 

to compromise files, affecting over 600 PCs. The 

malware altered desktop wallpapers to display 

ransom messages and appended a “.Hunter” 

extension to the encrypted files. Additionally, it 

aimed to corrupt or delete backups and induced a 

denial-of-service condition in hospital networks. 
Table-02: METIRE attack mapping [5] 

4. Root Cause Analysis (RCA) 

Multiple systemic glitches and points of vulnerability paved for the way for Crazy Hunter. The root 

causes included: 

4.1 Lack of Inbound & Outbound Endpoint Controls: The initial infection with USB (T1091) was 

effective due to the lack of control over removable media. There was neither any useful USB control or 

(DLP) like device control tool to block and inspect unknown USB devices .Healthcare even still uses 

legacy workstations which permit USB by default, helping to usher in unvented malware via that 

means.[7],[5] 

4.2 Less-secure AD configuration: Active Directory was an Achilles heel. Domain accounts had weak 

or T1078 A trusted third party to compromise (T1078)threat stop. They were able to log in using only 
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passwords since multi-factor authentication, it seems, was not forced. Further, the attackers had edit 

Group Policy permission – suggestion too powerful AD admin permissions. [7],[5] 

4.3 No Network Segmentation: Once inside, the bad guys had free rein. It should be noted that the 

hospital network was not properly segmented. This allowed the attacker to access the AD Certificate 

Authority and SMB servers through a proxy The NTLM relay attack may have been stopped, however, 

if the AD CS was air-gapped networks or only accessible via secured jump boxes. [7],[5] 

4.5 Backdated  Systems: The fact that a BYOVD attack actually worked means those systems were not 

patched or monitored. Healthcare systems are often behind on patching . This is in line with the stated 

fact that 99%, of surveyed hospitals contained known exploited. [7],[5] 

4.6 Poor Monitoring of Security: The attacker was only identified once the mass encryption had taken 

place, much earlier malicious activity went undetected. There were no good alarms in place that alerted 

to abnormal behaviour. [7],[5] 

Together, these root causes — poor endpoint hygiene, weak AD practices, bad segmentation, unpatched 

software and little if any monitoring — contributed to an environment where sophisticated gangs like 

Crazy Hunter flourished. 

 

 

5.Recommendations for isolation and protection.  

To protect against these types of evolved threats, companies should consider taking steps to defend 

themselves proactively by adopting layered security controls, architectural hardening and monitoring: 

5.1 Enhanched endpoind security: Block or manage use of USB devices to ensure colonization via 

malicious media-based. Make sure workstations are running the latest security software that blocks 

known malicious drivers. Leverage EDRs that can detect signed driver abuse. 

5.2 Deploy policy on Active Directory: Leverage least privilege and zero trust in AD. Require MFA 

for all domain-based sign-ins to expose. Audit and removed unnecessary domain rights.. mainly for 

GPO editing. Turn of legacy NTLMv1 and stop NTLM relaying Periodically change passwords and 

implement strong complexity to help deter brute force (T1110). 

5.3Segregate Network based on service : Segment network such that vital servers (AD controllers, cert 

servers, medical devices) can be isolated from generalized user networks. Deny SMB and RDP traffic 

between untrusted zones. For instance, having AD Certificate Services located in a separate VLAN or 

protected behind an admin jump host will limit lateral. Isolate back-office and patient-care systems 

from office networks to minimize cross-contamination. 

5.4 Latest software : Establish a patch management accountability structure. Implement timely security 

updates for operating systems, server software and antivirus clients. The idea here is this will block 

known Office exploits. 

5.5 Auto Detect problem by analysing log: Improve the capability to monitor unusual actions. Deploy 

SIEM/EDR/XDR rules to catch: 

Anomalies in logins or brute-forces on AD accounts. 

Changes in Group Policy Objects or newly/scheduled tasks on domain controllers. 
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Lots of process killing  

5.6 Backups and Incident response: Keep offline backups of important data that cannot be tampered 

with, test restoration processes Regularly. Make sure backups are not easily encrypted or deleted by 

malware .Create an incident response plan,so staffers understand how to work safely during outages 

5.7 Training and consciousness: Train organizational users to understand and avoid risky activities 

.Routine phishing simulations and education about source verification can help curtail at least initial 

infection vectors. Instruct employees about what to do in the event of internet breach. 

5.8 Threat Intelligence and Collaboration: Subscribe to ransomware intelligence sharing between 

entities in the healthcare sector. Early warnings of new ransomware strains and leaked victim data can 

also result in pre-emptive measures being taken. Share campaign details between peer institutions and 

government CERTs to keep up with new campaigns. 

By implementing these controls – more stringent endpoint and device policies, strong identities and 

networks, rigorous patching procedures and the ability to monitor in detail what’s on network. The 

theory is always to expect that an attacker will eventually get through perimeter defences so rather than 

just watching a guard at the gate, we want alerting when they stray or behave suspiciously around the 

inside of those walls. 

 

 

 

 

Task-2  

Penetration test on Cureton Pharmaceutical Company (CPC) hybrid infrastructure 

6.Rules of Engagement 

 6.1 Purpose  

 This ROE sets the limits on what are variables, allow activities and safety standards of this simulated 

APT-style Red Team scenario. This test is to ascertain if CPC is capable of detecting and responding to 

the theft of a fictional research data within its Hybrid environment. 

6.2  Scope 

In Scope 

On premiss active directory (R&Domain) with 'active domain user. 

AWS VPC hosting the Clinical Trial Data Portal The simulated server was deployed on an Amazon 

Web Services (AWS) Virtual Private Cloud (VPC). 

Web service for CI/CD pipelines 

Out of Scope 

Precise data such as type of patient or business impact. 

Original workers for this owner isn't part of recon. 

No malicious or destructive attack 
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Third-party systems 

6.3 Activities Permitted 

• Examination of sanctioned lab systems 

To determine how defences reacted to activity concerning credential misuse, we generated this type of 

attack by acting against test accounts. 

It predicts privilege-escalation and lateral-movement paths according to attack paths. 

We did all of this in a faux lab environment not with actual hands on the doom drones, but simulating 

C2 traffic instead. 

6.4 Prohibited Activities 

• Real use of production assets 

•Malware or payload execution and deployment 

6.5. Success Criteria 

At the heart of the model-based approach is a structured correspondence between desired TTPs for 

emulation to MITRE ATT&CK. 

• Documented attack narrative 

• Identification of detection gaps 

These directions are in line with industry best practice. 

7.Threat emulation plan 

7.1 Goal of Threat Emulation 

This threat emulation methodology provides a high level tactics and techniques to mimic an advanced 

persistent threat (APT) against CPC's hybrid infrastructure. The overall goal is to test CPC's capability 

to detect and thwart an emulated stealthy exfiltration that would occur using fake research data. Each 

action-item that's in the plan is mapped to ATT&CK® tactics and techniques. 

7.2 Engagement Environment 

This threat emulation is conducted in a virtual lab, and emulates: 

On prem Active Directory (R&D) 

AWS VPC   

GitHub Actions CI/CD Pipeline web server 

 

8. Penetration test mapping to METIRE attack flow. 

Actively METIRE ID 

Phase 1: Reconnaissance- Understand the target environment, identify exposed services and 

high-value assets. 

Reviewing public-facing information T1592 – Gather Victim Org Info 

Identifying cloud assets from documentation T1584 – Cloud Infrastructure Recon 

Phase 2: Resource Development: Set up infrastructure for a stealth mission. 

Setting up lab-safe T1583 – Acquire Infrastructure 

Phase 3 :Initial Access 
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Determine how an APT might penetrate the 

hybrid environment 

 

Looking for weak AD persistence mechanisms T1136 

Potential residual clouds T1098 – Account Manipulation 

Phase 4: Execution- Execute simulated theoretical commands to simulate attack 

Reviewing allowed script T1059 – Command/Scripting Interpreter 

Phase 5: Persistence-  

Looking for weak AD persistence protocols T1136 – Create Account 

Phase 6: Lateral Movement 

Mapping RDP/SMB lateral movement paths   T1021 – Remote Services 

Reviewing CI/CD for cloud T1550 – Web Session Cookie 

Phase 8: Collection 

 

Discovering AWS Data Storage Locations T1530 – Data from Cloud Storage 

Phase 9: Exfiltration 

System login T1041 – Exfiltration 
Table-03: METIRE attack mapping with penetration test. 

 9.Tools & Resources 

Diagramming tools (Draw.io) 

Security frameworks (MITRE ATT&CK) 

Virtual box for preparing the environment. 

Kali linux for penetrate 

Nmap for recon 

Metasploitable-2 framework for vulnerabilities and penetration 

Nessus for vulnerabilities findings and report.  

Burp-suit for XSS and SQL-injection. 

9.1. Expected Outcomes 
The threat emulation should deliver: 

Weakness or vulnerabilities of network and system 

Mapped with MITRE attack 

Strength of CPC’s visualized environment 

Suggestions for protection and reconstruct the network 
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10. Network Diagram of visualize CPC network 

 

Figure02: Visualize network digram of CPC Pharma 
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11.Execution 

11.1 Simulation Lab preparation  

 

 To create virtual LAB we required to install virtual box. This figure shown how to install virtual box 

in a PC. 

 

 

Select next to forward the step. 
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Accept the license agreement and go for further steps.  

 

 

Process of installation and create a desktop icon. 
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Installing the virtual box final steps. 

 

After installing the virtual box we will get such interface and by deafualt there is no instance present 

right now. 
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To Create instance according to our diagram will go to new button and prompt up above figure. Put a 

name AWS-VPC  

Setup the resource based on the requirements of VM instances 
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Mount the OS, according to our assignment AWS-VPC have to use metasploitable, so we introduce 

here metasploitable-2.  

In This way we have installed multiple instance i.e. OWASP as a CI/CD pipeline webserver, Windows-

12 as a AD R&D server and Windows-7 as a AD-User.  

 

 

Kali is hackers tool so have a look on installation on kali 
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We need to allocate more resource compared to other instance into kali because it is running always. 

 

Here we use kali-2019 in kali instance. 
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Kali installation is finished now its power up. 

 

 

This is the kali login panel need to credential to login into kali. 
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After login this is the terminal of kali. 

 

 

 

After installing all the instance this is the list of VM’s and this is our full lab environment 
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11.2 Starting reconnaissance for gather information 

Kali to AWS-VPC 

 

Before starting the penetration test we check the reachability. Sending icmp request ensure the 

rechability from pentester tool kali to AWS-VPC 

 

  

Start the db_nmap for tracing from metasploitable framework. 
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After creating and initiating database start metasploitable framework in kali by putting command 

‘msfconsole’ 

 

This is the scanning result from kali linux using metaslopitable framework through db_nmap 

Command “db_nmap 10.10.7.9”  
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Here db_nmap is command syntax and 10.10.7.9 is target AWS-VPC. After scanning found some 

vulnerabilities. Like. FTP port is open, ingress lock is open, irc open. Apart from this service running 

on default port.   

 

 

11.3 Scanning AWS-VPC by nessus 

 

 

This the initial stage of reconnaissance to AWS from Nessus. One vulnerability scanning is ongoing.  

 

 

 



25 
 

 

This is the scan result and found 21 vulnerabilities 

 

 

This is the Nessus report about the severity of weakness.  
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In-detail about NFS share, what will be the impact and how to protect systems from this vulnerability.  

 

 

Found some service are running in default port. Like ftp. 

 



27 
 

 

 

Exploitable vulnerabilities. Which is compromised in our LAB. 

 

11.4 Exploitations of AWS-VPC 

 

 

This 1524 is dedicated to ingress-lock which is assigned for ingress database lock 

management. We successfully logged in into the system using this port. 
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Able to run command. Above figure is the output of “who” .  
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Found exploit/unix/ftp/vsftpd_234_backdoor for exploiting vsftpd. Use this path by using command  

“use exploit/unix/ftp/vsftp_234_backdoor” 
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set remote host our target machine. By “set RHOST  10.10.7.9” 

 

After all this thing send run command to execute the settings and exploit the systems and successfully 

create a session. 
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Above figure depicts the output of who command.  

 

 

 

We run several command like mkdir to create directory. This is the output of “mkdir” command.  
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This is the list of directory outcome of ls –l command here presents the hacker directory which I have 

been created. 

 

 

 

We are going to exploit another vulnerability and we found 

exploit/unix/irc/unreal_ircd_3281_backdoor 

By putting command “use exploit/unix/irc/unreal_ircd_3281_backdoor” go to this path and  
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then set remote host as target machine 10.10.7.9 by entering the command 

“set RHOST 10.10.7.9” 

 

Then put “run” command to execute and get a remote session. 
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Evidance of success-03 

 

Exploiting the system and creating a remote session. 

 

 

After got the remote session verifying the access  
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This is the output of command uname –a it shows the name and os version of the system. 

 

The above figure is the output of uname –a command, which proves that system is compromised. 
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11.5.Kali to R & D_AD Recon 

 

 

Before start exploitation we have to ensure the reachability. By sending ICMP echo request 

we checked the reachability and found it is ok. In our LAB AD-R&D IP is 10.10.6.3 

 

 

 

From Metasploitable we scan AD_R&D for gather information. 
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This command uses for find out the service version. Above figure it is observing that Active 

directory service and domain name are visible. 

 

 

 

 

This is the scan report from Kali linux using NMAP  

Nmap –sV –O –T4 10.10.6.3  

This command will give output regarding open ports to determine what service is running. Os 

detection and timing template.  
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This is the output of db_nmap –A command. This command gives the update of all information 

regarding service in detail. In the screen shoot we have seen that domain name found shafee.local 

and one user found that is guest. User permission as well.  

11.6 Nessus Vulnerabilities report for R&D AD 
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Above figure is the vulnerability report for R&D_AD through Nessus. In my LAB R&D AD ip is 

10.10.6.3 here scan for mentioned IP. Twenty-seven vulnerability found on R&D_AD server.  

 

 

Here is the list of weakness of AD and categorized in several categories. 
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Among the 27 vulnerabilities I have shared one vulnerability that is SMBv1. 
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11.7 Exploitation of R&D Active directory 

 

 

Above figure output of the command of ”enum4linux -a -u "" -p "" enum4linux -a -u "guest" -p 

"”10.10.6.3”  

Enum4linux is linux tool to enumerate the Users, shares, password policies, groups, os information, 

domain details, smb security settings.  

-a= for do all enumeration list like user listing, share listing RID cycle. Workgroup and domain info.  

-u “” and –p “” = null credential to check the password  

-u “guest” –p “”= try to exploit with guest user and null password.  

Because we got guest user information from aggressive output.  
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11.8 Recon CICD pipeline 

 

Above figure gives us the output regarding how many host up in target network and which is 

the CI/CD webserver. 

 

We found from the db_nmap report 10.10.8.7 is the CI/CD pipeline webserver IP address  in 

our LAB and it is reachable from penetration test tools. 
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11.9 Nessus scanning CI/CD web server 

 

Initiate scanning to find out the vulnerabilities of CI/CD webserver.  

 

Nessus found total 43 vulnerabilities and split into several categories based on the severity.  
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Here severity category wise, found 2 critical loophole, one high risky apart from this rest of 

are mixed with medium and low.  

 

In detail of one critical weakness and solution how to protect this one. This problem is 

regarding SSL version.  
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Nessus also provide some remediation’s technique. Here suggest how to protect system 

from cross site scripting.  

 

 

11.10 Exploitations of CI/CD web server. 

Exploiting CI/CD web server through burp suit. 
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First of all start the burp-suit and create a project for sql injection. Then open a browser and 

interception is off.  

 

Then browse the target page, here target page is DVWA of CI/CD webserver.  

In this steps on the intercept and load the target page with credential. 
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While browsing is ongoing burp suit capture the session and here is it observed that user put 

username test password test. 

 

 

 

 

Then change the username and password to admin admin 
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After modify the request forward it to browser and trying to login through provided 

credentials.  

 

11.11 Ports wigger lab test on xss and sql-injection.  

We solved lab on portswigger for sql-injection and XSS and now both are marked as solved. 

 

 

Cross site scripting lab-2 from portswigger. 
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Lab status from portswigger about Cross-site scripting.  

 

Lab status from portswigger about SQL-injection.  

 

12. Technical Report  

12.1 Technical Report  

The technical report contains a detailed, phase-by-phase breakdown of the simulated attack chain 

used in the exercise, including: 
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12.2 Attack Narrative 

Reconnaissance 

Initial Access  

Execution 

Persistence 

Privilege Escalation  

Lateral Movement 

Collection 

Exfiltration  

 

 

12.2 MITRE ATT&CK Mapping 

Each activity is mapped to relevant MITRE ATT&CK tactic and technique IDs. 

Examples: 

Phase MITRE ID Description 

Recon T1592 Victim Org Information Gathering 

Lateral Movement T1021 Remote Service Pathways 

Exfiltration T1020 Automated Exfiltration (Simulated) 
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12.3 Evidence of Success (Simulated) 

 

Evidence of success-01  

Key- observation:- Exploitation of Netcat. This port is open and the system is allowed to 

login as root with full access. This is alarming because easy to chage anything without any 

barrier of authority. 

 

 

Evidence of success-02 

Key-Observation: Exploitation of IRC backdoor. This port should be closed, because it is not an 

emergency service. However, if want to open restrict the access pushing policy. 
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Evidence of success-03 

Key observation:- Exploitation of  Vsftp.This service provide FTP service and very familiar. First 

thing is that, its running over default port according to our Nessus and db_nmap report. If hacker 

logged into the system through this service it does not mean only this service is impacted. Whole 

service will be disrupting.  

Above three figure proves that system is comprisable. 

 

Detection Gap Analysis 

12.4 Why the attack succeeded 

Service running on default ports on AWS-VPC 

Root access is allowed from backdoor 

No CSRF token system is deployed in CI/CD webserver. 

SMB is enable 

Insufficient AD auditing 

12.5 Where detection failed 

You identify specific weaknesses such as: 

SCAN is allowed from any IP 

No notification generation system is available when logged in from unauthorized IP  

Gaps between cloud, on-prem, and CI/CD logging 

No MFA system is enabled in AD 
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12.6 Impact of gaps 

If these weaknesses are not resolved, then is it possible to stop the VSFTPD service and shutdown the 

AWS VPC server. This will happen because of through backdoor root users can logged into the system. 

Moreover, root user acess is not limited by applying any policy. However in the webserver without 

cross verification system like CSRF token session will be hijacked by interceptor and may occur 

financial loss. 

12.7. Executive Summary (Board-Level) 

 

This penetration test checks the strength IT system infrastructure of CPC pharmaceuticals.  As a result, 

we found the vulnabilirts before knowing the hacker, so it is possible to secure and able to protect from 

cyber-attack. 

AWS System can be successfully compromised; it is a big concern. 

Due to breaching of Intellectual property or sanative data company business will be impacted financially 

and reputation both ways 

To avoid or get rid of such scenario it is required implement extra layer of security in both networks 

and server systems.  

However, the outcome of penetration test shown us system is in high risk because it is exploitable.  
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13.Strategic Recommendations for protection with diagram 

 

Figure-03: Proposed Network diagram for CPC Pharma 

Using the simulated APT-style threat emulation, risk-based recommendations have been developed to 

mitigate risks in CPC’s hybrid infrastructure. These suggestions have purpose to improve the defence 

and detection systems, a fact that is reflected in an prioritization grounded on its possibility of 

achievement and potential impact. 
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13.1 Detection & Monitoring 

Recommendation 1: Centralize logging and correlation 

Consolidate on-prem AD, AWS CloudTrail, and CI/CD logs in a SIEM/SOAR platform. 

Configure alerts for suspicious activity patterns  

Benefit: Provides holistic visibility across hybrid environments. 

 

13.2. Policy, Awareness & Training 

Recommendation 2: Employee training on cybersecurity best practices 

Focus on phishing awareness, credential hygiene, and reporting suspicious activity. 

Benefit: Reduces human error as a risk vector. 

Recommendation 3: Review and enforce security policies 

Periodic audits of network, cloud, and CI/CD policies. 

Ensure alignment with industry standards and compliance requirements. 

Benefit: Strengthens governance and maintains regulatory compliance. 

 

13.3 Top concern of Recommendations 

Priority Recommendation Impact 

High Unauthorized access protection  MFA Reduces initial access risk 

High Least-privilege & account governance Prevents lateral movement 

High Micro-segmentation & network isolation Limits attacker scope 

Medium Centralized logging & detection Improves visibility 

Medium CI/CD & cloud security improvements Reduces risk in pipelines 

Medium Employee training & policy review Supports long-term security culture 

 

13.4. Expected Outcome 

Implementing these recommendations will: 

Less chance of CPC’s exposure  

Increase the Resilience of infrastructure security  

Case detection and reply time will shorten. 

Protect intellectual property. 
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14.Cost-Benefit Analysis 

14.1. Purpose 

The cost-benefit analysis assesses the financial and strategic merits of proposed security measures in 

comparison to the potential expenses associated with a cyber-breach. This evaluation serves to guide 

CPC leadership in making informed investment choices regarding cybersecurity. 

 

14.2. Costs of Implementing Recommendations 

Solution Item Purpose Total 

Quantity 

 Unit cost Total cost 

MFA Server Protect the phishing 

activities 

02 £900 £1800 

MFA software license Activate for service 02 £350 £700 

Privilege access 

Management Server 

Audit for misconfiguration 01 £1200 £1200 

Privilege Acess 

Management license 

Recording every steps of 

configuration 

01 £600 £600 

Next generation Firewall Segregate traffic from each 

zone 

02 £800 £1600 

SIEM For detect suspicious 

activities 

02 £3600 £7200 

Cloud flare WAF For web server protection 02 £1600 £3200 

Nessus Expert For VA/PT test to know the 

weakness of system 

01 £5000 £5000 

Employee training To aware about cyber 

threats and does and do 

not’s  

01 £1000 £1000 

Total Cost £15050 £22300 

Table-04: Estimated cost-sheet [13][14] [8] 

14.3. Potential Cost of a Real Cyber Breach 

Impact Area Potential loss 

Intellectual property Hundreds of millions to billions USD 

Reputation Damage Loss of trust with investors, partners and 

patients 

Operational interruption Delays in R&D and clinical trials. 

Table -05: Potential loss  



57 
 

 

 

 

14.4. Benefit of Security Investment 

Increased Safety: Less prone to APT-style intrusion and data theft. 

Earlier Detection: More effective tracking and SIEM tools can decrease the time to respond. 

Business Continuity: Reduced impact on R&D and CI/CD collaboration. 

Regulatory Compliance: Comply with stricter regulations to prevent penalties and legal risks. 

Maintain your Brand Image – Save Investor, Partner and Patient Trust. 

Even fairly modest application of the recommended controls achieves a significant reduction in the 

risk of catastrophic loss. 

15.Conclusion 
The increasing number and sophistication of cyber incidents aimed at research institutions and medical 

facilities point to the urgent requirement for preventative cybersecurity. The attack on MacKay 

Memorial Hospital in February 2025 demonstrates how hackers prey upon the weaknesses and 

deficiencies of an obsolete system, inadequate security policies and untrained staff. Using the MITRE 

ATT&CK® Enterprise Matrix to learn of the attackers’ tactics and defences showed what could have 

been done better. Additionally, the simulated evaluation of Cureton Pharmaceutical Company confirms 

that it is crucial to access security structure type for saving sensitive information. This analysis 

highlights the importance for organizations to update systems, enforce strong security policies, offer 

continuous staff training and adopt proactive monitoring and threat-hunting to safeguard their critical 

assets and prevent operational disruption. 
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