

Chapter 2 – Literature review
2.0 – Introduction
The chapter will analyse relevant academic sources, which will have key information on the topic of Fraud and how the growth of the internet has assisting in fraud becoming a popular choice of crime, the vulnerabilities of people of are the target and how it has rapidly increased over the years. 
Furthermore, this will complete the first objective, which is in reference too: To research and review already conducted research and the use of fraud specialists of how fraud is committed and how they have progressed over the years to online and internet. 
This objective will be completed by the use of the UWTSD library, and the use of published article that can provide evidence to back up the research. In order for this to be achieved the evidence and research such as journals, textbooks, published articles, expert and government publications will need to be reviewed and scrutinised to show progression over the years. 
The terms searched in order to achieve the objectives will be “Fraud and the use of the internet” “Fraud growth” “Who is most vulnerable to fraud” and “Has the internet made it easier to commit fraud”.

2.1 – The growth of Fraud 
Prior to the introduction of the Fraud Act (2006), as explained by Law Teacher (2013) Fraud was contained under common law and the Theft Acts of 1968 and 1978. When the Fraud Act was introduced, it changed the dynamics of act, (A, Rahman et al, 2012) states that this has become more effective and easier for the CPS to prosecute, as prior there were too many technical arguments. The Fraud Act was split into several different categories to make this easier for people to understand which is broken down and explained by Legislation.gov.uk (2006). 
Over the past decade, Fraud has grown exponentially which (K, Westmore, 2023) publishing after her own research that it now covers 40% of all crime and there has been an increase of 1,400% over the last decade. Although the Office For National Statistics (2023) have reported a decrease of 13% compared to the year ending 2022, but this does not included the Survey made by CSEW (2023) which states that one in seven fraud offences were reported to the police or Action Fraud. The ONS (2023) goes on to stated that despite decreases police recorded fraud was 15% higher compared with the year ending June 2022. 
Although there is split data between (K Westmore, 2023) and the ONS (2023), this data is not currently up to date and there could be a change in the data again. This would need to be revisited after the statistics report of 2024. What is clear by the MOJ (2022) that even though there has been a significant growth in Fraud since the introduction which is backed up by the research conducted the cabinet office on behalf of Gov.uk (2023) which shows since 2006 there has been a significant increase in prevention. As shown by the graph below.
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Figure 2.1 – Shows the increase each year that has been prevented and the increase since the Fraud Act introduction in 2006.

2.2 – Increase due to pandemic
During the pandemic and COVID-19 there was a massive increase in people working from home and increase in government schemes. An article was written and produced by (T Pope et al, 2022) where the state that support measures totalled £169bn since 2020. A report that was released by Financial Times whereby (A Kantor, 2021) Argues that the Fraudsters used the pandemic to expand their cybercrime as there was an increase of 260% on malware and scams being downloaded. Furthermore, (A Kantor, 2021) goes on to argue that there frauds increased during the pandemic as it was made easier. This is also backed up by the article published by PNC Insights (2021) who agree that the uncertainty and the concentration on health made it easier for fraudsters to exploit the entire situation. 
On further research conducted by (R Balla, 2023) indicates that even 21bn was lost during pandemic and over 7bn was due to the government schemes introduced. However, if you look at other research conducted by (J Nevett, 2023) they argue that only 4.5bn was lost due to the government schemes. What is very clear though through research is that Fraud drastically increased during covid. An article produced by (P Nilsson, 2021) concluded in her research that £2.3bn was lost and cases of fraud rose by more than 410 thousand. 
Figure 2.2 – Shows the types of fraud and the amount lost
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2.3 – Fraud and the growth due to the internet
In relation to the internet enhancing the capabilities of fraud Ofcom (2023) revealed that approximately 9 out of 10 adults have come across suspected scam or fraud online, Ofcom (2023) went on to reveal that their study showed 46% had been drawn in by a scam and 39% knew someone who had fallen victim. 
A further article written by (D Armano, 2022) agrees with the statement about the internet and stated that digital dependency creates Infinite opportunities, (D Armano, 2022) goes on to claim that people are becoming increasingly comfortable to share information via the internet. A further claim by (C Malone, 2023) on behalf of Juniper Research agrees with the claims above and makes an estimation that between 2023 and 2028 losses from online payment fraud will exceed $362 billion globally. 
Another piece of literature written by (M Ghosh, 2010) claims that due to the increase of the mobile phone, which is linked with the mobile web, has increased the security risks of identity fraud. Additionally (M Ghosh, 2010) goes to on to project that identity fraud is a major threat to the telecoms industry accounting for 29% of all fraud, he continues to say that the mobile banking and internet are intensifying the situation.

2.4 -  Individuals vulnerable to fraud
An academic written article by (P Lichtenberg et al, 2015) Conducted research and concluded that older adults are vulnerable to fraud with there being an increase to 6.1% out of the individuals tested. However, (P Lichtenberg et al, 2015) go on to conclude that the most vulnerable where individuals with low behavioural confirmation and depression. 
On further research by Action Fraud (2019) they back up the theory by P Lichtenberg and revealed that those suffering from mental health issues and are vulnerable in society are the most susceptible to fraud. However, analysis published by Cyber Security (2020) claim that individuals under 25 are the most vulnerable group followed by the oldest age group being over 75’s. 
This shows there is no clear age who is more susceptible to fraud as there are mixed reviews, what is the common theme is those with mental health problems and those with vulnerabilities in the community are at the highest risk.

2.5 – Conclusion
This has now answered the first objective being: To research and review already conducted research and the use of fraud specialists of how fraud is committed and how they have progressed over the years to online and internet. 
To conclude this section of the dissertation it is very clear that Fraud has increased since the introduction of the Fraud Act 2006, however there is no research yet currently to prove whether this is due to more people committing crime or because it was a lot harder to prove under the old legislation. What can be proven through all researching is that the internet has increased, and the global pandemic only assisted in the volume of Fraud via the internet. 
What is not clear throughout this section ids the gaps in where is needed to be researched or built upon which will be covered within the next section being the methodology.
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