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Introduction
Reaching the final year of my BSc in Computer Networks and Cyber Security has been a journey of consistent growth, but nothing quite prepared me for the depth of learning that came from the UWTSD ShareRide App project. As part of the Emerging Trends Hackathon 2026, our six-member team was tasked with conceptualising, designing, and pitching a real-world technological solution and we delivered what I genuinely believe was one of the most meaningful and well-rounded projects I have been part of in my academic career. This Personal Reflection represents on that experience: the collaboration, the creative process, the technical decisions, and an honest evaluation of the limitations and risks we encountered along the way.

The Team Experience
From the very outset, it was clear that this was no ordinary group assignment. Our team which I have proudly come to call “The Super Six" was made up of individuals from diverse computing disciplines: BSc Computing, BA Computer Animation, and BA Games Design, alongside my own background in Computer Networks and Cyber Security. This interdisciplinary makeup was, in hindsight, our greatest strength.

Working alongside peers who each brought genuine depth of expertise in their respective fields was both humbling and inspiring. Every team discussion felt like a masterclass in collaborative problem-solving. The Games Design students brought an instinctive understanding of user engagement and gamification a concept that, when we later presented it to Dan Priddy, Head of Sustainability and Environment at UWTSD, received enthusiastic acknowledgement as a strong driver of student adoption. The Computer Animation members elevated our visual presentation, ensuring the wireframe designs and prototype were not just functional but communicative and polished. For my part, I channelled my cybersecurity knowledge into the system's security architecture one of the most critical pillars of a ride-sharing platform.

Every member performed at the best of their ability, and the synergy we developed was something rarely achieved under academic time constraints. We did not just complete tasks we challenged each other to think further, design better, and consider problems we might otherwise have overlooked.

My Contribution and Learning
My primary responsibilities centred on system security and misuse prevention, an area I approached with considerable care given the sensitivity of a student-facing transport application. I proposed  a  university Single Sign-On (SSO) authentication, role-based access control for drivers, passengers, and administrators, and encrypted data communication channels. I also proposed the use of in-app messaging and reporting tools to eliminate the need for users to share personal phone numbers or social media details a safeguard that directly reduces the risk of harassment and data misuse.
Additionally, I advocated for minimal storage of sensitive data, using verification status flags rather than retaining raw personal documents a principle aligned with GDPR best practices and one I had studied extensively in my programme. Knowing that the university support team would manage urgent issues, and that emergency contact protocols (such as dialling 999) remained unchanged, helped frame the platform's safety model as both practical and responsible.

Beyond technical security, I contributed to the wider discussion around the requirement specification list, particularly around the three-strike accountability system, driver-passenger ratings, and real-time GPS tracking all of which have security and network implications that my background uniquely positioned me to evaluate.

Design Limitations
Being reflective means being honest, and there are clear limitations in our proposed solution that we openly acknowledged. 

First, our survey data was limited only 21 responses from SA1 campus students were filtered from the 2024-25 Student Travel Survey. While the data confirmed that the car is the most popular travel mode at that campus, drawing broad conclusions from such a small sample is statistically precarious. A wider data collection effort would have strengthened the evidence base considerably.

Second, while we developed a website prototype and wireframe design, the solution remained at the conceptual stage. A fully functioning application with live map tracking, real-time GPS integration, and database-backed ride scheduling is significantly more complex to implement than what was demonstrated. The gap between prototype and production is not trivial.

Third, our system's self-sustainability was questioned during our industry engagement. Dan Priddy specifically noted that the platform would need to become self-sustaining quickly to be viable in the long term. Our budget slide identified costs such as server maintenance, app store submission, and staff overheads, but a detailed financial sustainability model was not fully developed within the scope of the hackathon.

Risk Factors
Several risk factors emerged throughout the project. The most immediate was user adoption uncertainty a risk that the university itself had already encountered when exploring similar solutions. Free parking currently reduces public transport demand to key campuses like the IQ building, which means ShareRide faces a behavioural inertia problem. Students accustomed to driving alone may not change habits without sufficiently compelling incentives.

Legal and insurance risk was another significant consideration. We navigated this carefully by framing the driver role as non-earning rewards rather than monetary payment to avoid the regulatory requirements of a commercial ride-hailing service. This was a pragmatic and legally informed decision, but it is not without ambiguity. Future iterations would benefit from formal legal review.
Finally, from a cybersecurity perspective, any platform that handles real-time location data, user identities, and transport behaviours is inherently a target for misuse or breach. Our proposed mitigations are solid foundationally, but penetration testing and a formal security audit would be essential before any real-world deployment.


Conclusion
The UWTSD ShareRide App project was a superb, challenging, and genuinely rewarding experience. Working within the Super Six taught me that the best solutions come from diverse minds willing to listen, adapt, and push each other further. I leave this project a more confident, more reflective, and more collaborative professional ready for the realities of industry.
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