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1. Introduction
Operating systems are an essential component of every modern computer system because they provide the interface between users, software applications and computer hardware. Without an operating system, a computer would be unable to manage memory, execute programs, communicate with hardware devices or provide a secure environment for users. Popular operating systems such as Microsoft Windows, Linux and macOS enable computers to perform multiple tasks efficiently while ensuring that hardware resources are allocated appropriately.
This report investigates the fundamental functions of general-purpose operating systems and demonstrates how command-line interfaces can be used to manage and administer computer systems. The report examines Windows Command Prompt, PowerShell and Linux Bash commands used for process management, file management, networking, user administration and task scheduling. It also discusses the practical use of Batch and Bash scripting for automating routine administrative tasks. The report concludes by summarising the knowledge and practical skills gained through studying operating system management and command-line administration.

2. Key Functions of General Operating Systems
2.1 Overview of Windows Operating System
Microsoft Windows is one of the world's most widely used general-purpose operating systems and has evolved significantly since the release of Windows 1.0 in 1985. Modern versions, including Windows 10 and Windows 11, provide a graphical user interface, extensive hardware compatibility, advanced security features and support for thousands of software applications. The Windows operating system manages communication between hardware and software while providing users with an efficient and secure computing environment. According to Microsoft, Windows performs resource management, application execution, device control and security management through its Windows NT kernel architecture [1]. These functions enable users to complete everyday computing tasks efficiently while ensuring system stability.
Figure 1: Insert screenshot showing Windows desktop or Task Manager.
[image: ]

2.2 Task Management
Task management is one of the most important responsibilities of an operating system. Every application that is opened becomes a running process that consumes processor time, memory and other system resources. The operating system continually monitors these processes to ensure that the processor is shared fairly between all running applications. This scheduling process creates the impression that multiple programs are running simultaneously even though processor cores execute only one instruction at a time.
Windows manages processes using the Windows NT scheduler, which allocates CPU time according to process priority and resource availability. If an application stops responding or consumes excessive resources, Windows allows users to terminate the process using Task Manager. This improves overall system performance and prevents resource conflicts. Modern operating systems also detect and prevent deadlocks, situations where multiple processes wait indefinitely for resources held by one another. Effective task management therefore improves system responsiveness, multitasking performance and reliability [2], [3].
Figure 2: Insert screenshot of Windows Task Manager showing running processes.
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2.3 Application and Program Management
Operating systems are responsible for loading, executing and managing software applications. When a user launches a program such as Microsoft Word, Google Chrome or Visual Studio Code, the operating system loads the executable file from storage into main memory before allocating processor time for execution. Throughout execution, the operating system monitors memory usage, processor allocation and communication between the application and hardware devices.
Windows supports multitasking, allowing users to execute multiple applications simultaneously while preventing one application from interfering with another. Each process operates within its own protected memory space, improving system stability and reducing the likelihood of crashes affecting other running programs. The operating system also manages software installation, updates, compatibility services and application permissions to ensure that programs operate securely and efficiently. These capabilities allow organisations and home users to perform multiple computing tasks while maintaining overall system performance [2], [4].
Figure 3: Insert screenshot showing running applications in Task Manager.
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2.4 File and Directory Management
File and directory management enables operating systems to organise, store, retrieve and protect information stored on secondary storage devices. Windows primarily uses the NTFS (New Technology File System), which provides advanced features including file permissions, encryption, compression and journaling. The operating system creates a structured hierarchy of folders and directories that allows users to organise documents, applications and system files logically.
The operating system is responsible for creating, renaming, copying, moving and deleting files while maintaining information about file locations and permissions. It also allocates storage space efficiently and ensures that only authorised users can access protected files. Effective file management improves data organisation, simplifies backups and reduces the risk of accidental data loss. These capabilities are essential for both personal computing and enterprise environments where thousands of files may be accessed daily [5].
Figure 4: Insert screenshot of Windows File Explorer showing folder management.
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2.5 Device Management
Device management refers to the operating system's ability to communicate with computer hardware using device drivers. Every hardware component, including keyboards, monitors, printers, storage devices, graphics cards and network adapters, requires software drivers that enable communication between the hardware and the operating system. Without these drivers, hardware devices cannot function correctly.
Windows automatically detects new hardware using Plug and Play technology and installs appropriate drivers whenever possible. Device Manager allows administrators to monitor hardware status, update drivers, disable malfunctioning devices and troubleshoot hardware problems. The operating system also manages input and output operations by allocating hardware resources fairly among competing processes. Efficient device management improves hardware compatibility, reliability and overall system performance while reducing the likelihood of hardware conflicts [3], [6].
Figure 5: Insert screenshot of Windows Device Manager.
[image: ]

2.6 Security Management
Security management is a critical function of modern operating systems because computers regularly store sensitive personal and organisational information. Windows incorporates several security mechanisms designed to protect users, applications and system resources. These include user authentication through passwords, Windows Hello biometric authentication, file permissions, encryption using BitLocker, Windows Defender Antivirus and Windows Firewall.
The operating system separates user processes from kernel processes through privilege levels, preventing ordinary applications from directly accessing protected system memory. User Account Control (UAC) provides an additional security layer by requesting administrator approval before privileged operations are performed. Windows also installs regular security updates to protect against newly discovered vulnerabilities. Collectively, these security mechanisms reduce the risk of malware infection, unauthorised access and data breaches while maintaining the confidentiality, integrity and availability of system resources [1], [7].
Figure 6: 
[image: ]
image6.png
Privacy & security
Security

O Windows Security

Antivirus, browser, firewall, and network protection for your device

& Find my device

Track your device if you think you've lost it

@ Device encryption
Help protect your files from unauthorised access

Windows permissions

ﬁ Recommendations & offers
Advertising ID, personalised offers, local content, app launches, settings suggestions, productivity tools

0) Speech
" Online speech recognition for dictation and other voice-based interactions

Inking & typing personalisation
Customised dictionary, words in your dictionary

Diagnostics & feedback
Diagnostic data, inking and typing data, feedback frequency

Q search e, O O M| ®»O "2 o ~ 6

»

) O




image1.png
Search the web

Recydemn . Profle 1ot

Midosoft
Edge

d - Chrome Wondershare
Filmora 15

NaMestA3 MAMAM AR





image2.png
Task Manager

Processes
Performance
App history
Startup apps
Users

Details

Services

Q  Type a name, publisher, or PID to search

Processes

Name Status

Apps (3)
> [l Task Manager
> M Microsoft Word

> @ Microsoft Edge (15)

Background processes (94)
0 WsToastNotification

> Bl WsNativePushService
@} WMI Provider Host

@} WMI Provider Host

v

@ WinGet COM Server

v

# Windows Widgets

v

Windows Shell Experience Hos...

® Windows Security notification ...

v

Il Windows Security Health Servi...

v

& Windows Input Experience

6%
cpy

0.7%

$ 38888888 ¢8¢8

86%
Memory

94.7 MB
107.7 MB

2534 MB

1.5 MB
0.1 MB
6.9 MB
6.1 MB
1.7 MB
4.5 MB
1.7 MB
0.1 MB
1.1 MB

7.0 MB

6%
Disk

0 MB/s
0 MB/s

0 MB/s

0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s

0 MB/s

0%
Network

0 Mbps
0 Mbps

0 Mbps

0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps

0 Mbps

E8 Run new task




image3.png
& 755 Manager

P Processes

Performance
O App history
Startup apps

3 Users

Details

3 Services

&2 Settings

Q  Type a name, publisher, or PID to search

Processes

Name Status

Apps (4)

> @l Task Manager

> @ snippingTool.exe

> M Microsoft Word

> @ Microsoft Edge (15) 5]

Background processes (93)
IO WsToastNotification
> [N WsNativePushService
@} WMI Provider Host
@} WMI Provider Host
> @ WinGet COM Server
> B Windows Widgets
> Windows Shell Experience Hos... ()
® Windows Security notification ...
> B Windows Security Health Servi...
> @ Windows Input Experience
Bl Windows Hello Security Process

¥ Windows Driver Foundation -

7%
cpy

0.5%

$

g

0.

s e s zg b

g

2

88%
Memory

98.6 MB
63.5MB
107.4 MB

482.3 MB

1.5 MB
0.1 MB
6.4 MB
6.1 MB
1.7 MB
4.5 MB
1.7 MB
0.1 MB
1.1 MB
6.7 MB
0.5 MB

24 MB

8%
Disk

0 MB/s
0 MB/s
0 MB/s

0.1 MB/s

0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s

0 MB/s

0%
Network

0 Mbps
0 Mbps
0 Mbps

0 Mbps

0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps

0 Mbps

E8 Run new task




image4.png
A Home
& Gallery

@ ana - Personal

WDeskiop  #
L Downloads #
B Documents #

Wrcues  #

@ Music »
B Videos »
M University Work
M Analysing and S
I Computer Archit
W This PC

B8 Network

items |

@A > Home >

8= View

Quick access

Desktop
ana - Personal
*

Pictures
ana - Personal
»

Analysing and Sol
ana - Personal\Doc... ©

¢ Favourites &3 Shared

manager
ana - PersonallPictures

securoty
ana - Personal\Pictures

/ACCA4022_CW_May26 (1)
Downloads

Assessment Component 2 Draft
Downloads

T Fiter v eue

Downloads
Stored locally
*

Music
Stored locally
*

Computer Architect..

ana - Personal\Doc...

Date accessed

23/07/2026 16:59

23/07/2026 16:57

23/07/2026 16:47

23/07/2026 1559

Search Home

Documents
ana - Personal
»

Videos
Stored locally
*

University Work
ana - Personal\Des.

Activity

(0 Details




image5.png
Device Manager
File Acion View Help

G mED = B

LAPTOP-REG2I4BN
i Audio inputs and outputs

i Audio Processing Objects (APOs)
> 3 Batteries

» © Bluetooth

> @ cameras

> B8 Computer

Disk drives

I Display adaptors

Firmware

b Human Interface Devices

= Keyboards

@ Mice and other pointing devices
1 Monitors

> @ Network adapters

3 Neursl processors

K7 Other devices

= print queues

> [ Processors

IR Security devices

¥ software components.

B Software devices

i Sound,video and game controllers
S Storage controllers

B system devices

Universal Serial Bus controllers

> @ Universal Serial Bus devices

§ USB Connector Managers





