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1. [bookmark: _Toc534749553]Abstract.
This report covers a wide range of computer technology that ‘Hyper-Fort’ should include in their company such as the type of Cloud server and Mobile Device Management Software. The writer has successfully evaluated the Bring Your Own Device scheme throughout the report. The author has also recommended vital guidelines for the company to follow. 
2. [bookmark: _Toc534749554]Introduction.
In this report the author recommends guidelines of a security policy for the company ‘Hyper-Fort’ (who specialises in the energy sector) to follow. The report will suggest different cloud servers, wireless connections and Mobile Device Management Software (MDMS) the company could use, whilst going into detail about the reasonings behind including a ‘Bring Your Own Device’ scheme into the company. It is important for ‘Hyper-Fort’ to be aware of the security risks of their online presence so this is something that will also be covered. There will also be a security policy and a detailed data flow diagram within my report for the company.
3. [bookmark: _Toc534749555]Related work.

[bookmark: _Toc534749556]3.1 	Cloud services.
As ‘Hyper-Fort’ uses cloud servers to share their IT services to both their staff and customers, it is important they are using one to suit all their needs. The cloud service that the author suggests this particular company should be using would be the ‘IaaS’ (Infrastructure as a service) cloud service. The reasoning behind this choice is because it provides virtualised computing resources over the internet which suits this company as all of their resources are based over the internet. The IaaS cloud service also includes different services that go along with it such as monitoring, log access and security, also providing back up replication and recovery. As security within the ‘Hyper-Fort’ company is a major concern, the fact that this type of cloud service offers these additional services will be very beneficial for the company. (Rouse, Definition of Infrastructure as a Service., 2018)
There are in fact two other main categories of cloud computing services which are ‘SaaS’ -Software As A Service- and ‘PaaS’ -Platform As A Service-. However, the IaaS cloud computing software is both easier and cost efficient for operating a large workload without having to actually buy and manage the underlying infrastructure. (Rouse, Definition of Infrastructure as a Service., 2018)

[bookmark: _Toc534749557]3.2 	Wireless connections and the hardware needed.
As all of the connections within the ‘Hyper-Fort’ company need to be wireless, the company will need a type of wireless access point that has security on it . One type of wireless access point could be a wireless router that will connect multiple devices together and to the internet. As 95% of the company’s network is wireless based, this wireless router will suit ‘Hyper- Fort’ perfectly.  A wireless router is also highly scalable and can connect a lot of devices together and also to the internet which is exactly what the company will need. The author would definitely suggest this company using a wireless router.
As security is a major concern within this company, it is important that both customers and staff don’t abuse the network and access things they shouldn’t. To prevent anything like this happening, it is important for the business to have some sort of internet filtering on the WiFi. As mentioned before, Hyper-Fort uses cloud based services to deliver their IT services to both their staff and customers, this report recommends using a  Cloud-based web filtering solution which have many advantages such as the fact that they require no actual hardware purchases. Another benefit of cloud-based filtering solutions for the company is that there is no limit to how many users are on the network, once the solution is applied, the network can become as big as needed without having to upgrade any physical hardware or buy any new devices. (Forget Hardware-Based Web Filtering Appliances for Schools and Look to the Cloud, 2016)
[bookmark: _Toc534749558]3.3 	Mobile Device Management Software.
It is in fact very beneficial for businesses to have some type of mobile device management software included within their network as it can be used by a range of different devices such as laptops, smart phones and tablets. Mobile device management software will allow Hyper-Fort to both control and protect these devices that are connected, reducing all business risks at the exact same time. As Hyper-Fort are wanting to include a ‘Bring Your Own Device’ scheme into their business, Mobile device management will allow for very responsible BYOD, allowing both customers and staff to use their own devices with a very small risk to the organisation itself. (Mobile Device Management (MDM) and why it matters., n.d.)
There are many different types of mobile device management software that all have a wide range of different benefits that will suit this particular company. However, the mobile device management software that is recommended for this company would be the ‘ManageEngine Mobile Device Manager Plus’. This particular software can be used by both android and iOS devices which will suit this network as it will be able to reach a larger audience. This type of MDMS is also available on the cloud, this is very important for Hyper-Fort as the company uses cloud services to deliver their services. There are many more very beneficial features included in this MDMS such as being able to have remote control of all devices and having the ability to create policies depending on hierarchy. In a business where both customers and staff members are connected to the same network, hierarchy and access levels are very important as there are personal details kept that customers aren’t allowed to access. There are also only certain things some staff members will be allowed to view and access on the actual network, access levels will allow the company to restrict access to certain audiences. Another very beneficial resource in this MDMS includes audit tools, audit tools allow the admins to view what all of the customers and staff are doing whilst on the network, keeping an eye on anyone who isn’t keeping with the security policies put in place. (Nield, 2018)
Another very beneficial security feature that is recommended for Hyper-Fort would be to include usernames and passwords. Each employee should have an allocated username and password of which they must use when logging into the company’s network. Only once they have entered these details, can they view the needed files. By the company including usernames, passwords and access levels, they are bettering their security as they are restricting access to important private information.

[bookmark: _Toc534749559]3.4 	Bring Your Own Device.
Bring Your Own Device is a scheme where employees are able to bring and use their own personal devices such as tablets, smartphones and laptops to use at work. (Rouse, BYOD (bring your own device), 2012)  It is estimated that 74% of organisations are either already using this BYOD scheme or planning to use it in the near future. (BYOD in the Workplace : Benefits, Risks, and Insurance Implications., 2017)
There are many advantages and disadvantages this Bring Your Own Device scheme has to a business. Some disadvantages include posing threats to your business as if any of these personal devices are either lost or stolen, third-party individuals will be able to access all of the private company data that is on them -still true even if they are secured with passwords or passcodes-. Also, if an employee leaves the company abruptly and haven’t had their devices wiped of all private company data, they will have unauthorised access to these files even after they’ve left (expanded on in the Security section of this report). Another disadvantage of the BYOD scheme is that it is up to the individual with the device to perform their own firewall and anti-virus updates, if this hasn’t been done it can in fact weaken the actual network. (BYOD in the Workplace : Benefits, Risks, and Insurance Implications., 2017)
It is also possible that the employees may not be able to balance their professional and private life well enough to work using their personal devices and the BYOD scheme can sometimes cause a lack of focus between the workers. Due to this assumption, the company that uses a bring your own device scheme must have an acceptable usage policy in place to clearly show to all staff members what is and isn’t acceptable to do whilst using the company network. (Ventimiglia, 2013)
On the other hand, some advantages include saving the business money as the business doesn’t have to actually purchase specific equipment for each individual employee as they will be using their own personal devices. The employees will be in fact more familiar with their own devices compared to using company devices which will help in boosting their productivity and overall happiness at work. (BYOD in the Workplace : Benefits, Risks, and Insurance Implications., 2017) 
As the employees and customers will be used to and comfortable using their own personal devices, they will be experts and it will be very easy for themselves to navigate around it, saving time having to learn how to use a company device. Giving the employees and customers freedom to choose their own device that they would prefer to use will increase their satisfaction and productivity as they will be happy using the device they have selected. The employees will also be able to have flexible working hours and are more likely to check their work emails at night as they are using their own personal device, again increasing their overall productivity and satisfaction. (Team, 2018)
As you can tell from the reasons given above, the advantages of this Bring Your Own Device scheme clearly outweigh the disadvantages. From the research it is assumed that allowing staff and employees to use their own personal devices in the company will definitely improve the overall productivity within Hyper-Fort.
4. [bookmark: _Toc534749560]Problems.

[bookmark: _Toc534749561]4.1 	Security – main problem.
 A very large concern this company has is with the security of both their customers and staff personal devices as they are introducing their own BYOD scheme. This company needs to be aware of the different types of threats they are putting themselves at risk of and have the necessary software in place in order to prevent these types of attacks.
In order to offer better security to a business using a public network including the internet, it is very beneficial for a Virtual Private Network – VPN- to be used. A virtual private network will help to improve Hyper-Fort’s overall security as they provide both encryption and additional measures, to make sure it is only authorised users that access the data and the actual network.
A virtual private network will hide your internet protocol -IP address- so that everything you do on the internet is completely untraceable. Logging into a wireless public network that doesn’t require a password makes all of the data you have accessed on this network vulnerable. However, by using a VPN your data will be safer due to using encryption to protect online activities. There are many other things that VPN’s hide such as your location, your browsing history and your web activity. (What is a VPN?, n.d.) 
Another very beneficial security feature for this company could be key access for the server room that only certain employees who need to access the server room have access to. The locks on the doors should also be electronic and include some type of audit control in order for the admin to see exactly who has done what and when for security purposes. All of the individual access points must also be alarmed letting the admin know someone is in the admin room. Having restricted access into the server room will also help to minimise the risks of someone breaking in and damaging equipment or data. There must be access policies put in place explaining who can use the particular room and what can be done in this room. As well as having key access to physically get into the server room, this is not safe enough to secure the actual racks where the hardware is kept. One way these can be kept secure could include having a separate electronic key that allows the user to get to the hardware. Types of electronic key that this company could use include key cards, fobs or biometric methods such as fingerprint recognition. (Vaughan-Nichols, 2018)
Another security feature that would be beneficial would be including a firewall onto their company’s network. Including a firewall allows the admin staff to monitor the data traffic on the network -both incoming and outgoing-. The company will be able to program their firewall to only allow certain things they want onto their network through the filter. This is good for the business as it will minimise the risk of people hacking your network and damaging any company data. A firewall is also extremely adaptable making it useful for this business as it can be easily suited to their individual needs. (Michael, 2018)
If an employee was to abruptly leave the company and there wasn’t time to wipe the devices straight away. The ex-employee would have unauthorised access to company data. One way this could be resolved could be to put more restrictions in place such as not allowing data to be saved or printed from these personal devices. 
To better the company’s security and try to eliminate non-employees accessing company data, staff could use an Intranet as this is staff only.
5. [bookmark: _Toc534749562]Implementation.

[bookmark: _Toc534749563]5.1 	Security policies.
To see the security policy the author has made for Hyper-Fort, please see Appendix 1. This security policy was made by the author on a website, she was able to choose what she wanted to include within the policy by answering a number of questions and tailoring the policy to the company.
The website that was used was – https://www.instantsecuritypolicy.com/engine/main.cgi
 Below is a detailed list explaining all aspects of the security policy;
· If the user who is trying to access the network enters the wrong details more than 3 times, the system will block their access to the site. 
· Users can access the network during anytime of the day so they are able to choose when they do their work.
· On the network, the users have access to the internet. However, there are restrictions put in place for non-employees. This is done as there is a lot of private data kept on the network that only employees should be able to see.
· The network will also be able to authenticate users against a central account directory. This is done as non-employees shouldn’t have access to everything employees do. There are also restrictions for employees depending on their job role.
· The network will require a password and username to log the user in.
· There will also be ‘Screensaver passwords’ included on the network. After 15 minutes of inactivity, the system will require a password and username again.
5.2 [bookmark: _Toc534749564]Data Flow diagram on BYOD.
To see the Bring Your Own Device Data flow diagram the author has made, please see Appendix 2.


 

6. [bookmark: _Toc534749565]Conclusion.
[bookmark: _gjdgxs]Throughout this report, the author has been able to evaluate different hardware and software and given guidelines for Hyper-Fort. The writer has chosen to use the ‘IaaS’ cloud service as it covers all aspects of this companys network, they have also chosen to use the MDMS ‘ManageEngine Mobile Device Manager Plus’. Within the report the author has also been able to look at the advantages and disadvantages of the ‘Bring Your Own Device’ scheme. As security is considered a massive issue within Hyper Fort, if the company sticks to the guidelines explained above, they should be able to avoid the risks.























7. [bookmark: _Toc534749566]Appendix.
1. Security policy.
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2. Data flow diagram.
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4.2 Account Use 4.6 Remote Network Access
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Hyper-Fort Access Policy
Hyper-Fort is hereinafter referred to as "the company."

1.0 Overview

Consistent standards for network access and authentication are critical to the
company's information security and are often required by regulations or third-
party agreements. Any user accessing the company's computer systems has the.
ability. to affect the security of all users of the network. An appropriate Network
Access and Authentication Policy reduces risk of a security incident by requiring
consistent application of authentication and access standards across the

network.

2.0 Purpose

The purpose of this policy is to describe what steps must be taken to ensure that
users connecting to the corporate network are authenticated in an appropriate
manner, in compliance with company standards, and are given the least amount
of access required to perform their job function. This policy specifies what
constitutes appropriate use of network accounts and authentication standards.

3.0 Scope

The scope of this policy includes all users who have access to company-owned
or company-provided computers or require access to the corporate network
and/or systems. This policy applies not only to employees, but also to guests,
contractors, and anyone requiring access to the corporate network. Public
access to the company's externally-reachable systems, such as its corporate
website or public web applications, are specifically excluded from this policy.

4.0 Policy

4.1 Account Setup

During initial account setup, certain checks must be performed in.order.to ensure
the integrity of the process. The following policies apply to account setup;

« Positive ID and coordination with Human Resources is required.

« Users will be granted least amount of network access required to perform
his or her job function.

« Users will be granted access only if he or she accepts the Acceptable Use
Policy.

« Access to the network will be granted in accordance with the Acceptable
Use Policy.

1304 words ~ [1¥
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Network accounts must be implemented in a standard fashion and utilized
consistently across the organization. The following policies apply to account use;

« Accounts must be created using a standard format (i.e.,
fitstnarne:lastname, or firstinitiallastname, etc.)

« Accounts must be password protected (refer to the Password Policy for
more detailed information).

« Accounts must be for individuals only. Account sharing and group
accounts are not permitted.

« User accounts must not be given administrator or 'root' access unless this
is necessary to perform his or her job function.

« Occasionally guests will have a legitimate business need for access to the
corporate network. When a reasonable need is demonstrated, temporary
guest access is allowed. This access, however, must be severely
restricted to only those resources that the guest needs at that time, and
disabled when the guest's work is completed.

« Individuals requiring access to confidential data must have an individual,
distinct account. This account may be subject to additional monitoring or
auditing at the discretion of the IT Manager or executive team, or as
required by applicable regulations or third-party agreements.

4.3 Account Termination

When managing network and user accounts, it is important to stay in
communication with the Human Resources department so that when an
employee no longer works at the company, that employee's account can be
disabled. Human Resources must create a process to notify the IT Manager in
the event of a staffing change, which includes employment termination,
employment suspension, or a change of job function (promotion, demotion,
suspension, etc.).

4.4 Authentication

User machines must be configured to request authentication against the domain
at startup. If the domain is not available or authentication for some reason
cannot occur, then the machine should not be permitted to access the network.

4.5 Use of Passwords

When accessing the network locally, username and password is an acceptable
means of authentication. Usernames must be consistent with the requirements
set forth in this document, and passwords must conform to the company's
Password Policy.

Remote access to the network can be provided for convenience to users but this
comes at some risk to security. For that reason, the company encourages
additional scrutiny of users remotely accessing the network. The company's
standards dictate that username and password is an acceptable means of
authentication as.long.as appropriate policies are followed. Remote access must
adhere to the Remote Access Policy.

4.7 Screensaver Passwords

Screensaver passwords offer an easy way to strengthen security by removing
the opportunity for a malicious user, curious employee, or intruder to access
network resources through an idle computer. For this reason screensaver
passwords are required to be activated after 15 minutes of inactivity.

4.8 Minimum Configuration for Access

Any system connecting to the network can have a serious impact on the security
of the entire network. A vulnerability, virus, or other malware may be
inadvertently introduced in this manner. For this reason, users should update
their antivirus software, as well as other critical software, to the latest versions
before accessing the network.

4.9 Encryption

Industry best practices state that username and password combinations must
never be sent as plain text. If this information were intercepted, it could result in
a serious security incident. Therefore, authentication credentials must be
encrypted during transmission across any network, whether the transmission
occurs internal to the company network or across a public network such as the
Internet.

4.10 Failed Logons

Repeated logon failures can indicate an attempt to ‘crack’ a password and
surreptitiously access a network account. In.arder ta guard against password-
guessing and brute-force attempts, the company must lock a user's account after
3 unsuccessful logins. This can be implemented as a time-based lockout or
require a manual reset, at the discretion of the IT Manager.

In.order ta protect against account guessing, when logon failures occur the error
message transmitted to the user must not indicate specifically whether the
account name or password were incorrect. The error can be as simple as "the
username and/or password you supplied were incorrect."

4.11 Non-Business Hours

While some security can be gained by removing account access capabilities
during non-business hours, the company does not mandate time-of-day lockouts.
This may be either to encourage working remotely, or because the company's
business requires all-hours access.
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