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Reliable transmission in this context refers to the ability of the network to transmit data packets across the network to devices. There are many issues that can occur that lower performance, corrupt data and even failing to deliver when sending data between devices. Examples of these issues include packet loss, duplication of data packets, data corruption, queuing delay and reordering of packets (data packet arriving in the wrong order). As such, this is undesirable, and certain methods have been developed to mitigate these issues, in particular this section will explore transport layer protocols that can handle these issues, specifically TCP and a comparison with the alternative UDP. 
Transmission Control Protocol (TCP) is one such way that data is exchanged on a network. TCP allows reliable communication between devices on network by ensuring data reaches the correct destination, by establishing a connection between the sender and receiver before transmission, and in the correct order, with acknowledgements and sequencing [1].
This is done through the use of the ‘three-way handshake’ to establish and the ‘four-way handshake’ to terminate the connections reliably.
[image: ]
Figure 1: Three-way handshake [1]
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TCP works by splitting long sequences of data into smaller segments, known as a TCP packet, of which is encapsulated within an IP packet. Each of these packets contain a header, which contains all the information needed for the mechanisms employed (e.g. sequence number, acknowledgement, number of bits etc), the payload (the actual data) and in some cases a tail.  Sequence numbers are assigned to each segment of the data as a unique identifier and for the receiver to correctly order the packets if they are received at different times [2]. As TCP views the data as an ordered stream of bytes, the sequence number is the first byte number in the segment, which has some interesting functionality for reliable data transmission when paired with acknowledgements.
[image: ]
Figure 2: TCP Packet Structure [3]
The primary functions of the sequence number are for duplicate detection, for example, if the receiver has already received a packet with a sequence number, it will discard any duplicate data packets. Another function of the sequence number is to allow the receiver to assemble any data packets that arrive out of order into their original sequence before reforming, this is one aspect of reliable data transmission that TCP supports. Similarly, this also allows the receiver to identify if any of the data packets were lost during transmission, as the receiver is able to identify any gaps in the data stream (as the number is the first byte number of each segment) between segments [2].

[bookmark: _Toc225508763][bookmark: _Toc225514054]Acknowledgements
TCP is an inherently logical and state-based protocol that establishes a connection between two devices and tracks the status of the connection between these endpoints, also known as a TCP session.
TCP achieves a reliable transmission of data through the use of acknowledgements. Similarly to how the connection is established, when the receiver has received the data, it will send the acknowledgement number to the sender informing that the data has been received successfully. This is based on the next byte in the sequence number and has a cumulative nature, so an acknowledgement implies that the receiver has received all data in the stream up to that point. For example, if the initial sequence number of a segment is 0-100, the acknowledgement number will be 101. This way, if the sender does not receive the correct acknowledgement number, then it knows there was an error in transmission, such as packet loss, and missing packets can be retransmitted [1][2].
Retransmission and Checksum
The sender does this by implementing a retransmission timer, if the time taken for the receiver to send an acknowledgement exceeds the retransmission timeout (RTO), then the corresponding data packet is retransmitted [4].
The checksum, included in the TCP header, is a representation of the number of bits included in the data, which allows detection of any changes in the data after transmission. As such, the primary function of it is for error detection and to maintain data integrity after transmission [2][5]. 
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Flow control is a constraint applied to the transmission rate of data, to prevent the sender from sending too much data for the receiver to handle and overflowing its buffer [1][2]. This prevents the receiver from receiving more data than it can, which could lead to data loss. The sliding window protocol is also used to ensure the receiver is not overloaded, with a receive window being included in the TCP header indicating the amount of room available in its buffer [2]. 
[image: go-back-n]
Figure 3: Sliding Window Buffer [6]
As such the sender will await acknowledgment after sending the receive window number (rwnd) of data packets, located in the header, therefore never exceeding the receiver’s buffer window [2].
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Packet Loss
Through the combined use of sequence numbers and acknowledgements, TCP is able to detect whether a data packet is missing. If a packet is missed or an acknowledgement is not received within a the RTO, the sender will retransmit that packet to the receiver [2].
Fast retransmit is a way for the sender to detect data loss quicker. If the sender receives the same acknowledgement number multiple times (e.g. 201), it will retransmit the following segment (e.g. 202) immediately [2].

Duplication
Duplication is also solved using sequence numbers, as previously mentioned. Unique sequence numbers are assigned to the data segment and if the receiver receives multiple of the same sequence number, they will discard any duplicates. 
Reordering
Reordering occurs when packets are received in a different order than they are sent, due to different paths or network delays. Again, this is resolved through the use of sequence numbers, allowing the receiver to reorder packets as they arrive and maintaining an ordered stream of data [2].
Corruption
Data may be altered during transmission for many reasons. Checksum is used in each data segment. If the data is corrupted or missing any b its, the checksum will fail and the receiver will discard the packet, leading to retransmission.
Receiver Overload
This is when data is transmitted faster than the receiver can handle it, leading to potential data loss. By utilising flow control, TCP prevents the sender form overwhelming the receiver’s buffer [2].

TCP also addresses broader reliability challenges, particularly network congestion, through adaptive congestion control algorithms that regulate the transmission rate based on network conditions [2]. As such TCP can ensure reliable data transfer.
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User datagram protocol (UDP) is the other primary transport layer protocol that the internet uses. TCP is the driving force for reliable data transmission on the internet whereas UDP is more focused on speed and efficiency [7]. As such, there are a few key differences in how each protocol achieves reliability, if so, and it’s handling of errors.
One key difference is that TCP is a connection-based protocol, meaning a connection must be established between devices before data transfer can happen. This allows it to check whether the message sent arrives properly, through the use of acknowledgements (Three-way handshake). UDP, on the other hand, is connectionless, and broadcasts data without checking whether it reaches its destination safely [2][7]. As mentioned above, the inherent difference is that TCP guarantees reliable transfer and UDP ensure most efficient transfer, as such UDP shirks many of the mechanisms that TCP goes through, in favour of speed.

[image: ]
Figure 4: TCP vs UDP [8]
TCP has robust error handling, compared to UDP, through its use of sequencing, acknowledgements and retransmission. In contrast, UDP only uses a basic checksum in its header, does not sequence data segments and makes use of ‘packet dropping’, wherein if a data corruption is detected it discards that packet and sends the next one without attempting to retransmit the packet [7]. 
Another key difference, UDP has not congestion control (no flow control) so if the receiver buffer is full, it will simply drop the packets waiting in the queue [7][8].
The most common use cases of UDP is primarily in gaming and video streams due to smaller header sizes and connectionless transfer as receiving the data quickly is more important in this context than the data integrity provided by TCP [7].
To summarise, TCP is a robust error checking (and handling) protocol that is driven by the principles of reliable and accurate data transfer. UDP however, drops these mechanisms in favour of a more lightweight transfer, prioritising speed and efficiency over reliability. As such it is another example of quality vs quantity
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TCP may improve reliability in practice, but there are still limitations to achieving this.
Two Generals Problem

Retransmission Ambiguity
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Network performance can be defined as the quality and effectiveness of a network based upon its speed, connectivity, reliability and efficiency [9]. As such, there are several key performance indicators for measuring network performance such as bandwidth, latency, throughput etc.
Bandwidth is the measure of how much data a network is capable of transmitting in a fixed amount of time. A key note is that more bandwidth does mean data is transmitted faster, only that the network has the capacity to transmit that amount of data [9][10].
Latency, also known as delay is the measure of how long it takes for a whole message to arrive at its destination successfully [9][10]. In layman's terms, this would be the speed of the network.

[bookmark: _Toc225508769][bookmark: _Toc225514060]Key Factors Affecting Network Performance
Propagation Delay
Propagation delay is one of the factors that make up the latency of a network, it is refers to the time required for a signal to travel through a medium (i.e. copper or fibre in cables), which is a small delay in the maximum time it would take for input to be represented as a change in the output. As such, propagation delay can be affected by the physical components use in transmission (transistors, resistors etc) and is mainly a physical constraint of a network making it difficult to mitigate [2][11].
In contrast, transmission delay is the time needed for one bit to travel through the network, and as such is more concerned with other aspects of the network [11].

Buffering
Network buffering is when a router temporarily stores data packets in queues that occurs when traffic exceeds the processing speed of the network. This is an arguably critical mechanism in networks [2]. For example, if a router receives a packet for a receiver that is currently busy, it must wait in the buffer until it can be received. This time before reception is known as queuing delay. If a data packet arrives on a network to a full buffer, packet loss occurs as the buffer space is finite [2].  Occurs when the network has low bandwidth, or too many devices are using network resources. 
TCP is an effective countermeasure due to the flow control implemented in the protocol mechanisms.
Congestion
This is, as the name suggests, the number of packets currently being sent across the network is higher than the network can handle, exceeding the network’s bandwidth [2]. This can be cause by a high number of devices on a network or some device using an excessive amount of bandwidth [12]. 
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As mentioned previously, bandwidth and latency are two of the core components of network performance, contributing to its whole performance in different ways. Bandwidth is the maximum rate at which data can be transmitted and latency is, essentially, the sum time delayed during transmission. High bandwidth does not imply good network performance if latency is high, as the delays in transmission will impact how responsive a networked application, as they will most have slower response times. Conversely, low latency connections enable fast interaction but may still be limited by low bandwidth when transferring large volumes of data [13]. 
This interaction is particularly important in protocols such as TCP, where high latency delays acknowledgements limiting the rate of data transmission, leading to inefficient retransmission.
[image: ]
Figure 5: Latency and Bandwidth Visualised [13]
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TCP, being the robust protocol that it is has a mechanism to handle congestion known as TCP congestion control. TCP controls how fast it sends data using the congestion window (cwnd), which limits how much unacknowledged data can be in the network at once. The window is adjusted based on network conditions, increasing quickly at first (Slow start), then more gradually to avoid congestion (Congestion Avoidance), and reduces the rate if packet loss is detected while still maintaining some data flow (Fast Recovery) [2].
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Concurrency is what is referred to as the system’s ability to handle multiple tasks, connections or data transfers simultaneously [2]. As such, this is important when working with networked applications, especially those that aim to serve and maintain connections with multiple clients.
There are several ways in which this is implement, such as multi-threading, transactional, application level concurrency and network resource concurrency to name a few [2][14]. Each of these models have their own advantages and disadvantages.

[bookmark: _Toc225508773][bookmark: _Toc225514064]Multi-threaded Model
Multi-threading is a key concurrency model in programming that allows a cpu to execute multiple threads at the same time, a thread being the smallest unit of execution in a program or process. This can lead to improvements in responsiveness, performance and efficiency [15]. 
[image: Single vs Multithreaded Process]
Figure 6:A process can have up to three threads (or subprocesses) [16]
Multi-threading works primarily through a shared memory architecture, with each thread being able to run independently, by making full use of multiple CPU cores, RAM and disks being joined together. Specifically, to a network environment, each client connection can be handled by separate threads, which enables the parallel processing of requests [2][14]. This can be very useful in a networked environment, particularly with the use of thread pooling, which allows full use of hardware resources available.
Threads must then be synchronised, as multiple threads accessing the same data source can lead to errors. One such example is the race condition, wherein two or more threads attempting to write to a shared variable can result in inconsistencies with the program [15]

Advantages
There are several benefits to using multi-threading in networked application. Parallelism is one such way for an application to fully utilise standard hardware, allowing multi-core processors to be dynamically shared between multiple threads, which is an efficient use of hardware and improves performance of the application [14].
This becomes particularly beneficial in networks with high traffic, allowing multiple connections to be established and closed consistently and concurrently [2]. An example of this may be a public webserver dealing with many connections’ requests.

Disadvantages
As mentioned previously, one drawback is the occurrence of race conditions, when multiple threads attempt to edit the same resource at the same time. This can cause issues such as where uncommitted data is overwritten or update are lost [14]. For example, this could occur when administrative users on a website update the same file at the same time on a website.
Another disadvantage would be the cost associated with opening and closing multiple threads. As such the performance of an application can drop significantly if may threads are opened at once, especially when multiple threads access the same resource, as the resource usage of concurrency control (locking the thread) can increase significantly [2][14]. Essentially a very costly model simply due to the number of threads and process being executed.
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Unlike multi-threading, asynchronous programming operates on a single thread. This is again different from synchronous programming, wherein the previous task must complete before the next one begins, blocking the flow of execution [17].  As such, it is also known as event-driven concurrency.
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Figure 7: Processing Paradigms [18]
Asynchronous processing allows tasks to execute without waiting for the previous one to finish, separating the timings (asynchronous). Instead, the next task begins, and the thread will resynchronise when data is returned [18]. 

Advantages
Due to asynchronous programming being event driven, systems can handle multiple network operations without being blocked, letting the application send requests, process other tasks, and handle incoming responses as they arrive [14]. This is results in improved resource utilisation, responsiveness and scalability, allowing a server to manage a significant number of connections concurrently as it can just switch between tasks. This is particularly useful in high throughput networks, such as webservers or APIs [14]. 


Disadvantages
There also trade-offs to this form of concurrency. Updates may be lost if a task fails before changes are fully propagated, different tasks can temporarily return inconsistent results due to delayed synchronisation, and it becomes difficult to distinguish between and trace errors across events [14]. 
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Both models have differing architecture, with multithreading making use of shared resources and benefits more from multiple CPU cores, whereas asynchronous model is defined as being event driven, making no assumption to how long a task may take to complete [14]. 
Multithreading enhances efficiency by enabling a server to handle multiple clients connection at the same time, without having to create new processes for each connection. This is great for networks that may have many active users, for example a chat server with multiple connections occurring at one. As mentioned, this can also create strain on resources due to the sheer number of threads being created (i.e. connection churn, resource allocation etc), which in turn may require certain OS techniques to resolve increasing complexity of the application’s code [2][14].
On the other hand, asynchronous approaches help reduce delays by letting tasks run without waiting for others to finish, allowing systems to share updates quickly without constant checking. However, these systems can sometimes take longer to settle into a stable state and may produce incorrect results, such as routing errors, while updates are still spreading through the network. For example, asynchronous techniques are especially useful in file transfer systems because they allow multiple files be transferred at once without one slow transfer blocking the others, reducing delays [2][14].
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Interoperability is defined as the ability of different systems, applications or components to effectively exchange information and work together efficiently [19]. In the context of networked software, this can include different programming languages and systems being able to exchange data seamlessly, such as through the use of protocols and formats such as JSON and HTTP, which act as the common link between different systems [19]. As most modern systems and applications rarely act in isolation, interoperability is key when building networked software.
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Open Standards
Open standards are publicly available protocols that define how data is exchanged and how systems communicate. One well known protocol, covered earlier, is TCP/IP. By pre-defining how data should be transmitted a network, TCP provides a universal language for devices across networks to communicate through [19]. Another protocol is HTTP, which are foundational protocols when dealing with web-based connection. The key takeaway is that there are standardised ways to communicate across networks that can be considered when creating networked software across multiple different systems.
Common Formats
Ensuring data is transmitted in a common format can help solve incompatible in-data memory allocation across different processes and programming languages. Some examples of this include XML, JSON, and CSV are very common formats that have support in most languages (C++, Java, Python etc), standardisation of this type can ensure interoperability between differing languages and systems [14][19].   JSON, for example is lightweight and has found expansive use across the internet and APIs due to it’s versatility.


APIs
APIs and interface definitions implement interoperability by standardising the way applications communicate. This ensure data exchange is consistent, as they define how their services are called, what data is required and what data is returned [14][19]. This allows systems from differing systems to operate reliably together. A commonly used API architecture is REST Api that makes use of HTTP protocols to simplify communications between networked applications

[bookmark: _Toc225514069]Challenges of Interoperability

One challenge is that of difference between platforms and diverse technologies. This is an issue that has been around since the dawn of the internet. Systems and applications are often developed use a wide range of programming languages, hardware and operating systems. As such, ensuring that certain standards are met can make it difficult operate together [19].
This is similarly the issue with older systems. Legacy systems may rely on outdated technology protocol. As such modern integration may prove difficult for such system, especially with the continuous release of updates for certain protocols and architecture. An example of this would be REST API, where updates may break current compatibility with clients [14][19].

[bookmark: _Toc225514070]Impact on Design 
In networked applications, interoperability can heavily influence the design of an application. For example, developers must ensure that their systems run the same protocol as the system they wish to work with [2]. 
As such there are a few consideration that developers must take into account when designing a system. One consideration is what to select as the data encoding format of their application. Would they want a textual format (JSON, CSV etc)? Or Binary data encoding? It depends on their needs, and they must avoid language specific formatting as this can lock the application into a specific language which would prevent future interoperability [2][14].
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