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Introduction
A comparison between open-source and commercial
WPMs are made through the use of testing as well as
research gathered by the author of the project.

Aims
The aim of this project is to assess the vulnerabilities
within virtual private networks based on the security
techniques being implemented

Objectives

. Construct a literature review to understand the
problem and gain information.

- Explore different WPN tools which are available

- Test the VPN services and their security
capabilities

- Implement and test the security techniques
provided by a WVPMN

- Analysis the results based on the VPN services
provides and WPN standards
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Literature Review

The different types of VPN provides this being commercial and open-source WPMN are
being tested for users use. [12]

A comparison between using a VPN or not using a VPN is explored through the
construction of a basic model. [22]

Design and Implementation
The design of the flowcharts and diagrams for the WebRTC and DNS Leak testing for
phase one were constructed with the help of research. The topology for phase two was
able to be constructed with the use of the previous diagrams.
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Results
From the area in which testing was able to be
done e.g. phase one no signs of
vulnerabilities were shown.

Conclusion
All the commercial and open-source WPNs
which had been tested can be recommended
for use by the author. However other VPMs
might perform differently then the ones
tested.
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Figure

Figure 4 — WebRTC Leak Process Diagram
Figure 5 — WebRTC Leak Flowchart Diagram
Figure 12 — DN5 Leak Process Diagram
Figure 13 — DM5 Leak Flowchart Diagram

Figure 28 — Topology of Virtual Private Metwork tha
ill be Used for Testing



