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Chapter 1: Introduction 
1.1 Introduction 
Cybersecurity is the practice of protecting computer systems, networks, and digital information from unauthorised access, attacks, or damage, ensuring that data and technology can be used safely and reliably.
Cybersecurity has become an increasingly important issue for organisations, as digital technologies are now embedded in almost every aspect of business operations. As companies rely more heavily on digital systems, data, and connectivity, it also becomes more vulnerable to cyber threats. This risk is particularly significant in the automotive industry, where connected and software-based technologies are now a core part of vehicle design and production. Jaguar Land Rover UK (JLR) operates in a highly competitive and technologically advanced market, which means that any cybersecurity weaknesses within the company could result in serious operational, financial, or reputational consequences (Fernandez et al., 2024). This study explores the key cybersecurity challenges faced by JLR and considers their impact on organisational resilience. Understanding and addressing these challenges is therefore essential for ensuring organisational resilience and long-term sustainability, making this research both timely and important. 

1.2 Background
The automotive industry is rapidly transforming, as vehicles become more connected, autonomous, and dependent on software and digital systems. Innovations such as telematics, over-the-air updates, integrated infotainment, and cloud-based services enhance vehicle functionality and improve the customer experience. However, these technologies also increase the risk of cyberattacks. Modern vehicles have multiple digital access points which range from infotainment systems to wireless communications and backend infrastructure that can be exploited if not properly secured. These vulnerabilities are further complicated by complex global supply chains and a shortage of skilled cybersecurity professionals, leaving gaps that can be targeted by cybercriminals.
JLR, a leading automotive manufacturer in the UK, highlights this balance between digital innovation and cyber risk. In 2025, the company faced a major cybersecurity incident that led to a prolonged shutdown of IT systems and production facilities which caused a significant operational disruption and an estimated cost of £1.9bn pounds of financial loss across its supply chain (Tidy, 2025). This incident showed that the company had weaknesses in their cybersecurity practices and highlighted the importance of robust digital security measures.
Research shows that automotive organisations face ongoing challenges in protecting interconnected systems, managing third-party risks, and meeting evolving regulatory requirements. These realities underline the urgent and practical significance of cybersecurity in the automotive sector, providing the context for exploring how JLR identifies and addresses its cybersecurity challenges (Kifor and Popescu, 2024). 

1.3 Research Aim
This study aims to explore the main cybersecurity challenges faced by Jaguar Land Rover UK and how these challenges affect the company’s resilience and approach to managing risk within the automotive industry. 

1.4 Research Objectives 
The objectives of this study are intended to translate the overall research aim into clear and achievable tasks that help structure the research process. They provide direction for data collection, analysis, and discussion, ensuring the study remains focused and methodical, in line with the guidance of Creswell and Creswell (2023).
· Objective 1:
To explore and analyse the main cybersecurity threats and vulnerabilities faced by JLR, particularly in connected vehicle technologies, digital systems, and data management.
· Objective 2:
To investigate the cybersecurity strategies, policies, and controls currently used by JLR to manage cyber risks across internal operations and the supply chain.
· Objective 3:
To examine how cybersecurity challenges influence JLR’s organisational resilience, including business continuity, regulatory compliance, and customer data protection.
· Objective 4:
To review JLR’s cybersecurity practices against industry standards and best practices and develop recommendations to improve cybersecurity resilience.


1.5 Research Questions (RQ)
This research is structured around four research questions that reflect the overall aim of examining the cybersecurity challenges faced by JLR and understanding how these challenges influence the organisation’s approach to risk management and resilience.

These research questions provide a clear framework for the research, guiding both data collection and analysis. By addressing these questions, it will enable the study to contribute to existing academic knowledge while offering practical insights into strengthening cybersecurity resilience within JLR.
· RQ1:
What key cybersecurity threats and weaknesses does JLR face, particularly in relation to connected vehicle technologies, digital systems, and the management of data?
· RQ2:
How are cybersecurity risks currently identified and managed by JLR across its internal operations and extended supply chain?
· RQ3:
In what ways do cybersecurity challenges affect JLR’s organisational resilience, including business continuity, regulatory compliance, and safeguarding customer information?
· RQ4:
To what extent are JLR’s cybersecurity strategies aligned with recognised industry standards and what improvements can be made?

1.6 Chapter Summary 
Chapter one outlines the growing importance of cybersecurity in an automotive industry that is increasingly shaped by digital and connected technologies. It has explained why this topic is relevant, showing how weaknesses in cybersecurity can result in significant operational disruption, financial loss, and damage to reputation for JLR and the wider automotive industry. The background section placed the study within both an industry and organisational context, demonstrating that these challenges are current, real, and supported by existing research and recent developments.

Chapter one also emphasizes the research aim, objectives, and research questions, providing a focused and structured direction for the study. Together, these elements form a clear framework to guide the research and address the identified problem which is ‘cybersecurity challenges at JLR’. The following chapter presents a critical review of existing literature and theoretical perspectives related to cybersecurity in the automotive sector.



Chapter Two Literature Review 
Over the past decade, the automotive industry has undergone major technological change. Vehicles are no longer purely mechanical products and now rely heavily on software, internet connectivity, and cloud-based systems. These developments have improved vehicle performance, manufacturing efficiency, and customer experience. However, they have also created new security risks due to more digital connected cars and production systems (Kifor and Popescu, 2024). 

For large manufacturers such as JLR, cybersecurity has therefore become an important operational and strategic concern. Cyber incidents affecting major companies in recent years demonstrate how attacks can disrupt business operations, supply chains, and customer services. This literature review explores existing research on cybersecurity within the automotive sector and considers how these issues relate to JLR (Milosavljevic et al., 2024).

Cybersecurity in the Modern Automotive Industry
Researchers widely agree that the shift towards connected and software-defined vehicles has changed the cybersecurity landscape. Modern vehicles rely on embedded software, wireless connectivity, and remote updates, all of which introduce potential vulnerabilities. Studies on automotive cybersecurity often highlight risks linked to software flaws, insecure application programming interfaces (APIs), and weaknesses introduced through third-party components. Because vehicles now function as complex digital systems, attackers may attempt to exploit these weaknesses to gain access to data or control certain functions (Kulkarni et al., 2025).
Connected vehicles generate large amounts of information, including location data, driving behaviour, and system diagnostics. While this data can improve services such as navigation and predictive maintenance, it also raises concerns about privacy and data protection. If organisations fail to secure these systems effectively, sensitive information could be exposed or misused (Kifor and Popescu, 2024).

Most importantly, cybersecurity challenges in the automotive sector extend beyond the vehicles themselves. Many studies emphasise the broader ecosystem that supports connected vehicles, including cloud infrastructure, backend servers, and communication networks. Vehicles typically interact with technologies such as Bluetooth, Wi-Fi, mobile networks, and vehicle-to-everything (V2X) communication (Roberto, 2025). Each of these technologies can become a potential entry point for attackers if security measures are not strong enough. 
Manufacturing systems are also becoming more connected and automated. The integration of operational technology (OT) and information technology (IT) has enabled manufacturers to create smart factories where machines, sensors, and software systems work together in real time. While this integration improves efficiency, it also increases risk. A cyberattack targeting digital infrastructure can affect physical production processes, potentially halting manufacturing operations and causing significant financial losses (Abreu, R. et al., 2025).

Cybersecurity Incidents and Operational Impact at Jaguar Land Rover
The risks discussed in academic literature are not only theoretical, but they have also already affected major automotive companies. A widely discussed example is the cyberattack that disrupted Jaguar Land Rover’s operations in 2025. According to industry reports, the company was forced to shut down multiple systems across its factories and offices after discovering the scale of the breach. As a result, production stopped for an extended period while the organisation worked to contain and investigate the incident (Martin, 2025). This event highlights an important issue frequently mentioned in cybersecurity research, which is the operational impact of cyber incidents. In manufacturing industries, downtime can be extremely costly. When the production lines stop, companies may lose revenue, delay deliveries, and face additional recovery expenses. The incident which affected JLR shows how cyber threats can move beyond digital systems and directly influence physical operations (Mekala et al., 2023).
Another point raised in discussions of the attack is the broader economic effect. Automotive manufacturers depend on complex supply chains that include suppliers, logistics providers, and technology partners. When a major company like JLR experiences disruption, the consequences can spread across many other businesses connected to its operations. This demonstrates how cybersecurity incidents can affect not only a single organisation but also an entire industrial network (Yang et al., 2024).
Financial losses associated with the attack were also significant. Analysts suggested that the overall cost could reach billions of pounds, reflecting production losses, recovery efforts, and wider economic effects. This reinforces arguments in the literature that cybersecurity should be treated as a business risk rather than purely a technical issue.
The structure of the company’s digital systems may have influenced the scale of the disruption at JLR. Highly interconnected systems can improve efficiency but may also make it harder to isolate problems when an attack occurs (Tidy, 2025). In such situations, organisations sometimes shut down large parts of their networks to prevent further damage. This creates an ongoing challenge in cybersecurity management. (Gulyás and Kiss, 2023).

Supply Chain and Third-Party Risk
Supply chain security is another topic that appears frequently in cybersecurity research. Automotive manufacturers rely on a wide range of suppliers and external partners for software, technology services, and infrastructure. This reliance can create additional vulnerabilities because attackers may attempt to gain access through less secure third-party systems (Khosravian et al., 2025). 
In the case of JLR, part of its IT environment has been managed through external service providers as part of broader digital transformation initiatives. While outsourcing can offer advantages such as specialised expertise and improved efficiency, it can also increase exposure to cyber risk. If security practices vary across partners, attackers may exploit the weakest link within the network (Vallance and Leggett, 2025).
Academic studies and industry frameworks emphasise the importance of managing cybersecurity across the entire supply chain. Standards such as ISO/SAE 21434 require manufacturers to assess risks, monitor suppliers, and implement security controls throughout the lifecycle of vehicle development and production (Khalil et al., 2025). These frameworks recognise that cybersecurity responsibilities extend beyond a single organisation and must involve collaboration across the whole industry (Ayşe Ünsal and Melek Önen, 2022).

Connected Vehicles, Data Privacy, and Regulation
Another area widely discussed in the literature is the relationship between connected vehicle technology and regulatory requirements. As vehicles become more integrated with digital services, governments and regulatory bodies have introduced new rules aimed at improving cybersecurity and protecting consumer data (Shen and Liu, 2025).
Connected vehicles may face threats such as remote hacking attempts, data breaches, or exploitation of communication systems. For manufacturers that produce technologically advanced vehicles, these risks must be carefully managed. Companies like JLR incorporate sophisticated features such as driver assistance technologies, cloud-based services, and data analytics platforms. While these innovations enhance the driving experience, they also increase the need for strong cybersecurity controls (Alam, 2024).
Regulatory frameworks have emerged to address these concerns. For example, international regulations now require manufacturers to implement cybersecurity management systems and continuously monitor risks across the vehicle lifecycle. Compliance with these regulations is necessary for companies operating in global markets, although meeting these requirements can be complex and resource intensive (Cano et al., 2022).

Emerging Trends in Automotive Cybersecurity
Recent research also identifies several trends that are shaping the future of cybersecurity in the automotive industry. One important development is the establishment of vehicle security operations centres (VSOCs). These centres are designed to monitor threats affecting both vehicles and supporting digital infrastructure, allowing organisations to respond quickly to potential attacks (Khayat et al., 2025).
Another trend involves closer integration between cybersecurity and vehicle safety. As vehicles become increasingly automated, cyber incidents could potentially affect critical functions such as steering, braking, or navigation systems. Because of this, researchers argue that cybersecurity should be considered alongside functional safety during system design and development (Oruc et al., 2025).
Overall, these developments suggest that automotive cybersecurity strategies will need to become more comprehensive. Rather than focusing on a single area, organisations must address risks across software development, manufacturing systems, supply chains, and connected vehicle services (Abreu et al., 2025).

Research Gap
Although there is a growing amount of research on automotive cybersecurity, relatively little work focuses specifically on individual companies such as JLR. Most studies examine the industry rather than analysing how a particular manufacturer manages cyber risk. In the case of JLR, the recent cyber incident provides a useful context for further investigation (Simmann et al., 2025). 
More research is needed to understand how JLR approaches cybersecurity governance, how it responds to cyber incidents, and how the organisational structure influences cyber resilience. Studying these aspects could provide valuable insights for both academic research and industry practice.

Chapter Summary 
Existing literature shows that cybersecurity is becoming increasingly important within the automotive sector. The rise of connected vehicles, digital manufacturing systems, and complex supply chains has created new risks that organisations must manage carefully. The cyberattack that affected Jaguar Land Rover illustrates how these risks can translate into real operational and financial consequences (Simmann et al., 2025).
Research also suggests that addressing cybersecurity challenges requires a comprehensive approach involving strong governance, effective risk management, and collaboration across supply chains. As technology evolves in the modern-day automotive industry, cybersecurity is likely to remain a key focus for manufacturers, regulators, and researchers alike (Mekala et al., 2023).

Methodology 
This chapter will outline the research methods used to examine the cybersecurity challenges faced by JLR and the wider automotive industry. The study uses a Systematic Literature Review (SLR) as the main research approach to gather, review and assess existing academic studies and industry reports related to cybersecurity risks, data protection concerns, and digital vulnerabilities within modern automotive manufacturing (Mannarath, 2025).
This methodology helps ensure that the research process is organised, clear, and based on reliable and credible sources. Using a systematic approach also allows the study to evaluate a wide range of relevant literature in a consistent way (Shaheen et al., 2023). Through reviewing existing research, this dissertation aims to identify key cybersecurity threats, explore current strategies used to manage these risks, and highlight best practices that may help JLR strengthen their cybersecurity capabilities and overall resilience.

3.1 Systematic Literature Review (SLR)
A SLR will be used as a main research method for this research. An SLR is a structured approach which is used to gather and critically examine existing research related to a specific topic. In contrast to a traditional literature review, a systematic review follows a clearly defined process that ensures sources are identified, selected, and evaluated in a consistent and objective way (Mannarath, 2025).
The main reason for using an SLR in this study is to collect relevant academic research and industry knowledge on cybersecurity challenges within the automotive sector specifically for JLR. As vehicles and manufacturing processes become more digitalised, technologies such as connected cars, cloud platforms, and smart manufacturing systems introduce new cybersecurity risks for automotive companies. Organisations like JLR depend heavily on digital infrastructure, supply chain networks, and connected vehicle technologies, which can increase their vulnerability to cyber threats (Fernandez et al., 2024).
By applying a systematic review process, this study aims to identify common themes and patterns in cybersecurity threats that affect automotive manufacturers. These threats may include data breaches, ransomware attacks, weaknesses in connected vehicle systems, and risks linked to supply chain partners. The SLR also helps to identify cybersecurity frameworks, technological solutions, and organisational strategies that are recommended in existing research to reduce these risks (Woźniak et al., 2025).
Using this method ensures that the research is supported by credible academic studies, government publications, and industry reports. The structured nature of the SLR also strengthens the reliability and transparency of the research findings, as it allows the researcher to clearly explain how the sources were identified and selected (Schultz et al., 2024).

3.2 Search Strategy/Results 
The search strategy for this research was designed to gather reliable and relevant information on cybersecurity challenges affecting large automotive manufacturers, with particular attention to JLR and the wider connected-vehicle industry. A systematic approach was used to ensure that the sources selected were credible, recent, and directly related to the research topic.
Initially, several academic databases were explored, including Google Scholar, IEEE Xplore, ScienceDirect, and SpringerLink. These databases were chosen because they contain peer-reviewed journals, conference papers, and technical research that are widely used in cybersecurity and information technology studies. In addition to academic sources, industry reports, cybersecurity white papers, and reputable technology news platforms were also reviewed to provide insight into real-world cybersecurity incidents and emerging threats within the automotive sector.
A set of keywords and search phrases was developed to guide the process. Examples included “automotive cybersecurity,” “connected car vulnerabilities,” “cyber threats in the automotive industry,” “supply chain cyber risk,” and “vehicle software security.” Variations of these terms were used to refine the search results and identify sources that specifically addressed challenges faced by modern automotive companies. The search mainly focused on publications from the last ten years to reflect recent technological developments such as connected vehicles, cloud systems, and over-the-air software updates.
After collecting the initial results, the sources were screened based on relevance, publication quality, and how closely they related to cybersecurity risks, mitigation strategies, and organisational responses within the automotive industry. Duplicate or less relevant sources were removed. The final selection included peer-reviewed research articles, cybersecurity frameworks, and industry analyses, which together provided a balanced understanding of the cybersecurity challenges discussed in this study.

3.3 Search terms 
Search terms refer to the phrases that were entered into academic databases to find relevant research for this study. To explore cybersecurity challenges within the automotive industry, a range of search phrases were used. These were chosen to cover both general cybersecurity topics and issues that specifically affect automotive companies, including organisations such as JLR.
Some of the main search terms used included:
· Cybersecurity challenges in the automotive industry
· Cyber-attacks on automotive manufacturers
· JLR cybersecurity risks
· Connected vehicle security vulnerabilities
· Cybersecurity threats in smart manufacturing
· Automotive supply chain cybersecurity risks
· Vehicle hacking and automotive security
· Digital security in automotive companies
These phrases were searched individually and combined to improve the results. Boolean operators such as AND, OR, and NOT were used to narrow or broaden the search. For instance, searches like automotive cybersecurity and connected vehicles helped identify more focused and relevant academic studies.

3.4 Key Words
Keywords are specific terms used during the search process to help locate relevant academic literature connected to the research topic. These terms were chosen based on the main themes explored in this dissertation, including cybersecurity risks, developments in automotive technology, and the management of digital security within organisations (Christou et al., 2024).

The key words used in this research include:
· Cybersecurity
· Automotive cybersecurity
· Cyber threats
· Connected vehicles
· Vehicle hacking
· Data protection
· Digital security
· Automotive manufacturing
· Supply chain cybersecurity
· Internet of Things (IoT) security
· Industrial control system security
· Information security management
These keywords were chosen because they reflect the main issues linked to cybersecurity challenges within the automotive sector. They were applied both on their own and combined during database searches to help identify a broad range of relevant literature (Christou et al., 2024).

3.5 Databases 
The literature used in this study was gathered from several academic databases and online research platforms. These sources were chosen because they offer access to reliable and peer-reviewed journals, conference papers, and research reports related to cybersecurity, information technology, and engineering.
The main databases used during the research included Google Scholar, IEEE Xplore, ScienceDirect, SpringerLink, and Emerald Insight. Google Scholar was helpful for finding a wide variety of academic articles, citations, and conference papers related to cybersecurity and automotive technology. IEEE Xplore was used to access research focused on engineering, computer science, and cybersecurity topics. ScienceDirect provided scientific and technical journal articles linked to digital systems and data protection. SpringerLink offered access to academic books and journals related to information security and technology management, while Emerald Insight helped identify research on organisational security practices and governance.
These databases were selected because they are well-known within academic research and provide trustworthy, peer-reviewed publications. Using several databases also helped ensure that the literature review included a broad range of perspectives from both researchers and industry specialists (Zul M, 2025).	

3.6 Inclusion/Exclusion Criteria
To maintain the quality and relevance of the literature used in this research, clear inclusion and exclusion criteria were applied when selecting sources. Only peer-reviewed journal articles, conference papers, academic books, and credible industry reports were included. The research also needed to focus on cybersecurity, automotive security, or digital manufacturing systems, and be published between 2020 and 2025 in English. This time period was chosen because technology and cybersecurity threats evolve quickly, meaning older studies may no longer reflect current industry practices.
Sources that were published before 2020, unrelated to cybersecurity or the automotive sector, taken from non-academic sources such as blogs or unverified websites were excluded. Articles that lacked strong evidence, references, or academic credibility were also removed to ensure the research used was reliable and relevant information (Kim and Shrestha, 2020).

3.7 Ethical Considerations 
Ethical considerations were addressed throughout this research. All information was obtained from publicly available academic and industry sources, ensuring no confidential data about Jaguar Land Rover was disclosed. Proper referencing was applied to avoid plagiarism, and sources were evaluated for accuracy, credibility, and responsible representation of cybersecurity issues.

3.8 Chapter Summary 
This chapter explained the research methodology used in the study, focusing on a Systematic Literature Review to examine cybersecurity challenges within the automotive industry, particularly at JLR. It outlined the search strategy, databases, keywords, inclusion criteria, and ethical considerations used to ensure credible and relevant research findings.

Findings and Discussions
4.1 Introduction
This chapter will highlight the findings of the research and then go on to discuss the results in detail, in relation to the research objectives and research questions established earlier in the dissertation. This chapter aims to examine the key cybersecurity issues facing JLR and the broader automotive industry, while also looking at how these challenges influence an organisation’s resilience, day-to-day operations, and the way digital security is managed.
This research adopts a qualitative research approach through a SLR (Lim, 2025). The findings presented in this chapter are therefore based on an in-depth review of academic journal articles, industry reports, and cybersecurity frameworks relevant to the automotive industry. The qualitative nature of the research allows the study to identify patterns, themes, and recurring issues across existing research rather than relying on numerical or statistical data (Mohammad, 2025). By reviewing a wide range of credible sources, the research aims to build a comprehensive understanding of cybersecurity risks within the automotive sector and their potential relevance to JLR.
This chapter is organised into two main sections; the first section presents the findings obtained from the literature review. This section summarises the key cybersecurity threats, risk management practices, organisational challenges, and industry developments identified during the research process. Importantly, this section focuses only on presenting the results identified from the reviewed sources and does not interpret or analyse them.
The second section will provide a discussion of the findings, in this section, the results are interpreted and linked to previous research studies and academic literature. The discussion also explores the implications of the findings for JLR and the automotive industry more broadly. In addition, this section considers the limitations of the research and how they may influence the interpretation of the findings.
The structure of this chapter follows the sequence of the research objectives. First, the findings relating to cybersecurity threats and vulnerabilities are presented. This is followed by findings relating to cybersecurity management strategies, organisational resilience, and alignment with industry standards and best practices. The discussion section then builds upon these findings to provide a deep understanding of the cybersecurity challenges which JLR and the wider automotive industry face. 

4.2 Findings
4.2.1 Cybersecurity Threats and Vulnerabilities (Objective 1 / RQ1)
The literature reviewed during this study identified several cybersecurity threats and vulnerabilities that are commonly associated with automotive manufacturers. A consistent theme across the sources is the growing reliance on digital technologies within modern vehicles and manufacturing systems, which has created new cybersecurity risks within the industry (Nioata et al., 2025).
One of the most frequently mentioned issues in the literature is the vulnerability associated with connected vehicle technologies. Modern vehicles are increasingly equipped with advanced digital systems that enable communication between vehicles, mobile applications, and cloud-based services. These technologies include telematics systems, wireless connectivity, and remote diagnostic capabilities. The literature indicates that such systems create additional access points within the vehicle ecosystem (Gu et al., 2025).
Another key finding identified in the literature is the increasing role of software within automotive systems. Vehicles now depend on embedded software to manage many operational functions, including safety systems, navigation, and vehicle performance monitoring. The literature highlights that as the complexity of these systems increases, the potential for cybersecurity vulnerabilities may also increase (Li et al., 2025).
The findings also show that data management has become an important cybersecurity consideration within the automotive industry. Automotive companies collect and process large amounts of data generated by connected vehicles, manufacturing systems, and digital platforms. This data may include vehicle performance information, system diagnostics, and customer-related information. The literature indicates that managing and protecting this data has become a significant responsibility for organisations (Guang et al., 2025).
Another issue identified in the literature relates to supply chain cybersecurity risks. Automotive manufacturers often rely on a wide network of suppliers, software providers, and technology partners. The literature suggests that vulnerabilities within third-party systems may introduce additional cybersecurity challenges for manufacturers (Aarland, 2024).
In addition to these factors, the literature also highlights the growing presence of cyberattacks targeting industrial organisations. These incidents have been reported in sectors that rely heavily on automated systems and digital infrastructure. The findings show that ransomware attacks, data breaches, and system disruptions have been documented across multiple industries (Alqudhaibi et al., 2025).
The literature also identifies the role of digital manufacturing technologies within the automotive sector. Many manufacturers have adopted smart manufacturing systems that rely on interconnected machines, sensors, and digital platforms. These technologies allow real-time monitoring and improved operational efficiency, but they also introduce new cybersecurity considerations within production environments.
Overall, the literature reviewed in this study indicates that cybersecurity risks in the automotive industry are closely linked to digital transformation, connected technologies, and the increasing integration of software systems (Qiu et al., 2025).

4.2.2 Cybersecurity Risk Management Strategies (Objective 2 / RQ2)
The literature also identified a range of cybersecurity strategies and practices used by organisations within the automotive industry to manage cyber risks. These strategies focus on protecting digital infrastructure, identifying potential vulnerabilities, and improving organisational awareness of cybersecurity threats (Stentoft et al., 2025).
One of the findings identified in the literature is the use of cybersecurity governance frameworks within organisations. These frameworks offer a clear and organised way to manage cybersecurity risks, outlining the roles, responsibilities, and processes involved in maintaining information security (Oh et al., 2025).
The literature also expresses the importance of monitoring and detection systems within organisational cybersecurity practices. These systems are used to monitor digital networks and identify unusual activity that may indicate a cybersecurity incident. Such systems may include intrusion detection technologies and network monitoring tools (Rahman et al., 2026).
Another strategy identified in the literature is employee cybersecurity training and awareness programmes. Organisations increasingly recognise the importance of educating employees about the risks of cybersecurity and safe digital practices (Prümmer et al., 2024). 
Secure software development was also identified as an important cybersecurity practice within the automotive industry. The literature suggests that integrating cybersecurity into the design and development stages of digital systems may help reduce vulnerabilities (Ullah et al., 2024). 
The findings also highlight the importance of managing cybersecurity risks within supply chains. Organisations are increasingly required to assess the cybersecurity practices of their suppliers and ensure that external partners follow recognised security standards.
In addition, the literature notes that many organisations adopt risk assessment processes to identify potential cybersecurity weaknesses within their operations. These processes may involve evaluating digital infrastructure, reviewing system vulnerabilities, and assessing potential threats (Azmat, 2025).

4.2.3 Cybersecurity and Organisational Resilience (Objective 3 / RQ3)
The literature reviewed for this research will highlight cybersecurity challenges and organisational resilience within the automotive industry.
One of the key findings is that cyber incidents have the potential to disrupt manufacturing operations. Automotive production systems often rely on digital platforms and automated technologies, which means that disruptions to these systems may affect production activities (Ashok and Prabhu, 2025).
Another finding relates to business continuity. The literature indicates that cybersecurity incidents may affect an organisation’s ability to maintain normal operations during unexpected disruptions (Ashok and Prabhu, 2025).
The literature also highlights the importance of regulatory compliance in relation to cybersecurity. Automotive companies must comply with various data protection and cybersecurity regulations when handling digital information and customer data (Gokkaya, Spanaki and Karafili, 2025). 
Customer data protection is another issue frequently mentioned within the literature. Connected vehicles generate large volumes of data, which organisations must store and manage securely.
Additionally, reputational impact is identified as a potential consequence of cybersecurity incidents affecting large organisations (Ziegler, 2025).

4.2.4 Alignment with Industry Standards and Best Practices (Objective 4 / RQ4)
The final group of findings relates to cybersecurity standards and best practices within the automotive sector.
The literature indicates that several industry standards and frameworks have been developed to improve cybersecurity management within automotive organisations. These frameworks encourage organisations to conduct risk assessments, implement cybersecurity controls, and monitor digital systems (Khan et al., 2025).
The literature also highlights the importance of integrating cybersecurity into the entire lifecycle of vehicle development, including design, production, and maintenance.
Another finding identified in the literature is the increasing focus on collaboration between organisations within the automotive industry. Manufacturers, suppliers, and technology providers are expected to work together to manage cybersecurity risks effectively.
Overall, the literature suggests that organisations are increasingly adopting structured cybersecurity approaches in response to evolving cyber threats and regulatory expectations (Pimpale, 2025).

4.3 Discussion
4.3.1 Interpreting the Cybersecurity Threat Landscape for JLR
The findings of this study illustrate that the cybersecurity threat landscape within the automotive sector is increasingly complex and closely intertwined with the rapid pace of digital transformation (Manikandan et al., 2025). Across vehicle design, manufacturing processes, and connected technologies, the industry is undergoing a technological evolution that brings considerable operational benefits but simultaneously introduces new vulnerabilities. In the specific context of Jaguar Land Rover (JLR), these findings indicate that the organisation must navigate a cybersecurity environment characterised by heightened complexity, dynamic threat vectors, and evolving attack methodologies, all of which demand proactive and strategic risk management approaches (Islam et al., 2025).
Connected vehicle technologies have emerged as a prominent source of potential cyber exposure. Modern vehicles rely on extensive digital communication networks that facilitate interaction with external platforms, including cloud services, mobile applications, and vehicle-to-vehicle systems. As this study confirms, these interconnected systems substantially increase the number of potential entry points for malicious actors, aligning with previous research that has emphasised the heightened vulnerability associated with connectivity (Mishra and Singh, 2025). For JLR, this implies that every integration of a connected system or remote functionality must be carefully evaluated for cybersecurity risk, with robust monitoring and mitigation strategies implemented at every level of vehicle operation (Tayri and Ma, 2025).
Software complexity further compounds these risks. The automotive industry is witnessing an unprecedented expansion in the number and sophistication of digital functions embedded within vehicles, from advanced infotainment systems to driver assistance and autonomous technologies (Gao et al., 2025). This study’s findings support earlier research suggesting that as software layers proliferate, the likelihood of exploitable vulnerabilities increases. For JLR, this means that cybersecurity strategies must extend beyond perimeter defence to include rigorous software testing, continuous updates, and the adoption of secure coding practices to prevent the exploitation of latent weaknesses (Arabi, Oskouei and Hosseinzadeh, 2025). 
Data management also constitutes a critical area of concern. The collection, storage, and processing of vast volumes of operational, telemetric, and user data introduces substantial security responsibilities. The study’s results reinforce the view expressed in prior research that effective data governance and protection are central to maintaining cybersecurity resilience. For JLR, ensuring compliance with data privacy regulations and safeguarding sensitive information against potential breaches is not only a legal requirement but also essential for maintaining consumer trust and corporate reputation (Singh et al., 2025).
Finally, the study highlights supply chain cybersecurity as a significant consideration. Third-party suppliers, which provide components ranging from software modules to embedded systems, often represent weak points that can be exploited to compromise the broader ecosystem. The findings indicate that for organisations such as JLR, cybersecurity risk management cannot be confined to internal systems alone; it must extend across the entire supply chain, ensuring that partners adhere to rigorous security standards and protocols (Handfield et al., 2025).
In summary, the implications of this research suggest that JLR must adopt a comprehensive, proactive approach to cybersecurity. This encompasses systematic identification and remediation of vulnerabilities in connected systems, robust data protection strategies, and enhanced collaboration with suppliers to strengthen the resilience of the entire operational network. By embedding cybersecurity considerations into the core of organisational strategy, Jaguar Land Rover can better navigate the increasingly complex digital landscape and safeguard its vehicles, data, and reputation against evolving cyber threats (Abdullahi et al., 2025). 




4.3.2 Cybersecurity Risk Management and Organisational Strategy
The findings of this study indicate that automotive organisations are increasingly adopting structured and strategic approaches to managing cybersecurity risks, reflecting a shift from reactive to proactive practices. These strategies encompass comprehensive governance frameworks, continuous monitoring systems, employee training programmes, and the implementation of secure software development methodologies. Collectively, these measures demonstrate an understanding that cybersecurity is not merely a technical concern but a critical organisational priority that must be embedded into overall business strategy (Adel Alqudhaibi et al., 2025a).
Interpreted in the context of prior research, the results support the perspective that effective cybersecurity management requires a holistic approach. Numerous studies have highlighted that protecting an organisation against digital threats demands coordination across multiple departments, including IT, engineering, operations, and executive management. Cybersecurity cannot be isolated within a single technical team; instead, it must inform decision-making at every organisational level. The findings of this research reinforce this notion, suggesting that organisations that integrate cybersecurity into their strategic objectives are better positioned to anticipate and respond to emerging threats (Figueroa et al., 2025).
A particularly significant insight emerging from the study relates to the role of employees in cybersecurity risk management. one of the leading causes of cybersecurity incidents across industries are human error. The research highlights the importance of fostering a security-aware culture within organisations (Safae and Kassou, 2025). Employee training and awareness programmes are therefore not ancillary but central to a comprehensive cybersecurity strategy. This includes not only formal training sessions but also ongoing reinforcement through communication, simulations, and embedding security principles into daily workflows. By prioritising human factors alongside technological safeguards, organisations can significantly reduce the likelihood of breaches and system vulnerabilities being exploited (Yogi and Aiswarya, 2025).
Secure software development practices also emerged as a critical component of organisational strategy. Previous studies have stressed the importance of incorporating cybersecurity considerations early in the design and development phases of automotive systems. The findings of this study suggest that organisations are increasingly embracing this approach, recognising that vulnerabilities introduced at the design stage are often more costly and damaging to remediate later. By adopting secure coding standards, implementing rigorous testing protocols, and incorporating threat modelling during development, automotive manufacturers can create more resilient systems and minimise the risk of exploitable weaknesses in both vehicles and associated software platforms (Grobelna et al., 2025).
Finally, supply chain risk management remains a pivotal aspect of organisational cybersecurity strategy. Automotive manufacturers rely heavily on external suppliers for software modules, electronic components, and technological solutions. The study’s findings indicate that inconsistencies in cybersecurity standards across the supply chain can create vulnerabilities that compromise the security of the entire ecosystem. As a result, effective risk management strategies must extend beyond the organisation itself, incorporating supplier assessments, contractual security requirements, and continuous monitoring to ensure that partners maintain robust cybersecurity practices (Stentoft et al., 2025).
In conclusion, the research demonstrates that effective cybersecurity risk management in the automotive sector requires a multi-layered and integrated strategy. By combining robust governance frameworks, employee awareness programmes, secure software development, and supply chain oversight, organisations can establish a resilient cybersecurity posture. Embedding these measures into organisational strategy ensures that cybersecurity becomes a core business objective, enhancing both operational integrity and stakeholder confidence in an increasingly digitalised automotive environment (Kommineni, 2025).

4.3.3 Cybersecurity and Organisational Resilience
The findings of this study highlight that organisational resilience in the automotive sector is increasingly dependent on effective cybersecurity practices. Cybersecurity incidents disrupt operations, compromise sensitive data, and damage an organisation’s reputation, this shows that digital security is no longer a small concern but a core component of business continuity. When interpreted alongside previous research, it becomes evident that cybersecurity and organisational resilience are intrinsically linked, with robust security measures serving as a foundation for operational stability and long-term sustainability (Sukachova et al., 2025).
Earlier studies have demonstrated that cyber incidents affecting manufacturing and production systems can have significant operational and financial consequences. Production delays, supply chain disruptions, and unplanned downtime can result in substantial monetary losses, while also impacting their delivery services. The findings of this research reinforce these observations, suggesting that automotive organisations must adopt proactive strategies to anticipate and respond to potential cyber-related disruptions (Chauhan and Rani, 2025).For JLR, this means that cybersecurity cannot be treated in isolation but must form an integral part of broader risk management and resilience planning initiatives.
An essential aspect of resilience highlighted by the study is the organisation’s ability to respond to and recover from cyber incidents. Incident response planning, disaster recovery protocols, and business continuity frameworks are vital in ensuring that any disruption can be managed efficiently and effectively. The research indicates that organisations that embed these practices into their operational strategy are better equipped to maintain continuity in the face of cyber threats, thereby safeguarding both performance and stakeholder confidence (Maheshwari and Jaggi, 2024).
Regulatory compliance also emerges as a critical consideration in strengthening organisational resilience. Automotive companies, particularly those producing connected vehicles, generate and process large volumes of customer data. Compliance with data protection regulations, such as General Data Protection Regulation (GDPR) and other regional legislation, is not only a legal requirement but also essential for preventing breaches that could disrupt operations and attract regulatory penalties. The findings of this study underscore that rigorous data protection practices are a cornerstone of resilience, ensuring that organisations can withstand and recover from potential cyber incidents while maintaining regulatory integrity.
Finally, the relationship between cybersecurity and organisational reputation cannot be overstated. Customer trust is closely tied to an organisation’s ability to protect sensitive information and maintain secure operations. Research has shown that cybersecurity failures can have lasting reputational consequences, influencing public perception and consumer confidence (Padmapriya et al., 2025).
The findings of this research support this perspective, highlighting the need for JLR and similar organisations to prioritise cybersecurity, and to protect operational systems to maintain credibility and their trust with customers, partners, and the broader public.
In conclusion, the study demonstrates that organisational resilience in the automotive sector is deeply interconnected with cybersecurity. By integrating robust cyber risk management into operational planning, establishing comprehensive incident response strategies, ensuring regulatory compliance, and safeguarding customer trust, organisations such as Jaguar Land Rover can strengthen their ability to withstand disruptions, recover quickly, and maintain long-term stability in an increasingly complex digital landscape (Järveläinen et al., 2025).

4.3.4 Alignment with Industry Standards and Future Improvements
The findings of this research indicate that adherence to industry standards and established cybersecurity frameworks is critical in shaping robust cybersecurity practices within the automotive sector. These standards offer structured guidance and a benchmark against which organisations can assess their cybersecurity maturity, ensuring that policies, processes, and technologies are aligned with recognised best practices. For automotive companies like Jaguar Land Rover (JLR), these frameworks provide not only a roadmap for managing current cybersecurity risks but also a foundation for continuous improvement and strategic resilience (Dalal, 2025).
Previous studies have emphasised the value of adopting internationally recognised cybersecurity frameworks, such as ISO/SAE 21434, NIST Cybersecurity Framework, and other sector-specific guidelines. Such frameworks help organisations move beyond ad hoc security measures by promoting a systematic approach to identifying vulnerabilities, implementing appropriate controls, and continuously monitoring and refining security practices. The results of this research strongly support this view, suggesting that organisations that integrate industry standards into their cybersecurity strategy are better positioned to anticipate emerging threats, reduce exposure to cyber incidents, and enhance overall operational stability (Rochette, 2026).
For JLR, aligning cybersecurity practices with these frameworks can have several tangible benefits. Firstly, it ensures a comprehensive approach to risk management, where potential vulnerabilities across connected systems, software applications, and supply chains are consistently assessed and mitigated. Secondly, adherence to recognised standards facilitates the development of a culture of continuous improvement, where cybersecurity measures are regularly reviewed, updated, and optimised in response to evolving threats. By embedding these principles into organisational strategy, JLR can strengthen both its resilience and its reputation as a secure and forward-thinking automotive manufacturer (Rochette, 2026).
Another key implication of the findings relates to the collaborative nature of cybersecurity in the automotive industry. Modern vehicles are increasingly reliant on complex ecosystems that include suppliers, technology providers, and external service platforms. Cybersecurity challenges are therefore rarely confined to a single organisation and often require coordinated efforts across the entire industry. The research highlights that alignment with industry standards can serve as a common language and framework for collaboration, enabling JLR to work effectively with partners to ensure that security practices are consistent, robust, and interoperable throughout the supply chain (Oka and Vadamalu, 2026).
Looking to the future, the findings suggest that organisations should not only comply with current standards but also actively contribute to their evolution. As the automotive landscape continues to integrate emerging technologies such as autonomous systems, connected vehicle platforms, and AI-driven analytics, cybersecurity frameworks must evolve to address new vulnerabilities. Proactively engaging with industry initiatives, sharing insights, and adopting innovative security practices will enable companies like JLR to stay ahead of threats, maintain operational continuity, and foster trust among customers and stakeholders (Tripathy et al., 2025).
The research demonstrates that aligning cybersecurity strategies with recognised industry standards is essential for achieving robust, adaptive, and resilient security practices. By combining structured frameworks, continuous improvement, and industry-wide collaboration, automotive organisations can effectively manage cybersecurity risks today while preparing for the challenges of an increasingly connected and technologically advanced future (Rahman et al., 2026).

4.3.5 Limitations of the Research
While this research provides meaningful insights into cybersecurity challenges within the automotive industry, it also acknowledges the importance of several limitations that may influence the explanation of the findings. By recognising the limitations, it is essential to understand the scope of the research and to guide future investigations in this rapidly evolving industry (Sahar et al., 2026).
Firstly, the study is based primarily on a qualitative systematic literature review rather than on primary data collected directly from Jaguar Land Rover (JLR) or other automotive manufacturers. While this approach allowed for the aggregation and synthesis of a wide range of existing research, it also means that the findings are derived from secondary sources rather than direct organisational evidence. Consequently, the research reflects general trends and established observations in the industry, but may not fully capture the specific internal practices, challenges, or strategic nuances unique to JLR. This limitation underscores the need for complementary studies that involve first-hand organisational data to validate and extend the insights presented here (Brignardello-Petersen et al., 2024).
Secondly, accessing detailed information on cybersecurity practices within large automotive organisations is inherently challenging. Organisations often restrict the disclosure of internal cybersecurity policies, operational procedures, and incident data due to confidentiality, competitive advantage, and security concerns. This limitation means that the study relies on publicly available information and published research, which may not fully reflect the most current or sensitive practices employed by leading manufacturers. As a result, certain aspects of cybersecurity strategy, particularly those relating to incident response, penetration testing, and internal threat detection, may be underrepresented in the literature and, by extension, in the findings of this study (For, 2025).
Thirdly, the rapidly changing nature of cybersecurity presents a limitation in terms of temporal relevance. The automotive industry is experiencing continuous technological evolution, including advances in connected vehicle systems, autonomous functionality, and artificial intelligence applications. Simultaneously, cyber threats are becoming increasingly sophisticated, with new attack vectors and vulnerabilities emerging regularly. While the study captures contemporary research and prevailing trends, the cybersecurity landscape is dynamic, and strategies or threats may shift quickly, potentially rendering certain findings less applicable soon. This highlights the importance of ongoing research and continual monitoring of the field to maintain an up-to-date understanding of risks and mitigation strategies (Achenef et al., 2025).
Finally, the study’s methodological approach, while systematic, may inherently exclude certain niche or emerging perspectives. For example, unpublished industry reports, proprietary research, or anecdotal practitioner insights may contain valuable information that is not reflected in the literature. As such, while the research provides a robust overview of known cybersecurity challenges and best practices, it may not capture every emerging trend or innovative mitigation approach being trialled within the industry (Lamhour et al., 2026).
While the study contributes valuable knowledge on cybersecurity challenges in the automotive sector, these limitations highlight areas for future research. Subsequent studies could address these gaps by conducting interviews or surveys with cybersecurity professionals, performing case studies on real-world incidents, or analysing the effectiveness of organisational strategies in practice. Such approaches would enrich the understanding of how leading automotive manufacturers, including JLR, navigate the complex and rapidly evolving cybersecurity landscape, offering insights that extend beyond the scope of literature-based analysis (Pambudi and Hwang, 2025).

4.4 Chapter Summary
This chapter has presented a detailed analysis of the findings and discussion arising from the research into cybersecurity challenges facing Jaguar Land Rover and the wider automotive industry. The research highlighted several critical issues, including the vulnerabilities inherent in connected and digital vehicle systems, the growing cybersecurity risks posed by complex supply chains, and the increasing need for robust cybersecurity management across manufacturing and operational processes.
The discussion section contextualised these findings within existing literature, demonstrating how contemporary research supports the need for a holistic and integrated approach to cybersecurity. Key implications were explored, including the impact of cyber threats on organisational resilience, the importance of embedding cybersecurity into strategic decision-making, and the value of aligning practices with industry standards and regulatory requirements. The study emphasised that cybersecurity is no longer a purely technical concern but a core organisational priority, affecting operational stability, customer trust, and long-term business sustainability (Kumar et al., 2025).
Overall, the findings suggest that automotive organisations, and Jaguar Land Rover in particular, must adopt proactive, multi-layered cybersecurity strategies to mitigate risks and strengthen resilience. The next chapter will draw together the conclusions of the research and present practical recommendations to enhance cybersecurity preparedness and safeguard the organisation’s digital and operational infrastructure (Kommineni, 2025).

Recommendations/Limitations and Conclusion
5.0 Recommendations
1. Strengthening Secure-by-Design Practices in Vehicle and Software Development

One important recommendation for Jaguar Land Rover is to further strengthen a secure-by-design approach across its vehicle development and software engineering processes. As vehicles become increasingly connected and software-driven, cybersecurity should be considered from the earliest stages of design rather than being addressed later in the development cycle. Integrating security at the planning and architecture stage can significantly reduce the likelihood of vulnerabilities emerging in connected systems, infotainment platforms, and vehicle communication networks (Higgins et al., 2025).
In practical terms, this would involve embedding cybersecurity risk assessments into each phase of product development, from concept design to deployment. Development teams should work closely with cybersecurity specialists to conduct threat modelling, secure coding reviews, and regular system testing. Continuous software updates and vulnerability monitoring should also form part of the lifecycle management of connected vehicles. By adopting a more structured and preventative approach, Jaguar Land Rover could reduce exposure to cyber threats while ensuring that new technologies are introduced in a secure and controlled manner. In the long term, this would support safer vehicle systems, improved regulatory compliance, and greater customer confidence in the brand’s digital capabilities (Al Hashimi, 2025).

2. Enhancing Supply Chain Cybersecurity and Industry Collaboration
A second recommendation is for Jaguar Land Rover to strengthen cybersecurity management across its supply chain. Modern automotive manufacturing relies heavily on external suppliers for both hardware and software components, which can introduce additional security risks if consistent cybersecurity standards are not maintained. To address this challenge, the company could implement stricter cybersecurity requirements for suppliers and ensure that partners follow recognised industry security frameworks (Aarland, 2024).
This may include regular cybersecurity audits, supplier risk assessments, and the introduction of contractual obligations related to data protection and system security. Establishing clearer communication channels between Jaguar Land Rover and its suppliers could also help identify potential vulnerabilities earlier and improve incident response coordination if a cybersecurity issue arises.
In addition, greater collaboration with other automotive manufacturers, cybersecurity experts, and industry bodies would allow Jaguar Land Rover to stay informed about emerging threats and best practices. Cyber risks often affect the wider industry rather than a single organisation, so sharing knowledge and working collectively can strengthen overall resilience. By improving supply chain oversight and industry engagement, Jaguar Land Rover can better protect its operational systems while supporting a more secure automotive ecosystem (Mahendrakar et al., 2024).

5.2 Limitations 
1. Limited Access to Internal Organisational Data
A important limitation of this research is the lack of direct access to internal cybersecurity data from JLR. Due to the sensitive nature of cybersecurity strategies, many large organisations do not publicly disclose detailed information about their internal systems, vulnerabilities, or incident response processes. As a result, this study relied primarily on academic literature, industry reports, and publicly available sources rather than company-specific operational data (Beretas, 2024).
While these sources provide useful insights into cybersecurity trends within the automotive sector, they may not fully reflect the specific practices, challenges, or internal security measures currently implemented within Jaguar Land Rover. For example, the organisation may already have advanced security frameworks, internal protocols, or ongoing initiatives that are not publicly documented. This means that some of the findings and recommendations discussed in the research are based on general industry patterns rather than direct organisational evidence. Consequently, the conclusions should be interpreted as an informed analysis of the wider industry context rather than a complete representation of Jaguar Land Rover’s internal cybersecurity environment (Okomanyi et al., 2024).

2. Rapidly Evolving Nature of Cybersecurity Threats
Another important limitation relates to the fast-changing nature of cybersecurity. The automotive industry is currently undergoing significant technological transformation, with increasing use of connected vehicle systems, cloud-based platforms, and advanced software integration. At the same time, cyber-attacks in today’s automotive industry are continuously evolving, with hackers continuously developing new ways to exploit emerging technologies.
Because of this, some of the information reviewed during the research process may become outdated as new vulnerabilities, security solutions, or regulatory developments emerge. Cybersecurity is not a static field, and strategies that are effective today may require adaptation in the future. This means that the findings presented in this dissertation reflect the current understanding of cybersecurity challenges within the automotive industry at the time of writing (Kedys, 2025).
Future research could address this limitation by examining more recent case studies or conducting ongoing analysis of cybersecurity incidents affecting automotive manufacturers. Additionally, engaging directly with cybersecurity professionals within the industry could provide more up-to-date insights and a deeper understanding of how organisations such as Jaguar Land Rover are adapting to new and emerging cyber risks (Ivanov, 2026).

5.3 Conclusion 
This dissertation set out to explore the cybersecurity challenges faced by Jaguar Land Rover within the context of the wider automotive industry. As vehicles and manufacturing environments become increasingly digital and interconnected, cybersecurity has emerged as a critical issue that organisations can no longer treat as a secondary concern. The research examined how technological advancements, including connected vehicle systems and complex supply chains, are shaping the cybersecurity landscape and creating new risks for automotive manufacturers (Rochette, 2026).
Throughout the study, the literature review highlighted the growing importance of cybersecurity in modern automotive design and production. It demonstrated that connected technologies, increased software integration, and data-driven services have expanded the number of potential entry points for cyber threats (Aburub et al., 2025),The research methodology then applied a systematic review of existing studies and industry sources, allowing key trends and recurring challenges to be identified and analysed in relation to Jaguar Land Rover.
The findings revealed several significant issues, including vulnerabilities associated with connected vehicles, cybersecurity risks within the supply chain, and the need for stronger organisational strategies to manage digital threats. The discussion further explored how these challenges affect operational stability, organisational resilience, and customer trust. It became evident that cybersecurity is closely linked to long-term business sustainability, particularly for companies operating in a highly competitive and technology-driven sector such as the automotive industry (Aarland, 2024).
Overall, the research concludes that Jaguar Land Rover must continue to strengthen its cybersecurity approach by embedding security considerations into organisational strategy, product development, and supply chain management. As cyber threats continue to evolve, maintaining a proactive and adaptive cybersecurity framework will be essential. By prioritising resilience, collaboration, and continuous improvement, automotive organisations can better protect their systems, safeguard customer data, and support the secure development of future vehicle technologies (Alqudhaibi et al., 2025a).
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