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[bookmark: _Toc122018984]Task 1:
An organisation should have various security protocols towards protecting data, due to the fact that there are various of ways for an unauthorised user to gain access to confidential data. This research paper will include several security technologies which can be used for the purpose of protecting an organisation from loss of data and resources.  
[bookmark: _Toc122018985]Firewall:
Nowadays networks develop frequently in order to match with the latest business situations, such as acquisitions, reorganisations, outsourcing, strategic partnership, and the expanding degree of internal network being connected to the internet. The openness and elevated complexity of the network led to the questions of security to be more complicated as it has become more vulnerable. The most effective way of assuring protection of interface security is by the use of Firewall [1].
Firewall can be a router, computer, or other communication device that filters the access to protected network. Firewall can either be defined as a collection of components or a system placed within two networks and has the ability to possess many properties such as [1]:
· Monitor all traffics coming from inside and outside the network.
· Any authorised traffics that is defined within the local security policy is permissible to pass through. 
· Firewall is immune to any penetration.
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A typical firewall can disallow any unauthorised attacks or access by safeguarding each point of entry into the network. As shown in the image, a firewall includes of many components such as the host, services, and router filters [1]. 
How Does Firewall Affect an Organisation:
The definition is in the name itself because it’s like a fire-proof protecting the building. Designed for the purpose of stopping the fire from spreading any further. For example, when an employee using a system within the organisation visits a website that can be potentially harmful, a firewall can block the user from visiting the website. As mentioned previously, Firewall serves its purpose as a security gateway and prevents unauthorised users from accessing the operating system and network [2].

1. Basic Approaches and Limitations:
By installing Firewall strategically at a single security screen station where the network is private, or the intranet is connected to the public internet, ensuring an easier approach for increased security, audit, and monitor traffic, also detect, and trace any potential break-in attempts. It can also implement an additional layer of security within the organisation by isolating sub-networks [1]. 
There are three services that is a basic approach used by the Firewall to protect a network: 	 
· Packet Filtering:
The purpose of this function is to perform simple operations, including examining the packet header, verifying the IP address, the port or both, and granting or denying access without the need of making changes. Due to how to simple the operations are, this gives an advantage of both efficiency and speed. Filtered packets can either be incoming, outgoing, or both depending on the type of the router. In addition to this, the advantage of this is that the job gets done independently of the user’s knowledge or assistance. Through the basis of some of the following criteria such as: destination IP address, source IP address, TCP/UDP destination port and TCP/UDP source port, packets can be filtered. A firewall of this level has the ability to obstruct connections to and from certain hosts, ports, and network [1]. 
This method can safeguard an organisation by controlling the flow of the incoming and outgoing data packets based on the predetermined rules. These rules are generally established from the source and destination address, along with the format of data being transmitted. As mentioned above, packeting filtering can block unauthorised users from entering the system. As a result, this prevents the organisation from losing out on revenue and save the reputation of the organisation [1]. 
· Circuit Proxy:
Circuit proxy is the second approach, and the disparity between packet filtering and circuit proxy is that the former is the addressee to which every correspondent must convey their packets. Having an assumption that there is access, the circuit proxy substitutes its own address with the address of the intended destination [1]. 
This proxy server can be utilised to improve the performance and security of an organisation network. By routing network traffic though a circuit proxy, an organisation can gain several benefits, including improved network performance and better protection against network attacks [1]. 
· Application Proxy:
This process is known to be the most complicated in operation when compared to circuit proxy or packet filtering firewall. This process understands the application protocol and data and interrupts the information that is originally intended for that application. Based on the quantity of information that is available to make decisions. The application proxy has the ability to authenticate a user and have the decision to ensure whether any type of data can be deemed to be harmful towards the system or not. In order for this to function, either the client or user using the system has to be reconfigured to them, and this can sometimes be a complicated process, which can lead to a loss of transparency. Application proxies can be known as proxy services, and the host machines running them as an application gateway [1]. 
This type of proxy is utilised to improve the performance, functionality, and security of an organisation in many ways. Such as, application proxy can be used to:
Improve application performance: By routing application traffic via a dedicated proxy server, organisation can offload the processing and handling of that traffic from their main network infrastructure, which can benefit the overall performance of the application [1].
Enhance security: Application proxies provide additional layers of security for organisation network by inspecting incoming and outgoing traffic for any malicious content and blocking defending against it before it reaches the network. This benefits the organisation as it protects it from wide range of threats such as, viruses, malware, and other types of cyber-attacks [1]. 
Provide additional functionality: there are some application proxies built to supply users with additional functionality and features, other than just routing traffic. For example, application proxy can include extra features, such as: load balancing, compression, and caching to aid the overall performance of an application [1]. 
· Packet inspection Approach:
In this approach, it reacts to any threats by examining the subject matter of each individual packets and the headers. An inspection firewall leads a search with the use of an inspection module, and this module can understand, and thus examine, data meant for every single layer from network layer to application layer. It carries out it’s task by inspecting and integrating all information that are garnered from each specific layers into a single point, which then proceeds to get completely examined [1]. 
By inspecting the contents of each packet, organisation can protect and detect against a wide range of threats and security risks [1]. 
Packet inspection can be used to protect an organisation through detecting and blocking malicious traffic. For example, if a packet inspection system detects that a packet of data contains a virus or any other types of malwares in it. It reacts can instantly blocking the packets from entering into the network, and thus eventually prevent the malware from spreading further [1]. 
Another step that packet inspection utilises is by monitoring network traffic for any suspicious activity. For example, packet inspection is mainly used for the purpose of detecting and reacting on issues such as excessive data transfer, or unusual pattern of network traffics, or attempts to access any restricted parts o f the network. This enable the organisation to react to the treat quickly and take steps to ensure the organisation is completely protected [1]. 

· Firewall limitations:
While firewall does play a crucial part to ensuring an organisation is protected against various security threats, they also consist of limitations which can affect an organisation’s security [1]. 
One of the limitations of firewall is that they are built to protect against threats in which they can only detect. For example, a firewall might be designed to protect access from certain types of websites that can be harmful or prevent various types of networks traffics from entering into the network. Whereas, if there is a new type of security threat, there can be a potential if the firewall has been designed to detect it or not, this will then lead to the question of Firewall being fully secure or not [1]. 
Another limitation of firewall is that they can sometimes tend to block legitimate traffic. For example, firewall has been designed to block access to certain types of website or services, this can lead to firewall blocking websites that are legitimate, and the website will be needed for the organisation. This as a result, will cause disruptions and inconvenience to the employees working within the organisation [1]. 
Overall, firewall does play a crucial role in terms of security. However, it is necessary to recognise the limitations and take further steps to address them. This may include, creating an additional security measure, such as intrusion detection systems, or antivirus software to gain an additional layer of security to protect the organisation from a wider range of threats [1]. 
[bookmark: _Toc122018986]Access Control:
The purpose of Access control is to limit the number of users accessing the system or resource. This process can be completed through the use of authentication and authorisation processes, which enables only authorised users to gain access to the system or resource. Access control is crucial in terms of computer security, and it is used to stop unauthorised access to information or resources that can be sensitive. Access control can be applied in both aspects either physical or virtual systems, and it is often used in conjunction with other security measures, such as firewalls and encryption [3]. 
By the use of limiting access to its system and resources it increases the chance of Access Control safeguarding the organisation. This will eventually lead to less unauthorised users gaining access, which can protect the organisation from variety of threats, such as: data breaches, cyber-attacks, and various other security threats. The only way to gain access to the system is by legitimately authorising and authenticating yourself [4]. 
[bookmark: _Toc122018987]VPN:
Virtual private network typically known as VPN is a technology that provide a private and secure connection over a public network (internet). The purpose of the use of VPN is to ensure data are protect and prevents any unauthorised access to a private network, such as company’s internal network. To ensure the connection is secure VPN uses encryption between a user’s device and VPN server, this makes it hard for any users trying to intercept and read the data that is being transmitted. This enables the user to gain access to the private network and its resources, namely files and applications [5]. 
With the use of VPN, it can protect an organisation by encrypting the connection between the user’s device and the VPN server. This can be done by encoding the information that is being transmitted over the connection. This would make it difficult for any user’s trying to intercept and gain access over unauthorised data, because they wouldn’t be able to decipher the encoded information without the appropriate decryption key. VPN uses a variety of algorithms and protocols for the purpose of encrypting and decrypting the data, and longer the length of the key the stronger the protection of the key will be, this can also be determined by the specific algorithm that is used [5, 6]. 
VPNs does not have the ability to detect threats or vulnerabilities on their own. However, in order to detect threats, organisations must have other security implementations, such as intrusion detection system (IDS), and intrusion prevention systems (IPS). These are implemented for the purpose of monitoring network traffics for any signals of malicious activity and take further actions to stop any potential threats [6]. 
[bookmark: _Toc122018988]Cloud Computing:
The purpose of cloud computing is to deliver computing services, such as storage, computing power, and networking, over the internet. Users gain access to cloud computing services through the internet, rather than using local servers or personal devices. This enables the organisation to access to large amount of data and resources, without having the need to invest in hardware equipment’s and infrastructure. Cloud computing provides many benefits towards a company, such as cost savings, flexibility, and efficiency. Cloud computing has become an important role to modern computing as it is widely used by organisation across various industries [7]. 
Cloud computing providers consists of strict security measures in order to prevent threats. These security measures can include things like authentication, encryption, and access controls, which are utilised for the purpose of keeping confidentiality, availability, and integrity of data and resources in the cloud. Furthermore, cloud computing providers has their own security teams that can monitor the cloud environment so they can potentially react and detect any threats, which allows them to quickly take action to prevent any security incidents [7]. 
Cloud computing can protect an organisation by providing scalable, secure, and cost-effective way to access and store data and resources. With the use of cloud computing, organisation can take advantage of the security measures and expertise of their chosen cloud provider, which can lead to prevention of various threats, namely cyber-attacks, and data breaches. Cloud Computing has the ability to provide flexibility as anyone working within the organisation and has been authorised can access the data and resources from cloud computing, and it also provides scalability because it aids them to adapt to changing business needs and demands. This will lead to reduced IT costs which can provide number of benefits in the long term, and increased productivity and competitiveness. Overall, cloud computing can hugely benefit an organisation because it provides the best security, increase their agility, and reduce the cost [8]. 

[bookmark: _Toc122018989]Task 2:

[bookmark: _Toc122018990]Security Policy
What is IT security policy
The guidelines for using an organization's IT resources are outlined in an IT security policy. The rules should be clearly laid out in the policy, along with access restrictions and possible penalties for breaking them [1].
The business objectives, information security policy, and risk management plan of an organization should serve as the foundation for its IT security policy. An IT security policy specifies the company digital attack surface and amount of acceptable risk by describing access controls and permissible use. The IT security policy establishes the parameters for incident response by outlining how users may be observed and the possible consequences of policy violations [1].
The goals of the Security Policies are guided by the 3 Pillars of the CIA Triad:
1. Confidentiality: Preventing unauthorized individuals from seeing sensitive information.
2. Integrity is the assurance that data hasn't been altered while it's being stored or transported.
3. Availability: Continuously granting authorized users access to data and systems.
4. 
The key information in a security policy:
· Acceptable Use: Acceptable methods for end users to utilize IT systems
· Processes for installing, upgrading, and retiring IT assets are part of change management.
· Data Retention: How long can data be kept and how should it be disposed of?
· Processes for handling possible security incidents are known as incident response.
· Policies for securing the company network include network security.
· Rules for setting up and maintaining user passwords
· Security awareness: procedures for educating staff about online dangers



[bookmark: _Toc122018991]Compliance Law and Ethics:
[bookmark: _Toc122018992]ETHICAL PRINCIPLES:
A professional should...
· [bookmark: _Toc122018993]Contribute to society and promote human welfare while understanding that everyone has a stake in computers.
· [bookmark: _Toc122018994]Prevent any harm that might be brought on by the work they conduct or are involved in.
· [bookmark: _Toc122018995]Be trustworthy and sincere.
· [bookmark: _Toc122018996]Act in a fair and nondiscriminatory manner.
· [bookmark: _Toc122018997]Honor the labor that goes into creating innovative concepts, inventions, artistic creations, and computing artifacts.
· [bookmark: _Toc122018998]Respect for privacy
· [bookmark: _Toc122018999]Respect confidentiality.

[bookmark: _Toc122019000]PROFESSIONAL RESPONSIBILITIES:
A professional should...
· Try to produce professional work that is of high quality, both during the process and afterward.
· Uphold strict standards of professionalism, decency, and moral behavior.
· Understand and abide by the rules that apply to professional work.
· Accept and offer suitable expert evaluation.
· Provide in-depth analyses of potential dangers along with extensive reviews of computer systems and their effects.
· Work only in your areas of competence
· Encourage public understanding and awareness of computing, associated technologies, and their effects.
· Only use computing and communication resources when you have permission or when the public good requires it.
· Create and put into use security systems that are resilient and easy to use.
Protection mechanisms for services and information.

Implementing security services requires the use of technical instruments and procedures known as security mechanisms. A mechanism may function independently or in conjunction with other devices to offer a certain service [2].
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[bookmark: _Toc122019001]Security mechanism types include:
Encipherment:
This security feature deals with concealing and covering data to make it secret. It is accomplished by using algorithms or mathematical processes that reassemble information into an unintelligible form. It is accomplished using well-known methods of encryption and cryptography. The degree of data encryption is determined by the encipherment algorithm used [3].
Access Management:
This system is meant to prevent unauthorized access to the data you are sending. It can be done using a variety of methods, including applying passwords, employing a firewall, or simply adding a PIN to the data [3].
Notarization: 
This security measure requires communicating with a reliable third party. It serves as a go-between between sender and receiver, minimizing the possibility of dispute. Requests made by the sender to the recipient that are later refused are recorded by this mediator [3].
Data Integrity:
This security technique involves adding value to data that the data itself has created.
It is like transmitting a packet of data that is known to both sending and receiving parties, is checked before and after being received, and is then sent. Data integrity is preserved when the attached packet or data is verified to be the same when sent and received [3].




Bit Stuffing:
This security feature tacks on a few extra bits to the data being transferred. It facilitates data verification at the receiving end and is accomplished via even or odd parity [3].
Digital signature:
This security measure is made possible by including digital data that is invisible to the human eye. It is a type of electronic signature that the sender adds, and the recipient verifies electronically. The sender's name must be disclosed, but this approach is employed to maintain material that is not more secret [3].
Public Key Infrastructure (PKI):
When using public key cryptography to verify the parties to a transaction, a public key infrastructure (PKI) is a set of tools, guidelines, and services that supports this practice [4].
Risk management In Service, information, and infrastructure.
What is risk management?
The use of risk management techniques to control IT dangers is known as IT risk management. To identify and evaluate potential threats and vulnerabilities in IT infrastructure, IT risk management methods, policies, and technologies are used [5].
[bookmark: _Toc122019002]Risk management life cycle:
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1. Identify the Risk

Without initially determining where and when it might occur, you cannot adequately prepare for risk. As a result, it is crucial for the manager and team to be aware of potential risks, identify them, and describe how they might affect the project and results. Utilizing a template for an IT risk assessment is one approach [5].
2. Analyse the Risk
Once a risk has been discovered, it must be examined to see whether it will have a significant, moderate, or minor impact. What effect would each danger have, furthermore? Investigate the risk and the potential effects it might have on the project. These conclusions will be included in your risk assessment [5].
3. Rank and evaluate the risk.
You can start creating methods to control risks once you assess their impact and rank them. This is accomplished by figuring out what the risk can do to the project, which includes figuring out how likely it is to happen and how much of an impact it will have. Then, without criticizing the project, you can state that the risk either needs to be handled or can be ignored. Again, your risk assessment would be supplemented by these rankings [5].
4. Consider the Risk
After all of this, if the risk materializes, you are no longer operating in the domain of theory. It's time to get moving. This process of taking your high-priority risks and determining how to manage them or adjust them so they take a lower priority is known as risk response planning. Preventive and emergency plans, as well as risk mitigation techniques, are applicable here. Include these strategies in your risk analysis [5].
5. Monitor and evaluate the risk.
After acting, you must monitor and evaluate how the risk has been reduced. To ensure that nothing is overlooked or missed, use your risk assessment to track and monitor how your team is handling the risk [5].
Best Practices for IT Risk Management Best Practices for IT Risk Management
1. Early & Regular Evaluation: 
There is no better time than now to begin the risk management process, so get going as soon as possible. Keep in mind that it is a process and will go on throughout the project. then keep watching continuously. Risk is always awake [5].
2. Lead by Example:
 Many things make toward good leadership. Creating a risk culture within the organization is one part. That entails appreciating everyone's perspective, realizing the value of acknowledging risk, and responding with a positive outlook [5].
3. Communication:
Communication is key to detecting risks and taking prompt, appropriate action. This requires a clear channel for risk to be communicated throughout the organization [5].


4.  Strong Policies:
Without a method and plan in place to deal with risk, you will constantly be behind. This is another reason why a project risk assessment is essential, along with knowledge of everyone's roles and duties on the project team, the existence of a continuity plan, etc [5].
5. Include Stakeholders:
 Project stakeholders are an excellent resource that are sometimes ignored. They have a distinct perspective and can offer insight into areas where risk might occur. Therefore, involve them at every stage of the project, starting with asking them to fill out the risk assessment worksheet [5].
6. Get Signoffs:
 Obtain approval for the approach, which involves the stakeholders, at each stage of your risk management [5].
[bookmark: _Toc122019004]Organization structure of the security Unit:
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Governance







The processes that guide and establish accountability for a utility-wide cybersecurity effort are covered by the governance building block. The executive director, chief executive officer (CEO), board of directors, and other leaders of the utility must understand and take responsibility for cybersecurity governance [6].
Compliance:
A utility tries to comply with laws, regulations, and standards. This is known as compliance.
The utility's compliance building block is responsible for identifying all applicable laws, rules, and standards as well as explaining how the advised or mandated activities relate to the utility. After that, the governance building block receives high-level information about regulatory requirements from the compliance building block. This makes it possible for utility executives to allocate security resources in an informed manner. The organizational security policy building block is given more specific regulatory criteria so that the utility's internal risk management activities and its external compliance efforts can be coordinated across the enterprise [6].
Procurement:
A utility obtains the tools, programs, or services that it will integrate into its systems through procurement. Despite being mistakenly viewed as a one-step process, procurement involves several steps, including identifying criteria, assessing available options, negotiating contracts, buying, and receiving the devices or applications (Harris and Maymi 2016) or activating the service [6].
The purchase process should incorporate cybersecurity, according to organizational security policy. These could contain legal specifications for purchasing that start with the compliance building block. These instructions should be followed by utility employees who are responsible for receiving, issuing purchase orders, analyzing vendor offers, and conducting requirements analyses for new device and application purchases [6].
Risk Management:
For an energy system to function and support everything that depends on it, cybersecurity risk management is essential. Key areas that require special attention to prevent possible threats are determined by the risks a company confronts. Understanding the hazards will enable a business to decide how much risk it is willing to take on. A plan of action can address and aid in mitigating vulnerabilities once risks have been identified and prioritized [6].
Risk management requires a lot of time and effort. The organization will benefit from having a cybersecurity risk management approach that focuses on avoiding, evaluating, and reducing risk [6].
Technical controls:
A system is protected against cyberattacks by technical controls, which are made up of hardware and software components. Technical controls include things like firewalls, intrusion detection systems (IDS), encryption, and identification and authentication methods [6].
Technical controls carry out a variety of vital tasks, such as preventing unauthorized users from accessing a system and identifying security violations. Some individuals mistakenly believe that technical controls are all that constitute cybersecurity because they are so crucial, omitting other crucial components [6].
Technical safeguards need to be set up so that they protect both data in motion and data at rest. Defense-in-depth, which layers controls, is a popular method for installing controls. In such a setup, even if an attacker gets past one control, controls at the following layer still offer security [6].

Incident response:
Incident response refers to the steps taken by a utility to get ready for cyberattacks. This entails developing preparations for responding, practicing the response before an attack, ongoing surveillance to spot attacks, and responding itself [6].
Cyber incident response is a delicate and involved process. Even under ideal conditions, the period after an assault will be chaotic as staff members try to comprehend what happened, why it happened, how it affected the firm, and the best method to resume normal operations. Utilities should plan their answers ahead of time; otherwise, the cyberattack will probably run longer and cause more harm as utility staff tries to come up with an impromptu response. Planning, practicing, and rehearsing in advance of an attack will lessen the chaos and impact of the strike [6].
Cyber security Training and Awareness:
Utilities must take action to inform all personnel, including nontechnical staff, about potential cyberthreats and their duties in preventing them. This action includes providing cybersecurity awareness training [6].
Human error is frequently a prerequisite for the success of cyberattacks. As was probably the case when Stuxnet infiltrated Iran's nuclear enrichment facilities, many businesses and even governments have fallen prey to malware because an unknowing employee clicked on an infected email attachment or inserted an infected USB drive into a computer (Zetter 2014). Employees that receive cybersecurity awareness training learn to prevent these errors. Cyber hygiene, or the development of healthy, secure computer habits, can frequently help a company save time, money, frustration, and reputational harm. These behaviors, despite being straightforward, are incredibly effective at plugging holes that could provide attackers access to utility systems. According to research, a sizable portion of data breaches (19%–36%) can be attributed to human error (Ponemon Institute 2017) [6].
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]While there is evidence that you have done some level of research, you have used all websites.  Your references are lacking creditable peer reviewed articles. Use credible sources; academic journals are normally highly credible sources while websites require careful consideration/selection and should be used sparingly. Utilise the university online resources and journals from the library site.  Note also that citation links should not include in the body of the report, but the appropriate citation style should be used. 
	[bookmark: totalRIL]20
	[bookmark: markRIL]9

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]To showcase your knowledge and understanding try to incorporate more critical appraisal of the literature. See comment above to improve this area. 
	[bookmark: totalKUS]10
	[bookmark: markKUS]4

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You not done an introduction and conclusion.  Your introduction should give a background to the work along with some general research information of the subject areas preferable from peer reviewed articles to enhances your work.  Your conclusion should summarize your key areas of the report. Task 2 was generically done was more of an extended research but not link or refer to the given case study. 
	[bookmark: totalANA]25
	[bookmark: markANA]11

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]You had an organisation chart and other diagrams though not link to the case study.  All figures must be numbered and name.  
	[bookmark: totalPAD]25
	[bookmark: markPAD]10

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]You have not used the IEEE report format for at least task 1. There are typo and grammatical errors; all acronyms need to be spelt out first time use. Your work need formatting and alignment.  
	[bookmark: totalSPP]20
	[bookmark: markSPP]9

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]43%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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