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Abstract 
This report provides HealthPlus Analytics (HPA), a healthcare technology firm in the UK that handles sensitive data of patients on behalf of National Health Service (NHS)-based hospitals and clinics, with a full data security and governance framework. The framework was developed by the board of HPA following an attack by hackers on its analytics servers and individuals accessing its cloud without authorization. The framework relies on ISO/IEC 27001:2022, NIST Cybersecurity Framework 2.0, UK General Data Protection Regulation (UK GDPR), and NHS Digital Security Standards to identify threats to the organization, both internal and external. It also recommends security policies, enumerates how to minimize risk, establishes an incident monitoring and response plan, and establishes a staff training program. Each of the findings is supported by credible and current studies in the field.
Introduction
One of the largest issues for UK healthcare organizations now is cybersecurity. According to the NHS, 215 ransomware attacks occurred between January 2019 and June 2024 [1]. In June 2024, it was reported that over 10,000 outpatient appointments and 1,710 elective procedures in London hospitals were cancelled due to the Synnovis ransomware attack, which was attributed to the Russian hacker group, Qilin [2]. According to the IBM Cost of a Data Breach Report, the healthcare industry is the costliest in terms of breaches, and an average of 7.42 million dollars per incident is the highest in the industry in 12 years [3].
HealthPlus Analytics (HPA) manages and retains confidential patient data, which falls under the UK General Data Protection Regulation (UK GDPR, Article 9) and the NHS Data Security and Protection Toolkit (DSPT). Starting in September 2024, the DSPT has been transferred to the National Cyber Security Centre (NCSC) Cyber Assessment Framework (CAF). It is a more sophisticated, risk-based method of ensuring that things are safe [4]. Failure to adhere to the rules may be disastrous. As an illustration, following a ransomware attack in 2022, which was connected to the absence of multi-factor authentication (MFA) in one user account, the Information Commissioner’s Office (ICO) fined Advanced Computer Software Group Ltd £6.09 million [5].
It is a framework that is anchored on the CIA Triad, which is abbreviated as Confidentiality, Integrity, and Availability. 
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                                                         Figure- CIA Triad
Identification of Threat
External Threats
Ransomware: In 2024, 44% of all data breaches worldwide were caused by ransomware [6]. The practice of double extortion is increasingly being employed by threat actors, which implies that they steal data and encrypt systems to achieve maximum leverage. Healthcare is disproportionately targeted, as it requires data to be available.
Hackers use Social Engineering to gain entry into a system, most frequently via phishing. The use of artificial intelligence (AI) has increased the chances of attackers by approximately 22 per cent [7]. This poses a huge challenge to those employees who have access to cloud-based patient records.
Unauthorized Cloud Access: 19% of all breaches in 2025 were caused by cloud misconfigurations, and 37% of cloud-based incidents by compromised credentials [7]. The fact that HPA relies on patient information that is stored in the cloud further increases this risk.
Supply chain attacks: Attacks against third parties and the supply chain increased by 29% between 2023 and 2024 [7]. Software vendors and partner organizations are indirect means through which people get access to the internal systems at HPA.
 Nation-State Advanced Persistent Threats (APTs): In 2017, the WannaCry attack affected 81 NHS trusts and had a cost of an estimated 92 million [2]. Nation-state actors continue to target healthcare data as it may provide them with information and create issues.
Internal threats
 Negligent Insider Actions: An insider caused one out of three data breaches in 2024, most of them being accidental. This involves sending e-mails to the incorrect individual, having feeble passwords, and being effortlessly deceived into giving personal information [8]. The world experienced 74% of breaches that involved a human [6].
Malicious Insiders: Unsatisfied employees or those who want to earn money might knowingly steal, alter, or destroy sensitive information. The 22% of all breaches in 2025 occurred due to insiders [7].
 Poor Access Controls: Allowing excessive access and sharing credentials goes against the principle of least privilege, allowing attackers to access it easily.
Uncontrolled Personal Devices (BYOD): Workers who connect to company systems using their personal devices via unsecured networks expose the company data to the risk of theft, malware installation, and theft of credentials.

Security Policy
The proposed policies to be adopted are as follows, since they are based on the ISO/IEC 27001:2022 Annex A controls [9] and NIST CSF 2.0 Govern and Protect functions [10]:
Information security management system (ISMS) policy
HPA will establish and maintain the enhancement of an ISMS based on ISO/IEC 27001:2022 [9]. The ISMS establishes boundaries on information assets, allocates them to the appropriate individuals, and ensures that all security operations are risk-oriented, documented, and reviewed by management at a routine period.
Access Control Policy
The least privilege principle is going to regulate access to patient information and access to internal systems. There will be Role-Based Access Control (RBAC) and verification of access rights every three months. NHS England mandates the use of MFA for all cloud-based and administrative access [5].
Data Classification and Handling Policy
All data assets will be grouped into four levels: Public, Internal, Confidential, and Restricted. The Patient Data is Restricted and encrypted at rest using AES-256 and in transit using TLS 1.3. Article 5(1)(c) of the UK GDPR [11] states that there should be adherence to the principles of data minimization during the lifecycle of data.
Acceptable Use (AUP) Policy
All employees, contractors and external parties must abide by the AUP. They are not allowed to use any personal devices unless they are registered with the Mobile Device Management (MDM) system of HPA and satisfy the security criteria of the endpoints.
Incident Response and Reporting Policy
Any potential data breaches must be reported to the Data Protection Officer (DPO) within four hours of their discovery. Article 33 of the UK GDPR [11] states that in case the breach endangers the rights and freedoms of people, then it is to be reported to the ICO within 72 hours.
Third-party and supply chain security policy
Before engaging any third-party suppliers, they should be subjected to due diligence checks. Contracts should include security provisions that are consistent with the NHS England cybersecurity supply chain charter [5], and suppliers should continue to satisfy the DSPT "Standards Met" [4].
Measures to Minimize Damage
Multi-Factor Authentication (MFA) 
MFA will be used in all cloud platforms, email systems, and administrative portals. The case of the ICO imposing a temporary fine of £6.09 million on Advanced Computer Software Group Ltd demonstrated that the lack of MFA on a single account could cause dreadful consequences on compliance [5]. Hardware tokens will be used in all privileged accounts. However, it's important to appreciate that the use of generic MFA solutions can disrupt patient care; in urgent care environments, frequent authentication may force staff to adopt less secure practices such as sharing passwords, which undermines security efforts [13].
End-to-end encryption of data
The use of AES-256 encryption will secure patients' records in the cloud. Any data transmitted should be via TLS 1.3, and full-disk encryption should be employed on any endpoint that handles HPA data. This is a direct support of the Confidentiality pillar of the CIA Triad.


Network Segmentation and a Zero Trust Architecture
The network of HPA will be divided in such a way that it will not provide access to the administrative or third-party users to the clinical systems. Zero Trust Architecture will rely on the never trust, always verify approach that will continue to gain more popularity and will complicate the lateral movement in case of a perimeter breach [10]. However, implementing Zero Trust is costly and complex, particularly in relation to legacy systems. A study found that 46% of organizations report that compatibility with legacy systems and implementation are significant barriers to adoption [14].
Vulnerability scanning and patch management
Critical vulnerabilities will be resolved within 14 days of being reported. Approximately every quarter, reported breaches involve unpatched software [8]. Our quarterly vulnerability scans and annual penetration tests will comply with NCSC recommendations.
The 3-2-1 strategy of backup and recovery, which is not modifiable
It will be using the 3-2-1 backup strategy: three copies of data stored in two types of media, with one of them stored offline. The integrity of the backup will be checked every three months. The basic supply chain security requirement of NHS England is great backup systems [5].
Mobile Devices Management (MDM)
Any devices requiring HPA data should be included in a centrally managed MDM solution. Devices not enrolled will automatically be blocked. MDM allows wiping a device remotely in case it is lost or compromised.

MONITORING AND INCIDENT RESPONSE
Security Monitoring framework
The Security Information and Event Management (SIEM) system will help HPA to gather and connect all endpoints, server, and network device logs in real time. According to IBM [3], those corporations relying on threat intelligence detect breaches 28 days sooner on average. Network boundary intrusion Detection and Prevention Systems (IDPS), User and Entity Behavior Analytics (UEBA) to identify unusual access patterns, a Cloud Access Security Broker (CASB) to monitor cloud data flows, and Endpoint Detection and Response (EDR) on all devices under their control are all significant monitoring controls.
On the other hand, SIEM tools can generate a lot of false alarms, which can cause alert fatigue. Security personnel can be overwhelmed by the number of alerts and may overlook critical attacks [15]. So HPA must ensure it has sufficient resources and thresholds for alerts.
Incident response plan (IRP)
HPA IRP is based on the NIST CSF 2.0 six-phase lifecycle [10]. Phase 1 (Detect): Automated triage begins with the activation of SIEM/IDPS alerts, and the on-call analyst notifies the incident within 30 minutes. Phase 2 (Contain): Networks that have been compromised are disconnected from the rest of the network, and hacked accounts are automatically deactivated. Phase 3 (Assess and Notify): The DPO examines the severity of the breach. Article 33 of the UK GDPR requires the ICO to be notified of the fact that personal data has been stolen within 72 hours [11]. Phase 4 (Eradicate): All malware is eliminated, all vulnerabilities are sealed, and all passwords are replaced. Phase 5 (Recover): Systems are reinstated using proven clean backups in a secure manner. Phase 6 (Review): Within 14 days, a formal report of what was learned is provided, and the findings are included in the ISMS risk register.
Staff will be involved in incident response exercises twice a year, using the NCSC Exercise-in-a-Box program to identify their preparedness as well as the effectiveness of plans.Eradicate
Asses & Notify
Review
Recover
Contain
Detect


      
                            Figure- HPA incident response plan 
Training and Awareness Program
In 2024, 74% of all data breaches worldwide involved a person [6]. The four components of the training program at HPA are grounded on four themes of the cyber awareness model used by NHS England: Recognise, Respond, Reinforce, and Reflect [12].
Induction Training Requirement
All new employees undergo a cybersecurity orientation in their first week. The content covers information on how to categorize data, store passwords securely, recognize phishing, and report. A minimum of 80% on the test is required before using the systems.
Annual refresher and training on a role basis.
Every employee should undertake annual refresher training, and it should comply with the NHS DSPT Standards Met criteria [4]. Role-based modules provide IT administrators (secure configuration, privileged access management), the clinical staff (managing patient records, BYOD policies), and the senior leadership (governance obligations, regulatory liability) with the required information.
Phishing Campaign
Simulated phishing exercises will be conducted using a reliable simulation platform every 3 months. Employees who fail to pass through the simulations receive specific remedial training that enables them to be more resilient to AI-enhanced spear-phishing [7].

Security Champions Program
The initial contact with questions and issues relating to security on a daily basis is the nominated departmental Security Champions. Champions receive high-level briefings on threats and strive to build a security-conscious culture. The board receives reports every three months on the number of individuals completing their training, the number of individuals clicking on phishing links, and the number of incidents reported.

Conclusion
HealthPlus Analytics operates in one of the most regulated and targeted sectors of cybersecurity in the United Kingdom. This framework provides you with a structured, evidence-based plan that is based on the UK GDPR, NHS Digital Security Standards, ISO/IEC 27001:2022, and NIST CSF 2.0. Each of the recommended actions is rational, feasible and founded on credible up-to-date findings. All elements of the framework, including encryption and access control, incident recovery, and staff training, are based on the CIA Triad. Cybersecurity is a continuous process for organizations and not a single project. The continuous efforts that HPA applies to this framework are what make patients have faith in them, and operations run smoothly.
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Identification of Threats

* Ransomware: 44% of all global breaches in 2024 [6]

* Phishing and Al spear-phishing have a success rate that has gone up by 22% [7].
*  37% of unauthorised cloud access is done with stolen credentials [7]

* Supply chain attacks are up 29% from last year [7].

* Nation-state APTs: The NHS lost £92 million because of WannaCry [2].

* 1in 3 breaches are caused by careless insiders [8]. 74% of breaches involve a person [6].
* 22% of breaches in 2025 were caused by malicious insiders [7]

* Access controls that aren't good enough and shared passwords

* Unmanaged BYOD devices on networks that aren't safe
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Security Policies

A. ISMS Policy: Adheres to ISO/IEC 27001:2022; continuously enhances, depending on risk [9].

B. Access Control: Role-Based Access Control (RBAC) and two-factor authentication (MFA) are enforced on all cloud
and administration systems [5].

C. Data Classification: It has four levels. Resting patient data are encrypted with AES-256, whereas transmitting
patient data is encrypted with TLS 1.3 [11].

D. Acceptable Use Policy: BYOD can only be used by MDM-enrolled devices; all staff are required to sign the AUP.

E. Reporting an incident: DPO within 4 hours; ICO within 72 hours, as per the UK GDPR Article 33 [11].

F. Supply chain security - performing due diligence on suppliers; the NHS DSPT requirement Standard Met in
contracts [5].
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Mitigation Measures
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Cloud and admin portals should be secured with Multi-Factor Authentication, and privileged
accounts have to be secured with hardware tokens [5].

End-to-End Encryption: AES-256 in the rest, TLS 1.3 in transit, and full-disk encryption on all end-
systems.

Zero Trust and Network Segmentation - never trust, always verify; restricts horizontal movement
following a breach [10].

Patch Management: Patching of critical vulnerabilities is completed within 14 days; scans are
completed after every three months, and pen testing is completed once a year [8].

3-2-1 Backup Plan: Three copies, 2 media types, 1 copy stored offsite in a separate air gap. 3 Tests
of integrity every three months [5].5]

Mobile Device Management: Every device has to be enrolled before use; unenrolled devices are
automatically locked out.
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      Mitigation Measures    Cloud and admin portals should be secured with Multi - Factor Authentication, and privileged accounts have to be secured with hardware tokens [5].  End - to - End Encryption: AES - 256 in the rest, TLS 1.3 in transit, and full - disk encryption on all end - systems.  Zero Trust and Network Segmentation - never trust, always verify; restricts horizontal movement following a breach [10].  Patch Management: Patching of critical vulnerabilities is completed within 14 days; scans are completed after every three months, and pen testing is completed once a year [8].  3 - 2 - 1 Backup Plan: Three copies, 2 media types, 1 copy stored offsite in a separate air gap. 3 Tests of integrity every three months [5].5]  Mobile Device Management: Every device has to be enrolled before use; unenrolled devices are automatically locked out.
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Monitoring and Incident Response

Monitoring Stack:

IBM (2024): threat intelligence reduces breach identification time by 28 days on average [3]

Six-Phase Incident Response Plan — NIST CSF 2.0 [10]:

NOTIFY

— 1CO 72hrs ERADICATE RECOVER

New information is added to the ISMS Risk Register following an incident (to improve continuously).

The NCSC Exercise-in-a-Box drills that are run twice annually test the preparedness of the staff and the effectiveness of the plans.

REVIEW
14 days





image13.svg
      Monitoring and Incident Response  Monitoring Stack:  SIEM  IDPS  UEBA  CASB  EDR IBM (2024): threat intelligence reduces breach identification time by 28 days on average [3] Six - Phase Incident Response Plan — NIST CSF 2.0 [10]:  1 DETECT   2 CONTAIN   3 NOTIFY ICO 72hrs   4 ERADICATE   5 RECOVER   6 REVIEW 14 days New information is added to the ISMS Risk Register following an incident (to improve continuously). The UK GDPR article 33 provides that within 72 hours of a verified breach of personal data, the ICO should be notified of the br each [11]. The NCSC Exercise - in - a - Box drills that are run twice annually test the preparedness of the staff and the effectiveness of the pl ans .
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Training and Awareness Programme

74% of 2024 breaches involved a human element [6] — training is the most scalable mitigation.

According to the model of NHS England: Recognise, Respond, Reinforce, and Reflect [12]. ]

A. Mandatory Induction B. Annual Refresher + Role -Based

This must be done by all new employees during the first week. It
includes data classification, phishing and AUP, and they should
pass at 80.

Annual Refresher, on the basis of NHS DSPT, Standards Met [4];
each separate track on IT staff, clinical staff and leaders.

C. Simulated Phishing Campaigns D. Security Champions Programme

Every quarter, employees who fail are put through remedial Departmental heads, advanced threat briefing; quarterly board
training; build resilience to Al spear-phishing [7]. reports on key performance indicators (KPIs).
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      Training and Awareness Programme  74% of 2024 breaches involved a human element [6] — training is the most scalable mitigation. According to the model of NHS England: Recognise, Respond, Reinforce, and Reflect [12]. ]   A. Mandatory Induction This must be done by all new employees during the first week. It includes data classification, phishing and AUP, and they should pass at 80.   B. Annual Refresher + Role - Based Annual Refresher, on the basis of NHS DSPT, Standards Met [4]; each separate track on IT staff, clinical staff and leaders.   C. Simulated Phishing Campaigns Every quarter, employees who fail are put through remedial training; build resilience to AI spear - phishing [7].   D. Security Champions Programme D epartmental heads, advanced threat briefing; quarterly board reports on key performance indicators (KPIs) .


image16.png
Conclusion

Based on this framework, the evidence-based plan of HPA is structured and complies with ISO/IEC 27001:2022
[9], NIST CSF 2.0 [10], UK GDPR [11], and NHS Digital Security Standards [4].

Immediately: Install MFA, enrol all devices in MDM, and conduct a phishing attack.
3 Months: Install SIEM and EDR, achieve DSPT "Standards Met" and begin training.

Long-term: Become ISO/IEC 27001 certified, exercise Zero Trust, and perform IRP exercises at least once every
six months.

Cybersecurity is not a project but a continuous process for an organisation.

The importance of HPA remaining involved in this framework is in the development of trust and resiliency in
patients.
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Background and Context

HealthPlus Analytics
processes sensitive NHS
patient data. Recent
ransomware attacks on
analytics servers and
unauthorised cloud access
incidents prompted this
review.

215, Ransomware attacks on UK healthcare from 2019 to 2024 [1]

£7.42M - Average cost of a healthcare data breach, the highest of
any industry for 12 years [3]

£6.09M -ICO's temporary fine for not having MFA on one account

[5]





