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Cloud Computing represents the nowadays standard for organizations, companies and enterprises that want to stay productive and competitive in their business.
The following report has been written to provide London Bikes LTD with a more in-depth knowledge of the technologies that power the Cloud and how these should be evaluated before choosing the most suitable for its needs. 
Given the recent request of a consultation, to assess the possibility to move the existing infrastructure to the cloud, the paper discusses the different Service and Deployment models that Cloud Computing Technologies could offer to the company, as well as technical aspects, such as Migration strategies and Security implementation. 
Also, the document discusses the implementation of the proposed Iaas/SaaS model, considered the most suitable for the given scenario that London Bikes LTD required to analyse.
The report is divided into three main parts, used to split and simplify the treated topics.
The first one is dedicated to the explanation of the basic terminology needed for the understanding of the following concepts and the analysis of the CCT models their benefits.
The second is focused on the virtualisation process and security-related concepts.
The last one is about analysis of the migration and the implementation phases that London Bikes LTD may use if the company would be interested in the suggested system.
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Cloud Computing is the technology that allows organizations, companies and enterprises to move and run their business on an internet-based environment, making it highly profitable and in-line with trends, without the need to invest a huge amount of money in infrastructures.
This, thanks to services such as online storage, applications, on-demand computing resources etc, typically available on a pay-as-you-go basis. 
The infrastructures that run these services are offered by Cloud Services Providers, which grant the 99.99% of uptime, taking care of all the expenses for the maintenance and offering security against data loss and natural disasters, through the physical replication of their data centres.
As previously mentioned, CC technologies are very attractive for companies, because of the lower investment required, but even since all the offered services are highly scalable.
Scalability, in fact, is one of the keys of the profitability for small/medium enterprises, that can adjust their expenses based on the workload they have in a capable way.
According to (Vonnegut, 2017), “scalability is a planned level of capacity that can grow or shrink as needed”.
Another important concept related to Cloud Computing is about the location of the offered service by the user’s point of view.
The user is unaware of the location of the hardware that is allowing the used service to deliver its functionalities, but can use it in every place, as long as an internet connection is available.
This is a strength that allows companies to work with personnel from all around the world, having the advantage to employ specialized people that can work from remote locations, without the need to reside where the company is located, improving productivity and bringing more revenue to the company.
Wanting to pinpoint the main characteristics that a CC environment should have, it is possible to highlight the fact that they can be divided in two categories: Required and Optional.
The ones that fall into the first group are at the base of the available CC models, while the others are optional features that can be obtained taking advantage of specific services that can be bought in addition to those required.
The picture below, offers a complete overview of these characteristics.
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To better explain what these features are, in the following list is contained a brief description for every of them.
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With this term is meant that the customers need to concern just about the services needed to carry out their business, without worrying about the underlying infrastructure.
This because is the Cloud Service Provider that deals with it, granting that the system is always working properly.
This characteristic gives companies the possibility to add and remove services based on their needs, allowing them to be as competitive as possible, having a modular system that can be adapted rapidly. 
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Scalability is another key feature that a Cloud based system must have. It is the ability to increase and decrease the amount of needed resources, based on the business demand.
This characteristic differs from elasticity, because is not related to the computational power of the system, but to physical resources such as storage etc that can be upgraded paying an extra amount of money.
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Elasticity is the capability to adapt to different levels of workload automatically, allocating and deallocating computational power in relation to the resources demand that users and applications require during the use of the service.
Before Cloud computing, a similar system was implemented by grid computing, that was not adaptive based on the workload, but every computer on the grid was used to accomplish a specific task.
CC technology, instead, makes use Clustering, a technique that allows sharing the workload across interconnected nodes, acting as a single computing resource.
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With worldwide access is meant that Cloud services are accessed over the internet in the case of a public cloud, or LAN, in the case of private Cloud.
A key aspect of this characteristic is that the QoS(quality of service) is based on the network latency and speed available to the end user and is for this reason that would be suggestable a broadband connection to access CC services.
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Cloud Computer environments are usually set up to share their resources with other services. This because they are based on a multi-tenant model.
This type of model involves the use of the same service or infrastructure to be shared with a multiple number of users, without compromising the confidentiality of the handled data.
 In the picture below it is possible to see a representation of the model implementation, where all the layers between the application and the underlying infrastructure are clearly visible.
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The last of the required characteristics regards the fault tolerance, or rather, the capacity of a system to overcome a fault that could compromise the uptime of a service.
The main idea is to have a certain level of redundancy so that, if a fault occurs, the system can be swapped with another hardware, but there are different strategies that can be put in place to achieve the goal.
Fault tolerance can be split in two categories, because of the different approaches that can be used. They are:
· Proactive
· Reactive
To the Proactive approach, involves the preparation of the system to the eventuality that a fault occurs, while in the reactive one, this is handled after it occurs.
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Cloud Computing solutions can be served in different ways depending on the user’s needs.
The three available models, as visible in the picture below, are: Saas, PaaS, IaaS, but they group different typologies of services.
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[bookmark: _Toc40281891]Figure 3. CC delivery models
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With the term SaaS or Software as a Service, is intended the delivery of a certain kind of application software to the end user.
To have a clear idea of what this means it is possible to imagine when, back in the days, the only way to get an application working on the user’s device, vendors needed to sell software in the form of compact disc that had to be installed on a computer to deliver its functionalities.
With the advent of Cloud Computing, this system has evolved, giving companies and users the possibility to run these software on every device that has an internet connection, taking advantage of a web browser that acts as interface between the user and the central infrastructure where the software runs on.
In this way, the consumer does not have the necessity to manage the underlying infrastructure, keeping it up to date, secure and ready to run the application, but can access to it in any moment.
When talking of SaaS, it is possible to notice the involvement of a web browser that acts like a bridge between the end user and the central server. This takes the name of Thin Client, since the device that access the service does not require the installation of any heavy software.
Using this type of service has some advantages and wanting to group the main ones, it is possible to list these:
· Lower costs
· Faster deployment
· Easy upgradability
· Accessibility
As a cloud computing service, the SaaS model comes on a pay-as-you-go basis. This allow to do not incur in higher costs for the deployment.
Unlike other service models, there is no need to setup the software as it comes ready to be used.
The third benefit, is referred to the fact that in this model, is the service provider that takes the responsibility to deploy software updates to the underlying system, as well as its maintenance.
Finally, accessibility means that, since to make the software working there is only the need of a web browser, this can be available on a wider range of devices, bringing the advantage to be more accessible than traditional SW solutions.
As well as the pros listed before, SaaS brings even some concern regarding aspects that cannot be handled by the user.
Lack of control is one of the main issues, since the user is renting just an application and not the whole infrastructure.
Security of the stored data cannot be controlled, and the user must rely on the honesty of the provider.
Lack of functionalities and connectivity are finally the last two issues that could bring the user to opt for a different type of service.
Usually, cloud applications do not work in the same way a local application would. This because due to the nature of the service. In addition to this, they rely on the delivery over the internet that means that,  if the internet connection fails, the user loses the access to the software and its data.
To this service category belong different underlying sub-categories that for obvious reasons, the report does not explain them in detail, but can be listed as follow for information purpose:
· Application as a Service
· Integration as a Service
· Security as a Service
· Management as a Service
· Testing as a Service
· Information as a Service
· Process as a Service
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PaaS or Platform as a Service is another of the service models offered by Cloud Computing technologies.
This category is generally used by developers as a platform on which develop their applications for the purpose to sell them as in the SaaS model.
PaaS offers a development environment alongside an OS, a DB and a web interface, that has the scope to allow the user to upload the software that wants to deploy.
In this model, the consumer has control of the software resources made available by the service provider but does not need to worry about the physical underlying infrastructure.
A classic example that can be made to understand what PaaS is, would be Microsoft Azure, a platform that allows to configure the runtime environment on a Microsoft managed infrastructure, giving the possibility to deploy applications keeping the full control of the software component and its related data.
The picture below shows how PaaS model works, explaining the different duties of the Cloud Service Provider and the user.
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It is worth to mention that the application lifecycle in a PaaS environment is improved thanks to the benefits it brings. In particular, it is possible to list these:
· Fast release
· Lower costs

Fast release is one of the main advantages that come with PaaS because, in this model, companies only need to focus on the coding and the testing of the application they need to deploy. There is no need to design and build the infrastructure.

Lower costs come from the fact that the consumer does not need to manage the VMs and most of the providers offer their services based on the consume of computing resources.

As well as the pros listed before,  even in this model, it is possible to find some drawbacks regarding aspects that cannot be handled by the user.
The most common ones are listed below:
· Vendor Lock-In
· Security

With Vendor Lock-In is intended the fact that once chosen a Service Provider, a company must stick to it.
This because every vendor, implements different technologies and tools that, once used to develop a software, are required in case of migration.
Security is always a concern when there is no control of the infrastructure.
Since all the data and the code used by the application is stored on the vendor’s infrastructures, it is difficult to assess all the security measures implemented to protect the costumer.
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IaaS or Infrastructure as a Service, is the last of the Service Models that Cloud Technologies offer and is related to the infrastructure at the base of PaaS and SaaS service models.
It is basically the convergence point of three technologies that cooperate to form a larger one.
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As visible in the picture above, these technologies are those regarding Computing, Storage and Networking.
Computing resources are the hardware that allows the infrastructure to run software and virtualise the environment and it is represented by the server component.
Storage resources instead are those which have the duty to stock the different types of data required for the working of the system and finally, the most important component: The Network.
Networking is the element that permits the infrastructure to work. Without it, would be impossible to make all the systems communicating with each other.
The most important aspect of the network component is related to its speed, this because, being used as a channel to transport data across the various devices, has a big impact on performances.
Common examples of IaaS can be found in services like:
· Amazon Web Services (AWS)
· Rackspace
· Google Compute Engine

As visible in the next figure, IaaS service model gives the consumer the possibility to have the complete control on everything above the virtualisation -a topic discussed in the next chapter- but, as always, is the Cloud Service provider that has the duty to manage the physical infrastructure.
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The advantages that this type of service brings to the consumer can be identified as:
· Flexibility
· Replication
· Lower costs
Being scalable and flexible to the customers’ needs, IaaS is a good service that supports a variety of different operating systems.
It is always offered with a replication capability that allows to recover the system in case of natural disaster or electronics fault and is sustainable for the customer, that does not need to invest his revenue in hardware and specialised personnel.
As every service analysed in this document, even IaaS has some drawbacks and, as can be guessed, these are related to security and service outages.
The customer must rely on the service provider, that handle these kinds of problems.
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To ensure that the Infrastructure is costs and energy saving, in Cloud Computing is made a heavy use of virtualisation.
Virtualisation is the capability to run multiple operating systems on the same machine and can be achieved making use of hypervisors.
A hypervisor is a software that sits between the hardware of the host and the installed operating systems and allows to split and handle the OSs required resources.
Cloud Computing multi-tenancy characteristic is due to the work of Hypervisors.
The more frequent type of HV that can be found in CC datacentres is Type 1 Hypervisor (also known as Bare Metal HV), but it is possible to find even Type 2 HVs.
Type 1 HV, runs directly on the hardware, allowing to have better performances compared to the Type 2 one.
The most common Type 1 HVs are:
· Hyper-V
· VMware ESXi
· KVM
Type 2 HV, instead, run on an operating system and are generally slower than Type 1, because they do not have direct access to the hardware.
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After having seen how Cloud Computing Technologies can be distributed with different typologies of services, it is possible to talk about the ways they can be deployed.
CC Services can be served under different flavour, such as:
· Private
· Community
· Public
· Hybrid
According to the definition given by the NIST (Peter Mell, 2011), Private Cloud is a service infrastructure that is used by a sole organisation.
In this model, the consumer rents the infrastructure for its own use beneficing of security and control of the handled data since there are no external parties to interfere with the business.
Even reliability and scalability are high, but there is one drawback.
Private Cloud is expensive and not affordable by small/medium enterprises.
Community Cloud, on the other side, is a model that involves the sharing of the same infrastructure by a larger number of consumers or a community, that has the same interests or concerns.
In this scenario, the cost of the infrastructure is reduced because is shared between the members of the community and the reliability and security of the data are good.
The cons of this type of implementation are limited bandwidth and scalability due to the fact that the common infrastructure is used by a larger number of users.
Public Cloud is a model in which the infrastructure is used by general-public. It can be managed by an organisation or a business and is served on premises.
Unlike Private Cloud, it does not allow the control of the data and, for this reason, is considered less secure than that.
The pros of this type of model are related for the most to the fact that the consumer does not need to manage the infrastructure and can access it with a lower cost.
The last model is Hybrid Cloud. This is a mixture of two or more typologies of Cloud infrastructures (that can belong to private, community or public models) bonded together by a technology that allows the portability of the data from one to the other/s.
This solution brings different advantages to customers because allows keeping the workload in the Private Cloud portion, increasing the computing speed and can make use of the public portion to scale the service, if required.
The adoption of this model brings costs advantages because customers pay for the Public Cloud portion, only when is used.
Data is secured because resides on the private portion.
On the other hand, Although the model is cost saving for companies, it requires a bigger investment compared to Public Cloud and this could be a problem for small companies that do not have a lot of capital to invest.
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After having examined the actual infrastructure that London Bikes LTD implemented for the deployment of its website and the database solution used to handle the data of its customers and employees and after having evaluated different options, has been decided to implement a custom solution based on the Hybrid Cloud deployment model.
Even being London Bikes LTD a SME(small & medium enterprise), during the analysis of the requirements has been noticed that a combination of cloud services such as IaaS and SaaS would be really advantageous for the company.
Although the initial investment would be higher than the migration of just half of the required resources, has been highlighted the possibility that this would be more cost-saving since the company could completely shut down the infrastructure actually in use, saving on hardware maintenance and management costs.
In the following picture is represented how the infrastructure should look like after the adoption of the proposed solution.
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Starting from the left, it is possible to see the actual implementation of the system.
It is composed of by two servers that handle the company website and the database containing the customers, orders and employee’s data.
The database is accessible over a LAN that links the two servers and is accessed by the web server when, using a private section of the website, an employee logs in.
The web server is available to the public making use of the company’s internet connection.
But what could happen if one of the systems fails for some reason?
Well, the answer is: the system would result unreachable, resulting in a loss in revenue for London Bike LTD.
This is the reason because has been thought to the solution exposed on the right side that makes use of two different typologies of services (plus the use of a web hosting service for the website) delivered on the base of the Hybrid Cloud model and bonded together by a private connection between Public and Private parts.
Obvious concerns could be related to the security but, being the data on a Private Cloud it would be managed by the company, that would not need to rely on third parties.
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To achieve the implementation of the proposed solution, London Bikes LTD should take in consideration the fact that the migration process from the current to the new, cloud-based environment, would not be achievable without the correct evaluation of all the phases that this involves.
The company should properly assess all the related technological, organisational and environmental issues to understand how to implement the transition, since this is not only related to the IT infrastructure but is something that affects both the company stakeholders and shareholders.
A deep analysis regarding the readiness of the company should be done in order to understand if the internal personnel is ready to accept the changes. 
To do this, the combined use of two frameworks, that have the goal to assist organizations during the assessment and the development of the approach to use during the migration has been proposed.
The first model, also known as TOE framework, would be used to assess general business issues. Of course, this model must be associated to the fact that the migration to the new adopted technology should be smooth and properly done.
This aspect of the business can be eased by making use of a management framework that defines the design process for the cloud life cycle.
As visible in the picture below (Curry, 2012), the process involves 4 different phases -spit into different sub-phases-, that allow to spread the workload and focus on the required tasks.
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[bookmark: _Toc40281896]Figure 8. Cloud Life Cycle (Curry, 2012)

The final step to the realisation of the project would be the real migration.
In Cloud Computing there are three main migration strategies that can be used to achieve the goal.
Since choosing the wrong one could compromise the whole process, it is required to use the most appropriate and customise it on the customers’ needs.
Before introducing the one deemed most appropriate for London Bikes LTD, a brief explanation of them has been made to allow the company understanding the reason of the choice.
According to (Osterhaus, 2018) these strategies can be described as follows:
The first one takes the name of Lift and Shift Migration and involves the copy of the appliance from a type of infrastructure to another.
The second one takes the name of Technical Migration.
This process involves the exact copy of the application, while trying to adapt the database and the OS layer in order to take advantage of the new infrastructure.
The third and last strategy takes the name of Application Migration and involves the change of the whole system, reimplementing application, database to work on the OS that could be found on a new, different infrastructure. 
To reduce the costs of the transition and speed up the process, the Lift and Shift Model has been chosen for London Bikes LTD.
This would see the choice of an infrastructure based on the same principles of the actual, with the benefits of a Cloud environment.
The offered services would become scalable on-demand and affordable at the same time, due to the non-existent infrastructure costs and the speed of the combined Private and Public solutions.
Moreover, the system would not see any substantial changes, beneficing of a lower expense for the training of the employees.
Customers would benefit of a granted 99.99% of service uptime and the company of the data protection needed to comply with the actual legislations added to the possibility to have a backup in case of incidents.
[bookmark: _Toc40264511]CONCLUSION

The topics reported in this document aim to give to London Bikes LTD a correct and deeper overview of what migrating to Cloud means for an enterprise, giving a more in-dept knowledge of the evaluations that must be done to do not have any issue with it.
Cloud Computing is a good deal for companies that want to stay competitive in a market that is increasingly oriented to use of new technologies and, with the suggested solution and the offered support, London Bikes LTD would surely be ready to do this important step.
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