Risk assessment and control of Caribbean Coffee based on ISO27000 information security management system

At the beginning of the report, I first investigated three safety standards (or frameworks) as required. After that, I chose ISO27000 which is the most suitable application case to evaluate the information security risk of the company.

1. Analysis of existing security framework

1.1 ITIL

The full name of ITIL is Information Technology Infrastructure Library. The British government first proposed ITIL in the 1980s. Nowadays, it operation and maintenance service management based on ITIL standard has been widely used all over the world. In the latest version 2.0 of ITIL, the architecture is mainly composed of six parts. It includes business management, it service management planning and implementation, service management, ICT infrastructure management, application management and security management. ITIL provides a standard, quantifiable, rigorous and objective service specification for enterprises. It includes five operation and maintenance processes and one management process, which are service desk, event management, configuration management, change management, problem management and release management.[1]

1) Information desk. The service desk is a bridge between the user and the operation and maintenance management personnel, which can help the user put forward the problem processing application to the operation and maintenance management personnel clearly and directly, and can pay attention to the operation and maintenance time processing in real time.

2) Event management. Event management is usually symbiotic with the service desk management. After the service desk receives the service requirements from users, it can be transferred to event management. Through event management, the operation and maintenance requirements put forward by users can be classified and assigned to the corresponding professional personnel for processing.

3) Configuration management. Configuration management is a very important part in the concept of ITIL. For the whole operation and maintenance system, it clearly identifies all elements of the whole system that need to be operated and maintained. The status, change, addition or cancellation of each configuration item must be recorded completely and clearly in the operation and maintenance system.

4) Change management. Change management is to change configuration items or other operation and maintenance elements through the evaluation of operation and maintenance team or operation and maintenance personnel, the formulation of strategies and methods, and the standard approval process. The user's demand for operation and maintenance management is to solve the current problems quickly and with minimum negative impact, so is the change management requirement.

5) Problem management. Problem management is a deep management in the whole operation and maintenance management. Event management only deals with the matter itself. However, problem management needs to analyze the root cause of the event, formulate root cause corrective measures, find out the weakness in it operation and maintenance management, and specify preventive measures to avoid the recurrence of such problems.

6) Release management. At the beginning of operation and maintenance management, it is necessary to release the final confirmed operation and maintenance configuration items for the first time, establish the baseline of configuration items, and release the latest configuration item status again after the subsequent configuration items are added, revised or cancelled. Through release management, the configuration item status is always in the latest, effective and available state.

1.2 ISO27000

ISO27000 was revised after the adoption of BS7799, which was designated by British Standards Institute in 1995. The standard includes information protection, confidentiality, it technology security and other issues. The standard system adds new information security management related standards every year. At present, it mainly includes the following published standards.[2][3]

	Standard document number
	Content

	ISO27000
	Related terms and definitions of ISMS

	ISO27001
	Information security management system requirements

	ISO27002
	Best practice of information security management system

	ISO27003
	Implementation guide of information security management system

	ISO27004
	Information security management measurement

	ISO27005
	Information security risk assessment

	ISO27006
	Entity requirements for implementing isms audit and certification

	ISO27007
	Information security management system audit guide



Among many standards, ISO27001 first proposed the concept of information security management system, which is the core of the whole ISO standard series. Compared with other security standards, ISO27001 focuses more on describing the role of management in information system, and describes more management related scenarios. Moreover, ISO27001 standard does not depend on specific implementation and has high adaptability. Its specific certification process is as follows:

1) Current situation investigation. From the daily operation and maintenance, management mechanism, system configuration and other aspects of the organization information security management security research.

2) Risk assessment. This paper analyzes the value, threat factors and vulnerability of the organization's information assets, so as to evaluate the organization's information security risk and select appropriate measures and methods to achieve the purpose of risk management.

3) Management planning. According to the organization's information security risk strategy, formulate the corresponding information security overall planning, management planning, technical planning, etc., and form a complete information security management system.

4) System implementation stage. After the ISMS is established (the system documents are officially released and implemented), it is necessary to test its effectiveness and stability through a certain period of trial operation.

5) Certification audit stage. After running for a certain period of time, ISMS has reached a stable state, and various documents and records have been established completely. At this time, you can request for authentication.

1.3 COBIT

COBIT (control objectives for information and related technology) is a common international standard for information system audit, which was published by ISACA in 1996. COBIT integrates it processes, it resources and it control objectives corresponding to information and business requirements, and constructs a three-dimensional cube model. It provides a general evaluation, display and processing method for enterprises, and can help enterprise managers achieve enterprise strategic objectives through appropriate IT governance.[4]
The control logic of COBIT framework is: enterprises manage it resources through it process to achieve it goals, which correspond to business needs. The most important feature of COBIT is to focus on business requirements. COBIT promotes the completion of business objectives by promoting it objectives. To achieve the business objectives, it needs the corresponding information support, and the IT objectives can provide the information according to the information standards. Structured it process can effectively manage and control it resources to achieve it goals.

1.4 Comparison

COBIT gives the evaluation, measurement and audit methods of it from the strategic, tactical and operational levels. Its "target audience" is information system auditors, enterprise senior managers and senior IT managers, such as CIO. Moreover, because of the background of COSO framework, COBIT framework is more inclined to the enterprise's accounting information system. According to the characteristics of accounting information system, such as its data accuracy, timeliness and security, COBIT has done a lot of corresponding work to optimize. COBIT can not only predict the actions of auditors in the control process, but also the auditors need not pay attention to all it processes when they control the system.

ITIL focuses on methods and implementation process. Because it focuses on it service management (ITSM), its vision is relatively narrow compared with COBIT, and it mainly focuses on the tactical and operational aspects of it. However, it defines a more detailed and understandable process set for the provision and support of IT services. Its "target audience" is it staff and service managers. The aim of ITIL is not only to optimize management, but also to reduce company costs. For example, after P & G implemented the ITIL concept in 1997, the operating cost in four years has decreased by about 8%, the technical management personnel in the company has decreased by about 20%, and the capital saved is expected to be as high as US $500 million.

Different from the above two frameworks, ISO27001, as an international standard, focuses more on information security. It includes information protection, confidentiality, it technology security and other issues. This is a broad and universal global standard, which is applicable to enterprises or organizations of all sizes. In terms of information security, the earliest ISO27001 focuses more on system information security. It involves all aspects: high-level support, risk assessment, operation and performance improvement, etc.

2. Case Analysis
Through the introduction, I learned that Caribbean coffee is a company with a wide range of business in the world. It can be judged that the company's organizational structure is complex, the number of employees is huge, and the management process is complex. Most of the company's business is based on cloud services, and 95% is wireless network. This shows that malicious websites and hackers will pose a great threat to the company's information security. Next, I analyze the possible information security problems of the company from three aspects of technology, management and process.

Technology. Technology is an important means to solve information security. For the global Caribbean coffee, technology is an important part of information security. Even companies that deploy a lot of security technologies are still likely to be invaded in the network. Because of the clever technical means, there is no matching management cognition, process, consciousness, it is also useless. Technology alone is not enough to build a strong enough information security system, but also need to improve the information security system from management cognition and process control.

Management cognition. The internal management of Caribbean coffee company needs to pay enough attention to information security. For companies based on cloud services and with a large number of online social media, it is particularly important to protect the personal privacy of employees and customers and maintain the entire service system.

Process. The construction and execution of process control is often the problem of information security in many companies. Some sensitive operations and access do not establish and implement a secure recording process. Subordinates' poor execution of management process, operating system not in accordance with rules, and one person holding important and sensitive posts are common problems in major companies.

Through the above analysis, combined with the previous analysis of two frameworks and one standard, I choose to complete the design based on ISO27001 standard to meet the needs of information system security, governance and compliance of Caribbean coffee company. Passing the ISO27000 information security management system certification is of great significance. Passing the information security certification is not only the work of the IT department, but also a reform project led by the senior management and implemented in the whole company. Before the irreparable loss, we should manage the technology, manpower, material and financial resources of the enterprise at a lower cost to reduce the possibility of risk to the minimum.

According to the construction process of ISO27000 standard, information security management system is an overall management framework established after risk control based on risk assessment results. The main purpose of information security management system construction and operation is to design a new information security management process, improve the existing insufficient information security management process, and protect the organization's information assets. The information security management system of Caribbean coffee is divided into four important stages

1. Formulate information asset security policy
2. Develop information security risk management plan
3. Formulate security management specifications, information security management points and relevant guidelines
4. Make relevant information security record forms and information security records

Risk assessment in ISO27000 includes two processes: risk identification and risk assessment. Risk identification is to find information security elements and risk sources through comprehensive investigation and research. Risk assessment is to compare risks and determine the severity of risks according to established risk criteria.The implementation process of risk assessment of Caribbean coffee company is tentatively given as follows:
[image: ]
2.1 Information security risk assessment preparation

The objective of risk assessment for caffeic Caribe is to identify caffeic Caribe's information assets by analyzing its core business processes. First of all, the preparation stage should first analyze the characteristics of the company's existing management system. As mentioned above, Caribbean companies are characterized by a large number of participants and a large amount of data. In view of this characteristic, the work content of the preparation stage design is as follows:

	department
	Duty

	Retail department
	As the core Department of Caribbean coffee company, the company should take centralized training for retail staff to standardize the use of information system

	IT department
	The leader and main executor of information security management system

	Document management department
	The management department of written documents and electronic documents is responsible for daily document collection, sorting, updating, archiving and destruction

	Human Resources Department
	Be responsible for the information management, recruitment and dismissal of the company's employees, and be proficient in using the system

	Finance Department
	Responsible for the company's accounts, revenue, expenditure, use of various software for financial analysis

	Operation Department
	Be responsible for the operation of the company's online social accounts, and implement the multi person responsibility system for such important and sensitive positions



2.2 Identification of assets, threats and weak points

Assets, threats and weak points are the three elements of risk assessment from the perspective of information security.

Assets are one of the basic elements. The three dimensions of confidentiality, integrity and availability stipulated by ISO27001 are used to evaluate the criticality of information assets. The information assets of asset identification include both tangible assets and intangible assets, such as physical assets, software assets, data document assets, personnel, services, etc.

Threat is a kind of possible factor or event. The source of threat is very diverse, which is manifested as direct or indirect damage to enterprise information, such as unauthorized access tampering, illegal virus implantation, system damage and so on. According to ISO27001 and the characteristics of Caribbean coffee company's assets, the following types of threats are given: intentional threat, accidental threat.

	
	Type
	Description
	Threat analysis

	Deliberate threat
	terrorist attack
	The consequences of well planned active attacks are often quite serious, such as arson, bombs, viruses, hackers and denial of service
	Caribbean company is a multinational company, so it is easy to become the target of terrorist attacks

	
	External damage
	Physical attack, such as fire
	Most of the Caribbean coffee company's services are online, and the company's total address depends on the environment

	
	Internal damage
	Illegal sabotage by insiders
	The incidence is low

	
	Theft
	Thieves pay more attention to the price attribute of assets
	Strengthen the security of the company's important information

	
	Hacker
	Hackers will take the company as a target and take active technical challenges
	It's very likely to be threatened by this kind of threat

	
	Cheat
	Fraudsters often have relevant knowledge preparation, such as phishing sites
	Strengthen staff fraud prevention education

	Occasional threat
	Environmental and physical threats
	Such as fire, earthquake, interference, power failure and other threats
	The incidence is low

	
	System failure
	It can be divided into system paralysis and system inefficient operation
	Need a good running system and running environment

	
	Error
	Due to the wrong input data, program bug or administrator operation error caused by information damage and loss. Such as data input error, program error, administrator improper operation and so on
	Strengthen the audit mechanism and fully train the staff

	
	Equipment failure
	Including server, network equipment, storage, backup equipment damage
	Strengthen daily investigation

	
	Threat of invasion
	The invasion of unintentional virus and Trojan horse
	The employees are all over the world, the personnel are complex, and the possibility is great

	
	Employee threat
	Threat caused by incorrect operation or lack of authority of employees
	Standardize the use behavior of employees



After defining all the threats, caffeic Caribbean can score according to the probability of threat occurrence or the threat that has occurred in the past. After scoring, focus on protection against high scoring threats.

2.3  Weak point classification

According to the requirements of ISO27001, the weak points mainly include technical weak points and management weak points. The weakness of Caribbean coffee company is mainly from two aspects of technology and management. The weak point of technology is often the existence of software, hardware and environment itself. The source of weak management is more from the defects of personnel, process, strategy, control, authorization, trust and so on. Just like threat scoring, you can also score the company's existing weaknesses.

2.4 Confirmation of existing measures

In order to prevent repeated investment and construction, before risk analysis, it is necessary to identify the information security protection and control measures taken by Caribbean coffee company and confirm their effectiveness. The correct protective measures should be recorded and clearly maintained. For invalid and improper protective measures, we should check whether they should be cancelled or amended.

Based on the understanding of the Caribbean coffee company, the current protective measures to be investigated include: physical assets and environment, software and data document assets, personnel and services.

2.5 Calculation of value at risk

The purpose of this step is to assign a value to the risk so that it can be summarized. The assessment of risk must be based on the actual situation and the above weak points. The simple weak point assignment can not accurately express the possible consequences of the asset in the event of security problems. Even if a weak point does exist, as long as there is no relevant threat, it will not cause damage to the assets of the enterprise. What we need to do is to record the risk and evaluate it when the environment, physics, software, etc. change in the future and bring relevant threats.

The risk assessment scoring table is shown in the table below. The specific scoring should be based on the actual situation of Caribbean coffee company, so only the header is listed here:

	Risk name
	Risk (can be scored in detail)
	Risk scoring

	Old hardware
	
	

	Hacking
	
	

	(Others listed in the above table)
	
	



3. Conclusion

At the beginning of the report, I summarize and compare two common security frameworks and one security standard. After that, I designed the safety standard of Caribbean coffee company based on the information and ISO27001 standard. The design scheme is divided into three parts: preparation of risk assessment, confirmation of existing safety measures and calculation of risk value. Because the information given is not much, so many measures only give a rough idea. I believe that through this security standard, the Caribbean coffee company can well solve the current problem of information security system construction.
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