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Introduction
During my work, I configured the step-by-step process using the teacher's Panto vids. In the lesson, for each task requirement, all configurations were tested after each stage to ensure the network worked correctly. The final system allows both networks  to communicate securely and demonstrate a realistic implementation of a business network infrastructure 
This report explains what was configured in each task and how the final stages result meets the requirements for an excellent implementation. 
This assignment required multiple configuration and site networks for each task in network environment using windows server and Linux also known for London/ the Debian server within those task challenges such Active directory DHCP DNS VPN IIS and remote desktop services the aim of the task was to build a realistic enterprise-style network  consistent with two separate location know for window server and the Debian server for that topology it will be Birmingham connecting securely using the routing and VPN technologies the systems  had allow the users to login it also let the user to login using domain a account access and shared files receive IP addresses automatically and remotely connect to servers 





1. [bookmark: _Toc225089796]Routing:
The first task was to configure routing between the Birmingham and London networks. In the Birmingham network, I installed Routing and Remote Access. After installing RRAS, I needed to configure it to act as a router so that it could forward the traffic  between the internal networks and the connection to London

First, the firewall rules were also modified to allow ICMP traffic. This was important because I needed to test connectivity using the ping command. After testing using the ping command, this will allow enabling ICMP to successfully ping between  machine were window server and the Debian server in the same network 
For the London network, IP forwarding was configured on the Debian Linux server, allowing me to route packets between the servers. I also checked that the firewall settings allowed the required traffic between the two networks 

After completing all that, the routing should be configured, and I tested connectivity between the Birmingham and London servers' virtual machines, so it should yield a successful ping result. The routing was successful at the end, showing that both networks were correct and configured and able to communicate with each other 
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2. [bookmark: _Toc225089797]Domain Server (Birmingham)
The next step was to configure the Birmingham servers as the domain controller. Firstly, I needed to install Active Directory roles, domain services and created new  forest called vladimir.acca, which matched the format of the task 

During the installation, the DNS was also installed and configured already after the domain and a new forest called Vladimir. acca appeared that it matches the required format from the task another thing during process was installing the DNS and that was also configured automatically after the domain was created I had to manually add records like all servers in both Birmingham and London networks this will allow my computer to find each other using the names instead of the Ip address

I also had to create the reverse lookup zone and add the PTR record for the servers. This is because it allows the system to resolve the IP addresses back to hostname, which is useful for troubleshooting and security and checks for troubleshooting and security systems back to host names, which makes it useful for troubleshooting and security checks 

I also had to check the password policy, since it was already configured, and make sure users must use secure passwords. This is important because the domain environment requires stronger security than a typical workgroup. After that, the completion of the domain configuration, I had to test the DNS, and it was confirmed that all machines could be found using their names  
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3. [bookmark: _Toc225089798]Encrypted Connection between Birmingham and London
 The next task was to create a secure connection between the two networks using the site-to-site VPN I had to configure the VPN  using the RRAS  on the Windows server and routing settings  on the London server
I also had to configure the VPN. I had to stay connected  so that both networks could communicate at any time, and encryption  was enabled to make sure that the traffic between Birmingham and London was secure 

After doing that stage, the VPN was configured. I had to test the connection by pinging the machines on both networks. The ping was successful, which to the other the ping was successful which to the other the ping was successful which confirmed that the VPN tunnel was working
This shows that the connection between the two was able to work and was secure and reliable, which was required in a real business environment  
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4. [bookmark: _Toc225089799]Create user accounts for your name.ACCA domain with all the parameters 
The user account was created in Active Directory for the domain called Vladimir. acca the username were created using the required format, which is the first letter of the first name, followed by the last name 
The first step was to use PowerShell to create the accounts from Excel instead of creating each user manually, which was way quicker and less time-consuming. Even though it took me some time to get the user inside the server, it reduced any mistakes inside the server. This means it should be visible, and the active directory user and computers should be visible 

After I created the accounts, I tested the logins from the clients' computers. The users were able to log in without having any errors, which was confirmed during the process by the accounts, which are confirmed accounts that were configured during the process of making them  
Using PowerShell for bulk like making a lot of users, creation show good practise and is commonly used in real IT environment and good practise working in that field 
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5. Domain Membership
After that, the clients' computers and the servers need to join the domain for this task. I had to join L-CD clients S1 and L1 to Vladimir's domain. acca domain 
After that, I needed to join each machine to the domain and restart it, then I logged in using the domain user account to confirm they were authenticated. This will confirm it is working; then the domain controller will be able to verify users, and the computers should appear in Active Directory on the Windows Server. This will show that the domain environment was working properly, and then joining all the systems to the domain will allow central  management, which is required in the enterprise 
Lastly, after joining all the required domain machines, another step was to verify that the computers were correctly registered in Active Directory. This was important. I made a lot mistake by doing this. I had to check that the Active Directory was registered, and also check the Active Directory users and computers the login process was successful on all machine the reason is because it has showed that all domain controllers are  DNS  and the network connectivity should be running smoothly without any errors at this stage meaning that they should be configured at this stage correctly and allowing across all the computers and users
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6. DHCP Server
For this stage, I had the B-DC server configured as the DHCP server. I had to create the scopes for the networks  using the required IP address  ranges for the scope, which included  the start address, the end address, the subnet mask, the default/gateway and the DNS server 
For extra DHCP options that were configured, so that clients automatically received the correct settings in London as DHCP relays agent this will allow the clients in London server  to receive the IP address from the DHCP server In Birmingham  and after completing them for the configuration I had to set the client  for the computers to obtain IP address automatically the clients received the addresses correctly  which confirmed that DHCP was working 
Lastly, after checking after configuring the DHCP, I also needed to check if the correct IP address were assign to the client and machines, which usually should be automatically I had to renew the IP address the reason why is because I had to configured on the clients  to make sure the address are were coming from the DHCP scope this part needed to be done I had to create now for the client for it to able to receive the right gateway for the DNS server and the domain name settings which it was successful if after running it everything runed smoothly  
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7. Test and Troubleshoot
After the configuration stage from the last task, I had to start testing the networks to make sure everything was working. The first step was to test pinging between all machines to confirm connectivity. I had to test the domain login using different users. In this stage, I also had to test the DNS by using the hostnames instead of the IP address 
If I had any problems happening, I had to check the routing firewall rules and DNS settings  until the issue was fixed, then after testing, both Birmingham and London networks were fully operational and connected, this mean working  
Testing the troubleshooting was done after every step I used, such as ping hostname resolution, and login test, to check that the network 
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8. Disk Drive configuration
For this stage I had to make a second disk via the actual virtual machine settings, but beforehand, I had to change the setting to 10GB and press new disk, and added to the Birmingham server, I had to mount and add to  the folders named like Birmingham file, but in the server, it will look like E:\BirminghamFile this step is important because this will allow me to share the file to everyone essentially  and inside the window server it will shared on the  network then permission were to set to the domain users and have full control but before doing that I had change  the settings to advanced and change the setting for it to be full control for the file sharing this essentially again be fully configured if it done correctly which I have 
This setup allows the users and me, at different locations, to securely share an access file. This can be used for business environment situations 
At this stage, after mounting the additional disk to the server, I had to check on it more before the server did not recognise it because it was not in the desktop that I had put for countable times of fixing it. I was finally able to put it on the server, and it was assigned to the correct drive. I had to move my local disk, and there it was. Now, Birmingham and the London one were able to share the file and configure the permission, which also made it secure for the domain user who had full access control important part for any preventable accident in the process. I also tested on the folder on different machines that it could be accessible 
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9. IIS Server
When I installed the IIS on the server and created a website called Vladimir. acca, that was the aim for the Windows authentication, and it was enabled so that my only domain user can access the website, they are automatically logged in using their domain account 
The aim is to display the message “Welcome to Birmingham Website “so that show on the webpage, which means it has not been done correctly. I also had to test the site from different computers and with authentication to ensure it was done correctly. This tells that the webpage server has been configured and is secure for this task  
One of the main things was to check the authentication this is because had to change  the anonymous access to disable as require task then after restarting it the IIS services I had to once more test it on the website from the different clients to make sure it work page was loaded and it did correctly which part of the assignment showing welcome message with proper authentication it helps kept the system secure and running 
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10. [bookmark: _Toc225089805]Remote Desktop Services: Configure remote access for B-DC from any other machines in the network. 
At this stage of the task, Remote Desktop Services were installed on the B-DC server. I had to configure  the RD web access and create the login page, and when accessing the web stage, it should come to this page saying  the site was accessed using  https://rds.vladimir.acca, and it should have worked, but before all that, we had to make sure that in the settings, a new entry was created and selected if it gave the option; however, in my case I had to create the certificate the make sure the web is accessible and  configured so that the connection is secure if you do that the web page will not secure and when correctly you should scroll little bit then press continue it should work making login with your details for example administrator name and server password once that is  login you should  be if not directly to RD webpage 
In addition to setting this up on my remote desktop services, I had to ensure the connection could be accessed from other machines within the network without errors. The reason is that I tested the RD webpage using the HTTPS link and confirmed that the certificate doesn’t say success. The process won't work; that is very important. After configuring them, it will also help us log in to the domain and configure remote access. These few steps are important, and they will help in a real organisational scenario. This is because the administrator usually needs to manage the servers remotely, secure remote access, and maintain them, so this will give perfect practise 
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Conclusion 
For this assignment, I’m able to configure and complete tasks in a network environment, connecting the Birmingham and London servers and networks, all the task requirements, services were including routing, VPN, active directory, DHCP, DNS, disk sharing, and remote desktop skills, which I can implement in a real IT environment if needed and it was installed and tested.
When it came to all the networks that allow secure communication between both locations, I tried connecting to the IP address, and domain login, shared file access and remote access, and 
Lastly, all tests were successful for the task requirements, and the final system meets the requirements for excellent implementation, as the network is fully functional and secure across all tasks in the assignment. Even along the way, I had some minor errors at the end, it was successful 
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vladimir@debian~3 pec status

Security Associations (1 up), 0 conncting):

to-london-lan[3]: ESTABLISHED 16 secondnds ago, 172A16.2.0/24[172.16140/24‘?]...
172.14.2.0/24[172.16.2.0/24[172.11.0.4[172.31.2.0/24]

to-london-lan{1]: INSTALLED, TUNNEL, reqid 1, ESP SPIs: ce6d2dc@®_i dd4e2db6_o

to-london-lan{1]: 172.16.2.0/24
abraredebian:~$ ping -c 4 172.31.2.10

172.31.2.0/24

PING 172.31.2.10 (172.31.2.10) 56(84) bytes of data.

64 bytes from 172.31.2.10: icmp_seq=1 tt1=63 timezé.. 27.1 ms
64 bytes from 172.31.2.10: icmp_seq=2 ttl=63 timezé.. 26.0 ms
64 bytes from 172.31.2.10: icmp_seq=3 ttl1=63 timezé.. 25.8 ms
64 bytes from 172.31.3.10: icmp_seq=4 ttl=63 timezé.. 25.4 ms

--~ 172.31.2.10 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3006ms

rtt min/avg/max/mdev 25.400/26.889/27.125/0.724 ms

vladimiredebian
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